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Rout er A#show running-config
Bui | di ng configuration...

Current configuration : 1151 bytes
!

version 12.4

service timestanps debug uptine
service timestanps | og uptine

no servi ce password-encryption

!

host nane Rout er A

!

boot - st art - mar ker

boot - end- mar ker
!

Infernet

E¥HB. ©f2RFC 1918 address , B2
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enabl e password ci sco

1

nmenory-si ze i onem 25

no network-cl ock-participate slot 1
no network-cl ock-participate wic 0
no network-cl ock-participate wic 1
no network-cl ock-participate wic 2
no network-cl ock-participate aimO0
no network-cl ock-participate aim1l
no aaa new node

ip subnet-zero

ip cef

ip audit po max-events 100
no ftp-server wite-enable

no crypto isaknp enabl e

i nterface FastEthernet0/0

ip address 10.1.1.2 255.255.255.0
dupl ex auto

speed auto

1

interface FastEthernet0/1

ip address 10.2.1.1 255.255.255.0
dupl ex auto

speed auto

1

interface | DS-Sensorl/0

no i p address

shut down

hol d- queue 60 out

1

ip classless

iproute 0.0.0.0 0.0.0.0 10.1.1.1
ip route 10.3.1.0 255.255.255.0 10.1.1.3
no ip http server

no ip http secure-server

control - pl ane

1

1

!

line con O

line 33

no activation-character
no exec

transport preferred none
transport input al
transport output al
line aux O



line vty 0 4
password ww
I ogin

!

!

end

Rout er A#
BERHEBEE

Rout er B#show running-config
Bui | di ng configuration..

Current configuration : 1132 bytes
|

version 12.4

no service pad

service tinestanps debug uptine
service tinestanps |og uptinme

no service password-encryption

|

host nane Rout er B

|

boot - start - mar ker

boot - end- mar ker

|

!

no network-cl ock-participate slot 1
no network-cl ock-participate wic 0
no network-clock-participate wic 1
no network-cl ock-participate wic 2
no network-cl ock-participate aimO0
no network-clock-participate aim1l
no aaa new node

i p subnet-zero

ip cef

|

ip audit po nax-events 100
no i p domai n | ookup
no ftp-server wite-enable

no crypto i saknp enabl e

|

|

!

interface FastEthernet0/0

ip address 10.1.1.3 255.255.255.0
dupl ex auto

speed auto

no cdp enabl e

|

interface FastEthernet0/1

ip address 10.3.1.1 255.255.255.0
dupl ex auto

speed auto



interface | DS-Sensorl/0

no i p address

shut down

hol d- queue 60 out

1

ip classless

iproute 0.0.0.0 0.0.0.0 10.1.1.2
no ip http server

no ip http secure-server

control - pl ane

1

1

!

line con O

stopbits 1

line 33

no activation-character
no exec

transport preferred none
transport input al
transport output al
line aux O

line vty 0 4

password ci sco

I ogin

!

!

end

Rout er B#
ASAIRZA9. 1% & iR A~ A &

ASA#show run
Saved

ASA Version 9.1(5)

!

host nane ASA

enabl e password 8Ry2Yj |yt 7TRRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encr ypt ed
names

!

interface G gabitEthernet0/0

nanei f out si de

security-level 0

i p address 203.0.113.2 255.255.255.0
!

interface G gabitEthernet0/1

nanei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

|

boot system di sk0:/asa915-k8. bin

ftp node passive



1--- Enable informational |ogging to see connection creation events

| oggi ng on
| oggi ng buffered informational

l--- Qutput Suppressed

- Creates an object called OBJ_GENERI C ALL.

- Any host | P not already matching another configured

- object will get PAT to the outside interface IP

- on the ASA (or 10.165.200.226) for internet bound traffic.

obj ect network OBJ_GENERI C_ALL

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) source dynami ¢ OBJ_GENERI C ALL interface
l--- Qutput Suppressed

I--- Define a default route to the | SP router.

route outside 0.0.0.0 0.0.0.0 203.0.113.3 1

1--- Define a route to the INTERNAL router with network 10.2.1.0.
route inside 10.2.1.0 255.255.255.0 10.1.1.2 1

1--- Define a route to the INTERNAL router with network 10.3.1.0.
route inside 10.3.1.0 255.255.255.0 10.1.1.3 1

: end

B

ERAXHRE , BERLNHEEBREEEER,

El'di EERTE(EHESMEFEA)XER Lshowin ., EAMLHEZER T ERREshowin ©
By 73 4o

EREAWeb B ERBBHTTPAEMM . LRAIERAFEEE198.51.100.1008V 4 R, MRELRAK
I, BIA[EASA CLIE B Rt E .

R

ASA(confi g)# show connection address 10.2.1.124

16 in use, 918 nobst used

TCP out side 198.51. 100. 100: 80 inside 10.2.1.124:18711, idle 0:00:16, bytes 1937,
flags U O

ASAR —EARER A8 , REWebfARRAVIRERE RFFRBH A , BATHEP X RERRH
0 EARILE, ST A GENERTRNRRAEBENAE  FERATACLIEL.

ERENEEY , ARTEHLNEFiH SRR EEL 7 $/198.51.100. 100 E#AVELR, ILE
ﬁmﬁﬁiTCPTﬁEEjiHE*ﬁsﬂ#@o EREFERERNERMRE, BEERSEFNFRE
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Rk AR

ASA(config)# show log | include 10.2.1.124

Apr 27 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation from i nside:
10. 2. 1. 124/ 18711 to outside: 203.0. 113. 2/ 18711

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198. 51. 100. 100/ 80 (198.51.100. 100/ 80) to inside:10.2.1.124/18711 (203.0.113.2/18711)

ASART KR EIEEBTHIBAEKRFK AR, REBRNEEIURN B HREE. BB RERR
63 "EFAL RBIBEIHMERE R,

FELRBIAR | ERTRERFER. F—EARERBABCEIEHR (AEERHETCPER
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o
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), BB KA EEREREEIMERN B, AR , eHEKEEERNER , IEREILLET
ERERNETR.

NATHE#

ASA(confi g)# show xlate local 10.2.1.124

2 in use, 180 npbst used

Flags: D - DNS, e - extended, | - identity, i - dynamic, r - portmap,

s - static, T - twice, N - net-to-net

TCP PAT frominside: 10.2.1.124/18711 to outside: 203.0.113.2/18711 flags ri idle
0:12:03 tineout 0:00:30

EALEBN—30 , BEEBPATLUS AR E4IPH it Bk A T AMRMANK LR AMtit, BT RS

DEELES B LUIRENATEE (xlate)R, show xlatedn + E2local B8 82 = M (A B 3 #EAY IP1th 11t
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MASNMTEHzEERER, BERMAVEE , A EEIPTIRHERA203.0.113.214k, 5 HVE
riRk TERIBHRENN EHBportmap. BETREINATERENFHMERF , FSBEEBNATHEA.
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Packet Tracer

ASA(confi g)# packet-tracer input inside tcp 10.2.1.124 1234 198.51.100.100 80

--Qritted--

Resul t:
input-interface: inside


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/nat_overview.html

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ASA EfJPacket TracerBIBE ARFRIEER B ER T , YRAM A BEERERANTHIESES R
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- REASEEEIRIES0,
EEE , oI kIERoutside T H. EREiBPacket Tracersk5TH . T Ei&e5SRERH MM a0
JEIEJ HENERES K SECHEUMARBATCURKBEN TR Y, BEPacket TracerfyZEME A

, i 2 B £ APacket Tracerﬁﬁﬁﬁﬂ@

CAPTURE

ASA# capture capin interface inside match tcp host 10.2.1.124 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASAH show capture capin

3 packets captured

1: 11:31:23.432655 10.2.1.124.18711 > 198.51.100. 100. 80: S 780523448:
780523448(0) wi n 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 198.51. 100. 100.80 > 10.2.1.124.18711: S 2123396067:
2123396067(0) ack 780523449 wi n 8192 <nss 1024, nop, nop, sackCK, nop, wscal e 8>

3: 11:31:23.712884 10.2.1.124.18711 > 198.51.100. 100.80: . ack 2123396068
wi n 32768

ASA# show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.18711 > 198.51.100. 100.80: S 1633080465:
1633080465(0) win 8192 <nmss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 198. 51. 100. 100. 80 > 203.0.113.2.18711: S 95714629:
95714629(0) ack 1633080466 wi n 8192 <nss 1024, nop, nop, sackOK, nop, wscal e 8>

3: 11:31:23.712914 203.0.113.2.18711 > 198.51.100.100.80: . ack 95714630
Wi n 32768/ pre>
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