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LELEE ALDAPB M HARAE "memberOf) LDAPE 4 ¥R EAAAB £ user-vpn-group.

1. BLE BB 7 MAAAMRBRES4E,

aaa new node

|

!

aaa group server |dap AD

server DCl

|

aaa aut hentication login default |oca

aaa aut hentication login vpn | oca

aaa aut hentication login AD group |dap |oca
aaa authorization exec default |oca

2. BLEELDAPB ¥R,
| dap attribute-nmap ADVAP
map type nmenber O user-vpn-group

3. BLE 5| A LARTHILDAP B M ¥ BRAYLDAP R AR 85 o
| dap server DCl
i pv4 192.168.0. 136
attribute map ADMAP
bi nd aut henticate root-dn CN=Ci sco Systens, OU=Servi ce Accounts, DC=chillsthrills,
DC=l ocal password 7 <renoved>
base-dn DC=chillsthrills, DC=l oca

4. BEHBEES T EWebVPNAREE. EARHIF , HR "memberOf) BHEMSHME "user-
vpn-groups B , Fit BEM@WebVPNLE T XEE S ERMKAE , ELEBAEAIE "
NOACCESS KB, LREEMAEANKZELE "memberOf, BEWFERE,

ip local pool vpnpool 192.168.200.200 192. 168. 200. 250
!
webvpn gateway gateway_1
host nane vpn
i p address 173.11.196. 220 port 443
http-redirect port 80
ssl trustpoint TP-self-signed-2564112419
| oggi ng enabl e
i nservice
!
webvpn install svc flash:/webvpn/anyconnect-w n-2.5.2019-k9. pkg sequence 1
!
webvpn install csd flash:/webvpn/sdesktop. pkg
!



webvpn cont ext VPNACCESS
secondary-col or white
title-col or #669999
text-col or bl ack
ssl authenticate verify all
!
policy group NOACCESS
banner "Access denied per user group restrictions in Active Directory.
Pl ease contact your system administrator or manager to request access.”
hi de-ur | - bar
timeout idle 60
ti meout session 1
!
!
policy group CN=T,OU=MyBusiness,DC=chillsthrills,DC=1local
functions svc-enabl ed
banner "special access-granted”
svc address-pool "vpnpool"
svc defaul t-domain "cisco.conf
svc keep-client-installed
svc rekey met hod new tunnel
svc split dns "cisco.conf
svce split include 192.168.0.0 255.255.255.0
svce split include 10.10.10.0 255.255.255.0
svce split include 172.16.254.0 255.255.255.0
svc dns-server primary 192.168.0.136
default-group-policy NOACCESS
aaa authentication list AD
gateway gateway_1
i nservice
!
end
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004090: Aug 23 08:26:57.235 PCTi ne: %SSLVPN- 6- | NVALI D_RADI US_CONFI GURATI ON:
Radi us configured group policy "CN=VPNACCESS, OU=SecurityG oups, O=M/Busi ness,
DC=chillsthrills, DC=l ocal " does not exi st

CERMBATR , LADEKBNFER

" CNEVPNACCESS, OU=Securi t yGr oups, OQU=MyBusi ness, DC=chi | I sthril |l s, DC=l ocal "

BR , HRREEREANWERE  MREESEHREERNERR , ISERHER , BA
Cisco IOSHERMBEBBINFE THERS :

HOURTR1( confi g- webvpn- cont ext ) #webvpn cont ext VPNACCESS

HOURTR1( confi g- webvpn-context)# policy group "CN=VPNACCESS, OU=Security G oups,
OU=MyBusi ness, DC=chi |l I sthrills, DC=l ocal "

Error: group policy nane cannot exceed 63 characters
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| dap attribute-map ADVAP
map type departnent user-vpn-group

EEEBRT , £AEMNdepartmentBENEAIFREAVPNACCESSZ EHE , M
WebVPNiHRE 2 FE 58



webvpn cont ext VPNACCESS
secondary-col or white
title-col or #669999
text-col or bl ack
ssl authenticate verify al
!
pol i cy group NOACCESS
banner "Access denied per user group restrictions in Active Directory.
Pl ease contact your system administrator or manager to request access.”
!
policy group VPNACCESS
functions svc-enabl ed
banner "access-granted"
svc address-pool "vpnpool "
svc defaul t-domain "cisco.conf
svc keep-client-installed
svc rekey method newtunne
svc split dns "cisco.conf
svc split include 192.168.0.0 255.255.255.0
svc split include 10.10.10.0 255.255.255.0
svc split include 172.16.254.0 255. 255. 255.0
svc dns-server primary 192.168.0.136
def aul t - gr oup- pol i cy NOACCESS
aaa aut hentication list AD
gateway gateway_1
i nservice
!
end

. ELDAPE M ¥ A E FIDN-to-stringB3$8 ¥, MR LiRERFETEA , AIEEEILUE

LDAP B £ ¥t B H i Fdn-to-stringB3#EF , LAERE "memberOf, FaHHERIMLAA(CN)E

o TEULFZRF , LDAPBMHIRE
| dap attribute-map ADVAP
map type menberOf user-vpn-group format dn-to-string

WebVPNELE = :
webvpn cont ext VPNACCESS
secondary-col or white
title-col or #669999
text-col or bl ack
ssl authenticate verify al
|
policy group NOACCESS
banner "Access deni ed per user group restrictions in Active Directory.
Pl ease contact your system adm nistrator or nanager to request access.”
|
policy group VPNACCESS
functions svc-enabl ed
banner "access-granted"
svc addr ess-pool "vpnpool "
svc defaul t-domain "cisco.cont
svc keep-client-installed
svc rekey net hod new tunnel
svc split dns "cisco. cont
svc split include 192.168.0.0 255.255.255.0
svc split include 10.10.10.0 255.255.255.0
svc split include 172.16.254.0 255. 255.255.0
svc dns-server primary 192.168.0. 136
def aul t - gr oup- pol i cy NOACCESS
aaa authentication list AD
gateway gateway_1
i nservice

end



BHRE : EASAH |, AT AEEMH M T £ Amap valuedn T , AEARELDAPR BR 25 5 1Y (B B2
REEtAmEZEMEE |, EEASATE , Cisco IOSHimLBLLEIE , RULTHEE, #
R ER BRHEERID CSCts318402 K B

R

ERAXEHAR , BEEENEERE EEER.

BWHEFRRTS(EHEEMEFER)XEX Sshowmn . AR HERR T ERBEshowin
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- show Idap server all

RER: AR

RERBEF TR R Y ARRE TR,

BHEE - A debug EH =28l , BESBIEES Debug ETHEEEA,

A THLDAPBMHMETHIEHER , FRAATHER

- debug Idap all

- debug Idap event

- debug aaa authentication
- debug aaa authorization
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