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Rout er (confi g) #crypto key generate rsa label RTR-ID modulus 1024 exportable
The name for the keys will be: RTR-ID

% The key nodul us size is 1024 bits
% Generating 1024 bit RSA keys, keys will be non-exportable...


https://tools.cisco.com/bugsearch/bug/CSCug39152

[OK] (el apsed tinme was 2 seconds)

Rout er (confi g) #

! Generates 1024 bit RSA key pair. "label" defines
! the name of the Key Pair.

Rout er #configure terminal

Enter configuration conmands, one per line. End with CNTL/Z.
Rout er (ca-trust poi nt) #crypto pki trustpoint RTR-ID

Rout er (ca-t rust poi nt ) #rsakeypair RTR-ID

Rout er (ca-trust poi nt) #enrollment terminal

Rout er (ca-t rust poi nt) #revocation-check none

Rout er (ca-trust poi nt) #exit

Rout er (confi g) #crypto pki enroll RTR-ID
% Start certificate enroll nent

% The subject nanme in the certificate will include: CN=webvpn.cisco.com
OU=TSWEB, O=Ci sco Systens, C=US, St =Cal i f orni a, L=San Jose

% I nclude the router serial nunber in the subject nane? [yes/no]: no

% I nclude an I P address in the subject nane? [no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

M | Bj TCBOwW BADAt MRYWFAYDAQQDEWOX Nz | uMTYuMTQ2Lj ESMRMAVEQYJKoZI hveN
AQKCFgQyODI xM Gf MAOGCSqNSI b3 DQEBAQUAAAGNADCBI QKBgQDsdvVNkbl T9YKA
OLt hi 2f i AeRby AYRa98kxD5nSHQ@UOgoj Q2nvWbl 6y ghNP8AZx| CAPNRUO+AyYi Y
r44Fst 1EBRYOQQVKG Q7nw JD7pVi 2cFi / SFZsszZ/ GImj 6eL8F+YPWMUMyzyyECQy
dQ | 5QaTbl OCOFelt VWCAEZgk ThKVQ DAQAB0 CEWHWYJKoZI hvc NAGk OVRI wEDAO
BgNVHQBBAf 8EBAMCBaAWDIYJKoZI hvcNAQEFBQALgYEAEtL nBJDI bu4j ReLi a6f ZH
Ul FnFD4Pr 0ZhPJsCUSL/ OWGYnLj uSWEZkac A2l a@2wWERZWoX/ Ul Ey dwYON2I 3Xi W
z3Dl Drygf 5YGank GADmo241 Hxvk FQA5XKgbl anj WFGahhLPJIx O40MVBCCHSFr Ye
dm27yr PawX3aai HN\Wh2gat YNBN=

---End - This line not part of the certificate request---

Redi spl ay enrol |l ment request? [yes/no]: no
Rout er (confi g) #

SR EREHE

HEHRAREEANVPNE FimER D EEHEWebVPNET X, It BERTSHRPEEMN
PEECRAFET . AR BN IR AR I I & B RYOUM L.

Rout er #configure terminal

Rout er (confi g) #crypto pki certificate map sales 10

Rout er (ca-certificate-mp)# subject-name eq ou = sales

Rout er (ca-certificate-map)#!

Rout er (ca-certificat e- map) #crypto pki certificate map finance 10
Rout er (ca-certificate-mp)# subject-name eq ou = finance

Rout er (ca-certificat e- map) #exit

Rout er (confi g) #exit

BHRE - BLERSHME , RE—FEHMEZEHIE , AIESEHERAORRE, B2

, MREFEHUNRE—FIETRE T ZERA , BIEELHRBIEAANDRE, Flan, £t
BEP  SEZHARSEZNEARS ymELE FE"Company" , WEEFAEZREF
‘A& F&"DIAL"SH £ OrganizationUnit 7T 4 H 2 & "WAN":

crypto pki certificate map Group 10M
BRITHEBLA



subject-name co DIAL
crypto pki certificate map Group 20
BRITHEBLA

subject-name co ou=WAN

HBR3. B RWebVPNHERS

WebVPN#ERVPNEAERIEFENLS, TREENEEY , cEE—EIPtut M —EE 2 E
B ST 2, BBNELE "RTR-ID, RESE1HHWebVPNREETEILN.,

Rout er #configure terminal

Rout er (conf i g) #webvpn gateway ssl-vpn

Rout er (confi g- webvpn- gat eway) #ip address 10.1.1.1 port 443
Rout er (confi g- webvpn- gat eway) #ssl trustpoint RTR-ID

Rout er (conf i g- webvpn- gat eway) #inservice

Rout er (conf i g- webvpn- gat eway) #exit

Rout er (confi g) #exit

$ B4 B EWebVPNLETX

WebVPNET X AREEREIVPNESESERKEANKIRERE, EHISERFS , B 7TRE
#A Tfinancey M Msales; VAR ETX , LAESEHEERTREHKRE,

Rout er #configure terminal

Rout er (config) #

Rout er (conf i g) #webvpn context finance

Rout er (confi g- webvpn- cont ext)# secondary-color white

Rout er (confi g- webvpn-context)# title-color #669999

Rout er (confi g- webvpn- cont ext) # text-color black

Rout er (confi g-webvpn-cont ext)# ssl authenticate verify all

Rout er (confi g- webvpn- cont ext) #

Rout er (confi g- webvpn-cont ext)# policy group finance-vpn-policy

Rout er (confi g- webvpn- group) # functions svc-enabled

Rout er (confi g- webvpn- group) # timeout idle 3600

Rout er (confi g- webvpn- group) # sve address-pool "finance-vpn-pool" netmask 255.255.255.0
Rout er (confi g- webvpn- group) # svc keep-client-installed

Rout er (confi g- webvpn- group) # sve split include 10.10.10.0 255.255.255.0
Rout er (conf i g- webvpn- gr oup) #default-group-policy finance-vpn-policy
Rout er (confi g- webvpn-cont ext)# aaa authentication list ClientAuth
Rout er (conf i g- webvpn- cont ext)# gateway ssl-vpn domain finance

Rout er (confi g- webvpn- cont ext)# authentication certificate aaa

Rout er (confi g- webvpn- cont ext ) # match-certificate finance

Rout er (confi g-webvpn-cont ext)# ca trustpoint RTR-ID

Rout er (confi g- webvpn-cont ext)# inservice

Rout er (conf i g- webvpn- cont ext ) #exit

Rout er (confi g) #

Rout er (confi g) #webvpn context sales

Rout er (conf i g- webvpn- cont ext)# secondary-color white

Rout er (confi g- webvpn-context)# title-color #669999

Rout er (confi g- webvpn- cont ext) # text-color black

Rout er (confi g-webvpn-cont ext)# ssl authenticate verify all

Rout er (confi g- webvpn- cont ext) #



Rout er (confi g- webvpn- cont ext ) # policy group sales-vpn-policy

Rout er (confi g- webvpn- group) # functions svc-enabled

Rout er (confi g- webvpn-group) # timeout idle 3600

Rout er (confi g- webvpn- group) # sve address-pool "sales-vpn-pool" netmask 255.255.255.0
Rout er (confi g- webvpn-group) # sve keep-client-installed

Rout er (confi g- webvpn-group)# sve split include 10.10.10.0 255.255.255.0
Rout er (confi g- webvpn- group) # default-group-policy sales-vpn-policy

Rout er (confi g- webvpn-cont ext) # aaa authentication list ClientAuth

Rout er (confi g- webvpn-cont ext) # gateway ssl-vpn domain sales

Rout er (confi g- webvpn-cont ext)# authentication certificate aaa

Rout er (confi g- webvpn- cont ext ) # match-certificate sales

Rout er (confi g- webvpn-cont ext)# ca trustpoint RTR-ID

Rout er (confi g- webvpn-cont ext) # inservice

Rout er (confi g- webvpn- cont ext ) #exit

Rout er (confi g) #exit

Rout er #

SHoEBFBERE
RITREE_BEEORERHNER  FRELLERERBNER,

usernane cisco password O cisco

B EHFRER

aaa new node

|

!

aaa authentication login default |oca

aaa authentication login ClientAuth |oca

crypto pki trustpoint RTR-ID

enrol I ment termnal

revocati on-check none

rsakeypair RTR-1D

|

!

crypto pki certificate map sales 10

subj ect-nanme eq ou = sales

|

crypto pki certificate map finance 10

subj ect-name eq ou = finance

|

crypto pki certificate chain RTR-1D

certificate 6147EE6D000000000009

308203B1 30820299 A0030201 02020A61 47EE6D0O0 00000000 09300D06 092A8648
86F70D01 01050500 30123110 300E0603 55040313 074E6568 616C4341 301E170D
31333033 32393231 33363138 5A170D31 34303332 39323134 3631385A 302D3113
30110609 2A864886 F70D0109 02130432 38323131 16301406 03550403 130D3137
322E3136 2E313436 2E313930 819F300D 06092A86 4886F70D 01010105 0003818D
00308189 02818100 EC76F54D 91B953F5 8900D0BB 618B67E2 01E45BC8 06116BDF
24CA3E66 48743753 48288D0D A7BD66C3 EB2AA134 FF006719 42EOF351 BB4F30C9
8898AF8E 05B2DD44 DD163441 05641A34 3B9F0949 OFBA558B 67058BF4 8566CB19
FC626642 3E9E2FCl1 7E60FCl4 E32CF2C8 43AF750B 65E50D9A 4DB94E38 57B5B55C
0274466A 91384A55 02030100 01A38201 70308201 6C300E06 03551DOF 0101FF04
04030205 A0301D06 03551DOE 04160414 D47F7666 E765CABl1 F85DCODA 33487D76
61AF8C6A 301F0603 551D2304 18301680 14DFOS5DF AOB1B18D ED472F51 AC8BF3EFO
BF53BBE3 FO306F06 03551D1F 04683066 3064A062 A060862D 68747470 3A2F2F6E



65686E61 696B2D36
412E6372 6CB862F66
43657274 A56ET726F
07010104 819B3081
686E6169 6B2D3679
2D367935 396B6A37
863F6669 6C653A2F
6E726F6C 6C5C6E65
74300006 092A8648
88D0F346 3E4598ED
231C111B FF9E56DA
1C2A7D10 8182E4F2
DOAFB6A2 E977ESAE
6FC5326C F5364AE2
D7A38C21 4A9BO8FA
B7F6F986 785EDSBE
D14954CE 847EC66B
qui t

7935396B
696C653A
6C6C5CAE
98304906
35396B6A
5F4E6568
2F5C5C6E
686E6169
86F70D01
FA2E5AEL
63DA513D
BE223A11
62C31D60
AC35A465
FDFC705D
8351F87C
53769D60

6A372F43
2F2F5C5C
6568616C
082B0601
372F4365
616C4341
65686E61
6B2D3679
01050500
4ECF6802
FDC7E1A6
6A833A27
F53097EA
66F577DD
93578050
1DE8266A
48D91E1A

65727445
6E65686E
43412E63
05050730
7274456E
2E637274
696B2D36
35396B6A
03820101
1B50DDB5
451ABDO8
9A07FE8F
AB4E7FB4
696E2CEE
56D3C1AC
93818ECS5
2C04638E

6E726F6C
61696B2D
726C3081
02863D68
726F6C6C
304B0608
7935396B
375F4E65
001AD4A2F
8928849A
1D8B4493
D65ACI9ES
4BB4DBEB
C0728891
8631EA71
3121951A
D2

certificate ca 17AAB07F3B05139A40D88D1FD325CBB3

30820372 3082025A
0D06092A 864886F7
4341301E 170D3133
375A3012 3110300E
4886F70D 01010105
80D47525 1A3DBBB2
B1FF710B 8A8F60BD
144D1775 C708505D
0459DEB8 7342AE2D
68CF9E93 C24E315A
83F42A11 EB73D887
4342D77A 6A1618EE
2BD27A83 C7AFB3EC
81C0300B 0603551D
301D0603 551DOE04
6F060355 1D1F0468
2D367935 396B6A37
2F66696C 653A2F2F
726F6C6C 5CAE6568
0100300D 06092A86
A3783CC2 82AFCB71
DB26606F A9FDA997
9F76D51D 8B758324
CFCAABFB EAAE821D
8637BA1B 3E1D2E4C
DC7D7A58 DE8855B8
78EFB2FF AF739C75
C0814BFB AB1F2AlE
qui t

A0030201
0D010105
30333238
06035504
00038201
CBDB487B
3116B12C
9FDADBC2
EE565BD1
AABG6F55F
DA23C85D
8BA1658A
87C2FFFC
0F040403
160414DF
30663064
2F436572
5C5C6E6S
616C4341
4886F70D
D774A5AE
23276900
9B262FB1
ED530F9E
23780921
F37703DC
208CACDB
998EE1D4

02021017
05003012
30303238
0313074E
0F003082
1BB79E8C
439ADD33
B7932420
23F877DA
B22E47D0
AAEASTT9
2F2F1CC0
D98BOF98
02018630
05DFA0B1
A062A060
74456E72
686E6169
2E63726C
01010505
386990E9
DAF3CO7A
8697B1D2
5DFB9775
5BFB37F5
FDOBOS5ED
16BA4179
BA8B2A4D

usernane cisco password 0 cisco

interface G gabitEthernet0/0

interface G gabitEthernet0/1

ip address 10.1.1.1 255.255.255.0

dupl ex auto
speed auto

i p address 10.10.10.1 255. 255.255.0

dupl ex auto
speed auto

AABO7F3B
3110300E
30395A17
6568616C
010A0282
4205E851
FEE2D383
339BE5S58
27517E20
75A863B8
5F469892
31BAES1A
3E2A3FE2
0F060355
B18DED47
862D6874
6F6C6C2F
6B2D3679
30100609
00038201
96A1F605
0A31055E
897DC31B
7B7D81F5
45FAAT721
BS7DO49F
0414F119
702B80FB

05139A40
06035504
0D313830
43413082
010100E1
AODE9958
89672748
20970EF1
6EDADFE8
1227C6ED
B91CA443
CE1FCA37
91E1F502
10130101
2F51ACBF
74703A2F
4E656861
35396B6A
2B060104
01008727
AGF31A8C
C691EADA
4DE288D7
10837101
6CF85027
1D8F9D0C
0A33E659
54AC

ip local pool finance-vpn-pool 172.16.0.1 172.16.0.254
172.16.1.1 172.16. 1. 254

p local pool sal es-vpn-poo

6C2F4E6GS
36793539
A806082B
7474703A
2F6E6568
2B060105
6A375C43
68616C43
D498D6FE
DE8SD3477
72A5DAFF
DFO3D316
95A104AA
2414244C
C043D5DE
6AAD9414

D88D1FD3
0313074E
33323830
0122300D
47142E08
8AB7B65D
9A3DOE18
8C229912
15DF6B5D
ASCBAD2C
DO4E8BA9F
9D3A0CAD
03010001
FF040530
3EFOBF53
2F6E6568
6C43412E
375C4365
01823715
6455D71B
DA9986B4
36D17BD1
70EAOO0F1
8CFED1BA
866FDACB
DFOFBB4F
DA9A4D23

68616C43
6B6A375C
06010505
2F2F6E65
6E61696B
05073002
65727445
412E6372
38F1F5DA
3E25A42A
DFE2A44C
90959E59
SED90AGF
51030211
6272340C
2564DCEE

25CBB330
6568616C
30333734
06092A86
7D8D6EF4
D461F8CA
6A0C3B08
90CCoD27
80BD15E8
D98C3009
31C8FC2C
9B782305
A381C330
030101FF
BBE3F030
6E61696B
63726C86
7274456E
01040302
BO99EF41E
4B1CC5E9
46D858A4
73A8FD5C
DC22644B
19D28D5B
011FDC2B
155E5BAC



1
webvpn gat eway ssl-vpn
ip address 10.1.1.1 port 443
ssl trustpoint RTR-ID
i nservice
!
webvpn context finance
secondary-col or white
title-col or #669999
text-col or bl ack
ssl authenticate verify al
!
!
policy group finance-vpn-policy
functions svc-enabl ed
timeout idle 3600
svc address-pool "finance-vpn-pool" netmask 255.255.255.0
svc keep-client-installed
svc split include 10.10.10.0 255.255.255.0
def aul t - group-policy finance-vpn-policy
aaa authentication list CientAuth
gat eway ssl-vpn domain finance
aut hentication certificate aaa
mat ch-certificate finance
ca trustpoint RTR-1D
i nservice
!
!
webvpn context sales
secondary-col or white
title-col or #669999
text-col or bl ack
ssl authenticate verify al
!
!
policy group sal es-vpn-policy
functions svc-enabl ed
timeout idle 3600
svc address-pool "sal es-vpn-pool" netnask 255.255.255.0
svc keep-client-installed
svc split include 10.10.10.0 255.255.255.0
def aul t - group-policy sal es-vpn-policy
aaa authentication list CientAuth
gat eway ssl-vpn domain sal es
aut hentication certificate aaa
mat ch-certificate sales
ca trustpoint RTR-I1D
i nservice

end

E

ERAXEAR , BREENEERBEREER,
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Rout er #show crypto ca certificate
Certificate
Status: Avail abl e

Certificate Serial Number (hex): 6147EE6DO00000000009

Certificate Usage: Ceneral Purpose
| ssuer:
cn=Nehal CA
Subj ect :
Narme: Router
host nane=2821
CRL Distribution Points:

htt p: // nehnai k- 6y59kj 7/ Cert Enrol | / Nehal CA. crl

Validity Date:

start date: 15:36:18 PST Mar 29 2013
end date: 15:46:18 PST Mar 29 2014

Associ ated Trustpoints: RTR-ID
St orage: nvram Nehal CA#9. cer

CA Certificate
Status: Avail abl e

Certificate Serial Number (hex): 17AABO7F3B05139A40D88D1FD325CBB3

Certificate Usage: Signature
| ssuer:
cn=Nehal CA
Subj ect :
cn=Nehal CA
CRL Distribution Points:

htt p: // nehnai k- 6y59kj 7/ Cert Enrol | / Nehal CA. crl

Validity Date:

start date: 18:28:09 PST Mar 27 2013
end date: 18:37:47 PST Mar 27 2018

Associ ated Trustpoints: RTR-ID
St orage: nvram Nehal CA#CBB3CA. cer

HRIRGEA EVPNIERER

Router#show webvpn session user cisco context all

Seasion Type : Full Tunnel

Client Ussr-Agent : AnyConnsct Windows 3.1.02040

Use r nsame : cisco

Public IP : 172.16.89.128
BTE-ID

Context : finance
Last-TUsed : 00:00;22
Zegzion Tineoub : Disabled

DPD Gl Tirsous : 200

hiddress Pool H finanne—upn—pnnﬂ
Relkey Tims : Je00O

Lease Duration : 43200

Tunnel ID gL Ereeina ol L

Bw I[P Packets Ha |

C3TF Starcted : 00:00:1a

CSTP DPD=Feq sent @ 0
Mzie-ProxyServer : Hone
M=ie-Exception

Hum Connecktion :

VHE Name

Policy Group
Creakted
Idle Timeout

DED CL Timeoukt :

MITyU Size
Feley Method

Hetmask
Tx IEF Packets
Last-Received

Virtual Access :
Msie-PxyPolicy :

Split Inelude : 10.10.10.0 255.255.235.0

Client Ports = 56420

1
None CA Trustpoint

: Finance—vpn-policy

#11:55:40.851 P3T Mon Apr 15 2013
3e00
300

1199

£55.255.255.0
0

0o0:00:16

1

Disabled



Fouterfishow webrpn session user cisoo context all

Zegsion Type
Clienk Tser-Agent

lzernsme

FPublie IP

RTR-ID

Context
Last-Uzed
Segzsion Timeonk
DED G Timsout
Bdidress Pool
Fekey Time

Lease Duration
Tunn=l IF

Ex IP Packets
CSTP Started
C3TF DPD-FRegq sent
Maip=ProxyServer
Mzie-Exception
Split Inelude
client Porks

RER: O

Full Tunnel

AnyConnect Windows 3.1.02040

caisco

172 .16.89. 128

zales
O:0om:11
Dizabled
200
sales—vpn-pool
JE00

43200
Sl T B
0

O0:00:08

1]

Hone

Mum Connection :
: None

WRE MNatne

Policy Group
Created
Idle Timeoukb

DPD CL Tim=out :

MTU Size
Rekey Method

Metmask
Tx IF Packekts

Last-Receiwved

Yirtual Access
Msie=PxvPolicy :

10. 10.10.0 255.255.253.0

49339 49342

¥ Fldebugdn = LABE i B

debug webvpn

debug webvpn sdps level 2

debug webvpn aaa

debug aaa authentication

2

: gales—vpn-policy
: *11:57:24.851 E3T Mon Apr 15 2013
: 3600

300
1199

R e ey
: 0
: 00:00:06

&
Dizmabled

BEE : A debug FEHZHT , ASBIEES Debug ETHEEEA.

MR

. Cisco 10S SSL VPNMWiE sa s

. Bifi X WHE 4 - Cisco Systems

CA Trusbpoint


/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
//www.cisco.com/en/US/prod/collateral/iosswrel/ps6537/ps6586/ps6657/prod_white_paper0900aecd8051ac50.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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