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<iline" lang="lua">alert http ( nmsg:"Alert HITP rule"; flow. to_client, established;
content:"evil", nocase; sid:1000001; )
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alert file ( nsg: “Alert File exanple”; file_data; content:”nalicious_stuff”; sid:1000006; )
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alert tcp $EXTERNAL_NET any -> $HOVE _NET $HTTP_PORTS ( nsg:"Alert HITP rul e";
flowto_client,established; content:"evil", nocase; sid:1000001; )
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alert tcp $EXTERNAL_NET any -> $HOVE_NET $HTTP_PORTS ( nsg:"Alert TCP rule";

flowto_client,established; content:"evil", nocase; sid:1000000; )
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content:"evil", offset 5, depth 4, nocase;
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alert http ( Rule body )
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http_uri http_raw uri http_header http_raw _header http_trailer http_raw trailer http_cookie
http_raw cookie http_true_ip http_client_body http_raw body http_nmethod http_stat_code
http_stat_nsg http_version http2_frama_header script_data raw data
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alert http ( nsg:"Alert HITP rule"; /* | can wite a comment here */ ... )

. Remark(rem)EB&F

alert http ( nsg:"Alert HITP rule"; flow to_client,established; rem"Put comrents in the rule
anywhere"; content:"evil", nocase; sid:1000001; )

. appidsEARF

alert tcp $HOVE_NET any -> $EXTERNAL_NET any ( nsg:"Alert on apps"; appids:"CGoogle, CGoogle
Drive"; content:"evil", nocase; sid:1000000; )
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% : FEERREANIE A maicious EHTTP URIAH,
RRFR :

alert http ( nsg:"Snort 3 http_uri sticky buffer”; flow to_server,established; http_uri;



content:"malicious", within 20; sid:1000010; )
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alert file ( nsg:"PDF File Detected"; file_type: "PDF"; sid:1000008; )
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https://www.snort.org/snort3
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