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Initial Configuration of Cisco 105 IPS Routers
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Creating a Rule to Apply to the Interface(s)

;

|
Deploying the Configuration :
|

t

|
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| with Mew SDF Files Signature Updates I
] J |

Deployment

I
| Additional Tasks
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- Import — #4EHEFEAIPS MC, AZALKIAREAIPS MC , RETHEFEMIPS MCHEITE
B, RIFBHB[BLEENRIPSEE , SRIBEEARHSE (A UEBRENBHMEER ) .

. Configuration — BB B, Bl , B LA Cisco |I0S IPSE MR EBEAFEH BRHEBNEH
BREZRERC—, BEERFMEFEEIPS MCH |, BHELEERTEEEZIKERS,
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MCHIERET A AR EE AR HEE ( MEMIPSEE | WCisco IPS 4200 BRI ) 4,

AXEEHEHETNEEERNET , EHEMERAIPS MCEEC isco I0S IPSIEHE,
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1. REBHB[EU A ERERBNER,

Rout er #config terminal
Rout er (conf i g) #username <username> password <password>

2. Evty#REE T E ERUA AR B A,

Rout er #config terminal
Rout er (confi g) #1line vty 0 15
Rout er (confi g-1ine)#login local
Rout er (confi g-1i ne) #exit

MR EVy#RIRELE T B & T transport inputEtransport outputds 5 7 M E(CLI) , SR S RUE
SSH, il -

Rout er #conf terminal

Rout er (confi g) #1line vty 0 15

Rout er (confi g-|i ne) #transport input ssh telnet
Rout er (confi g- i ne) #exit

3. £ M1024URSAZ R ( MREBRTHFE ) . ERNMEELREANBBRASSH.
Rout er #conf terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rout er (confi g) #crypto key generate rsa
The nanme for the keys will be: Router.cisco.com
Choose the size of the key nodulus in the range of 360 to 2048 for your General Purpose
Keys.
Choosi ng a key nodul us greater than 512 may take a few minutes.
How many bits in the nodulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[K]
Rout er (confi g) #
*Jan 23 00: 44: 40. 952: %SSH 5- ENABLED: SSH 1. 99 has been enabl ed
Rout er config)#

4. £ 38 A28 EBRAASDEE,

Rout er (confi g) #ip ips notify sdee

5. BUAHTTPS, IPS MCEEFEAHTTPERHTTPSEE EBESDEER AR BHALUKMESHENA.
Rout er (confi g) #ip http authentication local
Rout er (confi g) #ip http secure-server
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Rout er (confi g) #clock set hh:mm:ss day month year
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