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10S IPS Login E3

Enter User name and password for [0S IPS

Usemame: |admin

Fassword: ’““|

OK | Cancel

ERAEEBNER,
4. TESDMEAENEH , & — T Configure , A% 1% — TIntrusion Prevention.
5. % — T Edit IPSE %,

6. MR HET L REAFASDEEEA |, 5% — TOKEABK A SDEE&E 41,

: |
Information E3|

@ SDEE notification is not enabled. IPS will enable SDEE notification so it
can receive SDEE messages.
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Enter CCO Usemname and Password

Usemame: user
Password: iy
oK | Cancel | Help
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OClick Yes to confirm, Mo to quit.

& Do you want to push this packages to router?
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12. IRRRETREKEEEAZIRHEE , FX—T "Apply Changes. o
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Authentication Required

Enter login details to access level_| or view_access on
1172.25.90.39:

User name: |admin

Password:

[~ Save this password in your password list

BTl

Authentication scheme: Integrated Windows

15. WA FAIRSDMER R BB HARNEAE S BNER , ARE—TOK, RREERIPSKIKES
HWERH B,

IPS Policies Wizard ﬂ

Welcome to the IPS Policies Wizard

This wizard halps you o configure the IFE miles for an inlefsce and to specify the
location of the configuration and thi signatune fila.

Thiis wizard will assist you in configuring e following tasks:
* Selact the inlerface to apply the IFS ruls
* Select the trafc fow dirsction that should be ingpacted by the IPS nulas.

* Spacify the signature file and public key 1o be usad by the router.

= Specify the config location and select the category of signatunes to be apphed o
the selected inlerfaces.

To confinue, click Mexd

“inen | cancel| Heip |

16.#% "Nexts (T—2% ).




IPS Policies ‘Wizard

Selact the inlerfaces to which the IFS nule should be applied. Also choose whethar the rula
should be applied to inbound or awtbound.

Interface Name | Inbound | outound |
GigabiEtharmatnd m =
GigabREhemaiin W - C
Viani r I
WViania2 | O

'HHERI Med = I Firieh I CH‘IL‘EII

Help |

17. #ESelected InterfacestRE+ | BIZAZERIOS IPSHAEM A M |, AREIE— TNextiEiE,

IPS Policies Wizard

— Signature File

Signature File and Public Key

Lo adior

Mamea;

Ky,

' Specify the signature file you want to use with 105 IFS.,

Signature File:  [Mtp10.1.1.262108-8313-CLIpky i I

" Getthe latest signature fila from Cisco.com and save to PC.

Configure Public Ky

Brivssae |

JOTI a0

Irealrn-cls.-:n pub |

FEIFOCAT B9BCHTER SS4AETAC FAIE4RD FEifﬂ
50437722 FFEEBSBY SE4189FF CC1B9CES 6OC
00OGCF496 OTSFBEFE ASB3FB1F SFETBACE 5531
ZFSE0E2E SN BEFIC BOCALFAD BTEFCAZE BFF
F3020301 0001 -

«Back | Medt= | Finch | cancel |

Help |




18. & "HERERNLW, HEN "#HBEXRL EFH , #&— T Specify the signature file you
want to use with 10S IPSEEZ it , AR IZ— T Signature FileiZ il (..) AIEER B IBERWN
B, ZERBESBTHIEENE &%,

(" Specify signature file on flash

t+' Specify signature file using URL

Protocol tftp |
tip: 10.1.1.253M108-5313-CLI.pkgl
Example: hitp:110.10.10.1108-8259-CLI pkg

" Specify signature file on the PC

Location I

oK | Cancel Help

19. &2 — T Specify signature file using URLE ZZ it , A& Protocol FHLEEHIBEFEWHE, X
B UROEATFTP SRR I THEIEHES.
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IPS Puslic i Wirard

Config Location and Category

Config Location

Specify the directory path of the IPS configuration files where 108 IPS sub-systam
stores the signature information and the userdefined modifications, B Cisco 108
IPS falls o contact the specified location, i will refry for a specific imeout perioed
unfil it successhully contacts the specified location

Config Location: I i I

Choose Category

Slgnature calegories are subzets of signatures created for routars with differant
amounts of availabla mamary. The basic cateqony is recommended 1or roLubars
with less than 128 WMB of mamaory. The advanced category is recommended for

roulers with 128 ME of memaory, or mong

Choose Categont I-i':l-'i.l'lt ed ""I

tHi:lemrI-’-u:l I C:anl:a1| Help I

23. #£Config Location and Category ( BB E ML ) 8B+ , ¥ — T Config LocationiZ i
(A EERRERFEEERNEERRNLE, RFEASHE RAJd Config Location¥7& /5 ..

Add Config Location

B3

Directory Name:

" Specify the config location using URL.

l—'rr_ut-'_u [ I I'_||

bty

Example

Mumber of Retries (1-5):

Timeout (1-10):

0K

| s

bt =]

Http 0 A0 0. TNpes

(sec)

Cancel Help

24. 7£Add Config Location¥f7& 7 ## , & — T Specify the config location on this router&iE1%

& , A% — T Directory Nameiz&l (... ) A ENE BER,

H#8 "Choose Folder ( iZZE&%



R HFERR, AFAEEHSRAGCER LEZREESKIEIMBEH , URERBE

3 New Folder

B-#flash

o |

QK Cancel Help

KNEEEZR,
25 NREE VI B & , FHiR— THFE S RIEZAINew Folder.
26. EEEH®E , H—TOKUERAENR , AERIKR— TOKELERIAID Config Location¥} 5% 75 #.
27. 7 TIPSEEEES , HFELRD , REKASF L RENCREBEEFEREGER ., £SDMH
ALEERMERRER  EXNSHK. MERBFERE128MB DRAM , BERIERBEE T
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IPS Policies Wizard El|

Surnmary
Please chick Finlsh' o deliver to router

IFE rule will be applied to the incoming raflic on the following interfaces |
GlgabiEthernetldl

Signature File location:
Mpo10.1.1.25300:53-831 3-CLI pkg

Public kKey:
Mame. realm-cisco pub
Ky 30820122 30000608 2ABG488E F70D0D1 07 01050003 82010F00 308201 04 D2E
ODCAGEST ABAF 1 24A DECCTAZE SO9TASTS J06BEIAZ DEFBAT IF 6F 1 2CES5B SE441F1
17EGI00S COZNC252 91 JBEQTF ITFDDACE 11FCTAFT DCDDEDI 43CDABC3 6DOTE
B198ABCH DI4EDOFS 0BSFADC 1 IS8 C180E F20AF 104 COEFBELY TEDTE4BF IESI0S
582146A9 DTASEDE3 0298AF03 DEDTASEE 34730390 20F 30863 SQACEIBOS CO11 24
FE3IFDCET B9BCHETBE 994AE 740 FAIE4AR1D FESATS0DE B5EAFATA EDACCHES FOBOSE
50437722 FFBEGSEY SE4109FF CC1H8CEI 69C4EF I ABADFBAS TADAFGLE ADTESC
D0GCF498 0TAFBBFS AJBIFE1F 9FETBACA 5539E1 01 9693CCHO0 S51FTE02 8923564
2FSE0A26 391 8EF3C S0CAMFAD 8TEFCAZE BFFESGEES GROTEIAS CF 31 CBGE B4B0G4
F3020301 0001

||::nr1ng Location

flashsips/
Salectad calagory of signaturas:
advanced

. -

«Back | 1ot | Finish | cancel| Help |

29. EHEEME L& — TFinish , SEENSBBIEETKMARR, MRESDMH "ERIE, K
EFMAT "HAEGT,) BB, AISDMERTR "HKEEFEATRMHEE) HEAR  HPER
7 SDMEE BB AR CLI TRV R,

Deliver Configur ation to Router

Deliver delta commands to the router's mnning config.
Preview commands that will be delivered to the router's running configuration.

ip ips notify SDEE
ip ips name sdm_ips_rule
interface GigabitEthermei0i

ip Ips sdm_ips_rule in

et
ip ips config location flashiips)
ip ips signature-category
category all

refired true

by o

The diferences batwaen the running configuration and the startup configuration are lost whenevar the
router is tumed off,

| »

[T Save running config. to router's startup config.
This operation can take several minutes.

peiver | cancel |  savetomie] Heip |

30. ##—T "Delivers N, T EEREHEL RE RS EIEMRE,



Commands Delivery Status E3

Command Delivery Status:

Preparing commands for delivery... a]
Submitting 14 commands, please wait...
Configuration delivered to router.

f -
I —

QK |

31. o X EIBR AR | H—TOKLUE#E. 10S IPS Configuration Status ( 10S IPSEL & Ak
R ) BWEARBREERAS EHAKESR,

1058 IPS Configuration Status E

Flease wail Signatures are being configured on |
the router. This process might take several |

minutes.
I
|
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33. f£ Ashow ip signatures countin TEE R B ERBAER,

rout er #show ip ips signatures count



Cisco SDF release version S313.0

Trend SDF rel ease version V0.0

I

snip

I

Total Signatures: 2158

Total Enabl ed Signatures: 829

Total Retired Signatures: 1572

Total Compiled Signatures: 580

Total Signatures with invalid parameters: 6
Total Obsoleted Signatures: 11
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