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SERUTESER | LMEFEACLISEEACisco 10S IPSHICisco 1800& FIR HEHE B AR MAB MR
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1. BB HRAMA R R ESHRIR(SDEE)EHEH,

yournamefconf t

2 WMABREST (B17T—E) , REECHHZER.

yourname (config) #ip ips notify sdee

3. BVARENHEBNIPSHAINERE,

yourname (config) #ip ips name myips

4. BLBIPSIL B+ LAIEECisco |0S IPSR AW HMERE RBENHE R, L ETF5|FFREACIER L
AR : 128MB.sdf, tan T EURLE 2 AT AREBFTP, HTTP, HTTPS, RTP,
SCPHMTFTPEAREIGCIERE, MRS ELIELERNEMAERURL,

yourname (config) #ip ips sdf location flash:128MB.sdf

AEE MR BBTelnetSEHERHES , BBV EZSIZBTEEZISDEEHEE |, RIAEAER
Fterminal monitorés 5o

5. FERACisco I0S IPSURRREN T E LBAIPS, EAXHIH | FMTE N HEfastEthernet 0FY
B A B L&A T .

yourname (config) #interface fastEthernet 0
yourname (config-if) #ip ips myips in
*Oct 26 00:32:30.297: %IPS-6-SDF_LOAD_SUCCESS:
SDF loaded successfully from opacl
*Oct 26 00:32:30.921: %IPS-6-SDF_LOAD_SUCCESS:
SDF loaded successfully from flash:128MB.sdf
*Oct 26 00:32:30.921: %IPS-6-ENGINE_BUILDING:
OTHER - 4 signatures - 1 of 15 engines
*Oct 26 00:32:30.921: %IPS-6-ENGINE_READY:
OTHER - 0 ms - packets for this engines will be scanned
*Oct 26 00:32:30.921: %IPS-6-ENGINE_BUILDING:
MULTI-STRING - 0 signatures - 2 of 15 engines
*Oct 26 00:32:30.921: %IPS-6-ENGINE_BUILD_SKIPPED:
MULTI-STRING - there are no new signature definitions for this engine
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*Oct 26 00:32:30.921: $IPS-6-ENGINE_BUILDING:

STRING.ICMP - 1 signatures - 3 of 15 engines
*Oct 26 00:32:30.941: $IPS-6-ENGINE_READY:

STRING.ICMP - 20 ms - packets for this engine will be scanned
*Oct 26 00:32:30.945: $IPS-6-ENGINE_BUILDING:

STRING.UDP - 17 signatures - 4 ofl5 engines
*Oct 26 00:32:31.393: $IPS-6-ENGINE_READY:

STRING.UDP - 448 ms - packets for this engine will be scanned
*Oct 26 00:32:31.393: $IPS-6-ENGINE_BUILDING:

STRING.TCP - 58 signatures - 5 of 15 engines
*Oct 26 00:32:33.641: $IPS-6-ENGINE_READY:

STRING.TCP - 2248 ms - packets for this engine will be scanned
*Oct 26 00:32:33.641: $IPS-6-ENGINE_BUILDING:

SERVICE.FTP - 3 signatures - 6 of 15 engines
*Oct 26 00:32:33.657: $IPS-6-ENGINE_READY:

SERVICE.FTP - 16 ms - packets for this engine will be scanned
*Oct 26 00:32:33.657: $IPS-6-ENGINE_BUILDING:

SERVICE.SMTP - 2 signatures - 7 of 15 engines
*Oct 26 00:32:33.685: $IPS-6-ENGINE_READY:

SERVICE.SMTP - 28 ms - packets for this engine will be scanned
*Oct 26 00:32:33.689: $IPS-6-ENGINE_BUILDING:

SERVICE.RPC - 29 signatures - 8 f 15 engines
*Oct 26 00:32:33.781: $IPS-6-ENGINE_READY:

SERVICE.RPC - 92 ms - packets for this engine will be scanned
*Oct 26 00:32:33.781: $IPS-6-ENGINE_BUILDING:

SERVICE.DNS - 31 signatures - 9 of 15 engines
*Oct 26 00:32:33.801: $IPS-6-ENGINE_READY:

SERVICE.DNS - 20 ms - packets for this engine will be scanned
*Oct 26 00:32:33.801: %$IPS-6-ENGINE_BUILDING:

SERVICE.HTTP - 132 signatures - 10 of 15 engines
*Oct 26 00:32:44.505: $IPS-6-ENGINE_READY:

SERVICE.HTTP - 10704 ms - packets for this engine will be scanned
*Oct 26 00:32:44.509: %$IPS-6-ENGINE_BUILDING:

ATOMIC.TCP - 11 signatures - 11 of 15 engines
*Oct 26 00:32:44.513: $IPS-6-ENGINE_READY:

ATOMIC.TCP - 4 ms - packets for this engine will be scanned
*Oct 26 00:32:44.513: $IPS-6-ENGINE_BUILDING:

ATOMIC.UDP - 9 signatures - 12 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_READY:

ATOMIC.UDP - 4 ms - packets for this engine will be scanned
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILDING:

ATOMIC.ICMP - 0 signatures - 13 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILD_SKIPPED:

ATOMIC.ICMP - there are no new signature definitions for this engine
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILDING:

ATOMIC.IPOPTIONS - 1 signatures - 14 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_READY:

ATOMIC.IPOPTIONS - 0 ms - packets for this engine will be scanned
*Oct 26 00:32:44.517: $IPS-6-ENGINE_BUILDING:

ATOMIC.L3.IP - 5 signatures - 15 of 15 engines
*Oct 26 00:32:44.517: $IPS-6-ENGINE_READY:

ATOMIC.L3.IP - 0 ms - packets for this engine will be scanned
yourname (config-if) #ip ips myips out
yourname (config-if) #ip virtual-reassembly
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, BMESEAIPNEVLAN 1 LEREZREE.,
yourname (config) #int vlan 1
yourname (config-if) #ip virtual-reassembly

SDM 2.2 =
SERUT SR , LUEMEACisco SDM 2.28L & # A Cisco 10S IPSHICisco 1800FR 5§ H &5

1. ESDME AR F , & — T Configure , A% & — T Intrusion Prevention,

- ’ Lidta Sriring
o e B ey

®  Infrusion Prevention Sywlem (IFE)

Crass P5 | 0195

Tha P35 nas ranfigusbon wined conliguney P53 oabey on annlisce snd sleg
HERLEE W 1oL OF B SOF gt St Bh

!
|
i
!
||
Lispach IPE Rl Witird |
|
|
i
!

)
Ininigian Frevirdon Brylem P E) ATAS S UTE mon e 133008 off

2. ¥ — T Create IPSEE , A% 1% — TLaunch IPS Rule Wizard, Cisco SDMEE&EIBSDEE®
HIPSEHEH , LMEBLECisco 10S IPSIhEE, FERIER T , SDEEEBEH KB A, Cisco
SDMIR RIEEIBSDEERAAIPSEHEH , MM NEFIR

Information

@ SDEE reotification is not enabled. IPS will enable SDEE nodficabon so it
can recehe SDEE messages.
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S Polickes Wizard &I

Welcome to the IS Policies Wizarnd

The IPS rule configuration wizard configures IPS nies on an inferface and also
specifies |e localion of the SDF (signature deirdban fle). You must specify he
dirgction of the irafiic hal $hould be Scanned. Tyou da nol wanl &8 rafic 1o be
scanned, you should specify the inberesting fraffic to be scanned. The router Ioads
me SOF and stars scanning Mg inferesting trafic.

Thits wizard will 855141 you in configuring the follewing bisks
* Seleci ;e inferace o apply the IPS rule.

* Bebect fe rafic fiow direclion thal should be inspecied by the IPS ules,

= Specily the location of he SOF to be used by the rowar

To conbirg, click it
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o ¥ Select Interfaces (BENME

Select merfaces
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7. ¥ —TAddEABLESDF &, R#FASHETAdd a Signature Location¥5% /5 3.,

PS5 Policies Wizard

SDF Locations

Epetify the locations from which fie SDF (signahere dednition fle) should be loaded by the
Ciged 106G IPS, N Cizto 10 IPE fails bo losd the SOF fram the firgl lacalion, it ines the
bacations in order unbl it successiully Ioads the SDF file,

EDF Locabions

Add a Signalure Location

= Spacity SOF anflash:
4 File Hame onflash: | Z5EME st [w]
1 © Specify SOF using URL: B

: | x| Iulun.l:nn
I
~ [putosave]
QI | Cancel E Higlp I
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256MB.sdf,
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Cizen 108 IPS. HCisco 108 IPS fails fo load the SDF from the first locaton, it tnes the
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12. #&£—T "Finish.
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Comenands Delivery Status

Cormamand Delvery Slahes:

. EIPSEIEmEMABBBR o EERBHEL RSB RN

Préparing commands for delvery. .
Submitiing 10 commands, please wall..
Corfiguration delvened to rouber

Ok |

13. BT E , B—TOK, HRimeMEHF L RBERERREES .

Signature Compilation Status

IPS signature engines are built and are ready 1o scan patkets

ATOMEC L3P

Ho ] Enging ] Satus | Ha of Signatures
K| MULTESTRING Skipped M Mew Signatures
k| STRIMGICHP w* Loaded 1
] STRIMNG LDP W Loaded 17
] STRIMG TCP W Lowded S8
] SERVICEFTF w* Loaded 3
7 SERVICE. SMTF w* Loaded I
B SERVICE RPC W Losded 20
] SERVICE DME W Loaded 31
10 BERVICEHTTP W Loaded 132
11 ATOMIC TCP w* Loaded 11
12 ATOMIC LIDE W Loaded 9
12 ATORIG WP Ekippad Mo Meew Signatures

ATOMIC POPTIING o Loaded 1
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15. EERFIHF[ LERRA T HLESS |, 551K — T Configure , A% 1% — T Intrusion
Prevention,
16. % —TEdit IPSE# , A% % — T Signatures, IPSISBISEEERE "H8E. BEH,
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BRECLIG S A ARELER RN D EI0S-Sxxx.ziplE RPBHEREH. CiscoRZBEER
SDM={Management Center for IPS Sensors RE&E ¥ Cisco |I0S IPSR##KE L ZER,
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yournamef#show running-config | include ip ips sdf
ip ips sdf location flash:128MB.sdf
yourname##

signature locationti T EZNFHBERERA[EEHNHAREFRE B HEFI0S IPSEHEHAFE
BERNNE, EFSOHBRERY , EXAFEFH Hsignature file locationin & E R IE R,

1. £ fshowsn TREENRENBEMLE, BHETTEENERVE. U SETEMET
BENRAMNE,

yvournamef#show ip ips signatures
Builtin signatures are configured

X flash: 128 MB.sdfEi A & & Cisco SDFRA~S128.0#8 8 SDFRx4<V0.0
2. £ fAcopy <urf ips-sdfif T AR E—FSHNERARSHEBEER.

yournameffcopy tftp://10.10.10.5/mysignatures.xml ips-sdf

Loading mysignatures.xml from 10.10.10.5 (via Vlanl): !

[OK - 1612 bytes]

*Oct 26 02:43:34.904: %IPS-6-SDF_LOAD_SUCCESS: SDF loaded successfully from opacl



No entry found for lport 55577, fport 4714 No entry found for lport 51850, fport

4715

*Oct 26 02:43:34.920:
tftp://10.10.10.5/mysignatures.xml
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02:43:34.920:
02:43:34.920:

%$IPS-6-SDF_LOAD_SUCCESS: SDF loaded successfully from

%IPS-6-ENGINE_BUILDING: OTHER - 4 signatures - 1 of 15 engines
%$IPS-6-ENGINE_BUILD_SKIPPED: OTHER - there are no new signature

definitions for this engine

02:43:34.920:

%$IPS-6-ENGINE_BUILDING: MULTI-STRING - 0 signatures -

2 of 15 engines

02:43:34.920:

$IPS-6-ENGINE_BUILD_SKIPPED: MULTI-STRING - there are

no new signature definitions for this engine

02:43:34.920:

%$IPS-6-ENGINE_BUILDING: STRING.ICMP - 1 signatures -

3 of 15 engines

02:43:34.920:

$IPS-6-ENGINE_BUILD_SKIPPED: STRING.ICMP - there are

no new signature definitions for this engine

02:43:34.920:

%$IPS-6-ENGINE_BUILDING: STRING.UDP - 17 signatures -

4 of 15 engines

02:43:34.920:

$IPS-6-ENGINE_BUILD_SKIPPED: STRING.UDP - there are

no new signature definitions for this engine

02:43:34.924:

%$IPS-6-ENGINE_BUILDING: STRING.TCP - 59 signatures -

5 of 15 engines

02:43:36.816:

$IPS-7-UNSUPPORTED_PARAM: STRING.TCP 9434:0 CapturePacket=False -

This parameter is not supported

02:43:37.264:

%IPS-6-ENGINE_READY: STRING.TCP - 2340 ms - packets for this

engine will be scanned

02:43:37.288:

%$IPS-6-ENGINE_BUILDING: SERVICE.FTP - 3 signatures -

6 of 15 engines

02:43:37.288:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.FTP - there are

no new signature definitions for this engine

02:43:37.288:

%$IPS-6-ENGINE_BUILDING: SERVICE.SMTP - 2 signatures -

7 of 15 engines

02:43:37.288:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.SMTP - there are

no new signature definitions for this engine

02:43:37.288:

%$IPS-6-ENGINE_BUILDING: SERVICE.RPC - 29 signatures -

8 of 15 engines

02:43:37.288:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.RPC - there are

no new signature definitions for this engine

02:43:37.292:

%$IPS-6-ENGINE_BUILDING: SERVICE.DNS - 31 signatures -

9 of 15 engines

02:43:37.292:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.DNS - there are

no new signature definitions for this engine

02:43:37.296:

%IPS-6-ENGINE_BUILDING: SERVICE.HTTP - 132 signatures -

10 of 15 engines

02:43:37.296:

$IPS-6-ENGINE_BUILD_SKIPPED: SERVICE.HTTP - there are

no new signature definitions for this engine

02:43:37.316:

%IPS-6-ENGINE_BUILDING: ATOMIC.TCP - 11 signatures -

11 of 15 engines

02:43:37.316:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.TCP - there are

no new signature definitions for this engine

02:43:37.316:

%$IPS-6-ENGINE_BUILDING: ATOMIC.UDP - 9 signatures -

12 of 15 engines

02:43:37.316:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.UDP - there are

no new signature definitions for this engine

02:43:37.320:

%$IPS-6-ENGINE_BUILDING: ATOMIC.ICMP - 0 signatures -

13 of 15 engines

02:43:37.320:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.ICMP - there are

no new signature definitions for this engine

02:43:37.320:

%$IPS-6-ENGINE_BUILDING: ATOMIC.IPOPTIONS - 1 signatures -

14 of 15 engines

02:43:37.320:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.IPOPTIONS - there are

no new signature definitions for this engine

02:43:37.320:

%$IPS-6-ENGINE_BUILDING: ATOMIC.L3.IP - 5 signatures -

15 of 15 engines

02:43:37.320:

$IPS-6-ENGINE_BUILD_SKIPPED: ATOMIC.L3.IP - there are



no new signature definitions for this engine
yourname#

EEBHeopym %  RASSEEARERFAILERS  REBEXRCIE, £14E
SDEEERWmEH , ETRSERFEESIBHNERME, %IPS-6-ENGINE_BUILD_SKIPPED#
RILBIZREH %S, %IPS-6-ENGINE_READYR RIFEHEH |, SIS HEERE. HEUH
—# , T15M@ES|ZEHhM15ME. HERRESIEYEEE, IPS-7-
UNSUPPORTED_PARAMZR ‘RCisco I0S IPSA X EHE @58, #linCapturePacket#!
ResetAfterldle, BifE : BLHEEMRSE K TEFLCisco I0S IPSERB AR MAEL. AL
BiBAS HEFRERBIREASRAR (K517 ) REIMEL AFREHE.

3. E#Hsignature locationdi T EEZMSDF , 54 , EXHBRENEAE , CHEEFTECEN
BENEHETE, HEFBENESHNEEZRED128MB.sdfiRFEBRPBNBRANNEZE

o

yournamef#show flash:

-#- --length-- ---—-—- date/time------ path

4 504630 Aug 30 2005 22:58:34 +00:00 128MB.sdf
yvournamef#copy ips-sdf flash:128MB.sdf
yournamef#show flash:

-#- --length-- ---—-—- date/time------ path

4 522656 Oct 26 2005 02:51:32 +00:00 128MB.sdf

BE  FTH128MB.sdf R EEEEFAMINES, ARHEERTERR128MB.sdfiE R R, BF
BEEELIERFUAHMEBBLUBRES, WREXTER , IEEEENEBNED D,
SDM 2.2 =,

B A Cisco I0S IPS# , AL\ e B FI8RE1TE B Cisco SDMIE AIBEM B EMK B . T
RUTSTEBUEATESR -

1. iBIEFEXSDFHRIOS-Sxxx.zip EFERUEAH MR,
2. #&— T Configure , ## 1% — TIntrusion Prevention.
3. #—TEdit IPSE® , A% E— TImport,



= Intrusion Prevention System [IPS)

Create IPS | EditIPS
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