Auth-proxy Authentication Outbound ( Cisco
IOSEr XU FINAT ) B

Im
=

S (&
i
R
ﬁ

Bl
%

S
B
I
&

*_IT’E 2
=)

B

axX rE

G
o5
R
[t

;ﬁ \
B

oz
k

]
et
S
=

h
B
it
E.._\_IIIII

L

I RGBS P LE TR O EBAARE A M E (10.31.1.47)FInternet LA R BHRE |, BEREME
AenRBREANTRERSFMNRFT. RMAMKRSFME TEERNRSEEE (permit tepliplicmp any any)#
REXBEKREFEIRIEE 116, REERF AT EREEHEBRMAERE,

LERF

|R

AXHRBRHEER,

RA T
AXHHEARBIRA T R AERIRA

. Cisco IOS®EEEMA12.2.23
. BRI36408& B35

XX : ip auth-proxys - 2 7ECisco IOSE R IRA12.0.5F E A , ItEE 2 £ Cisco IOSEREE MR A
12.0.7E1TAIE.

AXHFHNEARRBRBEERERREANKENREL. XHEAINMERESRCER (R
) BVAARESREAE), MRENPERIEEFER  FREACCHEBEAESUTRERNIE,

5



BBRAMTIR BB SRR AR B = 15 BR S A 1B Bl ey B A

i
w
%

gﬂg
(it

AERERRRERXHF PR BN EH.

B : S8 Command Lookup Tool(E# EFMEFER) TERAGH P EANGSWFHEENR.

18 I %
FEREEANTRBRE -

171.68.118.113 171.68.118.1

10.31.1.1
TACACS+ or

RADIUS
Server

10.31.1.47 E0/D E1/0

10.31.1.150 11.11.11.11

3640 Router

PC

A8
AEREEAUTRE :

364084 H 7%

Current configuration:
]
version 12.2
service tinmestanps debug uptine
service tinmestanps | og uptine
no service password-encryption
]
host nane security-3640
]
aaa new-model
aaa group server tacacs+ RTP
server 171.68.118.115
!
aaa authentication login default local group RTP none
aaa authorization exec default group RTP none
aaa authorization auth-proxy default group RTP
enabl e secret 5 $1$vCf r $r kuUsHLNpbNgLTg/ JNMBel

11.11.11.12| Server

Internet


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

enabl e password ww
|

usernane john password 0 doe
!

i p subnet-zero
!

i p inspect nane nyfw cuseene timeout 3600
ip inspect nane nmyfw ftp tineout 3600

i p inspect nane nmyfw http tineout 3600

i p inspect nane nmyfw rcmd tineout 3600

i p inspect nane nyfw real audi o ti meout 3600

i
i
i
i
i
i p inspect nane nmyfw sntp tineout 3600
i
i
i
i
i
i

i p inspect nane nyfw sqgl net timeout 3600
i p inspect nane nyfw streamworks tineout 3600
ip inspect nane nmyfw tftp tineout 30
i p inspect nane nyfw udp tinmeout 15
i p inspect nane nmyfw tcp tineout 3600
nspect name nyfw vdolive

Ip
ip auth-proxy auth-proxy-banner
ip auth-proxy auth-cache-time 10
ip auth-proxy name list_a http
ip audit notify |og
ip audit po nmax-events 100

|
process-max-tinme 200
|
interface Ethernet0/0

i p address 10.31.1.150 255. 255.255.0

ip access-group 116 in

ip nat inside

ip inspect nyfwin

ip auth-proxy list_a

no i p route-cache

no i p nroute-cache

|
interface Ethernetl1/0

ip address 11.11.11.11 255.255.255.0

i p access-group 101 in

ip nat outside

|
i p nat pool outsidepool 11.11.11.20 11.11.11.30 netmask
255. 255. 255. 0
ip nat inside source list 1 pool outsidepoo
ip classless
iproute 0.0.0.0 0.0.0.0 11.11.11.1
ip route 171.68.118.0 255.255.255.0 10.31.1.1
ip http server
ip http authentication aaa

|
access-list 1 permt 10.31.1.0 0.0.0.255
access-list 101 deny ip 10.31.1 0. 0. 0. 255 any
access-list 101 deny ip 127.0.0.0 0.255. 255. 255 any
access-list 101 pernit icnp any 1 1.11.0 0.0.0.255
unr eachabl e
access-list 101 permit icnp any 11.11.11.0 0.0.0.255
echo-reply
access-list 101 permit icnp any 11.11.11.0 0.0.0.255
packet-too-big
access-list 101 permit icnp any 11.11.11.0 0.0.0.255
ti me- exceeded
access-list 101 permit icnp any 11.11.11.0 0.0.0.255
traceroute
access-list 101 permt icnp any 11.11.11.0 0.0.0.255
admi ni strativel y-prohibited




access- i st
echo

access-list
10.31.1.150

101 perm't

116 permit
eq www

icnmp any 11.11.11.0 0.0.0. 255

tcp host 10.31.1.47 host

access-list 116 deny
116 deny
116 deny
116 permit
116
116
116
116
116 permit
1 protoco
1 protoco

tcp host 10.31.1.47 any

udp host 10.31.1.47 any

icmp host 10.31.1.47 any

tcp 10.31.1.0 0.0.0.255 any
udp 10.31.1.0 0.0.0.255 any
icmp 10.31.1.0 0.0.0.255 any
icmp 171.68.118.0 0.0.0.255 any
tcp 171.68.118.0 0.0.0.255 any
udp 171.68.118.0 0.0.0.255 any
ip permt

i px permt

access-list
access-list
access-list
access-list permit
access-list permit
access-list permit
access-list permit
access-list
dialer-list
dialer-list
!
host 171.
key cisco

host 171.68.118.115 auth-port 1645 acct-

tacacs-server 68.118.115
tacacs-server
radius-server
port 1646

radius-server
|

key cisco

line con O
transport
line aux O
line vty 0 4
exec-timeout 0 O
password ww

i nput none

!
end
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