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router (config) #ip inspect name name service

AEAVRFEENEERBENXESEVRFIVBESIH

router (config) #ip inspect [parameter value] vrf vrf-name
BARBEFERSEMEERN , SRR T UEARZSEVRFENNE,
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router#show ip inspect [ all | config | interfaces | name
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version 12.4
!
ip cef
!
ip vrf acct
!
ip vrf arch
!
ip vrf atty
1

acct-fw

ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip
ip

inspect name

ftp

inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect
inspect

name
name
name
name
name
name
name
name
name
name
name
name
name
name

acct-fw
acct-fw
acct-fw
arch-fw
arch-fw
arch-fw
arch-fw
atty-fw
atty-fw
atty-fw
atty-fw

tcp
udp
icmp
ftp
tcp
udp
icmp
ftp
tcp
udp
icmp

fw-global tcp
fw-global udp
fw-global icmp

1

!

interface FastEthernet0/0
description S$ETH-LANSSETH-SW-LAUNCHSSINTF-INFO-FE 0S$
ip address 172.16.100.10 255.255.255.0
ip access-group 121 in
ip
ip
ip
speed auto

1

nat outside
inspect fw-global in
virtual-reassembly

interface FastEthernet0/1
no ip address

duplex auto

speed auto

no cdp enable
1

interface FastEthernet0/1.171




encapsulation dotlQ 171

ip vrf forwarding acct

ip address 10.1.2.1 255.255.255.0
ip access-group 111 in

ip nat inside

ip inspect acct-fw in

ip virtual-reassembly

no cdp enable

!

interface FastEthernet0/1.172
encapsulation dotlQ 172

ip vrf forwarding arch

ip address 10.1.2.1 255.255.255.0
ip access-group 111 in

ip nat inside

ip inspect arch-fw in

ip virtual-reassembly

no cdp enable

!

interface FastEthernet0/1.173
encapsulation dotlQ 173

ip vrf forwarding atty

ip address 10.1.2.1 255.255.255.0
ip access-group 111 in

ip nat inside

ip inspect atty-fw in

ip virtual-reassembly

no cdp enable
1

ip route 0.0.0.0 0.0.0.0 172.16.100.1

ip route vrf acct 0.0.0.0 0.0.0.0 172.16.100.1 global
ip route vrf arch 0.0.0.0 0.0.0.0 172.16.100.1 global
ip route vrf atty 0.0.0.0 0.0.0.0 172.16.100.1 global

ip nat pool pool-1 172.16.100.100 172.16.100.199 netmask
255.255.255.0 add-route

ip nat inside source list 101 pool pool-1 vrf acct
overload

ip nat inside source list 101 pool pool-1 vrf arch
overload

ip nat inside source list 101 pool pool-1 vrf atty
overload

!

! The following static NAT translations allow access
from the internet to

! servers in each VRF. Be sure the static translations
correlate to “permit”

! statements in ACL 121, the internet-facing list.

!

ip nat inside source static tcp 10.1.2.2 21
172.16.100.11 21 vrf arch extendable

ip nat inside source static tcp 10.1.2.3 25
172.16.100.12 25 vrf acct extendable

ip nat inside source static tcp 10.1.2.4 25
172.16.100.13 25 vrf atty extendable

ip nat inside source static tcp 10.1.2.5 80
172.16.100.13 80 vrf atty extendable

!

access-1ist 101 permit ip 10.1.2.0 0.0.0.255 any
access-1ist 111 permit tcp 10.1.2.0 0.0.0.255 any eqg www
access-list 111 permit tcp 10.1.2.0 0.0.0.255 any eq 443
access-1list 111 permit tcp 10.1.2.0 0.0.0.255 any eq
smtp

access-list 111 permit tcp 10.1.2.0 0.0.0.255 any eq ftp




access-1list 111 permit tcp 10.1.2.0 0.0.0.255 any eq
domain

access-1ist 111 permit udp 10.1.2.0 0.0.0.255 any eq
domain

access-1ist 111 permit icmp 10.1.2.0 0.0.0.255 any
access-list 121 permit tcp any host 172.16.100.11 eqg ftp
access-list 121 permit tcp any host 172.16.100.12 eq
smtp

access-1list 121 permit tcp any host 172.16.100.13 eqg
smtp

access-1ist 121 permit tcp any host 172.16.100.13 eg www

end

BB T8 2 VRFEL UL BL 8 S0 4H 3 AV S B AU RINAT
FRUTHSRIBEEVRFAIAE it B X B

{# Fshow ip route vrf [vrf-name]@ S ESEVRFHEH :

stg-2801-L#show ip route vrf acct

Routing Table: acct

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 172.16.100.1 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets

S 172.16.100.0 [0/0] via 0.0.0.0, NVIO
10.0.0.0/24 is subnetted, 1 subnets
o 10.1.2.0 is directly connected, FastEthernet0/1.171

S* 0.0.0.0/0 [1/0] wvia 172.16.100.1
stg-2801-L#

{$ Fshow ip nat tra vrf [vrf-name]@s TR EZEVRFEINATEE :

stg-2801-L#show ip nat tra vrf acct

Pro Inside global Inside local Outside local Outside global
tep 172.16.100.12:25 10.1.2.3:25 - -——
tep 172.16.100.100:1078 10.1.2.3:1078 172.17.111.3:80 172.17.111.3:80

f Fishow ip inspect vif namein & B2 B EVRFHBF X B EREFTER -

stg-2801-L#show ip insp se vrf acct
Established Sessions
Session 66484034 (10.1.2.3:1078)=>(172.17.111.3:80) tcp SIS_OPEN

VRFE HICisco IOSE 1A E 5 89 S BgIOS B X i
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WIRVRF B HICisco IOSE 17 & 17 4 5 It By A i ST B

VRF R A [E 13 SR B B K fEshowin B ERIEVRFRAIG SR EER | ER BT RS KBS TRENR —
BAZeESFNNEBEIES —EBZcEFHPNNEH , MTFPESENHEHNVRFIE A, it

, VRF 240 [E 13} 5% B B K 8 58 F B2 IEVRIF FE AR A2 =X AR 1Y [543 5% B B K 8 4B [ B9 show s 5 SR AR 4R B K
feEE -

router#show policy-map type inspect zone-pair sessions

VRFE HICisco IOSE FA [ 15 84 5§ kg By X i 6 Fi 3R il
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=EVRFHR E#EG T LR A Hinternet ERIHTTP, HTTPS. FTPFIDNSHR#S. —1{EXE%
(private-public-cmap) AR BRHIFTE = EVRFHVEER , HASEVRF 5555 B8 BR AR £ 1Y 48 R AR
,BEEEATEMNRIEER  UERESEAVRFIBERITENA. HK , Internet ER = AT LLEZR T
B —EXBERPOANERYE , EBEAR InternetBIVRFESH W EBEHMANKBEMESR, BF
AR B R AR BRLIE R N HinternetRi B B EF M BHSRNEE R, T SAER R K rE R LE#
ERVRFHERHESENBEEES,

HBNATE B TRER U HREE R HVRFP B,
B RS FER R E R X RAINATER R :

version 12.4
!

ip cef

!

ip vrf acct
!

ip vrf arch
!

ip vrf atty
1

class-map type inspect match-any out-cmap

match protocol
match protocol
match protocol
match protocol
match protocol

http
https
ftp
smtp
ftp

1
class-map type inspect match-all pub-arch-cmap
match access-group 121
match protocol ftp
!
class-map type inspect match-all pub-acct-cmap
match access-group 122
match protocol http
!
class-map type inspect pub-atty-mail-cmap
match access-group 123
match protocol smtp
!
class-map type inspect pub-atty-web-cmap
match access-group 124
match protocol http
!
policy-map type inspect arch-pub-pmap
class type inspect out-cmap
inspect
!
policy-map type inspect acct-pub-pmap
class type inspect out-cmap
inspect
!
policy-map type inspect atty-pub-pmap
class type inspect out-cmap
inspect
!
policy-map type inspect pub-arch-pmap
class type inspect pub-arch-cmap
inspect
1

policy-map type inspect pub-acct-pmap




class type inspect pub-acct-cmap
inspect
!
policy-map type inspect pub-atty-pmap
class type inspect pub-atty-mail-cmap
inspect
class type inspect pub-atty-web-cmap
inspect
!
policy-map type inspect pub-self-pmap
class class-default
drop log
!
zone security arch
zone security acct
zone security atty
zone security public
zone-palir security arch-pub source arch destination
public
service-policy type inspect arch-pub-pmap
zone-palilr security acct-pub source acct destination
public
service-policy type inspect acct-pub-pmap
zone-palilr security atty-pub source atty destination
public
service-policy type inspect atty-pub-pmap
zone-pair security pub-arch source public destination
arch
service-policy type inspect pub-arch-pmap
zone-palir security pub-acct source public destination
acct
service-policy type inspect pub-acct-pmap
zone-pair security pub-atty source public destination
atty
service-policy type inspect pub-atty-pmap
zone-pair security pub-self source public destination
self
service-policy type inspect pub-self-pmap
1
!
interface FastEthernet0/0
description $ETH-LANSSETH-SW-LAUNCHSSINTF-INFO-FE 0$
ip address 172.16.100.10 255.255.255.0
ip nat outside
zone-member security public
ip virtual-reassembly
speed auto
no cdp enable
!
interface FastEthernet0/1
no ip address
duplex auto
speed auto
no cdp enable
!
interface FastEthernet0/1.171
encapsulation dotlQ 171
ip vrf forwarding acct
ip address 10.1.2.1 255.255.255.0
ip nat inside
zone-member security acct
ip virtual-reassembly
no cdp enable




interface FastEthernet0/1.172
encapsulation dotlQ 172

ip vrf forwarding arch

ip address 10.1.2.1 255.255.255.0
ip nat inside

zone-member security arch

ip virtual-reassembly

no cdp enable

!

interface FastEthernet0/1.173
encapsulation dotlQ 173

ip vrf forwarding atty

ip address 10.1.2.1 255.255.255.0
ip nat inside

zone-member security atty

ip virtual-reassembly

no cdp enable
1

ip route 0.0.0.0 0.0.0.0 172.16.100.1

ip route vrf acct 0.0.0.0 0.0.0.0 172.16.100.1 global
ip route vrf arch 0.0.0.0 0.0.0.0 172.16.100.1 global
ip route vrf atty 0.0.0.0 0.0.0.0 172.16.100.1 global

1

ip nat pool pool-1 172.16.100.100 172.16.100.199 netmask
255.255.255.0 add-route

ip nat inside source list 101 pool pool-1 vrf acct
overload

ip nat inside source list 101 pool pool-1 vrf arch
overload

ip nat inside source list 101 pool pool-1 vrf atty
overload

!

! The following static NAT translations allow access
from the internet to

! servers in each VRF. Be sure the static translations
correlate to “inspect”

! statements in in the Zone Firewall configuration, the
internet-facing list.

! Note that the ACLs used in the firewall correspond to
the end-host address, not

! the NAT Outside address

!

ip nat inside source static tcp 10.1.2.2 21
172.16.100.11 21 vrf arch extendable

ip nat inside source static tcp 10.1.2.3 25
172.16.100.12 25 vrf acct extendable

ip nat inside source static tcp 10.1.2.4 25
172.16.100.13 25 vrf atty extendable

ip nat inside source static tcp 10.1.2.5 80
172.16.100.13 80 vrf atty extendable

1

access-1ist 101 permit ip 10.1.2.0 0.0.0.255 any

access-list 121 permit ip any host 10.1.2.2
access-list 122 permit ip any host 10.1.2.3
access-list 123 permit ip any host 10.1.2.4
access-list 124 permit ip any host 10.1.2.5

1

! Disable CDP
!
no cdp run

1

end
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{# Fishow ip route vrf [vrf-name] S ESEVRFHEH :

stg-2801-L#show ip route vrf acct

Routing Table: acct

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is 172.16.100.1 to network 0.0.0.0

172.16.0.0/24 is subnetted, 1 subnets

S 172.16.100.0 [0/0] wvia 0.0.0.0, NVIO
10.0.0.0/24 is subnetted, 1 subnets
c 10.1.2.0 is directly connected, FastEthernet0/1.171

S* 0.0.0.0/0 [1/0] wvia 172.16.100.1
stg-2801-L#

{&£ Fshow ip nat tra vrf [vrf-name]f SR EFEVRFHEINATEE :

stg-2801-L#show ip nat translations

Pro Inside global Inside local Outside local Outside global
tcp 172.16.100.12:25 10.1.2.3:25 -——— -———
tcp 172.16.100.100:1033 10.1.2.3:1033 172.17.111.3:80 172.17.111.3:80

tcp 172.16.100.11:21 10.1.2.2:23 -—- -—=
tcp 172.16.100.13:25 10.1.2.4:25 -—- -—=
tcp 172.16.100.13:80 10.1.2.5:80 -—-

{§ Fishow policy-map type inspect zone-pairdn © Es {25 X B EHITER -

stg-2801-L#show policy-map type inspect zone-pair
Zone-pair: arch-pub

Service-policy inspect : arch-pub-pmap

Class-map: out-cmap (match-any)
Match: protocol http
1 packets, 28 bytes
30 second rate 0 bps
Match: protocol https
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ftp
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol smtp
0 packets, 0 bytes
30 second rate 0 bps
Inspect
Packet inspection statistics [process switch:fast switch]
tcp packets: [1:15]



Session creations since subsystem startup or last reset 1
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [1:1:0]
Last session created 00:09:50

Last statistic reset never

Last session creation rate 0

Maxever session creation rate 1

Last half-open session total 0

Class-map: class-default (match-any)
Match: any
Drop (default action)
8 packets, 224 bytes
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version 12.4
!
hostname stg-871
!
aaa new-model
!
aaa authentication login default local
aaa authorization console
aaa authorization exec default local
!
aaa session-id common
ip cef
!
no ip dhcp use vrf connected
!
ip dhcp pool priv-108-net
import all
network 192.168.108.0 255.255.255.0
default-router 192.168.108.1
!
ip vrf partner
description Partner VRF
rd 100:101
!
ip vrf public
description Internet VRF
rd 100:100
!
no ip domain lookup
ip domain name yourdomain.com
!
track timer interface 5
!
track 123 rtr 1 reachability

delay down 15 up 10
!

class-map type inspect match-any hotspot-cmap

match protocol dns
match protocol http
match protocol https
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match protocol ftp
class-map type inspect match-any partner-cmap
match protocol dns
match protocol http
match protocol https
match protocol ftp
!
policy-map type inspect hotspot-pmap
class type inspect hotspot-cmap
inspect
class class-default
!
zone security internet
zone security hotspot
zone security partner
zone security hg
zone security office
zone-palr security priv-pub source private destination public
service-policy type inspect priv-pub-pmap
1
crypto keyring hub-ring vrf public
pre-shared-key address 172.16.111.5 key ciscol23
1
crypto isakmp policy 1
authentication pre-share
group 2
!
crypto ipsec transform-set md5-des-ts esp-des esp-md5-hmac
1
crypto ipsec profile md5-des-prof
set transform-set md5-des-ts
!
bridge irb
!
interface TunnelO
ip unnumbered Vlanl
zone-member security public
tunnel source BVI1l
tunnel destination 172.16.111.5
tunnel mode ipsec ipv4
tunnel vrf public
tunnel protection ipsec profile md5-des-prof
1
interface FastEthernet0
no cdp enable
!
interface FastEthernetl
no cdp enable
!
interface FastEthernet2
switchport access vlan 111
no cdp enable
!
interface FastEthernet3
switchport access vlan 104
no cdp enable
!
interface FastEthernet4
description Internet Intf
ip dhcp client route track 123
ip vrf forwarding public
ip address dhcp
ip nat outside
ip virtual-reassembly



speed 100
full-duplex
no cdp enable
!
interface DotllRadioO
no ip address
!
ssid test
vlian 11
authentication open
guest-mode
1
speed basic-1.0 basic-2.0 basic-5.5 6.0 9.0 basic-11.0 12.0 18.0 24.0 36.0 48.0 54.0
station-role root
no cdp enable
!
interface DotllRadio0.1
encapsulation dotlQ 11 native
no cdp enable
bridge-group 1
bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
1
interface Vlanl
description LAN Interface
ip address 192.168.108.1 255.255.255.0
ip virtual-reassembly
ip tcp adjust-mss 1452
1
interface Vlanl04
ip vrf forwarding public
ip address dhcp
ip nat outside
ip virtual-reassembly
1
interface Vlanll
no ip address
ip nat inside
ip virtual-reassembly
bridge-group 1
1
interface BVI1
ip vrf forwarding public
ip address 192.168.108.1 255.255.255.0
ip nat inside
ip virtual-reassembly
!
router eigrp 1
network 192.168.108.0
no auto-summary
!
ip route 0.0.0.0 0.0.0.0 TunnelO
ip route vrf public 0.0.0.0 0.0.0.0 Vlianl04 dhcp 10
ip route vrf public 0.0.0.0 0.0.0.0 FastEthernet4d dhcp
1
ip nat inside source route-map dhcp-nat interface Vlanl04 vrf public overload
ip nat inside source route-map fixed-nat interface FastEthernetd4d vrf public overload
!
ip sla 1
icmp-echo 172.16.108.1 source-interface FastEthernet4
timeout 1000
threshold 40



vrf public

frequency 3
ip sla schedule 1 life forever start-time now
access-list 110 permit ip 192.168.108.0 0.0.0.255 any
access-list 111 permit ip 192.168.108.0 0.0.0.255 any
no cdp run

!
route-map fixed-nat permit 10

match ip address 110

match interface FastEthernet4

!
route-map dhcp-nat permit 10

match ip address 111

match interface Vlanl04

!
bridge 1 protocol ieee
bridge 1 route ip

1

end

I ERFREREVPNEREEN A

version 12.4
|

hostname 3845-bottom
!
ip cef
1
crypto keyring any-peer
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
1
crypto isakmp policy 1
authentication pre-share
group 2
crypto isakmp profile profile-name
keyring any-peer
match identity address 0.0.0.0
virtual-template 1
!
crypto ipsec transform-set md5-des-ts esp-des esp-md5-hmac
1
crypto ipsec profile md5-des-prof
set transform-set md5-des-ts
!
interface Loopbacklll
ip address 192.168.111.1 255.255.255.0
ip nat enable
!
interface GigabitEthernet0/0
no ip address
duplex auto
speed auto
media-type rj45
no keepalive
!
interface GigabitEthernet0/0.1
encapsulation dotlQ 1 native
ip address 172.16.1.103 255.255.255.0
shutdown
!
interface GigabitEthernet0/0.111
encapsulation dotlQ 111
ip address 172.16.111.5 255.255.255.0



ip nat enable

interface Virtual-Templatel type tunnel
ip unnumbered Loopbacklll

ip nat enable

tunnel source GigabitEthernet0/0.111
tunnel mode ipsec ipv4

tunnel protection ipsec profile md5-des-prof
!
router eigrp 1

network 192.168.111.0

no auto-summary
|

ip route 0.0.0.0 0.0.0.0 172.16.111.1
!

ip nat source list 111 interface GigabitEthernet0/0.111

1

access-list 1 permit any

access-list 111 deny ip 192.168.0.0 0.0.255.255 192.168.0.0 0.0.255.255
access-list 111 permit ip 192.168.0.0 0.0.255.255 any

1

1

End

ﬁﬁ;?*YRFEH NEREERRE A, RAERGNEERERER, £EMVRFRAVPNI
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{# Fshow ip route vrf [vrf-name]@ S ESEVRFHI A :

stg-2801-L#show ip route vrf acct

{# Fishow ip nat tra vrf [vrf-name] T SR E S EVRFHINATEE :

stg-2801-L#show ip nat translations

{§ Fshow policy-map type inspect zone-pairin 5 Es 12 b5 K BB ERETENA -

stg-2801-L#show policy-map type inspect zone-pair

i i
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ip nat inside source static tcp 192.168.1.10 25 10.15.22.2 25 extendable
ip nat inside source static tcp 192.168.1.10 80 10.15.22.2 80 extendable
ip nat inside source static tcp 192.168.1.10 443 10.15.22.2 443 extendable

access-1list 101 permit ip any host 192.168.1.10
access-1list 103 permit ip any host 192.168.1.10
access-1list 105 permit ip any host 192.168.1.10

class-map type inspect match-all sdm-nat-http-1
match access-group 101
match protocol http

class-map type inspect match-all sdm-nat-http-2
match access-group 103
match protocol http

class-map type inspect match-all sdm-nat-http-3 **
match access-group 105
match protocol http

policy-map type inspect sdm-pol-NATOutsideToInside-1
class type inspect sdm-nat-http-1
inspect
class type inspect sdm-nat-user-protocol--1-1
inspect
class type inspect sdm-nat-http-2
inspect
class class-default
policy-map type inspect sdm-pol-NATOutsideToInside-2 **
class type inspect sdm-nat-user-protocol--1-2
inspect
class type inspect sdm-nat-http-3
inspect
class class-default

zone-pair security sdm-zp-NATOutsideToInside-1 source out-zone destination in-zone
service-policy type inspect sdm-pol-NATOutsideToInside-2
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