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17216.103.0

WM Z (backup)

192 168.108.1/24

17216.106.0 “Private" Fone
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track timer interface 5
!
!
track 123 rtr 1 reachability
del ay down 15 up 10

!
track 345 rtr 2 reachability
del ay down 15 up 10

!
!---Configure timers on route tracking cl ass-map type
i nspect match-any priv-pub-traffic match protocol ftp
mat ch protocol tcp match protocol udp match protoco
icnp ! policy-map type inspect priv-pub-policy class
type inspect priv-pub-traffic inspect class class-
default ! zone security public zone security private
zone-pair security priv-pub source private destination
public service-policy type inspect priv-pub-policy ! !
interface FastEthernetO i p address dhcp ip dhcp client
route track 345

i p nat outside

ip virtual -reassenbly

zone security public

!
!---Use "“ip dhcp client route track [number]” !--- to
monitor route on DHCP interfaces !--- Define ISP-facing
interfaces with “ip nat outside” interface FastEthernetl
no i p address pppoe enable no cdp enable ! interface
Fast Ethernet2 no cdp enable ! interface FastEthernet3 no
cdp enable ! interface FastEthernet4 no cdp enable !
interface FastEthernet5 no cdp enable ! interface
Fast Et hernet6 no cdp enable ! interface FastEthernet7 no
cdp enable ! interface FastEthernet8 no cdp enable !
interface FastEthernet9 no cdp enable ! ! interface
VI anl description LAN Interface ip address 192. 168. 108. 1
255.255.255.0 ip nat inside ip virtual-reassenbly ip tcp
adj ust-nss 1452 zone security private !/--- Define LAN-
facing interfaces with “ip nat inside” ! | Interface

Di al er O description PPPoX dialer ip address negoti at ed
ip nat outside ip virtual-reassenbly ip tcp adjust-nss

zone security public !---Define ISP-facing interfaces
with “ip nat outside" ! ip route 0.0.0.0 0.0.0.0 dialer
0 track 123 ! ! ip nat inside source route-map fixed-nat

interface Dialer0 overload ip nat inside source route-
map dhcp-nat interface FastEthernetO overload /---
Configure NAT overload (PAT) to use route-maps ! ! ip
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sla 1 icnp-echo 172.16.108.1 source-interface Dialer0

ti meout 1000 threshold 40 frequency 3 !---Configure an
OER tracking entry to monitor the !---first ISP
connection ! ! | ip sla 2 icnmp-echo 172.16.106.1 source-
interface FastEthernetO timeout 1000 threshold 40
frequency 3 !--- Configure a second OER tracking entry
to monitor !---the second ISP connection ! ! | ip sla
schedule 1 |ife forever start-time nowip sla schedule 2
life forever start-tinme now !/---Set the SLA schedule and
duration ! ! | access-list 110 permit ip 192.168.108.0
0.0.0.255 any !--- Define ACLs for traffic that will be
!--- NATed to the ISP connections ! ! | route-map fixed-
nat pernmt 10 match ip address 110 natch interface
Dialer0O ! route-map dhcp-nat permit 10 natch ip address
110 match interface FastEthernet0 !--- Route-maps
associate NAT ACLs with NAT !--- outside on the ISP-
facing interfaces
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i nterface FastEthernetO
description Internet Intf

ip dhcp client route track 123
i p address dhcp

ip nat outside

ip virtual -reassenbly

speed 100

ful | -dupl ex

no cdp enabl e
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- show ip nat translation — BRAZBEMENATAIT T EHINATES, LbivS AR R
FHIEEHERASMENAT A L,

Rout er #show ip nat tra

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
tcp 172.16.108. 44: 54486 192. 168. 108. 3: 54486 172.16.104.10: 22 172.16. 104. 10: 22
tcp 172.16.106. 42: 49620 192.168. 108. 3: 49620 172.16.102.11: 80 172.16. 102. 11: 80
tcp 172.16.108. 44: 1623 192. 168. 108. 4: 1623 172. 16.102. 11: 445 172.16. 102. 11: 445
Rout er #

. show ip route — B8 BB H ZHFEBEInternetI B A,

Rout er #show ip route

Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - ISI1S su- ISISsumary, L1 - IS 1S level-1, L2 - IS IS level-2
ia- IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route

Gateway of last resort is 172.16.108.1 to network 0.0.0.0
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C 192.168.108.0/24 is directly connected, M anl
172.16.0.0/24 is subnetted, 2 subnets
C 172.16.108.0 is directly connected, FastEthernet4
C 172.16.106.0 is directly connected, VIanl06
S* 0.0.0.0/0 [1/0] via 172.16.108.1
[1/0] via 172.16.106.1

- show policy-map type inspect zone-pair sessions — /R 5 A [EiE = #EM N [EiF 82 BHY
B BREER, WS ARIFEIRENBLRLEFPHREBEAR , SEREAITEH L

R i —§
E’g;}ﬁaio

REREGE AR

WMREFERANATELECisco IOSEE R REMRTRIEM , FREUATEE !

- NATEE E it fE ARV A EBA .

- NATECEE K , ACLIR R AAEITNATIRIEA R E.

- RESREERRAN EEAN KA.

- MRGERAEHRY | FRERAREOMRE | DHERInternetERTT A,
- B AR R R TR R AR T R E AT BB AR EN T E,

B A

. Cisco 10S B A fi

. Cisco 10S IPfiut [RMHBTHE — NATHT

- BRA R 5By XOMER BT M 55

. Cisco IOSE v MiEER A REER E ISR 12.4ThR
. B i W4 - Cisco Systems



//www.cisco.com/en/US/products/sw/secursw/ps1018/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/ipaddr/command/reference/iad_nat.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a00808bc994.shtml?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_4t/oer/configuration/guide/h_oervto.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	使用OER為兩個ISP連線配置Cisco IOS NAT
	目錄
	簡介
	必要條件
	需求
	採用元件
	慣例

	設定
	網路圖表
	防火牆策略討論

	驗證
	疑難排解
	相關資訊


