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B EAAAE M VPN3000/ASA/PIX7 .x-IPSec-User-Group-Lock B ASA
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Cisco |10S AAA ipsec:user-vpn-group for Easy VPN

Cisco I0S AAA ipsec:user-vpn-group and Group-lock for Easy VPN
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A XM HBECisco Adaptive Security Appliance(ASA)FCisco IOSCH A EIAE , Y BRFE &5
TR, BENTIRAAABMENITA. BHCisco 10S , group-lockFluser-vpn-groups 2 B # [E Bl #%
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) WAERERE B, MREIWHFEREEER  BEALCEBEMESURERNFE,

AERE
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HAIEFEREREEK T ES B, LT 246 A & BIEK R,

username cisco password 3USUcOPFUiMCO4Jk encrypted
username cisco attributes

group-lock value RA

username cisco2 password BAtr3ulT7jleEcYr encrypted
username cisco2 attributes

group-lock value RA2

tunnel-group RA type remote-access
tunnel-group RA general-attributes
default-group-policy MY
tunnel-group RA webvpn-attributes
group-alias RA enable

tunnel-group RA2 type remote-access
tunnel-group RA2 general-attributes
default-group-policy MY
tunnel-group RA2 webvpn-attributes
group-alias RA2 enable

group-policy MY attributes
address-pools value POOL

webvpn
enable inside

anyconnect enable
tunnel-group-list enable

,._,\ﬂﬁﬁﬁ %/\ﬁgﬁﬁﬁ RA'S_ %H. , M\MZEFH %/\Hgﬁﬁﬁ RA2|S_ %\Ho
mRcisco2EAEEEFERABERHE , AERSEDER !



|sermame: I (o

Password: ||

| oK | cancel |

isco AnyConnect Secure Mobility Client

&'C

YPH:
Please enter vour username and password.

f152.165.1.250 - Connect |

May 17 2013 17:24:54: $ASA-4-113040: Group <MY> User <cisco2> IP <192.168.1.88>
Terminating the VPN connection attempt from <RA>. Reason: This connection is

group locked to .

B BEAAAREVPN3000/ASA/PIX7 x-Tunnel-Group-Lock Y ASA

AAAR] BR 25 B #Y B 143076/85(Tunnel-Group-Lock) lWEF £ 4B, '© 1] LABE(E F & SR B 4R (2
Internet TIR{EISAE(ETF) B 1E25) F 05T —REE , YA EHERISEREHED,

T R ERFERFIFAIRER(ACS) L W R ENE £ 4

Manually Enterad

Afiribute Type Yalue

CVPMID0MASAIPIET x-Tunnel-Group-Lock | Sthing RA

EAAAEEIEME , RADIUSEHIERELT !

tunnel-group RA2 general-attributes
authentication-server-group ACS54

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 2 (0x02)

Radius: Length = 61 (0x003D)

Radius: Vector: E55D5EBF1558CA455DA46F5BF3B67354
Radius: Type = 1 (0x01) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =



63 69 73 63 6f cisco

Radius: Type = 25 (0x19) Class

Radius: Length = 24 (0x18)

Radius: Value (String) =

43 41 43 53 3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS:acs54/15833
34 34 38 34 2f 33 | 4484/3

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 10 (0x0A)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 85 (0x55) The tunnel group that tunnel must be associated with
Radius: Length = 4 (0x04)

Radius: Value (String) =

52 41 RA

rad_procpkt: ACCEPT

RADIUS_ACCESS_ACCEPT: normal termination

B R E S ERA tunnel-groupH $8 7E #H BF 55 BEIRA2 tunnel-groupfs , FERME :

May 17 2013 17:41:33: $ASA-4-113040: Group <MY> User <cisco> IP <192.168.1.88>
Terminating the VPN connection attempt from <RA2>. Reason: This connection is
group locked to

B BHAAAREVPN3000/ASA/PIX7 x-IPSec-User-Group-LockHYASA

LB IR E HASAR AR VPN3000 B %, ENEFHENS4 BEEERMT (EBEEERERENEMRAE
PASEMIBR ) , REMT :

IPsec-User-Group-Lock
0 = Disabled
1 = Enabled

BN{EFE Tunnel-Group-Lock@ 1t , ZBHLIFHTRAREREEE, WRAEFHSBMHER
Tunnel-Group-Lock—#2iR [E0 ( EPMRREAESRRE ) , AlgB&ELUTER. EREHTER
BERBEHEZBIFZRAAHER  FERBTR

Manually Entared

[ Atiribute Type Value _
CVPMI0D0ASAPIAT x- P Sac-User-Group-Lg Enumeration OFF j
CWPMI0D0QASAPINT x-Tunnel-Group-Lock | String R

FEET

Parsed packet data.....

Radius: Code = 2 (0x02)

Radius: Identifier = 3 (0x03)

Radius: Length = 73 (0x0049)

Radius: Vector: 7C6260DDFC3E523CCC34AD8B828DD014
Radius: Type = 1 (0x01l) User-Name

Radius: Length = 7 (0x07)

Radius: Value (String) =

63 69 73 63 6f cisco
Radius: Type = 25 (0x19) Class

Radius: Length = 24 (0x18)

Radius: Value (String) =


//www.cisco.com/en/US/docs/security/asa/asa90/configuration/guide/ref_extserver.html

43 41 43 53 3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS:acs54/15833
34 34 38 34 2f 34 | 4484/4

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 12 (0x0C)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 33 (0x21) Group-Lock

Radius: Length = 6 (0x06)

Radius: Value (Integer) = 0 (0x0000)

Radius: Type = 26 (0x1A) Vendor-Specific

Radius: Length = 10 (0x0A)

Radius: Vendor ID = 3076 (0x00000C04)

Radius: Type = 85 (0x55) The tunnel group that tunnel must be associated with
Radius: Length = 4 (0x04)

Radius: Value (String) =

52 41 | Ra
rad_procpkt: ACCEPT

EEELMHEANER (SERMEHE , BAREREIPSec-User-Group-Lock ) »

May 17 2013 17:42:34: $ASA-4-113040: Group <MY> User <cisco> IP <192.168.1.88>
Terminating the VPN connection attempt from <RA2>. Reason: This connection is
group locked to

H\ERAE SR BE IR [E] IPSec- User-Group-Lock=0 , W BEE T ARERE S B BREN Tunnel-Group-
Lock=RA. EAEMNAEHEE , EEGEDHTERE.

HRERNEE , ENBERRESABEFERERABEHEE(PSec-User-Group-Lock=0)E , ©iR
6145 ERR B #2 & ¥ (Tunnel-Group-Lock) , 3 B{h¥ %R ERE B THEE,

ERFTEEAZEY. XEBEARENVPN3000RSI., ERIEEFRID CSCui34066E FH k.

i A A Easy VPN Cisco |OSA BB H 8 E

Cisco IOSHHELE TR ZHthgroup-lockiZBIEW TEHF NEEASA LW TR, EASAL | EEEFRAER
SHERPRER B, Cisco IOS group-locki®Ig ( 5|8 ) BUA H B & F A £ BAEX
user@group)iR AR ERIKEID ( #85 ) HETHEE,

ERAGHAED , 52 MEasy VPNEL B3R Cisco IOSHRAS15M&T,

LT 28

aaa new-model
aaa authentication login LOGIN local
aaa authorization network LOGIN local

username ciscol@GROUP1 password 0 ciscol
username cisco2@GROUP2 password 0 cisco?2

crypto isakmp client configuration group GROUPL
key cisco

pool POOL

group-lock

save-password

!

crypto isakmp client configuration group GROUP2
key cisco

pool POOL


https://tools.cisco.com/bugsearch/bug/CSCui34066
//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-E4E2505A-73E9-495C-AAA6-201061A96FA1

save-password

crypto isakmp profile profl
match identity group GROUP1
client authentication list LOGIN
isakmp authorization list LOGIN
client configuration address respond
client configuration group GROUP1
virtual-template 1

crypto isakmp profile prof2
match identity group GROUP2
client authentication list LOGIN
isakmp authorization list LOGIN
client configuration address respond
client configuration group GROUP2
virtual-template 2

crypto ipsec transform-set aes esp-aes 256 esp-sha-hmac
mode tunnel

crypto ipsec profile profl
set transform-set aes
set isakmp-profile profl

crypto ipsec profile prof2
set transform-set aes
set isakmp-profile prof2

interface Virtual-Templatel type tunnel
ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile profl

interface Virtual-Template2 type tunnel
ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile prof2

ip local pool POOL 10.10.10.10 10.10.10.15
EHETAGROUPIRA THHEHERRE. ¥NGROUP1 , R AFFEAEciscol@GROUP1, ¥R
GROUP2 ( ST ) , MEFEAETRAEA,

ERINETEMHRE , BFEAciscol @GROUP1FIGROUP1:

*May 19 18:21:37.983: ISAKMP: (0): Profile profl assigned peer the group named GROUP1
*May 19 18:21:40.595: ISAKMP/author: Author request for group GROUPlsuccessfully
sent to AAA

BEETEHRE , B cisco2@GROUP2EEGROUP1—i2fE A :

*May 19 18:24:10.210: ISAKMP: (1011) :User Authentication in this group failed
Cisco 10S AAA ipsec:user-vpn-group for Easy VPN

ipsec:user-vpn-group,2AAAfE IREFIEEAIRADIUSE % , CREEANFERAEENERE (AEER
REZHE ). EMENEREMHN K YEEMETEMKERER.

BRAGFMERR , 52 FEasy VPNELE1EF , Cisco IOSHRA15M&T.



//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-FAE44C39-E24D-443A-861F-269D943DD391

CWIESFREBAEHETRE , LENAAHCESHENER. TRAZEER , BEXEEERE
B (WASA) |, I BAS 45 E E BRI L £ B I A £ 38 B 12 1 £ (ISAKMP) 48 % T8 (IKEID) ¥ 1T
tEE ; RREE , BEZREAR, MREERLE—ERF , SUEILEHEITE FIRAAAS (D BRE W2
FAgroup-lock , &AL TER

username cisco password 0 cisco #for testing
aaa authentication login AAA group radius

crypto isakmp client configuration group GROUP1
no group-lock
crypto isakmp client configuration group GROUP2
no group-lock

crypto isakmp profile profl
client authentication list AAA
crypto isakmp profile prof2
client authentication list AAA

EEE , AERAEZESR Tipsec:user-vpn-groupB it | BEEE THEE.

ACSEEMEEMAAE : cisco1Hcisco2, ¥HciscolfERAE |, LLEBMIRE : ipsec:user-vpn-
group=GROUP1, ¥iRcisco2fEA# , LtEMHIRE : ipsec:user-vpn-group=GROUP2,

Ecisco2E A EERFEAGROUPT1ZE AR | SiG U TS

debug radius verbose
debug crypto isakmp
debug crypto isakmp aaa

*May 19 19:44:10.153: RADIUS: Cisco AVpair [1] 29
"ipsec:user-vpn-group=GROUP2"

*May 19 19:44:10.153: RADIUS(00000055): Received from id 1645/23

AAA/AUTHOR/IKE: Processing AV user-vpn-group

*May 19 19:44:10.154:

AAA/AUTHOR/IKE: User group GROUP2 does not match VPN group GROUP1l - access denied

iE 2 A Acisco2ff A & 1 ACSE Elipsec:user-vpn-group=GROUP2 , TiCisco I0SE /& H £d
GROUP1E1THLEL,

EBR , RER THHEMRNEE, EUED , BEl , KinEAEETR Huser@groupE B FEH
EEZR , B LU Auser(R#E@group).

# M group-lock , FEEAciscol@GROUP1 , E&Cisco IOSTR T HEH D (@2#& ) , AAGHER
IKEID ( #2% ) #1THEL,

¥t Ripsec:user-vpn-group , #ECisco VPNE FimH{EFE Aciscol BT , RAXRFERERE

ACSEEZEH , X HiRE T 44 EMipsec:user-vpn-group ( FEAH|F E=GROUP1) , W HZBM
EEIKEIDHET L&

Cisco I0S AAA ipsec:user-vpn-group and Group-lock for Easy VPN
AT ETRERRERIEMEIRE ?
BRI DUER ST IEHSEE



crypto isakmp client configuration group GROUPL
group-lock
crypto isakmp client configuration group GROUP2
group-lock

J’/{ T IEI)IL*EE .

1. Cisco VPN & Bl E GROUP1E AR I HE1TIELR
2. TEEPEERMRID |, Cisco IOSEEEFEHE B BMBEBHIXAUthER,
3. Cisco VPNfEA B W R —EEHRE , ARE Aciscol@GROUP1ERAERR , WHEAACSLE
EHNERRE,
4. C|sco IOSEHITHEHERE : RMREAESBPRUNESRE  WAEHEIKEIDEITLEER,
R
5. Cisco |IOSEACS BR B3 X AAATE R (81 %1 A & cisco1 @GROUP1),

6. ACSIR[EIRADIUS-Accept with ipsec:user-vpn-group=GROUP1,
7. Cisco IOSHTHE —IREE ; E— X , ERRADIUSE M RHEMNEEIKEIDEITLER,

MRERISTRY (BHEE ) , AEEREBRRUEIGCEER

*May 19 20:14:31.678: ISAKMP/xauth: reply attribute XAUTH_USER_NAME_V2
*May 19 20:14:31.678: ISAKMP/xauth: reply attribute XAUTH_USER_PASSWORD_V2
*May 19 20:14:31.678: ISAKMP: (1041) :User Authentication in this group failed

EHELR7 KB (ipsec:user-vpn-group) & , R EIAAARFEHIRADIUSEM RS IREIFEER ¢

AAA/AUTHOR/IKE: User group GROUP2 does not match VPN group GROUPl - access denied

|OS Webvpn# 884

FEASA L |, Tunnel-Group-Lock Al AR T B Bim A B VPNRR# (IPSec, SSL. WebVPN), ¥R
Cisco 10S group-lockHlipsec:user-vpn-group , ©EE A RIPSec ( easy VPNARES ) . AT ¥45
FEWebVPNIRE ( MM NAAEREE ) PGS ESEAEETHEE L BERSHEREE,

AT 2EH -

aaa new-model
aaa authentication login LIST local

username cisco password 0 cisco
username ciscol@Cl password 0 cisco
username cisco2@C2 password 0 cisco

webvpn gateway GW

ip address 10.48.67.137 port 443
http-redirect port 80

logging enable

inservice
|



webvpn install svc flash:/webvpn/anyconnect-win-3.1.02040-k9.pkg sequence 1
1
webvpn context C1
ssl authenticate verify all
!
policy group C1
functions file-access
functions file-browse
functions file-entry
functions svc-enabled
svc address-pool "POOL"
svc default-domain "cisco.com"
svc keep-client-installed
default-group-policy C1
aaa authentication list LIST
aaa authentication domain @C1l
gateway GW domain C1 #taccessed via https://IP/C1l
logging enable
inservice
!
!
webvpn context C2
ssl authenticate verify all

url-list "L2"
heading "Link2"
url-text "Display2" url-value "http://2.2.2.2"

policy group C2
url-list "L2"
default-group-policy C2
aaa authentication list LIST
aaa authentication domain @C2
gateway GW domain C2 #taccessed via https://IP/C2
logging enable
inservice

ip local pool POOL 7.7.7.10 7.7.7.20
ET—ERES , EMELTX : C1HC2, SEABEMEACHERR , UEFHERE. C1A
#FAnyConnectihifl. WEEEAEREMERER : C1FC2,

Eciscol £ & £ Ahttps://10.48.67.137/C13ABIC1IE R , SMRFBEEMIECT , YRIBEBARE
&M (SBELIST ) ciscol QCI1ERAERT :

Tmir .
c15co SSLVPHN Service
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debug webvpn aaa
debug webvpn

*May 20 16:30:07.518: WV: validated_tp : cert_username : matched_ctx :

*May 20 16:30:07.518: WV-AAA: AAA authentication request sent for user: "ciscol"

*May 20 16:30:07.518: WV: ASYNC reqg sent

*May 20 16:30:07.518: WV-AAA: AAA Authentication Passed!

*May 20 16:30:07.518: %SSLVPN-5-LOGIN_ AUTH PASSED: vw_ctx: Cl vw_gw: GW remote_ip:

10.61.218.146 user_name: ciscol, Authentication successful, user logged in

*May 20 16:30:07.518: WV-AAA: User "ciscol" has logged in from "10.61.218.146" to gateway "GW"
context "C1"

B ESHBCI1ER(https://10.48.67.137/C1) T EREAcisco2tFAEAE R BEAR , F8REUT
WE

*May 20 16:33:56.930: WV: validated_tp : cert_username : matched_ctx :

*May 20 16:33:56.930: WV-AAA: AAA authentication request sent for user: "cisco2"
*May 20 16:33:56.930: WV: ASYNC req sent

*May 20 16:33:58.930: WV-AAA: AAA Authentication Failed!

*May 20 16:33:58.930: $SSLVPN-5-LOGIN_AUTH REJECTED: vw_ctx: Cl vw_gw: GW
remote_ip: 10.61.218.146 user _name: cisco2, Failed to authenticate user credentials

EREARBcCisco2@QCIERAEER, ERMEREREZZAEM LT

R

BRI EERARLEENRERERF.

RER: O

B Bl B A A LA Ry R SR SRR A A

HERER

. Easy VPNELB IR |, Cisco IOSIRAS15M&T
- Cisco ASA%3IVPN CLIE EB#5E9.1
- Bli T BB - Cisco Systems
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