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aaa new-model

radius server ISE32
address ipv4 1.x.x.181
key ciscol23

aaa group server radius AAASERVER
server name ISE32

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
switchport access vlan 12
switchport mode access
authentication host-mode multi-auth
authentication port-control auto
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Microsoft: Smant Card or other cedificate
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time I'm logged on

k] Eallback to unautharized network access =

[ matCACemmonMame

[ Symantec Enterprise Mobie Root for Microsoft

[ VeriSign Class 3 Public Primary Cerification Authorty - GS

[ VenSign Universal Root Cenfication Authorty v
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View Certificate

[] Dont promet user to authorize new servers or rusied cedification
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OK Cancel
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Select this option to provide authenticated network access for

this Ethemet adapter.
Enable IEEE 802.1% authentication

Choogse a network authentication method:
Microsoft: Smart Card or other cedificate

[[] Bememier my credentials for this connection each
time I'm logged on

[ Fallback to unauthorized network access

OK
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802, 1 settings
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= (Cisco ISE Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings
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Certificate Authentication | l Join Point Nome AD_Join_Polmt I

* Active Directory I * Active Directory . —— I

= . Domain
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= LDAP
£4 Refn Tab!
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= RADIUS Token
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1 Social Login
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Identities Groups Extarnal Idantity Sources Identity Source Sequances Jelings
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Extarnal ldentity Sources
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I Identity Source Sequence I
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e Identity_AD
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~ Authentication Search List
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« &M : ocsp_test_profile
« BLBOCSPLERRURL : hitp://winserver.ad.rem-xxx.com/ocsp

Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Conificate Management ~ Edit OQCSP Profile

System Certificates

e I * Marme acsp_test_profile I

Trusted Ge:

DCEP Cllert Profile
Dascription

cate Signing Requasts

‘Cenificate Periodic Check S, © Configure OCSP Responder

Cartificats Authority 3 ~ Server Connection
[C]) Enable Secondary Server

@ Always Access Primary Server First

(O Failback to Primary Server After Interval 5 Minutes
~ Primary Server ~ Secondary Server
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Allowed Protocols
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Authentication Bypass
H Process Host Lookup
Authentication Protocols

B Anew PARIAS

[ Ancrer cHaP

[ Ancw ms-CHAPYI
|: Al WS - CHAPS
B Ancow EAP-MDS
B apcw EAP-TLS

[ anow Autrenticasion of expired cestdicaies so allow certiicate renewal in Authorizaton Policy
I_J Enabile Stateless Session Resume
Sossion tickel ime 1o lve

2 Flours
Proactive session tcket wpdaie will occur after 90 % of Time To Lve has expired
|: Abcre LEAP
B Avow PEAP
PLAP Inngd Mothods
H Alkrw EAP-ME-CHAPY2
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B siow pap-gie
n Allow Password Changes Retries 1 {Wa%d Range 0 to 3)
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AREFEAP-TLS
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[_] Adtow Authenkication of expired certificates 1o aliow certificabe renewal in Austhorization Policy

) Require cryptobinding TLY
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- 3R BIZ T . EAP-TLS-Authentication
o R4 $B SR EapAuthentication ZAEAP-TLS HWired_802.1 X
- £/ : Identity_AD
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- #RAILZ B : EAP-TLS-Authorization
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1 1T show authentication sessions interface GigabitEthernet1/0/3 detailsfi 4 , BESRC10007H #) B BB &35,

<ttroot>
Switch#

show aut henti cation sessions interface G gabitEthernetl/0/3 details

Interface: GigabitEthernetl/0/3
MAC Address: b496.9114.398c
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: clientcertCN
Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Restart timeout: N/A



Periodic Acct timeout: N/A

Session Uptime: 111s

Common Session ID: 01C20065000000933E4E87D9
Acct Session ID: 0x00000078

HandTe: 0xB6000043

Current Policy: POLICY_Gil/0/3

Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

dotlx Authc Success
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Crypto,2024-06-05 09:43:33,064,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto::Result=0, CryptoLib.CSSL.OCSP Callback -

starting OCSP request to primary

,SSL.cpp:1444

Crypto,2024-06-05 09:43:33,064,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Start processing OCSP request

URL=http://w nserver.ad. rem xxx. conf ocsp

, use nonce=1,0cspClient.cpp:144

Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

Recei ved OCSP server response

,0cspClient.cpp:411
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
Crypto,2024-06-05 09:

Crypto,2024-06-05 09:
User certificate stat

,0cspClient.cpp:598
Crypto,2024-06-05 09:

43:

43:
43:

43:
43:

43:

us:

43

Cood

:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

perform OCSP request succeeded

, status: Good,SSL.cpp:1684

// Radius session

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:
33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:
33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto:

:Result=0,

:Result=0,

:Result=0,
:Result=0,

:Result=0,
:Result=0,

:Result=0,

:Result=0,

Crypto.OcspClient:

Crypto.OcspClient:

Crypto.OcspClient:
Crypto.OcspClient:

Crypto.OcspClient:
Crypto.OcspClient:

Crypto.OcspClient:

ipe

ipe

ipe
ipe

ipe
ipe

ipe

CryptoLib.CSSL.OCSP C

Radius,2024-06-05 09:43:33,120,DEBUG,0x7f982d7b9700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=1( AccessRequest)

Identifier=238 Length=324
[1] User-Name - value:

clientcertCN

]

[

[4] NAS-IP-Address - value: [1.x.x.101]
[50103]

[24] State - value: [37CPMSessionID=01C20065000000933E4E87D9;31SessionID=1se32-01/506864164/73;]
[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[5] NAS-Port - value:

Radius,2024-06-05 09:43:33,270,DEBUG,0x7f982d9ba700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=2( AccessAccept)

Identifier=238 Length=294
[1] User-Name - value:

[clientcertCN]

Radius,2024-06-05 09:43:33,342,DEBUG,0x7f982d1b6700,cntx=0000017401,sesn=1se32-01/506864164/74,CPMSessi

Code=4( Account i ngRequest)


http://winserver.ad.rem-system.com/ocsp

Identifier=10 Length=286

[1] User-Name - value: [clientcertCN]

[4] NAS-IP-Address - value: [1.x.x.101]

[5] NAS-Port - value: [50103]

[40] Acct-Status-Type - value: [Interim-Update]

[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[26] cisco-av-pair - value: [audit-session-id=01C20065000000933E4E87D9]
[26] cisco-av-pair - value: [method=dotlx] ,RADIUSHandler.cpp:2455

Radius,2024-06-05 09:43:33,350,DEBUG,0x7f982e1be700,cntx=0000017401, sesn=ise32-01/506864164/74,CPMSessi
Code=5( Account i ngResponse)

Identifier=10 Length=20,RADIUSHandler.cpp:2455

2. TCPEf#

FEISEFTCPERET , BB B HHOCSPEEMRadiusEFNE .

==E .

OCSPRERFIEFE :

LIE)

No. Time = 1dentffication Source S.Port Destination n.w& Thme to Live: Pratocal Li TCP.Se Nextze TCP.Ac Info

+ 148 2834-06-85 008:43:33.853523 Eﬁ (661} i.1. - 181 25844 1.0 5., .57 B B4 OCSP 262 1 137 1 Request
- 141 2024-96-85 99:43:33.194108 0117 (279) 1.1 7 %57 &8 1.1. .. 181 25544 128 OC5# 1671 1 1607 197 Response

OCSPRERMEEHN AN THE

Frame 141: 1671 bytes on wire (13368 bits), 1671 bytes captured (13368 bits)

Ethernet II, Src: Veware 98:c9:91 (B0:50:56:98:c9:91), Dst: VMware 98:57:1c (@0:58:56:98:57:1c)
Internet Protocol Version 4, Src: 1.7 . 6,57, D=t 1..5°.7.181

» Transmission Control Protocel, Src Pert: B8, Dst Port: 25844, Seq: 1, Ack: 197, Len: 1685

responseitatus: successful (@)
W respansefytes
ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ocsp-basic)
w BasicOCSPReSponse
w thsResponseData
» responderID: bykey (2)
producedat: Jun 5, 2024 9004333 . 000000000
w pesponses: 1 1tem
w SingleResponse

I- certstatus: good (@) I
¥ ’ D@5 0. BORER0RaE

nextUpdate: Jul 4, 2024 16:05:00.530030008
w responseExtensions: 1 item

HEIOCSPE By B E 7

Radius& & :

146 2024-06-05 00:43:33.218175 @xdbcé {39878) 1.8 67181 1.7%..0.281 1645 255 RADIVS 386 Access-Request 1d-238
18% 2824-06-05 9214333270244 Buwesld (829) 1.10. %181 67181 1.7, %101 1845 64 RADIVS 336 Access-Accept idw238

187 2024-06-05 B):43:33.341233 Bx9be7 (39879) 1,200 7181 1646 1 °7 .7.181 1646 255 RADIVS 328 Azeounting-Request id=10
188 2824-96-0F #9:43:33.35093% ex@37a (850} 1.17....181 1845 1.0 7 ...181 1646 &4 RADIVS &2 Accounting-Response 1d=10
267 2024-06-05 00:43:36.355621 Oudbcd (35680) 1.5%,,,..181 1646 1.1.0.0.181 1646 255 RADIUVS 33a Accounting-Request id=11
268 2024-D6-05 BB:43:36.365035 BuwddBd (1161) 1.1 ¥ .18 1646 1.17% 5101 1646 64 RADIVS 62 Accounting-Response idell
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