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Settings Monitoring

Monitoring and Log Analytics Settings

Monitoring enables you to monitor a wide range of applications, system statistics, and key
performance indicators (KPI) of all deployment nodes from a centralized console.

@ Monitoring

Go to Monitoring 7 View

Log Analytics

Log Analytics provides a flexible analytics system for in-depth analysis of syslog data generated from

different endpoints.

@ ) Log Analytics

Go to Log Analytics [ View
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<#root>

vi nont es-i se- 33- 1/ adm n#show application status ise

ISE PROCESS NAME

PROCESS ID

Database Listener

Database Server
Application Server
Profiler Database

ISE Indexing Engine

AD Connector

M&T Session Database

M&T Log Processor
Certificate Authority Service
EST Service

SXP Engine Service

TC-NAC Service

PassiveID WMI Service
PassiveID Syslog Service
PassiveID API Service
PassiveID Agent Service
PassiveID Endpoint Service

running
running
running
running
running
running
running
running
running
running
disabled
disabled
disabled
disabled
disabled
disabled
disabled

81008

134 PROCESSES
518925

86939

486865

90383

486437
2564857
245113

583881




PassiveID SPAN Service

DHCP Server (dhcpd)

DNS Server (named)

ISE Messaging Service

ISE API Gateway Database Service
ISE API Gateway Service

ISE pxGrid Direct Service
Segmentation Policy Service
REST Auth Service

SSE Connector

Hermes (pxGrid Cloud Agent)
McTrust (Meraki Sync Service)
I

SE Node Exporter
| SE Pronet heus Service
| SE Graf ana Service

ISE MNT LogAnalytics Elasticsearch
ISE Logstash Service

ISE Kibana Service

ISE Native IPSec Service

MFC Profiler

disabled
disabled
disabled
running
running
running
running
disabled
disabled
disabled
disabled
disabled

runni ng
runni ng
runni ng

running
running
running
running
running

247148
488895
501344
559099

91058

357191
504738

359800
362762
365658
507795
574221
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Access the Search Dashboard
menu
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Access the Create menu

Access the Manage Dashboard
menu

m]m
00

@
8
{

GrafanaBE I §E

WEEH &

FEERBERT |, ISEEmMEAREZRE A , BAISE-DashboardMIMFC Profiler, &4 4 2 BIEE R AR
EFESEISEHENRE RRBRWAIEEKPI) , MiCEE, CPUNMBKITET. ELB4AEq
R R EFEEE,

EpREELEFE , FEMBIRE>RM360 >EIEE, FERIFRT , ISEETRISERH A,



=
J.

B mRKREATEE , AlGUuIh g "B, BE,

R

BT LGEFISESH | BRBEREFNKEEENERIRBIFE,

[#8 General /15€-Dashboards |«

- =} @ 7) La#t S minutes ) L
System [=.1] BAM Hetwork Disk
Uptiene Cares Usedn Traffic - Received Read I0PS Disk space used 10 Reads
10.7 week : ) 1 C- 1 CQ
1 2 ‘_ ' 10.4 mess 4.53 ioss 14.4 58.0«ks/s
Lead s
\ - o, Uisage % Usage Traffic:: Transmitied

Write I0PS Free space 1D Writes

317 ) 350 )L 391 ) i e 12 14.9 me/s 7.7/ ioss 56648 205 kess

P Uiilization




BREERKR

BErEHacEU#R  FE-TOHAEETR

o JEA$$TBIManage Dashboard& O, & LAE LR B PR RN B A E R

Eu Dashboards

Manage dashboards and folders

& Browse O Playlists

G sty ot it

m = = Sort (Default A-Z) v Filter by stared ~ ©> Filter by tag

B general -
ISE-Dashboards
[0 General m
MFC Profiler
[ General

EERRz B



AE  ISEMRFBANZFFIHEMMSERKBEALNBRERT —B. MEERZEBETTE
, ISESESBREZEFARBERLES . "RBFISEARFINFFRER ZBNERT
EEE ,IE N BEE AT —BMGrafanafTh , FRREMESZEK LELSEKE, |

IR ECHES A
RTRENABEHASN , SETNEBRT AR A
SR AR ERRIIEE

B ERE>RH360 >EET,
ZiEGrafanaBfuBE LW MR+ ER , AREERH A,



<+ | Create

oo Dashboard

() Folder

8 Alert rule

@ &, Import
a

B RERR

HER 2 FIBEAR

BEH TIAFHENR, BE, KESER TREBER. RE,
#



i+ Add panel

D =
Add a new panel Add a new row
]

Add a panel from the panel library
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vi mont es-i se-33- 1/ adm n#show | oggi ng application ise-promnetheus/pronetheus. | og
vi mont es-i se-33- 1/ adm n#show | oggi ng application i se-node-exporter/node-exporter.|og
vi nont es-i se-33- 1/ adm n#show | oggi ng application ise-grafanal/grafana.l og

AR RAEBEAMHTREABRME , ARSEERILIENHRE. KEELBFERME
T o

MHEAE

« CiscoF 7 IRIE 5| ZITRATE . RA3.2
- BRI B MIRKESIZERESIEFE3.3M
« Grafanatg®

EH



https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/release_notes/b_ise_32_RN.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/release_notes/b_ise_32_RN.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_maintain_monitor.html
https://grafana.com/docs/grafana/latest/fundamentals/intro-to-prometheus/
https://grafana.com/docs/grafana/latest/fundamentals/intro-to-prometheus/
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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