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External RESTful Services (ERS) Online SDK

+ Quick Reference Network Device

APl Documentation

« Overview

» Resource definition
| Gues1 Smip Netification Configer + Revision History
—'::::::. + Update-By-Name
::cmu Usar « Delate-By-Name
| WoRypet Portal « Get-By-Name
P To SGT Mapping « Get-By-d
| WP To SGT Mapping Crowp + Update
_ I5E Service Information .« Get-All
| Mdemiity Group « Delete
_ | Memaity Sequence
L Intarnal User « Create Mf———
| My Device Fortal « Gt Version
| Mative Supplicast Profile + Bulk Request

Meiwork Device
.| Mevwork Devige Group

_ | Hode Detalls

| P Node Deails with Radius Sei
.| Portal

| Poenal Theme

.| Profiler Profile

Manitor Bulk Status

Overview

| Pugrid Settings
| Rastius Server Sequence
| RestiD Ssore
| SMES Sarvar
| SXP Connections.
_ | SXP Local Bindings
L S%P wpns.
.| Security Groups
| Security Groups ACLs.
| Security Groups ta Virtual Netwo
| Seif Beglstered Portal
Sponsor

other operation which are bulk supported can be used in same way,

Please note that these examples are not meant o be vsed as is bocause thoy have reforences fo DB data.
You should treat it as a basic template and edi! it before sending to server.

Resource definition

Attribute Required Default value
String Yes

String No

name
+ Dewveloper Resources i
L

Resource name

Network Device AP allows the client to add, delete, update, and search Network Devices. In this documentation, for each avaitable AP you will find the request syntax including the required headers and a
response example of a successful flow. Please note that each API description shows weather the AP is supported in bulk operation. The Bulk section is showing only ‘create’ bulk operation however, all

Resource UUID, mandatory for update

6. R , B LB R EEMRestEF Fim EEAXMLEJSONEITAPIFF T F Bl E AR ARG E R

Blo

+ Quick Reference Network Device

- API Documentation |

L] Filter Podicy
| Guest Logatkon
| Gudid Smip Nolification Configur

Request:

Back to li

| Guest Ssid
| Gueit Typs
| Guest User Meathod: POST

| Hotipel Paetal H
| 1P To SGT Mapging L hitps://10.201.230.99/ /ars conhig networkdivics
Sy ELT SCT R puing Crve HTTP 'Content-Type' Header: ion /i |
ke = Type' application/ application/json

| Meminy Croup HTTP "Accept’ Header: application,xmi | application/json
| bdemiity Sequence 1 = .

| tenernal User | HTTP 'ERS-Media-Type" Header (Mot Mandatory): network networkdevice. 1.1
(L) Wy Davbea Portal | HTTP 'X-CSRF-TOKEN' Header if Enabied from The Taken value from the GET X-CSAF-TOKEN fetch nequest
s e (Required Only oy wakie fr ey
| Device
| Metwork Device Srous Requést Content:

| Mode Detaily o
| FSN Node Dexails with Radius Sei { <l versisn="1.0" swooding="UTF-a"7s

| Poreal “nl * et re.is0,cinco.con’ xmlneixE="Btepl/ war.ul, org/ 1901 /XHLSchema” xlnsinnl="sTs. isa.cisce.con” xmlnmiere="srs.iss.cisco.con” desoription="sxample nd® nas
I Thems <authenticat ionsettings>
iy Fowt <dtLaequiraditroos /dtlshequizeds
| Profises Profile =
| Full Depdoyment Info <heyEacrypt loaRey>121456T830123456</ kayEacrypt Lonkey>
| Pagrid Node risgutPor
| Paarid Settings <meassgehuthest icatorcoseRey>121456789012 1456789 0< messaguhuthent iratorcodakoy>

e d aasac/F
L o </suthenticationdettings>
| RestiD Store <coaPort>1700< coaPore>
L SMS Seivei edel .41, com</dEl
| S¥P Connections. “HotworkDovicoIFLists
Local Binding: <HetworkDoviceIrs

4] m J sipaddromsal. 1.1, 15/ ipaddroaax
d S Wpns <mask>127/Bask>
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Type

AEE  BRIEEPostmanLEE T2  FRAIODSERABN,

Authorization s o I/ Pre-request Script 2sls Setting Cookies

Basic Auth Username ERS-USER

e wer Password /



fE AXMLEE 3 6 #1TNAD

FERAXMLE L EERADIUS TACACS. SNMPAHTrustSecs% E HYBIEANAD1,

1. ESDKEWIEN T 7

2. % FHeaders B |,

P https://10.201.230.99:9080/ers/config/networkdevice/name/Test Copy

Params Autharization
Headers & hidden
Key
Content-Type
Accept

ERS-Media-Type

Headers (11} Body Pre-request Script Tests Settings

Value
application/xml
application/xmi

network. networkdavice..1

o o

e https:/10.201.230.99:9060/ers/config/networkdevice/name|Test Copy

Response
3. BE "R
PO
Params Authorization
none form-data
1
Response

Headers (11) Body

w=www=-form-urlencoded @ raw binary GraphQL XML

4 XMLEMRIM TR (REBREH)

RHTH IR RENER , URTARERE,
AAPIFFIUEEFTRNRE , ISDKRAR. HMBABESBM TR

B) save

Cookies

Description s Bulk Edit Pressts -

g, RE , ARBEURK., ETELM EEINADATERNXMLER,

@ save

Cookies

Beautify

<?ml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmIns:ns0="network.ers.ise.cisco.com" xmins:xs="Schema XML Fil€"

xmlns:nsl="ers.ise.cisco.com” xmins.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1">

<authenti cationSettings> <dtlsRequired>true</dtlsRequired> <enableK eyWrap>tr ue</enableK eyWrap>


https://www.w3.org/2001/XMLSchema

<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>A SCI | </key| nputFormat>

<messageA uthenticatorCodeK ey>12345678901234567890</messageA uthenti catorCodeK ey>
<radiusSharedSecret>cisco123</radiusSharedSecret> </authenti cationSettings> <coaPort>1700</coaPort>
<dtlsbnsName>Domain</dtlsDnsName> <NetworkDevicel PList> <NetworkDevicel P> <ipaddress>NAD | P Addr ess</ipaddress>
<mask>32</mask> </NetworkDevicel P> </NetworkDevicel PList> <NetworkDeviceGroupList> <NetworkDeviceGroup>L ocation#All
Locations#l AB</NetworkDeviceGroup> <NetworkDeviceGroup>Device Typet#All Device Types#Access-L ayer </NetworkDeviceGroup>
</NetworkDeviceGroupList> <profileName>Cisco</profileName> <snmpsettings> <linkTrapQuery>tr ue</linkTrapQuery>
<macTrapQuery>tr ue</macTrapQuery> <originatingPolicyServicesNode>Auto</originatingPolicy ServicesNode>
<pollinglnterval>3600</pollingl nterval > <roCommunity>aaa</roCommunity> <version>ONE</version> </snmpsettings> <tacacsSettings>
<connectModeOptions>ON_L EGACY </connectM odeOptions> <sharedSecret>cisco123</sharedSecret> </tacacsSettings> <trustsecsettings>
<deviceA uthenticationSettings> <sgaDeviceld>TESTNAD1</sgaDevicel d> <sgaDevicePassword>cisco123</sgaDevicePassword>
</deviceAuthenticationSettings> <deviceConfigurationDeployment> <enableM odePassword>cisco123</enableM odePassword>

<execM odePassword>cisco123</execM odePassword> <execM odeUsername>Admin</execM odeUsername>
<includeWhenDeployingSGTUpdates>tr ue</includeWhenDeployingSGTUpdates> </deviceConfigurationDepl oyment>
<pushldSupport>fal se</pushldSupport> <sgaNotificationAndUpdates> <coaSourceHost>ise3- 1test</coaSourceHost>
<downlaodEnvironmentDataEvery X Seconds>86400</downlaodEnvironmentDataEvery X Seconds>

<downl aodPeerA uthorizationPolicyEvery X Seconds>86400</downl aodPeerA uthorizationPolicy Every X Seconds>

<downl0adSGA CL ListsEvery X Seconds>86400</downl 0adSGA CL ListsEvery X Seconds>

<otherSGADevicesToTrustThisDevice>fal se</otherSGADevicesToTrustThisDevice>

<reAuthenticationEveryX Seconds>86400</reA uthenticationEvery X Seconds>

<sendConfigurationToDevice>fal se</sendConfigurationToDevice>
<sendConfigurationToDeviceUsing>ENABLE_USING_COA</sendConfigurationToDeviceUsing> </sgaNotificationAndUpdates>
</trustsecsettings> </ns0:networkdevice>



AR BEE . RE%E<enableKeyWrap>{falseltrue}</enableK eyWrap>s R EBtruels T EEEXM%TT. TH , A
XMLEARPMBERERAR

<keyEncryptionK ey>1234567890123456</keyEncryptionK ey> <keylnputFormat>ASCI | </keyl nputFormat>
<messageA uthenticatorCodeK ey>12345678901234567890</messageA uthenti catorCodeK ey>

B URERDRBRETEENRE  REREEEEINADYHNEREELNNES, flw , L TEEENER , BEEFERR
TACACSEL B, EMRATENEE M , MAER<NDO : networkdevice> #E R,

<?2xml version="1.0" encoding="UTF-8"?> <ns0:networkdevice xmlns:nsO="network.ers.ise.cisco.com" xmins:xs="Schema XML File"
xmins:nsl="ers.ise.cisco.com" xmlns.ers="ers.ise.cisco.com" description="This NAD was added via ERS API" name="TESTNAD1">

<NetworkDevicel PList> <NetworkDevicel P> <ipaddress>NAD | P Addr ess</ipaddress> <mask>32</mask> </NetworkDevicel P>


https://www.w3.org/2001/XMLSchema

</NetworkDevicel PList> <NetworkDeviceGroupList> <NetworkDeviceGroup>L ocation#All Locations#l AB</NetworkDeviceGroup>
<NetworkDeviceGroup>Device Type#All Device Types#Access-L ayer </NetworkDeviceGroup> </NetworkDeviceGroupList>
<profileName>Cisco</profileName> <tacacsSettings> <connectM odeOptions>ON_L EGACY </connectM odeOptions>
<sharedSecret>cisco123</sharedSecret> </tacacsSettings> </ns0:networkdevice>

5. rawfIXMLEMREER TEB I ZE T,

6. BIZPOSTHER 53% , By Ehttps//{ ISE-ip} lers/config/networkdevice , R&IZ—TE%, MRCEREERERAS , BENEEE
201 Created’HE BER B,

HITE https:/f10.201,.230.99:9060/ers/config/networkdevice/name/Test Copy B save
POST v hitps://10.201.230.99/ers/configinetworkdevice / \
Params Authorization e Headers {13) Body Pre-request Script Tests Settings Cookies
none form-data x-www-form-urlencoded @ raw binary GraphQL XML - Beautify
a0 CULWILACUENY LEUIMEN LUE LEEVE LY ASECONUS 200800 § QUK LE0UENY L LOMNENUUE TAEVE LyASECUNuS >
51 <downlaodPeerAuthorizationPolicyEveryXSeconds>86400</downlacdPeerAuthorizationPolicyEveryXSeconds>
52 <downloadSGACLListsEveryXSeconds>86400</downloadSGACLListsEveryXSeconds>
53 <otherSGADevicesToTrustThisDevice>false</otherSGADevicesToTrustThisDevice»
54 <refuthenticationEveryXSeconds>86400</reAuthenticationEveryXSeconds>
55 <sendConfigurationToDevice>false</sendConfigurationToDevice>
56 <sendConfigurationToDevicelsing>ENABLE_USING_COA</sendConfigurationTeDeviceUsing>
</sgaNotificationAndUpdates>
58 </trustsecsettings>
59 </nsB:networkdevices -
Body Cookies (2) Headers (19) Test Results @& status: 201 Created  Time: 791ms  Size: 122 KB [T) Save as Example  eee
Pretty Faw Preview Visualize XML = B Q

1

7.5 BHTNADMGETFILESENADRECEY , REMEISENADBFE,



515 Werkspa: https:(/10.201.230.99:9060/ers/config/networkdevice/name/Test Copy
GET w https://10.201.230.99/ers/eonfiginetworkdevice

Params Authorization & Headers (13) Body » Pre-request Script Tests Settings

Headers < 10 hidden

Key Value
Content-Type application/json
Accept application/fjson
ERS-Media-Type netwark.networkdevice 11

Body Cookies (2) Headers (15) Test Resulls

() save &

Description

@ Status: 200 OK Time: 237 ms  Size: 313 KB

Fretty Raw Preview Visualize JSON =

wa BATA 4 ML LS LS A S e 2 B LA LB 1 LIRS T ¥ ] U A S L L LS G O L g
52 “type": “application/json"

53 1

54 1

55 i

56 "id": "afe572d@-5bcc-1lee-%9ab7-9ad46445hd41",

57 “name": “TESTNAD1®,

58 “description”: “"This NAD was added via ERS API",

59 "link": {

&0 "rel": "self",

61 “href": “https://10.201.230.99/ers/config/networkdevice/afe572d0-Shee-11ee-9ab7-9a4464450d4£",
62 "type": "application/json"

63 i

&4 E,

a5 i

L] "id": "63efbc2@-4f5a-1led-b560-6e77681e732e",

67 "name": “Wireless-980@",

68 "description”; "Wireless Controller C9868",

69 "link": {

2! "ral®: "colf*
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Detauh Device

Device Security Setings

MAC Managers  External MDM  Lecation Services

4 Add 4, import t; Export f Oelete
O Name 1PMank Frofile Name Location Type Description
O TesTHADI 1001432 = Ciaco () LAG LS ccense Layer This NAD was added via ERS ARI

{BEFHJISONEZIINAD

i FAISONE 3L EHRADIUS TACACS, SNMPHTrustSeci% E I TESTAND2,

1. ESDKEMBI T , RYTHUMENRENER , ARFHEE.

2B EHeaders BH , AAPIFIE EFTENIESE , ISDKHFATR, HREHEBLEWM TR :

Cookir

=+ Bulk Edit Presets

E'Tj Save as Example
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@ hitps:{10,201,230.99:9060/ers/config/networkdevice/name/Test

&) Save -~

POST Send -
Params Authorization e Headers (12) Body » ettir Cookies
Headers 8 hidden

Key Value Description Julk Ed Py
Content-Type applicationfjson
Accept applicationfjson
ERS-Media-Type network.networkdevice 1.1
o = 4AE =5 =1
3BE "EHLIRE , RRBIURM, EAFER LB NADFT K ISONIER.
I https:/10.201.230.99:9060/ers/config/networkdevice/name/Test Copy Save

i ;

Params Autharization » Headers (1) Body Trequ Settings Cookies
nong form-data w=www-form-urlencoded @ raw binary GraphQL XML -~ Beautify
i

Response

4. JSONERHBWN TR (BRBEEFERE)

{ "NetworkDevice": { "name": "TESTNAD2", "description": "This NAD was added via ERS API", "authenticationSettings": {
"radiusSharedSecret": "cisco123", "enableKeyWrap": true, "dtisRequired": true, "keyEncryptionKey": "1234567890123456",

"messageA uthenticatorCodeK ey": "12345678901234567890", "keylnputFormat": "ASCII" }, "snmpsettings': { "version": "ONE",
"roCommunity”: "aaa", "pollinglnterval": 3600, "link TrapQuery": true, "macTrapQuery": true, "originatingPolicyServicesNode": "Auto" },
"trustsecsettings': { "deviceAuthenticationSettings': { "sgaDeviceld": "TESTNAD?2", "sgaDevicePassword": "ciscol123" },
"sgaNotificationAndUpdates': { "downlaodEnvironmentDataEveryX Seconds": 86400, "downlaodPeerAuthorizationPolicyEveryX Seconds':
86400, "reAuthenticationEveryX Seconds': 86400, "downloadSGA CL ListsEveryX Seconds': 86400, "otherSGADevicesToTrustThisDevice'":
false, "sendConfigurationToDevice": false, "sendConfigurationToDeviceUsing": "ENABLE_USING_COA", "coaSourceHost": "ise3-1test" },
"deviceConfigurationDeployment": { "includeWhenDeployingSGTUpdates": true, "enableM odePassword": "cisco123", "execM odePassword":
"ciscol23", "execModeUsername”: "Admin" }, "pushldSupport”: "false" }, "tacacsSettings': { "sharedSecret": "cisco123",
"connectModeOptions': "ON_LEGACY" }, "profileName": "Cisco", "coaPort": 1700, "dtlsDnsName": "Domain”, "NetworkDevicel PList": [ {
"ipaddress": "NAD IP Adress’, "mask": 32} ], "NetworkDeviceGroupList": [ "Location#All Locations", "Device Type#All Device Types' ] } }



EE BEBMEE , REEenableKeyWrap' : {false|true}fREAtruely , TEELT 41T, TR, AT ISONE AR A MiEx
HEARE :

"keyEncryptionKey": "1234567890123456", “messageA uthenticatorCodeK ey": "12345678901234567890", "keylnputFormat": "ASCI 1" #t
AURERGHRAEENEE , YRBEEERINADTEEREERZMNER,

5. #%rawfy ISONE Mz By £ BIBodyZHE T o

6.iBIEPOSTEA 3% , By Ehttps//{ISE-ip}/ers/configinetworkdevice , RE IR —TEX, MREEEEEREARE , AIENEEE
201 Created’HEBERBZ,



ace [ hitps:/f10.201,230.99:8060/ers /config/networkdevice /name/Test Copy

f —
POST v hupsi/10.201.230.99/ers/configinetworkdevice K \NN e |
|
Params  Authorizatione  Headers (13) Bodye  Pre-request Script  Tests  Settings Cookies

@ none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON - Beautify
1 .
2 “NetworkDevice": § |
3 “name”: "TESTNADZ",
4 “description”: "This NAD was added via ERS API", -
5 “authenticationSettings®: { =
] “radiusSharedSecret”: “ciscel23”, »
7 “enableKeyWrap": true, 1
] "dtlsRequired": true, 5
9 "keyEncryptionKey": "1234567890123456",

1@ "messagefuthenticatorCodeKey": "12345678901234567899", .

11 "kavTanutEarmat® - "AQCTT" "

Body Cookies (2) Headers [17) Test Results

Pretty

1

7.5 BHITNADMGETHIU S & ISE NADFE EHEZENADR BB,

Raw Preview Visualize 50N~ =

& Status: 201 Created Time: 678 ms  Size: 103KB [ Save as Example s

@ Q

s © | https:f/10.201.230.99:9060/ers/configinetworkdevice/name/Test Copy Save v ra -
‘ GET i https:/10.201.230.99/ers/config/networkdevice
Params Autherization e Headers (13) Body » Pre-request Script Tests Settings Cookies
® none @ form-data @ x-www-form-urlencoded @ raw @ binary @ GraphQL JSON ~ Beautify

1

2 “NetworkDevice": {

3 "name”: "TESTNADZ",

4 "description”: *This NAD was added via ERS API",

5 "authenticationSettings™: {

6 “radiusSharedSecret": “ciscol23”,

7 “enableKeyWrap®: true,

8 "dtlsRequired®: true,

9 "keyEncryptionKey": "1234567890123456",

19 “messageduthenticatorCodekey”: “12345678901234567890"°,

11

PlrauTnnutEarmat®: "ASCTT®

Body Cookies (2) Headers (18) Test Results

Pretty

57
58
59
60
61
62
63
64
65
66
&7
68
69
T8
71
72
73
T4
75

Raw Preview Visualize JSON ~ =
ESTNADL",
“description™: "This NAD was added via ERS API",
“link": {

“rel": “self",

€ Status: 200 OK Time: 58 ms  Size: 374 KB [J) Save as Example «

B Q

“href": “https://10.201.230.99/ers/config/networkdevice/afe572d0-5bcc-11ee-%9ab?-9add6445bd4f",

“type": “application/json”

“id": "9dd45268-5bd7-11ee-9ab7-92446445bd4E",
“name”: "TESTNADZ",
“description®: “This MNAD was added via ERS API",
“link*: §

“rel": "self”,

“href": “https://10.201.230.99/ers/config/networkdevice/9dd45a60-5bd7-11ee-9ab7-9a446445bd4£",

“type": “application/json"
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o EHREERSAPIHEBHNEE  FERSHARKES 0T e s ARERAREATR. ERAUED , FEMIZ
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o

o EATLUEE S Support Bundle B T H X BB I(EBZ — T EE T HDownloadiZ i) , =iEiB % — T api-service debug
log B # /YL og FilefE #Debug L ogsE & T #api-ser vice debug logs.



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



