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5 B3.12$2Add > Agent Resources from Local Disk

Resources

U :

Agent resources from Cisco site

[:] Agent resources from local disk oTe

PSR4 B TCategorys THIRFEAPEIECisco Provided Packages,



Cllant Prosvdslonisg Policy & L Ageni Resources From Local Disk

Radaudad

Agent Resources From Local Disk

Llant Froviaianisg Portal
MOy Ciaca Provided Packages bl

Browse.. Mo fe selected

= AnyConnect Uploaded Resources

HNamip Typa Varalan Digmcription

No data avallable

5 B85.1%% — T Browse,

SR EEBLE L -SSP THWE A —{EAnyConnectE BB E, BEEAnyConnect® R , WHE AR
BRaINEN

Category Cisco Provided Packages b

Browse.. | anyconneci-linuxid-4.10.053085-webdeploy-kY.pkg

~ AnyConnect Uploaded Resources

Name ~  Type Verslon Description

AnyConnectDeskioplinux 4.... AnyConnectDeskiopl... 4.10.5085.0 AnyConnect Secure Mob...

SBR7.32— T Submit, 3]R7E , AnyConnect L EZIISE , & 0] LB ISER##E I £ Cisco.comB R H &
Fim&iR.

BEE | REERITFEAnyConnect® FimfE AR | BEERAT AR RESERIBEN
SN, BIMPEE. DRIRKE, HEERE. BAK. BN, BRI,

SB8.1Z—TAdd > Agent Resources from Cisco Site. EISE&SREICisco.comIt#ZRFTHE B &M
EFmBARERNEER ZREFTENE —DERBETER,



Resources

4 Add
0 Aoanirancarces fo Clecs ake Varsion Last Update Description
] Agend resoacas from local disk olTempaoralgent...  4.70.2051.0 Z0271/08/09 18:12:31 With Ch: 4.3.1858.4353
O Hative Supplicant Profile 8 Supplicant Pro... Mot Applic... 2016/10/06 20:01:12  Pra-configured Mative 5...
] IV COngurimon oAgentlessEy 4.10.2051.0 2021/08/08 189:12:36  With CM: 4.3.1858.4353
O = DNERT) EVSNE FIDS X SPWizard 2.7.0.1 2021/08/09 18:12:27  Supplicant Provisioning ...
— AMF Enabder Prodile

oAgentlessWind.., 4.10,2051.0 2021/08/09 15:12:33  With CM: 4.3,2227.6145
Clsco-ISE-NSP Native Supplicant Pro... Not Applic... 2018/10/06 20:01:12 Pre-configured MNative S...
WinSPWizard 3.0.0.3 WinSPWizard 3,003 202170809 19:12:27 Supplicant Provisioning ...

CiscaTemporalAgentWindo. .. CiscoTemporaldgent... 4.10.2051.0 2021/08/09 19:12:28 With CM: 4.3, 2227.6145

SRR IZEE AR LinuxfI R FAnyConnect& R ME R, Bb4L |, FE A LR EBWindowsFIMacH &
RAEAEAE,

Download Remote Resources

O

Name ~  Description

AnyConnectComplianceModulelinuxtd 4.3.1968.0  AnyConnect Linux Compliance Module 4.3.1968.0

AnyConnectComplianceModulelinuxtd 4,3.2028.0  AnyConnect Linux Compliance Module 4.3,2028.0

0 @8 0O

AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS5 X Compliance Module 3.6.11682.2

AnyConnectComplianceModuleOSX 4.3.2277.4353 AnyConnect O5X Compliance Module 4_3.2277.4353

AnyConnectComplianceModule 05X 4.3.2338.4353  AnyConnect 05X Compliance Module 4.3.2338.4353

AnyConnectComplianceModuleWindows 3.6.1168...  AnyConnect Windows Compliance Module 3.6.11682.2

AnyConnectComplianceModuleWindows 4,3,2617...  AnyConnect Windows Compliance Module 4.3.2617 6145

AnyConnectComplianceModuleWindows 4.3.2716...  AnyConnect Windows Compliance Module 4.3.2716.6145

ClzrnbdaentlassOSE A4 10 ABAGH With M- 4 3 2977 4383
http:/feisco.com/gofanyconnect

J A O (O sy O

HBB10..21ZEWindows FIMacH) S iR i L2,



CiscoTemporalAgentOSX 4.10.06011 Cisco Temporal Agent for OSX With CM: 4.3.2338.4353
[:] CiscoTemporalAgentWindows 4.10.05050 Cisco Temporal Agent for Windows With CM: 4.3.2617.614!

B CiscoTemporalAgentWindows 4.10.06011 Cisco Temporal Agent for Windows With CM: 4.3.2716.614!
SB®11.32— T Save.
FEE | MACHIWindows# i % £ TP B T B A A B 15 R R RO,

L, CERERAFH TELENSM. RERZBEERAEEAHMENRENREER,

$B12.%2 — T Add > NAC AgentsiAnyConnect Posture Profile,

+ Add A

D Agent resources from Cisco site | Version Last Update Description
[ ] Agent resources from local disk oTempUralﬁgEﬁt... 4.10.2051.0 2021/08/09 19:12:31 With CM: 4.3.1858.4353
[:| Mative Supplicant Profile oTemporalAgent... 4.10.6011.0 2022/03/24 11:49:19 Cisco Temporal Agent fo...
O AnyGonnact Configuration SonnectComplian... 4.3.2716... 2022/03/24 11:49:39  AnyConnect Windows C...

AnyConnact Posture Profile i " e " 3
H ve Supplicant Pro... Not Applic... 2016/10/06 20:01:12  Pre-configured Native S...

AMP Enabler Profile ]
[:| oAgentlessOSX 4.10.2051.0 2021/08/09 19:12:36 With CM: 4.3.1858.4353

¥ Maw Prafile

AnyConnect Posture Profile

Nama *
LinuxACPostung

Dageription:

Agent Behavior

Paramstes Walug

Description
Enable dobug log o i Enables the debug log on the agent
Cparate on non-802.1X wireloss No b Enabdes the sgent 1o operate on non-802.1X wireless natworks.
Enable signature check Ho by Check the signature of executables before running them
Log file size 13 MH The maximum agent log file size
Remediation timar 4 e It tha usar falls to remediate within this spacilied time, mark them &8 non-compliant
ouaons
Enable natifications in stealth moda Disablad Display user notifications aven when in Stealth moda

FEBUNEIHBHE -
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- Ping=RARP:IiE RERHVVLANE S8l 5 7%. RIEBA BApingTa R #BE , SRESIZARPIRER |, fE78
SRR B B E R EE, HEBREAARP,

- WA R R EAIRAOREE R AR | RIBISE AR HRR. BEXRNRIREEERE
 BRBERINE  CREREERATAS  BENEETLR 123005 (58 ) . &
BENBA5E  BR  ARBNBREEERKY  ATEETHEE,

BHEE : LinuxERMEFT X EBBHHK.
BBEFFESIBMEMERE , FZBISEzsAnyConnectik i & £ 514 XIE,

FRISAREBTARERTHURMBE , ARRIFRE | ZBEPSN/EIUFQDNIZFME

Choose PSNs

Choogse spacilic PSNs or cluster virtual 1IPs as the backup st @
which AnyConnect sends posture state synchronization probes. You
can choose 8 maximum of 6 antries.

ise30.ciscoise.lab =

5 BR14. % Posture Protocols > Discovery Host T EEZ&PSN/¥& 3 B BhIP#b 3t .

5 B15.%¢Discovery backup server listflSelectP BB ZHPSNZEILFQDN , A% EESelect.



Choose PSNs

Choose specific PSNs or cluster virtual IPs as the backup list to
which AnyConnect sends posture state synchronization probes. You
can choose a maximum of 6 entries.

List of PSNs

ise30.ciscoise.lab = O -

& B816.7£Server name rules T , @A *BiEPT A R AEER , ¥ FEcall home list T E&PSN/¥E 3 IPith it
o BE , IFEAERAF T EEMAEPNAAEBEPSN(EN*.acme.com).

Posture Protocol

Para=ate il i ripliss
PRA ratraniission e 36 e Lh:: : the agent retry period if there is o Passive Resssessment comenunication
-

Antransmissicn Delay [0 B s Tiena (in seconds] o wait belone retnying.
Rutrangmigsion Lirm# (1) i MNismibar of retries allowsd 1of & MEsaags.
Discovary boat | A LT Emter arry IP address or FQDN that is routed theough o NAD. The NAD detects and

redirects that Wiep traffic to the Client Provisioning portal.

By Selial, AmyCoansct dandi didccownidy probes 16 all the Chds ISE PENS
Discowerny Backup Server List [ 1 PiMa) soguontially if the PSN i unreachable. Choose specific PSN a8 the backup st
and redtrict e ndded 15 which .ﬁ.n;{:ﬂr\.wl,‘,! sondi disgonicy piobad

& list of wildcarded, comma-separated rames that defines the servers that the

rules = 1)
Servar name niles agent can connsct to. E.g. * ".clsco.com®

A st of IP acdrasses, that defines the all the Policy senvice nodas that the agent
Call Hema List LLEREREE | will try o connect 10 i the PSN tha suthenticated the endpoint dossn't respond
for S0M reason.

Argecnnect agant will ceatinususly 1ry 19 fosch discowrdy targets [nedirection
Back-off Times ] FreeY tEigatE Bnd pepvicudly eonnactod PENG) by sonding the deovidy packals il iy
e tire limit b resched

$BR17 .55 8Add > AnyConnect Configuration



Client Provisioning Policy
Resources

Client Provisioning Portal

* Select AnyConnect Package:

Configuration
Name:

LinuxAnyConnect Configuration

Description:

Resources

Edit _I_ Add . Juplicate

O0|0(0|0| B

0.5085.0v

AnyConnectDesktopWindows 4.10.5085.0

Agent resources from Cisco site

Agent resources from local disk

Mative Supplicant Profile

AnyConnect Configuration

AnyConnect Posture Profile

AMP Enabler Profile

AnyConnectDesktopLinux 4.10.5085.0

Ll

Ll



Description Value Notes

* Compliance

3.2028.Q
Module 9
AnyConnectComplianceModuleLinux64 4.3.1676.0
AnyConnectComplianceModuleLlinux64 4.3.2028.0
AnyConnect

AnyConnect Module Selection

ISE Posture

VPN
ASA Posture | |
Network

Visibility D
Diagnostic

and Reporting | ]
Tool



Profile Selection

* |ISE Posture CPosture v

VPN

LinuxACPosture
Network
Visibility
Customer
Feedback

6T RE IR FR R
TRI18.TRRER |, EH—THERXK,
3 B%19.:1#1FWork Centers > Posture > Client Provisioning > Client Provisioning Portals.
Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot

S O Client Provisioning Portals

Resourcas

CHent Provisioning Portal You can edit and customize the default Client Provisioning portal and create additional ones

Create

Client Provisioning Portal
(default)

Default portal and user
experience used (o install the

1 posture agents and verify
|; compliance on user's davicas
4

z’ﬁﬂﬁg. f£Portal Settings#% T , TARBA AR R BB REBR T, SISE_UsersNiEfERAE
EmEmAE.



B L R R i T

Configure authorized groups
Uszer account with Super admin privilege or ERS admin privilege will have access to the portal

Available Chosen

]
(3]

ALL_ACCOUNTS (defauit) Employee
GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default) | < |

5 s
Choose all Clear all
- L "

$B821.%Log in Page Settings T , #&{® Bt f Enable auto Log Ini#1§

~ Login Page Settings

Enable Auto Login ®

Maximum failed login attempts before

rate limiting: 5 (1 -999)
Time between login attempts when

rate limiting: 2 (1 - 999)
[J Include an

AUP as link ~

[J Require acceptance

[] Require scrolling to end of
AUP

$B22.75H L AEESave



;23,72 1FWork Centers > Posture > Client Provisioning > Client Provisioning Policy.
SBR24 FECPPHIZE—TIOSHRIZS BT S75E , A#iR1F "Duplicate Above .
S B25.1#5 5 Bl a5 & ALinuxPosture

$B826. 4 M Results , iZiZAnyConnect ConfigurationfE 21X IE,

B . EEEBERAT , EETHEGAMEEATIIRE , RATCHEE AAnyConnectfit B —

1

Cllant Provishonin a

Client Provisioning Policy

HBR27.%2—T "Done. o

#BR28.% — T Save.

AR N8 SR B T 3E

5 B829.:2 £ Work Centers > Posture > Policy Elements > Conditions > File. iZiZifl,

HBR30.TESTFileERARRFHEBAERT —EE



File Condition

Name * TESTFile
Description
* Operating System  Linux All 'y

Compliance Module Any version

* File Type FileExistence e
* File Path home o Testfile.csv
* File Operator Exists hdl

BEE : BREHURRERVE,

$B31.12#Save

FileExistence. it iE R B BN RUHRAEBRREFENHEZFENRRET , ElkmE, FEFWEE
® TEETEEREERAY. MES

HRR32.BEFEERI RN T AR E I RAE

BEE : Linux S XEEESHRIRENEEXAR

ERH

- ERERME : Linux2 B
- SRS : 4.x
. SRAEF B : AnyConnect
- R ERERBNRE ( ZLEEFEERKRETR)
- HRRE . EEFTAHMRGRTHEZNER.
S ER33.1#FWork Centers > Posture > Posture Policy

B34 ;B #BEdit on any policy , A%iZ#ZInsert New policy Define LinuxPosturePolicy Policy#E%
28, WRAFTREGESHEN2PEMHER.



Posture Policy

Bl Py Ol Bty gy Ry Leapn Cymraley Tyale—s gt e v M’y Fatlon Tpee ]

B ra—g=la

......

Posture General Settings ;

Remediation Timer |-1 ] Minutes ;
Network Transition Delay | 3 | Seconds
Default Posture Status | Compliant T| i
~ Automatically Close Login Success Screen After |0 | Seconds i
' Continuous Monitoring Interval | 5 ‘ Minutes i

Acceptable Use Policy in Stealth Mode

Posture Lease
s) Perform posture assessment every time a user connects to the network

Perform posture azsessment every 1 Days (i

¥ Cache Last Known Posture Compliant Status

Last Known Posture Compliant State | 31 ] |Days "

ZEEERRENDFNERRENT :

- SIEFTRFER LB EER T Fin & E M FEMR BRI ENER. AnyConnectBil E FEBHRKGT
BFES ; WLETEFES AMRISE , MARAnyConnect,

- ERRERE R ERARERERENEERELETHRERENEERE (HIWERLinuxiy
EERT ) REAMREAME,

CERECMBE LR EERAN R RENEARINER KRG, ZEEEEAnyConnect4EE
FERERNER,

- EREXPNTESEARR LR EEEFNMEREISMA L REE, WRKREFRAUP , BIFEL
BEEE XN AnyConnect® FiniiE, @EBEREATEBIEXNEFIREFEFBAUPHER THER
& ( FEAAnyConnectI B EXFRER , AUPEBERHEER ) .

EMAGARR

MAEFIEERRTTERENEEEARID . B "RirZ2TEHE, —SPEET7TOAES



AnyConnectR TR IFZ £ EMNITIEE, REEHREENKEEPETIFEREZRMPSN,
EFERENEPSNE , PSNERIBZKHACGHISEEERERSETEREENTH. WREFIHE
BEHTE , APSNEREEBOREHARE  TERCHAGKES, NRKKABBENT
& RERES TR AT SRR | I A ST T MR S SRR M,

£ B836.12#ZPolicy > Policy Elements > Results > Authorization > Authorization Profile. iZiZ3i#
HER37 1 Wired_Redirect ERABRMEEER , YAE T — @58

~ Common Tasks

Web Redireciior WA, MDM
Jlient Provisioning (Posture) ACL ACL_REDIRECT _AV e Value Client Provisioning Portal (defi
Static IP/Host name/FQDN
Auto Smart Port
PSRR38.EERF
BR300 B R AR

ZERER—EREENRERA

1. F—EEEASESDREANSTE  WEXENSHRERA,

2. EER AR EY & 0 B R EA SRR iR AR ITEL
M RmERAEREENER  BEAERENREREER , REEERERREED
HEFRAERMF,

3. R B AICE AT F M BB A MEEE KR , Y FEAFREBENPermitAccessRER EER.,
##ZPolicy > Policy Set , A% B8 —E &R P #IWired 802.1x - MAB CreatediZ1E £ &7 5,

5 B840.58 2 Authorization Policyt 2 3 T — &35 8l

B Network_Acceis Actherscation Puised

- :-Isr_ UrknownComplarce Redt anf) 8] Complancs_Unknous Davices PostarelSE + d o
i SEAD ExemaiGroups EOUALS cacoie abisen/Doman Users
B  Hon_Complians Devices

v SESE_MosCompliarce Redred  AND B Metwerk Access Acthersication Puused PouturelSE + d [+
B ISEAD ExemaiGrups EQUALS cacoine isbissrnvTiomain Users
B complant Devioss

- SESE_Complance Device Access AND B Metwerk_Access Sthersication Puuses Hara b + + o
i SEAD EvermaiCirou i istUnaryTiomain Uisers

ZMER ERVAERE

Mgt : U TEEB2EIBNS 1.0, XIEIBNS 20N AIAEEERE, CAERFERETE,

usernane <admin> privilege 15 secret <password>
aaa new- nodel



aaa group server radius RAD | SE GRP
server nanme <i sepsnnode_1> server nanme ! aaa authentication dot1lx default group RAD_| SE_GRP aaa
aut hori zation network default group RAD | SE GRP aaa accounting update periodic 5 aaa accounting
dot 1x default start-stop group RAD | SE GRP aaa accounting dot1x default start-stop group
RAD | SE GRP ! aaa server radius dynani c-author client server-key client server-key ! aaa
session-id common ! authentication critical recovery delay 1000 access-session tenplate nonitor
epm |l ogging ! dotlx systemauth-control dotlx critical eapol ! # For Access Interfaces:
interface range G gabitEthernetx/y/z - zz

description VO CE-and- Dat a

switchport access vl an

swi tchport node access

switchport voice vlan

i p access-group ACL_DEFAULT in

aut hentication control-direction in # If supported

aut hentication event fail action next-method

aut henti cation host-node nulti-auth

aut henti cati on open

aut henti cation order dot1x mab

aut hentication priority dot1lx nab

aut hentication port-control auto

# Enables preiodic re-auth, default = 3,600secs
aut henti cation periodic

# Configures re-auth and inactive timers to be sent by the server
aut hentication timer reauthenticate server

aut hentication timer inactivity server

aut hentication violation restrict

mab

snnp trap mac-notification change added

snnp trap mac-notification change renoved

dot 1x pae aut henti cat or

dot 1x timeout tx-period 10

dot 1x timeout server-tineout 10

dot 1x max-req 3

dot 1x max-reauth-req 3

auto qgos trust

# BEGIN - Dead Server Actions -

aut henticati on event server dead action authorize vlan
aut hentication event server dead action authorize voice
aut hentication event server alive action reinitialize

# END - Dead Server Actions -

spanni ng-tree portfast
!

# ACL_DEFAULT #

I This ACL can be custonized to your needs, this is the very basic access allowed prior
! to authentication/authorization. Normally | CMP, Domain Controller, DHCP and | SE
I http/https/ 8443 is included. Can be tailored to your needs.

1

ip access-list extended ACL_DEFAULT

pernmit udp any eq bootpc any eq boot ps

permit udp any any eq donain

pernmit icnmp any any

permit udp any any eq tftp

permit ip any host

permit ip any host

pernmit tcp any host eq ww

pernmit tcp any host eq 443

pernmit tcp any host eq 8443

pernmit tcp any host eq ww

pernmit tcp any host eq 443

pernmit tcp any host eq 8443



# END-OF ACL_DEFAULT #
!

# ACL_REDIRECT #

! This ACL can be customnized to your needs, this ACL defines what is not redirected
I (with deny statenent) to the ISE. This ACL is used for captive web portal
I client provisioning, posture remnediation, and so on.
1
ip access-list extended ACL_REDI RECT_AV

remark Configure deny ip any host to allow access to
deny udp any any eq domain

deny tcp any any eq domain

deny udp any eq bootps any

deny udp any any eq boot pc

deny udp any eq bootpc any

remark deny redirection for | SE CPP/ Agent Di scovery
deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

remark deny redirection for remedi ati on AV servers
deny ip any host

deny ip any host

remark deny redireciton for remedi ati on Patching servers
deny ip any host

remark redirect any http/https

permit tcp any any eq www

pernmit tcp any any eq 443

1

# END-OF ACL-REDIRECT #

1

ip radius source-interface

1

radi us-server attribute 6 on-for-1ogin-auth

radi us-server attribute 6 support-nultiple

radi us-server attribute 8 include-in-access-req

radi us-server attribute 55 include-in-acct-req

radi us-server attribute 55 access-request include
radi us-server attribute 25 access-request include
radi us-server attribute 31 mac format ietf upper-case
radi us-server attribute 31 send nas-port-det ai

radi us-server vsa send accounting

radi us-server vsa send authentication

radi us-server dead-criteria tinme 30 tries 3

1

ip http server

ip http secure-server

ip http active-session-nmodul es none

ip http secure-active-session-nodul es none

1

radi us server

address ipv4 auth-port 1812 acct-port 1813

ti meout 10

retransmt 3

key

!

radi us server



address ipv4 auth-port 1812 acct-port 1813
ti meout 10
retransmt 3

key
1

aaa group server radius RAD | SE GRP
server nane

server nane
|

mac address-table notification change
mac address-table notification mac-nove

B

ISERRE :

AERRER 2 B ©FELinux Rt L 28 7 BB ISEAR AR HAIAnyConnect,
5 Fdot1xER®PC

S B1.ME = Network Settings

o
L

Activities L2} Settings - mar 25 11:15

Settings = Network

Network
Wired
Bluetooth

Connected - 10000 Mb/s
(3 Background

Appearance
PP VPN

[l MNotifications
Mot set up

Q1 search

S B2.E FSecurity B IR 802. 1x Bl B M £ A & BIR




© settings ~ mar 25 11:16

Settings Network

Cancel

Security

BO2.1x Security ()

Authentication Protected EAP (PEAP)

Anonymous identity FInaE

CA certificate
Mo CA certificate is required

PEAP version | Automatic

Inner authentication  MSCHAPVZ
Username manzoe

PaS'ST.'.'DFI:I EEEERERERE

Show password

SBR3.Z—T TApplyd o
FB4ALinuxRFEZRFN802. 1x R A I EISERNES HEEFEREE

a o &
[

HISER |, ERAKEBHBBEER , HIMRERENPSNIGREAARE

Authoriz... Authoriz... IP Address Metwork De... Dovice Port Identity Group Posture ... Server

SBSELnuxERERE  YEAREEHEDL , BSRUEAZRAEADNML | BRETRER
EWER TR,




Activities @ Network Login ~ mar 29 09:44

Hotspot Login

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start

Bt ERMAAnyConnecths | SEEFLVE -

Activities &) Network Login * mar 29 09:44

Hotspot Login
+9

I-Iillllli
CISco

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

4 Detecting if AnyConnect is installed and running...

HAEECHEL | BIFERE TAnyConnect , SHEFREHART ., FHA-TabRFERZE )R E
AnyConnect® F o



Activities &Y Network Login ~ abré 19:01

Hotspot Login

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect AnyConnect Posture Agent

+ + This is my first time here

+ Remind me what to do next

1. If AnyConnect is already installed, start AnyConnect so it can check your device and give
you access in a few seconds.

2. If AnyConnect detects your device is missing security requirements, follow instructions in
AnyConnect to update your system. When your device meets security requirements, you
will be able to access the network.

3. You have 15 minutes to install and for the system scan to complete.

Tip: Leave AnyConnect running so it will automatically scan your device and connect you
faster next time you access this network,

You have 15 minutes to install and for the compliance check to complete
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Trash
Metwork access allowed.
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Success
You now have Internet access through this network.
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Contact your syskem administrator,
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