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Services ¥

@O New VPC Experience

Tedl us what you thinmk

VPC Dashboard
Filter by VPC:
Q se

w VIRTUAL PRIVATE
CLOUD

Your VPCs
Subnets

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets

Launch VPC Wizard I Launch EC2 Instances

Note: Your Instances will launch in the Europe (Frankfurt) region.

Resources by Region G refresh Resources

You are using the following Amazon VPC resources

VPCs 1 NAT Gateways 0
See all regions See all regions
Subnets 3 VPC Peering Connections 0
See all regions See all regions
Route Tables 1 Network ACLs 1
See all regions See all regions

#12VPC with Private Subnet Only and Hardware VPN Access , A% & — T Select , 10 BFf R

aws

Services ¥

Step 1: Select a VPC Configuration

VPC with a Single Public
Subnet

VPC with Public and
Private Subnets

VPC with Public and
Private Subnets and
Hardware VPN Access

VPC with a Private
Subnet Only and
Hardware VPN Access

Your instances run in a private, isolated section of the Amazon Web (“Amazon Virtual Private Cloud
Services cloud with a private subnet whose instances are not addressable
from the Internet. You can connect this private subnet to your corporate
data center via an IPsec Virtual Private Network (VPN) tunnel.

Creates:

A /16 network with a /24 subnet and provisions an IPsec VPN tunnel
between your Amazon VPG and your corporate network. (VPN charges

apply.)

Subnet

Corporate Data Center

BEE - EVPCEER SR FRFNVPCERNAE , RAISERRFT AMBKRMERRENRMR
i — EEAERER FBHVPN,

RIZEERGTEREVPCERA TRRE , AREET—F,



WS Sorvioos ¥

Step 2: VPC with a Private Subnet Only and Hardware VPN Access

IPv4 CIDR black:*

IPv CIDR block:

VPC name:
Private subnet's IPvd CIDR:*

Availability Zone:*

Frivate subnet name:

Service endpoints

Enable DNS hostnames:*

Hardware tenancy:*

10.00.0/16 (65531 IP addrosses avalsbl)
& Mo IPvE CIDR Block

O Amazon provided IPvE CIDR biock

OIPvE CIDR block ewned by mo

ISE-VPC

10010024 (251 IP addresses avallabie)

Mo Proference  ~
ISE-subnat

Wou can add Mo subniets after AMazan Web Senices craates the VPC.

Add Endpaint

@ Yes O No

Dofault -

BB LMK BEVPN |, A% 181ZCreate VPC,

WS Sorices ¥

Step 3: Configure your VPN

Specify the public IP Address of your VPN router (Customer Gateway)

Customer Gateway P:* | [N
Customer Gateway name: = OnPrem-GW
VPN Connection nama: | ISE-lunnel

Mote: VPN Connaction rates apply.

[Specify the routing for the VPN Connection | Help me choosa)

Routing Type:* | Dynamic [requines BGP) ~

EYVPC# , BETHE "TERIEBMVPC, . —T "OKy , ITEMT.

Y - |

Concetand Bt | Back

WD) tew VPC Experience
T b oo i

VPG Dashboard
Fitter by VPC:
Q

VPC Successfully Created

Wour VPC has been successfully created.

You ean launch instances into the subnets of your VPC. For more information, see Launching an Instance into Your Subnet.

i@ BB R A VPN R i &2 R

B ZEVPC AWS Service, iZ#ZSite-to-Site VPN connections , iZZ#H 2 HVPNEZE |, RE1BIE
Download Configuration , 1~ EFf 'R



@ New VPC Experience Actions v

Tell us what you think

Network AULS Qr

Security Groups
[ ] MName = VPNID « State = Virtual Private Gateway - Transit Gateway = Customer Gateway

¥ REACHABILITY
B  ISE-wnnel vpn-Oec12855(198861a2 available vgw-0d293950be137Tae8 - egw-0944cfc09271a539 | OnPr...
Reachability Analyzer
¥ DNS FIREWALL

Rule Groups
Domain Lists

¥ NETWORK FIREWALL
Firewalls
Firewall policies

MNetwork Firewall rule
groups

 VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways VPN Connection: vpn-0ec12855f198861e2

Virtual Private Gateways
_ Details Tunnel Details. Tags
Site-to-Site VPN
Connections
VPNID  wpn-Oecl2855(198861e2 State available

lient VPN int:
Client Endpoints Virtual Private Gateway  vow-00283950bc1377ae8 Customer Gateway  cow-0944ci9c09271e539

iZ##Vendor. Platform#Software , A% iZ#Download , 1 T~ B R~.

-

Download Configuration X

Choose the sample configuration you wish to download based on your customer gateway. Please note these are samples, and will need
modification to use Advanced Algorithms, Certificates, and/or IPv6.

Vendor | Cisco Systems, Inc. v | €

Platform | ISR Series Routers N |

Software [0S 12.4+ v| @

HEAEBVPNEIREE LA THNEE.

WESRC.EVHERSRY

EBSWMYSBAWS EC2611E, ERVEEY |

FEEMEIEC2 Service, 7ENetwork & Security T~ i#

#Key Pairs;#%. 1E{ECreate Key Pair , AH{EEName , REHMEATERE , ARBIEE
Create Key Pair,




EC2 Key pairs Create key pair

Create key pair

Key pair
A key pair, consisting of a private key and a public key, is a set of security credentials that you use to prove your identity when connecting to
an instance.

Name

aws

The name can include up to 255 ASCII characters. It can't include leading or trailing spaces.

Key pair type Info
O RsA
ED25519

Private key file format

© .pem
For use with Open55sH

ppk
For use with PuTTY

Tags (Optional)

No tags associated with the resource.

You can add 50 more tags.

Cancel Create key pair

WiESRD.EVEHERRZLM

AWS EC245|18 54 & % Security GroupsfR# , Z £ & Security Group , FFEM1 Z/EC2 Service,
Network & Security T~ 1% ##Security Groupsi#%E, 1£VPCHi{+##ECreate Security Group,Hl &
Name, Description , AR BIEMEENVPC, BIEAMBALLAFFEISEREF. BEERURZLSME
, T BFTR.



ECZ » SecorityGroups » Creats security group

Create security group we

A SECUTiTy QroUp acts 35 3 wirtual firewall for your INstance to contral inbound and outbound tratfic. To CFeate 3 new SECUTY group, complece th felds below

Basic details

SECUMTY GToup NAME  infe
ICHB/HT TS S50 RemeoteVENSubnet
Harme tarnot be edaed afler Ceation
Destription  Infe
ICMP/HTTIS PSSk Remate VPNSubnet

VPE inle
O vpe-05ateas 18148271594 b

Inbound rules .
Type infa Protocal iade Part range infa SoUPLE infa Deseription - optional iis
554 - TP 22 Aarywhere-IFvd ¥ Delete
00000 X
AILICME - 1Py L MP Anpwhere. e Delbete
QBB 2
HITPS - TCP Amywhere-ivd v Delete
(LT
All traffic L4 Custom v =} Delete
1TLIBS0f4

Add rule

Bzt iBN R LM AFBEBSSH, ICMP, HTTPSEARIISE , W B ANFEHERALF1B
%Fﬂﬁo

S B1.5TAWS ISE MarketplaceZE i

E i ZAWS Marketplace Subscriptions AWS Service, i###Discover Products , #1 T ElFf R

AWS “arkgtp[aoe » (@ AWS Marketplace AMIs now supported with Spot Instances in the EC2 Launch Instance Wizard, What's New [
Manage subscriptions AWS Marketplace Manage subscriptions
-
Product Support Connection (3 Manage subscriptions .. Lischom ¥ |
Settings

You will need a License Manager SLR to see license entitlements Setup SLR [
Without AWS License Manager service linked roles (SLAs) you will not be able to see any of your AWS Marketplace license entitiements below. Please go to AWS
License Manager Console to onboard with the AWS License Manager SLRs.

Your subscriptions

Q All dolivery methods L 1 &

ESISEERIEEZERN S 2 RBIRKSI¥(SE) , M TEFT.

©
AWS Marketplace x AWS Marketplace > Discover products > Search nesults

Manage subscriptions

. Refine results Search AWS Marketplace products
Discover products
Product Suppart Cannectian (5 Q156 X
i Categories
Settings 1SE (5 results) snowing 1-5 1

Infrastructure Software (S) : e
Did you mean ice, is?

¥ Delivery methods

Sart By: Relevance v
Amazen Machine Image (4)
CloudFormation Template (1)
- [ cisco Identity Services Engine (1s€) B4 |
S - e
¥ Publisher Cldco By Ciscn Systems, ing, [] ver
Gsto (4) Cisco ldentity Services Engine (ISE} on AWS enables Network Access Control [NAC) service workloads to be deployed and

managed from the cloud while ensuring the flexibility required to meet each organizations unique cloud strategy. With

Toshiba Digital Solutions Cisco ISE on AWS, you can unify the policy management of your or..

Corporation (1)

EERMET %S



& aws

About * Categories Deelivery Methods + Salutions = AWSIG - Resources =

Cisco Identity Services Engine (ISE) Continue te Subseribe

By: Clsco Systemns, Inc. 2 Lates c
N Rarnove
CISCO Cleco ISE on AWS provides secure network access control for loT, BYOD, and corporate owned
endpoints. Cisco ISE enables you to easily segment network access for employees, contractors, Typscal Tedal Price
~ Shaw more £0.68/hr
Lirune/Unisx
Overview Pricing Usage

Product Overview

Cizoo identity Services Engine (I5E) on AWS enables Network
Acoess Controd (NAC) service workloads to be deployed and Highlights
managed from the cloud while ensuring the flexibility required to

meet each organizations unique cloud strategy. With Cisoo ISE on

AWS, you can unify the policy management of your crganization for endpaint
access control and network device adminlstration, Clsco

» Gain vigibility with context and contrel: Knew wha,
what, where, and how endpoints and devices are
connacting to your netwark to ensure compliance and

ISE Is equipped with rich APts to automate policy and lifecycle Urnit risk, with or without the use of agents.

management, bringing ease of deployment and sutomation 1o the + Extend zeqo trust to contain threats: Software-Defined

forefront of your NAC operations. Netwark segmentation shrinks the attack surface, limits
the spread of ransomwane, and enables rapid threat

For more information on Cisco I5E, please visit containment.

hittp:/ fwww.cisco.com/go/ise o _
 Accelerate the value of existing selutions: Integrate

with other Cisco and third-party solutions to bring an

Version LN N o N £
active arm of protection into passive security solutions

By e S yramms Resi 2, and increase your return on imestment [ROI).

Video See Product Video &

FiRo

i#iEAccept Termsizilt , 1T

wr aws marketpl

About = Categories = Dieliveny ethods = Solutions = AWS. 1 = Sell In AWS Marketplace

cisco Cisco Identity Services Engine (ISE)

Subnaibe

Subscribe to this software

To create a subscription, review the pricing information and accept the terms for this software.

Terms and Conditions

Cisco Systems, Inc. Offer

By subseribing to this softwane, you agree to the pricing terms and the seller's End User
Lisense Agreement (EUL You also agree and acknowledge that AWS may share
infermation about this transection (including your payment terms) with the respective

seller, reseller or underlying provider, as applicable, in accordance with the A
Motice &, Your use of AWS services is subject to the AWS Customer AgreementC?
agreement with AWS goveming your use of such services.

The following table shows pricing Information for the Listed software companents. You're charged separately for your use

of each compaonent.

Cisco \dentity Services Engine Additional taves or fees may apoly

{ISE)
Ciseo Identity Services Engine [ISE}

— B 85T T Effective M Expiration datefyAREE , Tk APending , 21~ EFT R



Thank you for subscribing to this product! We are processing your request.

< Product Detail Subscribe

Subscribe to this software

Your subscription to this product is pending and may take a few minutes. You will be notified on this page
when the subscription is complete.

Terms and Conditions
Cisco Systems, Inc. Offer

You have subscribed to this software and agreed that your use of this software is subject to the pricing terms
and the seller's End User License Agreement (EULA) (4. You agreed that AWS may share information about this
transaction (including your payment terms) with the respective seller, reseller or underlying provider, as
applicable, in accordance with the AWS Privacy Notice (£, Your use of AWS services remains subject to the AWS
Customer Agreement(?' or other agreement with AWS governing your use of such services.

Product Effective date Expiration date Action

Cisco Identity Services Engine (ISE) Q Pending O Pending w Show Details

EHAMERRTEAN , 28 B HERRN/ARTA, E#EContinue to Configuration , flimafT
I

'él.'s' .l,lc', Cisco Identity Services Engine (ISE) Continue to Configuration

Thank you for subscribing to this product! You can now configure your software.

< Product Detail Subscribe

Subscribe to this software

You're subscribed to this software. Please see the terms and pricing details below or click the button above to
configure your software.

Terms and Conditions
Cisco Systems, Inc. Offer

You have subscribed to this software and agreed that your use of this software is subject to the pricing terms
and the seller's End User License Agreement (EULA) (4. You agreed that AWS may share information about this
transaction (including your payment terms) with the respective seller, reseller or underlying provider, as
applicable, in accordance with the AWS Privacy Notice [, Your use of AWS services remains subject to the AWS
Customer Agreement(4 or other agreement with AWS governing your use of such services.

Effective date Expiration date

Cisco Identity Services Engine (ISE) 8/23/2021 N/fA v Show Details

SR2.EAWS LB EISE

£ Configure this software® % i Delivery MethodiZE & , i#1ZCisco Identity Services
Engine(ISE). 7ESoftware VersionFi£1£3.1 (20218H12H ) . EiERegion , HFFHEIE
ISE. BEIZFRMME.
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cISco Cisco Identity Services Engine (ISE)

< Product Detail Subscribe  Configure

Configure this software

Choose a fulfillment option below to select how you wish to deploy the software, then enter the information

required to configure the deployment.

Delivery Method

Cisco Identity Services Engine (ISE)

Software Version
3.1 (Aug 12, 2027)
Whats in This Version

Cisco Identity Services Engine (ISE)
running on c3.4xlarge

Learn more

Region
EU (Frankfurt)

Product code: basttrzvbxwcdyn2uupebh730

Release notes (updated August 12, 2021)

S RR3.FEAWS L RAEISE

HRE G HRBEREY TRE, THIRES | ZEZRECloudFormation.

Continue to Launch

Pricing information

This is an estimate of typical software

and infrastructure costs based on your
configuration. Your actual charges for

each statement period may differ from
this estimate.

Software Pricing

Cisco |dentity $0fhr
Services Engine
(ISE)




'.':'.';.;L;' Cisco Identity Services Engine (ISE)

< Product Detail Subscribe  Configure  Launch

L aunch this software

Review your configuration and choose how you wish to launch the software.

Configuration Details

Fulfillment Option Cisco Identity Services Engine (ISE)
Cisco Identity Services Engine (ISE)

running on c5.4xlarge

Software Version 7.1

Region EU (Frankfurt)

Usage Instructions

Chanca Artinn
Select a launch action

¥ Launch CloudFormation Choose this action to launch your configuration through the AWS
Copy to Service Catalog CloudFormation console.

Launch

(TR ) BEFERARAUCEECRTBELRA, RIZRE,
S B4 EAWS £ BISERL & CloudFormationft ik

BB 1% 8148 18 = £ @ | CloudFormation StackiRE#E R, B —ETEBEERLNBERANKREISE. RS
TEERERE , REBBET -5,



CloudFarmatian

Step 1

Specify template

Stacks

Create stack

Create stack

requisite - Prepare template

Prepare template
.

Evary stack is based on a templa FSON or YAML B i ration in at the AWS res Yo want to inglude in
O Template is ready Use a sample template Create template in Designer
Specify template
A templite i a JSON or YAML file that describes your ' PESOUNCES and properties.
Template source
O Amazon 53 URL Upload a template file

Amazon 53 URL

hatps:/fs3.amazonaws com/fawsmp-fulfillment-cf-templates-prod/bede f662 -abad4-42 7e-b523- TedS5cd501 1 10./Tb95e37-579d-4492-bf5d-0495ba;

53 template LIRL

55 URL: hitps://s5. amazonaws.com/awsmp-fulfillment-cf-templates-prod/bedef662-abad-427e-b525- Te55cd 5011 1. fTb45e57-5 Wiew in
79d-1492-bi5d-ed95ba92 5376 template Designer

Cancel

{F B ZBIEFE CloudFormationdftlk ¥, BLEHIEFMAER , WEHE | BEFESRBIE

B2,

CloudFormation Stacks

Step 1
Specify template

Step 2
Specify stack details

Step 3
Configure stack o

Step 4

Review

Create stack

Specify stack details

Stack name

Stack name
AWS-ISE31-Stack

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (<)

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Instance Details

Hostname
Enter the hostname. This field only supports alphanumeric characters and hyphen (-). The length of the hostname should not exceed 19 characters.

ISE31-2

Instance Key Pair
To access the Cisco ISE instance via 55H, choose the PEM file that
sh - mykeypair.pem admin@myhost

w created in AWS for the usermame “admin®. Create a PEM key pair in AWS now if you have not configured
aME.Compute-1.amazonaws.com

Management Security Group
Choose the Security Group to attach to the Cisco ISE interface. Create a Security Group in AWS now if you have not configured one already,

ICMP/HTTPS/SSH/RemoteVPNSubnet (sg-0792bfabbbad7098d) v

RECRERNKE, SEEAP, KE, fIEEE. EBSHENS A/ PEESIEHERA.



Management Network
Choose the subnet to be used for the Cisco ISE interface. To enable IPv6 addresses, you must associate an IPvE CIDR block with your VPC and subnets. Create a Subnet in AWS
now if you have not configured one already.

subnet-Ofbebcdae62a58143 (10.0.1.0/24) (ISE-subnet) v

Management Private IP
(Optional) Enter the IPv4 address from the subnet that you chose earlier. If this field is left blank, the AWS DHCP will assign an P address.

10.0.1.100

Time Zone
Choose a system time zone.

Etc/UTC v

Instance Type
Choose the required Cisco ISE instance type.

c5.4xlarge v
EBS Encryption
Choose true to enable EBS encryption.

true v
Volume Size

Specify the storage in GB (Minimum 300GB and Maximum 2400GB). 600GB is recommended for production use, storage lesser than 600GB can be used for evaluation purpose
only. On terminating the instance, volume will be deleted as well.

<

300

REFEADNSE, SBMAMRAR. NTPARE IR & EW 5 AREA.

Network Configuration

DNS Domain
Enter a domain name in correct syntax (for example, cisco.com). The valid characters for this field are ASCIl characters, numerals, hyphen (-), and period (.). If you use the wrong
syntax, Cisco ISE services might not come up on launch,

example.com

Mame Server
Enter the IP address of the name server in correct syntax. If you use the wrong syntax, Cisco ISE services might not come up on launch,

172.18.5.150

NTP Server
Enter the IP address or hostname of the NTP server in correct syntax (for example, time.nist.gov). Your entry is not verified on submission. If you use the wrong syntax, Cisco ISE
services might not come up on launch.

172.18.5.150

Services

ERS
Do you wish to enable ERS?

yes v
OpenAPI
Do you wish to enable OpenAPI?

yes v
pxGrid
Do you wish to enable pxGrid?

yes v
pxGrid Cloud
Do you wish to enable pxGrid Cloud?

yes v

BREGUIEAEEZBILEET -,



User Details

Enter Password
Enter a password for the username “admin®. The password must be aligned with the Cisco ISE password policy. The configured password is used for Cisco ISE GUI access.
Warning: The password is displayed in plaintext in the User Data section of the Instance settings window in the AWS Console,

Confirm Password
Retype Password

ssassmsss

T—E#FTFEER. EENext.

CloudFormation Stacks Create stack

Step 1 Configure stack options

Specify template

Step 2 Tags
Specify stack details You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unigue tags for each stack. Learn more [

Step 3
Configure stack options v e

Step 4
Review

Permissions

Choase an LAM role to explicitly define how CloudFormation can create, modify, or delete resources in the stack. If you don't choose a role, CloudFormation uses permissions
based on your user credentials. Learn more E

1AM role - optional
Choase the 1AM role for ClaudFormation to use for all opérat iong per formed on the stack.

IAM role name ¥ v

Bl ¥ Review StackiR & , [ TR B3 # ¥ Create stacks

Stack creation options

Timeout

Termination protection
Disabled

P Quick-create link

Cancel Previous I ‘ Create change set [ Create stack

HEHEE , KHAETICREATE_COMPLETEMEE,




CloudFormation Stacks AWS-ISES-Stack

= Stacks (1) [&]
Q
Active ¥ O View nested
1
.a'.NS-KSEh-S!at! o o
2021-05-14 16:07:45 UTC+0200
(%) CREATE_COMPLETE

S RR5. B AWS EHISE

EHBISESE |

AWS-ISE31-Stack
Stack info Events Respurees
Events (5)
Timestamp

2021-09-14 16:08:08 UTC+0200

2021-09-14 16:08:06 UTC+0200

2021-09-14 16:07:51 UTC+0200

2021-09-14 16:07:49 UTC+0200

2021-05-14 16:07:43 UTC+0200

Outpusts Parameters

Logical ID

AWS-ISE31-5tack

IseEc2instance

IseEc2instance

lceEc2instance

AWS-ISES1-Stadk

Delete

Template Change s&ts

Status

(&) CREATE_COMPLETE
@ CREATE_COMPLETE
(@ CREATE_IN_PROGRESS
(@ CREATE_IN_PROGRESS
e

REATE_IN_PROGRESS

Services > EC2 > Instances A 4REC2411H) , 20T B

CloudFormaticn Stacks AWS-ISEZT-Stack
[ Stacks (1) [C
Q

Wi nested
actve v | D View

AWS-ISE31-Stack
-]

2021-09:18 16:07:43 UTC+I200
(@) CREATE_COMPLETE

AWS-ISE31-Stack

Stack info Events Outputs Parameters Template Change sets
Resources (1)

Q
Logical ID a Physical ID Type Status
IzeEc2instance 083016 1F061 74445 [A AWS-EC2-Instance (2 CREATE_COMPLET

Delete

Update Stack actions ¥ Create stack ¥

Status reason

Resgurce creation Initiated

User Initiated

;58 ZIResources B & LA 1R #E CloudForms 2 3 fY EC24 18 (2 & E i 2

Update Stack actions ¥ Create stack ¥

Status reason Module

TE

i#ZPhysical IDLABIRKEC2 InstancesiZ ¥, H{RStatusREEE22EEIBREMNME,

Instances (1) o
Q

New EC2 Experience
L o} pes 5

Name

search: i-0Bc30161fb61744d5

Clear filters

Instance 1D

&) Running

-08c30161fb61744dS

Instance state

Instance type ¥

ag cS.dxlarge

c instance state ¥

Status check Alanm status

2 2/2 checks passed  Noalanms  +

TR ouvch mances |+
1 @
Availability Zone FPublic IPv4 DNS Public

eu-gentral-1a =

BEHEID, ABBSSHRHTTPSHEEIRTLAIPv4itsit/FAHIPv4 DNSE5RISE,

MisE : MR EBEFIPv4ith it /A IPv4 DNSEHRIISE |

B R o

BIBEAIPv4it it BEBSSHEA M ISE R A :

[centos@p-172-31-42-104
The authenticity of host
ECDSA key fingerprint is
ECDSA key fingerprint is
Are you sure you want to
War ni ng:
Last | ogin:

SR 17 1E 15 16| SE S bk O HBK

Per manently added ' 10.0. 1. 100
Tue Sep 14 14:36:39 2021 from 172. 31.42. 104

~]$ ssh -i aws.pem admin@10.0.1.100

'10.0.1.100 (10.0.1.100)' can't be established.
SHA256: GENdGZ1r gPYnj nl dPcXOLcJg9VI CLSxnZAOknOCf MPs.
MD5: aa: el: 7f : 8f : 35: €8: 44: 13: f 3: 48: be: d3: 4f: 5f: 05: f 8.
conti nue connecting (yes/no)? yes

(ECDSA) to the list of known hosts.

Failed to log in O tine(s)

| SE31- 2/ adnmi n#



BEE : BIBSSHAFBISEANEE20 8, EEIMREISERERAR , HIR "Permission
denied(publickey)(Ff AT RE4IE B (publickey)), . #HFRHS.

{5 Fishow application status iseZ8 3% IR = & IE1E1E1T :

| SE31- 2/ adm n# show application status ise

| SE PROCESS NAME STATE PROCESS | D

Dat abase Li stener running 27703

Dat abase Server running 127 PROCESSES
Application Server running 47142
Profil er Database running 38593

I SE | ndexi ng Engi ne runni ng 48309

AD Connector running 56223

M&T Sessi on Dat abase running 37058

M&T Log Processor running 47400

Certificate Authority Service running 55683
EST Service running

SXP Engi ne Service disabl ed

TC NAC Service disabl ed

Passivel D WM Servi ce di sabl ed

Passi vel D Sysl og Service disabled

Passi vel D APl Service disabl ed

Passi vel D Agent Service disabl ed

Passi vel D Endpoi nt Servi ce disabl ed

Passi vel D SPAN Servi ce di sabl ed

DHCP Server (dhcpd) disabl ed

DNS Server (naned) disabled

| SE Messagi ng Service running 30760

| SE APl Gateway Dat abase Service running 35316
| SE APl Gateway Service running 44900
Segnent ation Policy Service disabled

REST Aut h Service disabl ed

SSE Connect or di sabl ed

Hernmes (pxGid Cloud Agent) Service disabled

| SE31- 2/ adm n#

FiEE : HASSHAARISERT , EEARMN10-150 E F gL B EITARRE,

Application Server & runningiX &8 , BT LUBIBGUIGERISE , 1T BT Ro
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= Cisco ISE Administration . Systam

Health Checks Backup & Restore Admin Access Settings

Logging Maintenance Upgrade

Daployment Licensing Certificates
Deployment Nodes List Specify Hostname
Daploymant
B Register ISE Node - Step 1: Specify Node Host FQDN (hostname.domain-name) and Credentials
3 Deployment
Host FODN"
2 PAN ralicandr 5031 -7 example.com
Lgaar Nafne®
admin
Password®
208000000
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Warning

The node you are trying to register uses a self-signed certificate which is not
trusted.
Are you sure you want 1o trust this certificate and proceed with registration?

If you are unsure, please click "Cancel Registration’ Manually import relevant
certificate chain of Mode that is being registered into "Trusted Certificates' and
ensure 'Trust within ISE" checkbox is selecied.

Please note that this certificate will by default be trusted only for authentication
within ISE. If the same certificate needs to be used for other purposes (e.g. client
authentication and syslog), please enable those options by editing the cerntificate

under the 'Trusted Certificates' page.

Serial Number : 34 B8 85 F0 48 2D 51 74 DC F4 3B EE
Issued to : CH=ISE31-2_example.com
Issued by : CH=ISE31-2 example.com
Issued On : Tue Sep 14 16:25:36 CEST 2021
Expires On : Thu Sep 14 16:25:36 CEST 2023
Signature Algorithm : SHA3B4withRSA
SHA-256 Fingerprint : 58 BF OE C4A BE D1 3E OF 87 OA E6 OB D6 9F F1 6B AC OE
AQ 85 0D BA 2F C2 72 95 A2 E3 BD 24 02 BD
SHA-1 Fingerprint : B3 36 68 48 1B 3B 35 2B 12 E6 3D BC 90 10 6D E6 A7 BC A4
8D
MDS Fingerprint : F5 7A ED OB 04 CB BD 0C A3 32 D6 38 5C 34 BE ZE

Cancel Registration Import Certificate and Proceed

BELEENAC  REE-TEX.



= Cisco ISE

Deployment Licensing

Certificates

Deployment

Jf Deployment

3 PAN Failover

Administration - System

Logging Maintenance Upgrade Health Chacks Backup & Restore

Configure Node

Register ISE Node - Step 2: Configure Node

General Settings
Hostname ISE31-2
FOON ISE31 - 2.axampde com
IF Address 10.0.1.700
Nase Typo Identity Sarvices Engina (I5E)

Rode SECONDARY

@l Administration

b

#  Monitoring
-

Policy Service

> pxGrid

Admin Access Settings

FEERE , RS ERIERRE , H L ABERRERIMG R,

Administration - System

= Cisco ISE
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Doployment Deployment Nodes
=
Salected 0 Tatal 2
s Deployment
Bieg
A= PAN Fallovar
Hostname Porsonas Role(s) Services Mode Status

O SE3 -2 Administration, Monitoring, Policy Service SEC[A), SECIM) SESSION PROFILER a
O a8 Adminisiration, Moailofing, Pelicy Sendce PRIJA]. PRIIW) SESSION PROFILER

SRR ISERELADES

H I EESBHEESNEE DR, 2FActive Directory , iZ#ZAdd,
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= Cisco ISE

Identities Groups

External Identity Sources

Administration - Identity Management

Identity Source Sequences

External Identity Sources

= &

I Certificate Authentication F

= obBC

©J RADIUS Token
1 RSA SecurlD
1 SAML Id Providers

£ Saocial Login

Active Directory

() 3 &
+ Add Q) Node View

(=) Join Point Name

B EBiS BB B Active Directorylg] , ZIZER XK.

= CiscoISE

Identities Groups External ldentity Sources

External Identity Sources Connection

=

Identity Source Sequences

Administration - ldentity Management

Settings

Certificate Authentication F

| * Join Point Name

EXAMPLE I

' Active Directary

Damain

= Active Directory

example.com

LDapP

! ODBC
RADIUS Token

! RSA SecurlD
SAML Id Providers

T Social Login

E W A& B2 Active Directory® 4 |, FEiZ1ZEYes,

Advanced Tools

Settings

Scope Mode

Active Directory Domain

Mo data available
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Information

Would you like to Join all ISE Nodes 1o this Active Directory Domain?

No Yes

WAADERAERBNRE K ABE—THE. ISEEIERINEEActive DirectoryB &% , SIEIRER
BB "BxMK .

Join Operation Status

Status Summary: Successful

ISE Node <~ Node Status
ISE31-2.example.com Completed.
ise31.example.com Completed.

Close

B 5l

BEBAWS EHISERS , F2HISEEREEMNEHRHE D .
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= Cisco IS Operations - RADIUS

Live Logs Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

0 0 0 1 0

B 8B 8 @

SRR
AERMENEA T AR B ERETREBHER,
CloudFormation3E k%2 31 5 B

CloudFormationi#( B2V AREHNZBREEM AN , EF —EARRM I ELVPNAHRIZEISEEE
BETENZ S, SBRESRPWEREL,

ISE31-AWS

BRRTTR

BAERRE—EVPCERZLE, EEZVPC RBETHELM , FELXLMID , BRTCHERER
KIVPC (ISEFFERIILE ) , BREVPC ID.
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32 1 88 AAA/Radius 8 BRAE 8

aaa new node

!

!

aaa group server radius |SE-G oup

server nane | SE31-2

server nanme | SE31-1

!

aaa aut hentication dotlx default group | SE-G oup
aaa aut horization network default group | SE-G oup
aaa accounting dot1x default start-stop group |SE-G oup
!

aaa server radius dynam c-author

client 172.18.5.100 server-key cisco

client 10.0.1.100 server-key cisco

!

aaa session-id conmon

!

dot 1x system auth-contro

!

vl an 1805

!

interface G gabitEthernet1/0/2

descri pti on VMA N10

swi tchport access vlan 1805

swi tchport node access

aut henti cation host-npde nulti-auth

aut henti cati on order dot1x nab

authentication priority dotlx mab

aut hentication port-control auto

mab

dot 1x pae aut henti cator

!

interface VI an1805

ip address 172.18.5.3 255.255.255.0

!

!

radi us server |SE31-1

address ipv4 172.18.5.100 aut h-port 1645 acct-port 1646
key cisco

!

radi us server | SE31-2

address ipv4 10.0.1.100 auth-port 1645 acct-port 1646
key cisco
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