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[E 3 Tables
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[ Views
B [ Synonyms
_J Programmability
[ Service Broker
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[# [ Roles
[# 3 Schemas
H [ Asymmetric Keys
[ Certificates
[# [ Symmetric Keys
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_| VLAN

Projectld
UserGroup

varchar (MAX)
varchar(MAX)
varchar(MAX)
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Allow Mulls
Data Type
Default Value or Binding
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UserGroup
Yes
varchar(MAX)

<databass default=
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| @user_id varchar(255)

| AS

IBEGIN
EIIF EXISTS(SELECT Username

| FROM TestTable
| WHERE Username=fluser_id)

Z'—j'iSELEET @,1,2,3, 'This is a very good user’

| FROM TestTable

| WHERE Username=@user_id
| ELSE

| SELECT @, 'ERROR'

[ END
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ICREATE PROCEDURE [dbo].[SGTRetrieval]
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AS
[FIBEGIN
=|IF EXISTS(SELECT * FROM TestTable WHERE Usergroup=guser group)
Elbegin
Set @result=0
Select sgt from TestTable2 where SGT in (select SGT FROM TestTable:
End
Set @result=1
END
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ODBC List = ISE_ODBC

QOB List » Mew ODBC Identity Source

n. 0ODBC Identity Source
- Connection

Stored Procadures

*Name | sDa_s0L

Description

Attributes Groups

ODBC Identity Source
General

ODBC DB connection details

Stored Proceguras

Attributes

roups

* Hostname/lP[: port]
* Database namea
Admin username

Admin password

* Timeout

* Retries

* Database type

bast-ad-ca.cisco.com

| ISEDB

| ISEDBUSer

AR

-
| Test connection

Microsoft SCL Sery

Test Connection

Connection succeeded
Stored Procedures

{) Piain text password authentication - Not Configured
«) Plain text password fetching - Not Configured

¢) Check username or machine exists - Not Configured
{) Fetch groups - Not Configured

{) Fetch attributes - Not Configured
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» Authentication * Name | SOL AuthZ |
~ Authorization Descripton | 4
* Access Type [ACCESS ACCEPT -]
Authorization Profiles
Downloadable ACLs Network Device Profile &k Cisco| »| @
Lailing Service Template
Track Movemaent

» Posture

Passive Identity Tracking
+ Client Provisioning

¥ Common Tasks

Security Group

¥ VLAN Tag D 31 Edit Tag | |D/Name | 100

Voice Demain Permission
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+ Advanced Attributes Settings
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s

Base license consumed

Session Events

2017-09-12 04:28:46.89
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RADIUS Accounting watchdog update

Authentication succeedead

Authentication succeeded
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RADIUS Token
RSA SecurlD
SAML Id Providers

Soclal Login

SER2 EfEODBCHEE LM [RFBE|EHUBEECisco ISERREIMAVIBRE,



= Cisco ISt
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External Identity Sources
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Stored Procedures

nnection

Certificate Authentication F

Active Direetory

LOAP e procedurs tyne

SEAuthUser

cosc Plain text password authentication
5 SDA_SQL
Plain tex? password Tasching SEFetchPas:

RADIUS Token

Chock usemame o

RSA Securll

SAML Id Providers
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Soclal Login
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Settings
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QDBC Identity Source

Certificate Authentication F Attriputes

Aetive Directory
LDAP
Name Type Dafault Value Nama in ISE
ODBC
SDA_SOL

RADIUS Token

RSA SecurlD

Soclal Login
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RiEEB i g oEih] 518 (RE) FRRE i

VLAN s 100 C;‘ZS ( AR VIan& 8
cts:security-group-

sgt FE 100 tag=0003-0 ( A%
SGTf )

. ERERHFIF |, VLANE R KRvIan name & sgt valuefX RSGTHcisco-av-pairB % ( + /<ML
) o
b |dentity Services Engine Home  + ComlextVisibiity  + Operations

User Custom Attributes

Predefined User Attributes (for reference)

* User Custom Attributes

Mame (o] Default Value Mandatory
| [w User [ 0 | [czs ] O =
[ sat | [SGT detail of the Usar | | String =| [Maxiength: 100 | [ ts:security-prau 0O =<

TERHERAFERAEEERBMERIRERERR , URTEEEAENvianfsgtE. EfnZElPolicy >
Policy Elements > Results > Authorization > Authorization Profiles > Add. 7£Advanced Attributes
Settings T#Ti8 T 5 B 1%,
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Cisco:cisco-av-pair WEBEA#E : sgt
Radius: Tunnel-Private-Group-ID WEBFEMAE : vian
Radius:Tunnel-Medium-Type 802
Radius:Tunnel-Type VLAN

MEFFR , BRAIERE |, B EE RiInternal_user2 7 5 fid & AlnternalUser:sgt &
InternalUser:vlanfySGT#1Vlan,

"tk identity Services Engine Home ContextVisbiity  + Operations » Administraion  » Work Centers

Policy Seis  Profiling Posture  Client Provisioning | ~ Policy Elemenis

Dictionaries  » Condiions  ~Results

@  Authorization Profiles > New Authorization Profile

Authorization Profile
b Authentication

*Mame [ Intemal_user |

= Authorization
Description [

Autherization Profiles *Access Type [ACCESS ACCEPT -]

Downloadable ACLs
Metwork Device Profile gt Claco |« | &
¥ Profiling
Sarves Tormpate
» Posture
Track Movement
¢ Client Provisioning Passive Identity Tracking

* Commaon Tasks

* Advanced Attributes Settings

|Cf.m_'asm-au‘-pair | =|[nmrnaluscr.sgt ]
|Gsm:dsm-av-pair | = [IntcrnulUsw:vlnﬂ |
Radius: Tunnel-Medium-Type | = Iﬂl |
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