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-BEERTH
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RE
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= (Cisco ISE Administration - System

Deployment Licensing Certificates Lagging Maintenance Upgrade iealth Checks Backup & Restore Admin Access Settings
Edit Certificate Template

Certificate Management

Certificate Authority

Overview
Issued Cortificates Subjirct
Cartificate Authority Certifica.. Common Name {CM} SUsarName$

Internal CA Settings

I Certificate Templates

External CA Settings Organization {0

i MAC Address

Glient Authentication || Server Authentication

TR ABREEEREY A B RIGERR

B ZISE >TEHD> BYOD >EFRMEC. 2 — TAdd , RER T HiE E iEENative Supplicant
Profile(NSP),

#1TESSID BYOD#REZ Bl , kSSIDABAEHEBERNBBER, BEHEEATLS, BIEE
E—SHEIHEFESER Iﬁ%ﬁ‘?—ﬂ«)\ﬁﬁﬁ?Ean’JEAP_Certlflcate_TempIateo

EARRET  REFTEESECAEACRAENEHRIORE. EXR6+d  cREAERESD
BE. BHURERESERE.

= Cisco ISE Work Centers - BYQOD
dentities ldentity Groups MNetwork Davices Ext 1d Sources Client Provisioning Portals & Components ‘olicy Elements Palicy Sats
e :
Raw
Des
) & o
axy # i File
Winless Profie "L
axy b

SSID Name Prox cate Templ...

Allowed Protocol * ns w
BYOD-Dotlx = = Seetificate_temp

» Optional Settings

Windows
Settings




HER4. BWindows K B 2 3 & 5 i B R BK o

EfEISE > T4 0> BYOD >F F IRl >%F F iR E R, ZFFERRHESWindows ALL.
EEWinSPWizard 3.0.0.281 L — 2 I HINSP,

= Cisco

Client Provisioning Policy

Rule Name Identity Groups Operating Systems Other Conditions Results

e ae

SR ARETMABYODEENRKEEZVRREEER.
E#n ZISE > Policy > Policy Elements > Results> Authorization > Authorization Profiles > Add.
f£Common Task T , iZ{ZNative Supplicant Provisioning. E&EWLC LI EEEACLEZ B

EEBYODMIF, WECATERMFE, BRI BERBYODMFE, EMEIISE >TEHH>
BYOD >FIF Mttt , A& FiEAd,

= Cisco ISE Policy - Policy Elements

Conditions Results

Client Provisioning

SR BUBEREER,

EfEISE>EE-ARSHR-BREERR. THEEVHINEEREERAEARAREELRE
BR,
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Administration - Identity Management

Groups External |dentity Sources dentity Source Sequences Settings

t > cer_prafile
External ldentity Sources

Certificate Authentication Profile

I Certificate Authentication F

<3 cert_profile

“1 Preloaded_Certificate_Prof Description

1 Active Directory
“1 ADJoloint #
51 LDAP
O ODBC dentity Store [mot applicabla) w
5 RADIUS Token
~ RSA SecurlD Use Identity Fram © Certificate Annbute Subject - Common Mi ~

51 SAML Id Providers

o

0 Social Login

Mateh Client Cartificate Against

[« I
Certificate In identity Store

O

@]

SRTEVHORFINEFEEL - SHRUNIBERECRACARREELERER. EFERAE
#BYODEEMERHMITEAP-TLSLLER T LB AR , ERAFMN,

= Cisco ISE Administration - Identity Management

|dentities Groups External Identity Sources Identity Source Sequences Settings

For_Teap

Identity Source Sequence

~ ldentity Source Sequence

* Mame o .
BYOD_id_Store

v Certificate Based Authentication

Selact Certificate Authentication Profile cert_profile e

~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

nternal Users

SRCEVURKE, FHRBRBANBERE,

B FISE > Policy > Policy Sets. X3 5 B & Y i1
BYSHREBRBLBEE L —SPEINSHREF,
B REREE, S ER N MERE.



1 HRAGEMBYODWRE, RHESRSTEVYNEEREEER.
2.EFEMBYODIEHITEAP-TLSHEE, RTFHELKENTEHBEF K,

= Cisco ISE Policy - Policy Sets

+ Authentication Policy (1)

Status  Rule Name Conditions

[ Default

2 Authorization Policy - Local Exceptions

» Awthorization Policy - Global Excepiions

Authorization Policy (3)

Results

Status Rule Name Conditions Profiles

BYOD_id_Store

Natwork Access-EapAuthentication EQUALS EAP-TLS
[ Full_Accesss AND PermitAccess
19 EndPolnts EYODReglstration EQUALS Yes

[ BYOD_Redirect k EndPoints: BYODRegistration EQUALS Unknown BYOD_Wireless_Redira.

WLCHEAE
S B 1. EWLC EE&ERadiusfa fRag.

B ¥ F Security > AAA > Radius > Authentication.

» Options

Security Groups

Select from list

Select from list
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Clisco

MONITOR WLANs CONTROLLER

COMMANDS

HELP

FEEDBACK

Security

w AAA
General
w RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVP
P TACACSH+
LDAP
Local Net Users
MAC Filtering
w» Disabled Clients
User Login Policies
AP Policies
Password Policies

Local EAP

b

Advanced EAP
Priority Order
Certificate

- v

Access Control Lists

w

Wireless Protection
Policies

h

Web Auth

-

TrustSec
Local Policies

Umbrella

Advanced

b

-

WIRELESS SECURITY  MANAGEMENT

RADIUS Authentication Servers > Edit

Server Index

Server Address{Ipv4/Ipvs)
Shared Secret Format
Shared Secret

Confirm Shared Secret

Key Wrap

7

10.106.32.119

(ASCII W

® ]

I..o.n.l.

® |

IApﬂpiy Cisco ISE Default settings

Apply Cisco ACA Default settings {]
IPort Number 1812 I
Server Status lm|
I Support for CoA | Enabled |]
Server Timeout E\ seconds
Network User Enable
Management Enable
Management Retransmit Timeout E‘ seconds
Tunnel Proxy [ Enable
Realm List
PAC Provisioning [T Enable
IPSec I:l Enabie
Cisco ACA [ enable

B ¥ ZSecurity > AAA > Radius > Accounting.

CisCo

MONITOR  WLANs

CONTROLLER

WIRELESS COMMANDS

HELP

c (Designed for FIPS customners and requires a key wrap compliant RADIUS server)

FEEDBACK

Security

* AAA
General
» RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
w Disabled Clients
User Login Policies
AP Policies
Password Policies

v

Local EAP
Advanced EAP
Priority Order

-

b 4

Certificate
b Access Control Lists

Wireless Protection
Policies

b4

v

Web Auth
TrustSec

-

SECURITY  MANAGEMENT

RADIUS Accounting Servers > Edit

Server Index

I Server Address(Ipv4/Ipve)

Shared Secret Format
Shared Secret
Cenfirm Shared Secret

Apply Cisco ACA Default settings

IPort Number

7

10.106.32.119 |

[ascIT v

e D]
T ® 1
]

1813 |

Server Status
Server Timeout
Network User
Management
Tunnel Proxy
Realm List

PAC Provisioning
IPSec

Cisco ACA

& ER2 ELEDot1x SSID,

Enabled »
| 5 seconds

Enable
[ Enable
[ Enable

] enable
[ Enable

) enable



CISCO MONITOR. WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANSs > Edit 'BYOD-Dot1x'
~ WLANs —— ) -
e General I Qos I Policy-Mapping : ]
[ 2
ool Profile Name [8v0D-Dot1x o]

Type WLAN
SsID [BYoD-Dot1x |
Status Enabled
Security Policies [WPA2][Auth(802.1X)]

(Modifications done under security tab will appear after applying the changes.)

Radio Policy [an ™~
I Interface/Interface Group(G) |management v I

Multicast Vlan Feature I Enabled

Broadcast 551D Enabled

NAS-ID |none

Lobby Admin Access ]

NI
CISCO MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANs WLANSs > Edit 'BYOD-Dot1x’
 WLANS rE—T— T
WLANS !_.—]Gumtal Security | QoS | Pol
! - —
» Advanced || Layer 2 l: Layer 3 i AAA Servers |
Layer 2 Security & | WPA2+WPA3 v
Security Type Enterprise v |
MAC Filtering 2 O

WPA2+WPA3 Parameters

Policy Bwpaz  [weas

Encryption Cipher B ccmpize(acs) [lccmpz2se Cecmpize [lacmp2se
Fast Transition

Fast Transition

Over the DS

Reassociation Timeout Seconds

Protected Management Frame

PMF Disabled »

Authentication Key Management 12

802.1X-SHA1 Enable



CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANS WLANs > Edit 'BYOD-Dot1x'
T General | security | QoS | | Advanced |
WLANS e oy
b Advanced

| Layer2 | Layer3 || AAASservers |

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface [_IEnabled
I Apply Cisco ISE Default Settings  EdEnabled I

Authentication Servers Accounting Servers EAP Parameters

Enabled Enabled Enable O
Server 1 [IP:10.106.32.119, Port:1812 ~ |[1IP:10.106.32.119, Port:1813 v |
Server 2 | None ~ || None v |
Server 3 | None w || None v |
Server 4 | None ~ || None v |
Server 5 | None v |[ None v |
Server 6 |None v |[ Mone v |

Authorization ACA Server
[ enabled

Accounting ACA Server
[ Enabled

MONITOR

WLANS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit 'BYOD-Dot1x'
* WLANs . : oy re
kst | General | Security | QoS | Policy-Mapping | Advanced
» Advanced
[ atow ana override Enabled | DHCP
Coverage Hole Detection Enabled DHCP Server _| override
Enable Session Timeout | 1800 |
SESSIDH Timeout (secs) DHCP Addr. Assignment [ Required

Ajronet IE

Diagnostic Channel 12
Qverride Interface ACL
LaverZ Acl

URL ACL

P2P Blocking Action

Client Exclusion 2

Maximum Allowed Clients &

Static [P Tunneling 4

Wi-Fi Direct Clients Policy

Maximum Allowed Clignts Per AP Radio

Clear HetSpot Configuration

Eenabled

[CJenabled

1Pv4 | None 1Pv6 [None v |
[ h

“nne hl

Disabled ~ |
Enablad e
B Timeout Value {secs)
[o |
[CJenabled

Disabled w

200 |

[ |Enabled

SER3. B EEEMACLUARMARNEERE BT AT,

- AFTEIDHCPFIDNSHUDPRE ( FARXIE R T SLFFDHCP ) »

* ;ElSEJEERO

?E%ﬁ/smulbio

F#:BYOD-Initial ( EREEERERPFH T RACLHNEMEE

Management Frame Protection (MFP)

MFP Client Protection 2 | Optional » |

DTIM Period (in beacon intervals)

—_

802.113/n (1 - 255) '.'l

so2.1ib/gin(1-255) |1 00000 |

NAC

NAC State [ISENAC W |

Load Balancing and Band Select

Client Lead Balancing
Client Band Select

Passive Client

)

Oog



OMITOR  WLANS

Security Access Control Lists > Edit
¥ AAA
b Local EAP General
Advanced EAP !.-m:ess Lisk Mame BYOD-Initial ]
¥ Priority Order Deny Counters Q
»
Centificate Seq Action Source [P/ Hask Destination [P/ Mask Protocol Source Port Dest Port DECP  Direction  Number of Hits
~ MAccess Control Lists 1 Permit  0.0.0.0 / 10.0.0 0.0.0.0 / 0.0.0.0 upP Ay Any Aty Any 0 (-]
Atcess Control Lists
CPU Access Contraol Lists =~ 2 Permit 0.0.0.0 / 0.0.0.0 10.106.32.119 / 255.255.2585.255% Any Any Any Any Any o [=]
it - Permit 10.106.32.119 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any ARy Any Ay o
» Fle.-:l:gr‘r:cl ACLs
Layer2 ACLs
URL ,\r_rs 4 Demy 0.0.0.0 4 0.0.0.0 0.0.0.0 /0.0.0.0 ANy any Any Any Any 2] a
Wireless Protection
Policies
F ‘Web Auth
¥ TrustSec
Local Policies
b Umbrella
F Advanced
Cisco ISE Cperations - RADIUS Fy Q @ B &
Live Logs Live Sessions
—
Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Chent Stopped Responding Repeat Counter

0 0 1 0 0

-
) Resst Ropeat Cou Filtes

Tima Status Datails Ropod.. Endgoint ID Idantity Group  Authenti..  Authorization Policy Authorization Profiles B

® w Ielity Endpeing 1D Identity Group Authenticst  Authorization Policy Authorization Prafiles €

Now 20, 2020 11:12:47.4 [ ] a o ot] Duser SO:IEAAELD... Wirstess > Wiralass >> Full_Acceoss Pormithccess w

Nowv 28, 2020 11:13:47.2... a ot wuser S0:IE-AMELE AogistoredDewices  Wirsless »..  Wirsless »> Full_Accoess Permithccess w

New 20, 2020 11:10:52.9, B a dotlzuser BOMEAAES S Prafiled Wirsless >, Wirsleas »» BYOD_Redicoct EYOD_Wireless_Recinect TF

1ERBEAE  FRAEERERERBNRIEHNTPEAPEEE, EISEL , FREHZEEMR
BIBYOD-Redirect,



Cisco ISE

Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Palicy

Authorization Result

5200 Authentication succeeded

dot1xuser

50:3E:AA:E4:81:B6 &

TP-LINK-Device

Wireless >> Default

Wireless >> BYOD_Redirect

BYOD_Wireless_Redirect



Cisco ISE

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id
Endpoint Profile

Authentication |dentity
Store

Identity Group
Audit Session Id

Authentication Method

2020-11-29 11:10:57.955

2020-11-29 11:10:57.955

isee30-primary

5200 Authentication succeeded

dot1xuser

User

50:3E:AA:E4:81:B6

50-3e-aa-ed4-81-b6

TP-LINK-Device

Internal Users

Profiled

0a6a21b20000009a5fc3d3ad

dot1x

Authentication Protocol

PEAP (EAP-MSCHAPv2)

Service Type

Network Device

Framed

WLC1

2. 7#BYOD&#& , EAEWHEIEMEE , REHNTEAP-TLSH BB T LB AT #,



Cisco |SE

Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded
dot1xuser

50:3E:AA:E4:81:B6 &
Windows10-Workstation
Wireless >> Default

Wireless >> Full_Acceess

PermitAccess



Cisco ISE

Authentication Details

Source Timestamp

Received Timestamp

Policy Server

Event

Username

Endpoint Id

Calling Station Id

Endpoint Profile

2020-11-29 11:13:47.246

2020-11-29 11:13:47.246

isee30-primary

5200 Authentication succeeded

dot1xuser

50:3E:AA:E4:81:B6

50-3e-aa-e4-81-b6

Windows10-Waorkstation

ldentity Group

RegisteredDevices

Audit Session Id

Authentication Method

0a6a21b20000009a5fc3d3ad

dot1x

Authentication Protocol

EAP-TLS

Service Type

Network Device

BERNERMF
EfnE|MyDevices Portal it A BRFEA. FBAIUEIREZBAN
Al L AMyDevicesP F#Z I URL,

EfEISE >IT4E$ 0> BYOD > FRTH>RNKRFIF>BARE A REBATERENURL,

Framed

WLC1



I l dot1xuser - i
Hihel)l
\ cl S.C O' My Devices Portal

Manage Devices

Meed to add a device? Select Add. Was your device lost or stolen? Select your device from the list to manage it.

Mumber of registered devices:2/5

-

MAC Address...

[J MAC Address Device Name Description Status
[ 50:3E:AAE4:81:86 MyWindows Device Registered

HHNBYODHRE , X HEPSNE R EWFARPRAELISETH —

scep - scep HFEHE . H1E B &filesguest.logMlise-psc.logs.

client-webapp -8 EEB R HEN T, BIEHFEIER-ise-psc.log

portal-web-action — & BE S L KK EEN T, BIEHFER-guest.log.

portal — FTEFIFHHESEH. BEHFHEZR-guest.log

portal-session-manager — B AEFEER — PFIFSFEMHEBNAERES — gues.log
ca-service- ca-service messages — B 1% H#51E % — caservice.logflcaservice-misc.log

ca-service-cert- ca-service certificate messages — B #Z H##& 2% — caservice.logHlcaservice-
misc.log

admin-ca- ca-service admin messages — B % H 551 %ise-psc.log. caservice.logfcasrvice-
misc.log

certprovisioningportal — #E5AE 5 H S — B # B Rise-psc.log
nsf- NSFAEREE 2 — B B Rise-psc.log

nsf-session — 5 REVERIE R — B#ZE BB Rise-psc.log

EITR — AAA — FTEETIRESH. BZEBFER-prt-server.log.
HREFiH B

2§ %temp%\spwProfileLog.txt(flzn
: C:\Users\<username>\AppData\Local\Temp\spwProfileLog.txt)
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ISEB&

Initial Access-Accept with redirect ACLFIRedirect URL for BYOD Portal,

Prrt-server.log-

Radi us, 2020- 12- 02 05: 43: 52, 395, DEBUG, 0x7f 433e6b8700, cnt x=0008590803, sesn=i see30-

primary/ 392215758/ 699, CPMSessi onl D=0a6a21b20000009f 5f c770c7, user =dot 1xuser, Cal | i ngSt at i onl D=50-
3e-aa- e4- 81- b6, RADI US PACKET: : Code=2( AccessAccept) ldentifier=254 Length=459 [1] User-Nane -

val ue: [dot1lxuser] [25] O ass - value: [****] [79] EAP-Message - value: [/ [80] Message-

Aut henticator - value: [.2{webU ApO5<Z] [26] cisco-av-pair - value: [url-redirect-acl =BYOD
Initial] [26] cisco-av-pair - value: [url-

redirect=https://10. 106. 32. 119: 8443/ port al / gat eway?sessi onl d=0a6a21b20000009f 5f c770c7&port al =7f 8
ac563- 3304- 4f 25- 845d- be9f aac3c44f &act i on=nsp&t oken=53a2119de6893df 6¢c6f ca25c8d6bd061] [26] Ms-
MPPE- Send- Key - value: [****] [26] MS-MPPE-Recv-Key - value: [****] |, RADI USHandl er. cpp: 2216

ERREAEERSMIMUBLHEWLCEE DT ISEEE BURLE,

Guest.log -

2020- 12- 02 05:43: 58,339 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443- exec- 5] []
comcisco.ise.portal.Gateway -::- Gateway Parans (after update):

redi rect =www. nsf t connecttest.confredirect client_nmnac=null daysToExpiry=null ap_mac=null
switch_url=null w an=null action=nsp sessionl d=0a6a21b20000009f 5f c770c7 portal =7f 8ac563- 3304-

4f 25- 845d- be9f aac3c44f i sExpired=null token=53a2119de6893df 6¢c6fca25c8d6bd061 2020- 12-02

05: 43: 58,339 DEBUG [ https-jsse-ni o-10.106. 32. 119-8443-exec-5][]

ci sco.ise.portal webaction. utils.RadiusSessionUtil -::- sessionld=0a6a21b20000009f 5fc770c7 :

t oken=53a2119de6893df 6¢c6f ca25c8d6bd061 2020- 12- 02 05: 43: 58, 339 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-5][] cisco.ise.portalwebaction.utils.RadiusSessionUtil -::- Session

t oken successfully validated. 2020-12-02 05:43:58, 344 DEBUG [ https-jsse-nio-10.106.32. 119- 8443-
exec-5][] cisco.ise.portal.util.PortalUils -::- UserAgent : Mzilla/5.0 (Wndows NT 10.0;

W n64; x64; rv:83.0) CGecko/20100101 Firefox/83.0 2020-12-02 05:43:58, 344 DEBUG [ https-j sse-ni o-
10. 106. 32. 119- 8443-exec-5][] cisco.ise.portal.util.PortalUils -::- isMzilla: true 2020-12-02
05: 43: 58, 344 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-5][] comci sco.ise.portal.CGateway -
::- url: /portal/Portal Setup. action?portal =7f 8ac563- 3304- 4f 25- 845d-

be9f aac3c44f &sessi onl d=0a6a21b20000009f 5f c770c7&act i on=nspé&r edi r ect =ww. nmsf t connectt est. cond@Fre
di rect 2020-12-02 05:43:58, 355 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-7][]

ci sco.ise.portal webaction.controller.Portal Flom nterceptor -::- start guest flow interceptor...
2020- 12- 02 05:43: 58,356 DEBUG [ https-jsse-nio-10.106.32. 119-8443-exec-7][]

ci sco.ise.portal webaction. acti ons. BasePortal Action -::- Executing action Portal Setup via request
/portal/Portal Setup. acti on 2020- 12- 02 05: 43: 58, 356 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443-
exec-7][] cisco.ise.portal webaction. actions. Portal SetupAction -::- executeAction... 2020-12-02
05: 43: 58,360 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-7][]

ci sco.ise.portal webaction. acti ons. BasePortal Action -::- Result from action, Portal Setup: success
2020- 12- 02 05:43: 58,360 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-7][]

ci sco.ise.portal webaction. acti ons. BasePortal Action -::- Action Portal Setup Conpl ete for request
/ portal/Portal Setup. acti on 2020- 12- 02 05: 43: 58, 360 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443-
exec-7][] cpm guestaccess. fl owmranager. processor. Portal Fl owProcessor -::- Current flow step:

INIT, otherlnfo=id: 226ea25b-5e45-43f 5- b79d- f b59cab96def 2020-12-02 05: 43: 58, 361 DEBUG [ htt ps-

j sse-ni o-10. 106. 32. 119- 8443-exec-7][] cpm guest access. fl owranager . st ep. St epExecutor -::- Getting
next flow step for INIT with TranEnum=PROCEED 2020- 12- 02 05: 43: 58, 361 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-7][] cpm guest access. f| owmmanager. st ep. St epExecutor -::- StepTran for

St ep=I Nl T=> tranEnum=PROCEED, t oStep=BYOD_WELCOVE 2020-12-02 05: 43: 58, 361 DEBUG [ htt ps-j sse-ni o-
10. 106. 32. 119- 8443-exec-7][] cpm guest access. f| owmranager. st ep. St epExecutor -::- Find Next

St ep=BYOD_WVELCOME 2020- 12- 02 05:43: 58,361 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec- 7] []

cpm guest access. f | owmmanager . st ep. St epExecutor -::- Step : BYOD WELCOVE will be visible! 2020-12-
02 05:43:58,361 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-7][]



cpm guest access. f | ownmanager . st ep. St epExecutor -::- Returning next step =BYOD _WELCOME 2020-12-02
05: 43: 58,362 DEBUG [ https-j sse-ni 0-10. 106. 32. 119- 8443-exec-7][]

cpm guest access. f | owmanager . adapt or . Port al User Adapt or Factory -::- Looking up Guest user with

uni queSubj ect | d=5f 5592a4f 67552b855ecc56160112db42cf 7074e 2020- 12- 02 05: 43: 58, 365 DEBUG [ htt ps-

j sse-nio-10. 106. 32. 119- 8443- exec- 7] []

cpm guest access. f | ownmanager . adapt or . Port al User Adapt or Factory -::- Found Guest user 'dotlxuserin
DB usi ng uni queSubj ect | D ' 5f 5592a4f 67552b855ecc56160112db42cf 7074e' . aut hSt oreNane in

DB=I nternal Users, authStoreGJ D in DB=9273f e30-8c01-11e6-996¢c-525400b48521. DB | D=bab8f 27d-
c44a- 48f 5- 9f e4-5187047bf f cO 2020- 12- 02 05: 43: 58, 366 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443-
exec-7][] cisco.ise.portal webaction.controller.Portal StepController -::- ++++ updatePortal State:
Port al Sessi on (e0d457d9- a346-4b6e- bcca- 5¢f 29el12dacc) current state is | NI TIATED and current step
is BYOD VELCOVE 2020-12-02 05:40: 35,611 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443- exec-6][]

com ci sco. i se. portal Sessi onManager. Portal Session -::- Setting the portal session state to ACTIVE
2020- 12-02 05:40: 35,611 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443- exec-6][]

ci sco.ise.portal webaction.controller. Portal St eiControI ler -::- nextSt ei: BYOD W\EL COVE
& BYOD Welcome 4

¢ o © & htips//10.106.32.119:844 t etup.act tal=7t 1-4125-84 f 4 o o O + IO ® =
cIsco BYOD Portal
o : -

BYDD Welcome

Waltome 12 the BYOO poral

The toliowing sysiem was detected

Windows
Was your device detected incorrectiy?
Setect pour Device

Vingdows

#BYOD#EUE R H L& — T Start,

020-12- 02 05:44: 01,926 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-3][]

ci sco.ise.portal webacti on. acti ons. BasePortal Acti on -:dot 1xuser:- Executing action ByodStart via
request /portal/ByodStart.action 2020-12-02 05:44:01, 926 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119-
8443- exec-3][] cisco.ise.portal webaction.controller. Portal PreResul tListener -:dotlxuser:-
current Step: BYOD_WVELCOMVE

L | ISERMEREEHEBYODFTEMNMERR/ER , WG B BIREABYOD INITAREE,

2020- 12- 02 05:44: 01,936 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec- 3] []

guest access. f | owmanager . st ep. guest . Byod\Wel comeSt epExecut or -:dot 1xuser: - user Agent=Mdzilla/5.0
(Wndows NT 10.0; Wn64; x64; rv:83.0) Gecko/ 20100101 Firefox/83.0, os=Wndows 10 (Al l),

nspSt at us=SUCCESS 2020- 12- 02 05: 44: 01, 936 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443- exec- 3] []
guest access. f | owmanager . st ep. guest . Byod\Wel comeSt epExecut or -: dot 1xuser: - NSP Downl oadal bl e
Resour ce data=>, resource=Downl oadabl eResourcel nfo : WNDOA5_10_ALL

https://10.106. 32. 119: 8443/ aut h/ pr ovi si oni ng/ downl oad/ a2b317ee- df 5a- 4bda- abc3-

ed4ec38eel88c/ Wr el essNSP. xnl ?sessi onl d=0a6a21b20000009f 5f c770c7&os=W NDOA5S_10_ALL nul | nul |
https://10. 106. 32. 119: 8443/ aut h/ pr ovi si oni ng/ downl oad/ 90a6dc9c- 4aae- 4431- a453- 81141ec42d2d/ nul |
nul |l https://10.106.32. 119: 8443/ aut h/ provi si oni ng/ downl oad/ 90a6dc9c- 4aae- 4431- a453-
81141ec42d2d/ Net wor kSet upAssi st ant . exe, coaType=NoCoa 2020-12- 02 05: 44: 01, 936 DEBUG [ htt ps-j sse-
ni 0-10. 106. 32. 119- 8443- exec-3][] cpm guest access. fl owranager. utils. NSPProvAccess -: dot 1xuser: -
It is a WN MAC! 2020-12-02 05:44:01, 936 DEBUG [ htt ps-jsse-nio-10.106. 32. 119- 8443- exec-3][]



cpm guest access. f | owmanager . st ep. St epExecut or -: dot 1xuser:- Returni ng next step

=BYOD_REG STRATI ON 2020- 12- 02 05: 44: 01, 950 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119- 8443- exec- 3] []

ci sco.ise.portal webaction.controller.Portal StepController -:dotlxuser:- ++++ updatePortal State:
Port al Sessi on (e0d457d9- a346- 4b6e- bcca- 5¢f 29el12dacc) current state is ACTIVE and current step is
BYOD_REQ STRATI ON 2020- 12- 02 05:44:01, 950 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119- 8443- exec- 3] [ ]

ci sco.ise.portal webaction.controller.Portal StepController -:dotlxuser:- nextStep:

BYOD REGQ STRATI ON

& Device Information #* e - u ]

&« ¢ @ @ & m 10.106,32.119:84 1 tart.action?f » a0 w @ 1 4 D &

mim
cIsco BYOD Portal

Device Information

Dewice name: *

Rby-Darvice

Description

Device I 20.3EAAES 8180

Continue »

WAKERR  RARE—TEM.

2020- 12-02 05:44: 14,682 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-1][]

ci sco.ise.portal webaction. actions. BasePortal Acti on -:dot 1xuser:- Executing action ByodRegi ster
via request /portal/ByodRegi ster.action Request Paraneters: from=BYOD REG STRATI ON

t oken=PZBMFBHX3FBPXT8(QF98U717| LNOTD68D devi ce. nanme=My- Devi ce devi ce. descri pti on= 2020-12-02

05: 44: 14,682 DEBUG [ htt ps-jsse-nio-10.106. 32. 119-8443-exec-1][]

ci sco.ise.portal.actions. ByodRegi sterAction -:dot 1xuser:- executeAction... 2020-12-02

05: 44: 14,682 DEBUG [ htt ps-j sse-nio-10.106. 32. 119-8443-exec-1][]

ci sco.ise.portal webaction. acti ons. BasePortal Acti on -:dot1lxuser:- Result from action

ByodRegi ster: success 2020-12-02 05: 44: 14,682 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119- 8443- exec- 1] []
ci sco.ise.portal webaction. acti ons. BasePortal Acti on -:dot 1xuser:- Action ByodRegi ster Conplete
for request /portal/ByodRegi ster.action 2020-12-02 05: 44: 14, 683 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443- exec- 1][] cpm guest access. api servi ces. nydevi ces. MyDevi cesSer vi cel npl -

:dot 1xuser: - Register Device : 50: 3E: AA: E4: 81: B6 user name= dot 1xuser i dG oupl D= aal3bb40-8bff -
11e6-996c- 525400b48521 aut hSt or eGUI D= 9273f e30- 8c01- 11e6- 996¢- 525400048521 nadAddr ess=

10. 106. 33. 178 i sSaneDevi ceRegi stered = fal se 2020- 12-02 05: 44: 14, 900 DEBUG [ htt ps-j sse- ni o-

10. 106. 32. 119- 8443- exec- 1][] cpm guest access. f| owmranager . st ep. St epExecut or -: dot 1xuser: -

Ret urni ng next step =BYOD | NSTALL 2020-12- 02 05: 44: 14,902 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119-
8443-exec-1][] cisco.ise.portalwebaction.controller.Portal StepController -:dotlxuser:- ++++
updat ePortal State: Portal Session (e0d457d9-a346- 4b6e- bcca- 5¢f 29el2dacc) current state is ACTIVE
and current step is BYOD I NSTALL 2020-12-02 05:44:01, 954 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119-
8443-exec-3][] cisco.ise.portal webaction.controller.Portal Fl oM nterceptor -:dotlxuser:- result:
success 2020-12-02 05:44: 14,969 DEBUG [ https-j sse-ni o-10. 106. 32. 119- 8443- exec- 10] []

ci sco.cpmclient.provisioning. Stream ngServlet -::- Stream ngServl et

URI : / aut h/ pr ovi si oni ng/ downl oad/ 90a6dc9c- 4aae- 4431- a453- 81141ec42d2d/ Net wor kSet upAssi st ant . exe
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Guest.log -

2020- 12- 02 05:45: 03,275 DEBUG [portal -http-servicel5][]

ci sco.cpmclient. provisioning. Stream ngServlet -::- Stream ngServl et

URI : / aut h/ provi si oni ng/ downl oad/ a2b317ee- df 5a- 4bda- abc3- e4ec38eel88c/ Wr el essNSP. xmi 2020- 12- 02
05: 45: 03, 275 DEBUG [portal -http-servicel5][] cisco.cpmclient.provisioning.Stream ngServlet -::-
Streaming to ip:10.106.33.167 file type: NativeSPProfile file name: Wrel essNSP. xm 2020- 12- 02
05: 45: 03, 308 DEBUG [portal -http-servicelb5][] cisco.cpmclient.provisioning.Stream ngServlet -::-
SPWprofile :: 2020-12-02 05:45: 03,308 DEBUG [portal -http-servicelb][]

ci sco.cpmclient. provisioning. Stream ngServlet -::-

#tspwProfile xmIBE AR % , NSAE EEKREEERI 4 KCSR , ARG HEEEISELFERAURL
https://10.106.32.119:8443/auth/pkiclient.exe B EX & &
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et
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ise-psc.log-


https://10.106.32.119:8443/auth/pkiclient.exe

2020- 12- 02 05: 45: 11, 298 DEBUG [ htt ps-j sse- ni o- 10. 106. 32. 119- 8443- exec- 1] [ ]

ci sco. cpm provi sioning.cert. CertProvisioningFactory -::::- Found incomng certifcate request for
internal CA Increasing Cert Request counter. 2020-12-02 05:45:11, 331 DEBUG [ https-jsse-nio-
10. 106. 32. 119- 8443-exec-1][] cisco.cpm provisioning.cert.CertProvisioningFactory -::::- Key type

is RSA, retrieving ScepCertRequest Processor for caProfil eNane=I SE I nternal CA 2020-12-02

05:45: 11, 331 DEBUG [ https-j sse-ni 0-10. 106. 32. 119- 8443-exec- 1] []

ci sco.cpm provi sioning. cert. Cert Request Val i dator -::::- Session user has been set to = dot 1xuser
2020-12-02 05:45:11, 331 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-1][]

ci sco.cpm scep.util.ScepUtil -::::- AlgorithmAD in CSR 1.2.840.113549.1.1.1 2020-12-02

05:45: 11,331 I NFO [ https-jsse-nio-10.106. 32. 119- 8443-exec- 1] []

com ci sco. cpm scep. ScepCert Request Processor -::::- About to forward certificate request

C=I N, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser with transaction id n@-N6E to server
http://127.0.0. 1: 9444/ caservi ce/ scep 2020-12- 02 05:45: 11, 332 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-1][] org.jscep. nessage. Pki MessageEncoder -::::- Encodi ng nessage:

org.j scep. nessage. PkcsReq@c1649c?2[t ransl| d=4d22d2e256a247a302e900f f a71¢c35d75610de67, nessageType=
PKCS_REQ sender Nonce=Nonce

[ 7d9092a9f ab204bd7600357e38309€e8] , nessageDat a=or g. bouncycast | e. pkcs. PKCS10Certi fi cati onRequest @
4662a5b0] 2020-12-02 05:45: 11, 332 DEBUG [ https-j sse-ni 0-10. 106. 32. 119- 8443- exec- 1] []

org.j scep. nessage. PkcsPki Envel opeEncoder -::::- Encrypting session key using key belonging to

[i ssuer=CN=Certificate Services Endpoint Sub CA - isee30-prinary;

serial =162233386180991315074159441535479499152] 2020- 12- 02 05: 45: 11, 333 DEBUG [ htt ps-j sse-ni o-
10. 106. 32. 119- 8443-exec-1][] org.jscep. nessage. Pki MessageEncoder -::::- Signing nmessage using
key belonging to [issuer=CN=i see30-prinary. anshsi nh. | ocal ;

serial =126990069826611188711089996345828696375] 2020- 12- 02 05: 45: 11, 333 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-1][] org.jscep. nessage. Pki MessageEncoder -::::- SignatureAl gorithm
SHA1wi t hRSA 2020- 12- 02 05:45: 11, 334 DEBUG [ https-jsse-ni o-10.106. 32. 119- 8443- exec- 1] []
org.j scep. message. Pki MessageEncoder -::::- Signing

org. bouncycast | e. cnms. CMSPr ocessabl eByt eArr ay @aa9df cc cont ent
ca-service.log -

2020- 12- 02 05:45: 11, 379 DEBUG [ CASer vi ce- Scep][scep job 4d22d2e256a247a302e900ffa71¢35d75610de67
0Ox67eelld5 request] comcisco.cpmcaservice.CrValidator -:::::- performng certificate request
val idation: version [0] subject [C=IN, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser] ---
out put omtted--- 2020-12-02 05:45: 11, 379 DEBUG [ CASer vi ce- Scep][scep job
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request validation]

com ci sco.cpmcaservice.CrValidator -:::::- RDN value = dotlxuser 2020-12-02 05:45:11, 379 DEBUG
[ CAServi ce- Scep] [ scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67 0x67eelld5 request]
com ci sco.cpmcaservice.CrValidator -:::::- request validation result CA K

caservice-misc.log -

2020- 12- 02 05:45: 11, 380 DEBUG [ CASer vi ce- Scep] [scep job 4d22d2e256a247a302e900f f a71c35d75610de67
0x67eelld5 request issuance] cisco.cpmscep.util.ScepUtil -:::::- AlgorithmdAdD in CSR
1.2.840.113549.1.1.1 2020-12-02 05:45:11, 380 DEBUG [ CASer vi ce- Scep] [ scep job
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

com ci sco. cpm scep. Cert Requestinfo -:::::- Found chall enge password with cert tenplate ID.

caservice.log -

2020- 12- 02 05:45: 11, 380 DEBUG [ CASer vi ce- Scep][scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67
0x67eelld5 request issuance] cisco.cpmcaservice.util.CaServiceUtil -:::::- Checking cache for
certificate tenplate with I D: e2c32ce0-313d- 11eb- b19e- e60300a810d5 2020- 12- 02 05: 45: 11, 380 DEBUG
[ CASer vi ce- Scep] [ scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67 0Ox67eelld5 request issuance]
com ci sco. cpm caservice. CertificateAuthority -:::::- CA SAN Extensions = General Names: 1. 50-3E-
AA- E4-81-B6 2020-12-02 05:45: 11, 380 DEBUG [ CASer vi ce- Scep][scep job

4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

com ci sco. cpm caservice. CertificateAuthority -:::::- CA: add SAN extension... 2020-12-02

05: 45: 11, 380 DEBUG [ CASer vi ce- Scep] [scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67 0x67eelld5
request issuance] com cisco.cpmcaservice.CertificateAuthority -:::::- CA Cert Tenplate nanme =



BYOD Certificate_tenplate 2020-12-02 05:45: 11, 395 DEBUG [ CASer vi ce- Scep] [scep j ob
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

ci sco.cpmcaservice.util.CaServiceUtil -:::::- Storing certificate via REST for serial nunber:
518f a73a4c654df 282f f db026080de8d 2020- 12- 02 05: 45: 11, 395 | NFO [ CASer vi ce- Scep] [ scep j ob
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

com ci sco. cpm caservice. CertificateAuthority -:::::- issuing Certificate Services Endpoint
Certificate: class [comcisco.cpm caservice. CaResul t Hol der] [1472377777]: result: [CA K]

subj ect [ CN=dot 1xuser, QOU=tac, O=cisco, L=bangal ore, ST=Karnataka, C=IN] version [3] serial

[ 0x518f a73a- 4c654df 2- 82f f db02- 6080de8d] validity [after [2020-12-01T05: 45: 11+0000] before [2030-
11-27T07: 35: 10+0000] ] keyUsages [ digital Signature nonRepudi ati on keyEnci pherment ]

ise-psc.log -

2020- 12- 02 05:45: 11,407 DEBUG [ AsyncH tpdient-15-9][] org.jscep. nessage. Pki MessageDecoder -
::- Verifying nessage using key belonging to 'CN=Certificate Services Endpoint RA - isee30-
primary'

caservice.log -

2020- 12- 02 05:45: 11,570 DEBUG [ I nfra- CAServiceltil-Thread][]

ci sco.cpmcaservice.util.CaServiceUtil -:::::- Successfully stored endpoint certificate
ise-psc.log -
£ c @ 0 £ 10.106.32.119:844 1 N s v @ T + ND @ =
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cisco BYOD Portal

Cisco Metwork Setup Assistant

Install

Network Setup Assistant

47 Your device is now configured lor secune

Q\J‘?' access 1o the "BY0D-Dotl =" netwark.

2020- 12- 02 05:45: 13,381 DEBUG [ https-jsse-ni o-10.106. 32. 119-8443-exec-10][]

ci sco.cpm provisioning.cert.CertProvisioningFactory -::::- Performng doGetCertlnitial found
Scep certificate processor for txn id n@-~N6E 2020-12-02 05:45: 13, 381 DEBUG [ https-jsse-nio-

10. 106. 32. 119- 8443-exec-10][] com ci sco. cpm scep. ScepCert Request Processor -::::- Polling

C=I N, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser for certificate request n@-N6E w th
id {} 2020-12-02 05:45:13,385 INFO [ https-jsse-nio-10.106. 32. 119- 8443-exec-10][]

com ci sco. cpm scep. ScepCert Request Processor -::::- Certificate request Conplete for

C=I N, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser Trx |dn@-~N6E 2020- 12- 02 05: 45: 13, 596
DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443- exec- 10][]

ci sco.cpm provisioning.cert.CertProvisioningFactory -::::- BYODStatus: COWPLETE _OTA NSP

HERKR  BEFWEMEAP-TLSHB S — B RELEESTLHBFATE,

prrt-server.log -

Eap, 2020- 12- 02 05: 46: 57, 175, | NFO , Ox7f 433e6b8700, cnt x=0008591342, sesn=i see30-



primary/ 392215758/ 701, CPMSessi onl D=0a6a21b20000009f 5f c770c7, Cal | i ngSt at i onl D=50- 3e- aa- e4- 81-

b6, EAP: Recv EAP packet, code=Response, identifier=64, type=EAP-TLS, |ength=166

, EapPar ser. cpp: 150 Radi us, 2020- 12- 02

05: 46: 57, 435, DEBUG, 0x7f 433e3b5700, cnt x=0008591362, sesn=i see30-

primary/ 392215758/ 701, CPMSessi onl D=0a6a21b20000009f 5f c770c7, user =dot 1xuser, Cal | i ngSt at i onl D=50-
3e-aa- e4- 81- b6, RADI US PACKET: : Code=2( AccessAccept) ldentifier=5 Length=231 [1] User-Nane -

val ue: [dot1lxuser] [25] Cass - value: [****] [79] EAP-Message - value: [E [80] Message-

Aut henticator - value: [U(@yE626| kO ,}] [26] MsS- MPPE-Send-Key - value: [****] [26] Ms- MPPE- Recv-
Key - value: [****] | RADI USHandl er. cpp: 2216

EFIRBA (spwHE )

EFRmBETHEEESR,

[ Mon Nov 30 03:34:27 2020] Downl oading profile configuration... [Mn Nov 30 03:34:27 2020]

Di scovering | SE using default gateway [ Mon Nov 30 03:34:27 2020] ldentifying wired and wirel ess
network interfaces, total active interfaces: 1 [Mon Nov 30 03:34:27 2020] Network interface -
mac: 50- 3E- AA- E4-81-B6, nane: W-Fi 2, type: unknown [ Mon Nov 30 03:34:27 2020] ldentified
default gateway: 10.106.33.1 [Mon Nov 30 03:34:27 2020] ldentified default gateway: 10.106.33.1,
mac address: 50- 3E- AA-E4-81-B6 [ Mon Nov 30 03: 34:27 2020] DiscoverlSE - start [Mon Nov 30

03:34: 27 2020] Discoverl SE input paraneter : strUl [http://10.106.33.1/auth/discovery] [Mn Nov
30 03:34:27 2020] [HTTPConnection] CrackUrl: host = 10.106.33.1, path = /auth/discovery, user =
, port = 80, schene = 3, flags = 0 [ Mon Nov 30 03: 34: 27 2020] [HTTPConnection] HttpSendRequest:
header = Accept: */* headerLength = 12 data = dataLength = 0 [Mon Nov 30 03:34: 27 2020] HTTP
Response header: [HTTP/1.1 200 CK Locati on:

https://10. 106. 32. 119: 8443/ port al / gat eway?sessi onl d=0a6a21b20000009c5f c4f b5e&port al =7f 8ac563-
3304- 4f 25- 845d-

be9f aac3c44f &act i on=nspé&t oken=29354d43962243bchb72193cbf 9dc3260&r edi r ect =10. 106. 33. 1/ aut h/ di scove
ry [Mon Nov 30 03:34:36 2020] [HTTPConnection] CrackUrl: host = 10.106.32.119, path =

[ aut h/ provi si oni ng/ downl oad/ a2b317ee- df 5a- 4bda- abc3-

edec38eel88c/ Wr el essNSP. xrml ?sessi onl d=0a6a21b20000009c5f c4f b5e&os=W NDOANS_10_ALL, user =, port
= 8443, scheme = 4, flags = 8388608 Mon Nov 30 03:34:36 2020] parsing w reless connection
setting [ Mon Nov 30 03:34:36 2020] Certificate tenplate: [keytype: RSA, keysize: 2048,

subj ect: OU=t ac; O=ci sco; L=bangal or e; ST=Kar nat aka; C=I N, SAN: MAC] [ Mon Nov 30 03:34: 36 2020] set
Chal | engePwd

EFIRBEWLANRSE RS EEET,

[ Mon Nov 30 03:34:36 2020] WrelessProfile::StartWanSvc - Start [Mn Nov 30 03: 34:36 2020]

W ansvc service is in Auto node ... [Mon Nov 30 03:34:36 2020] Wansvc is running in auto

node. .. [Mon Nov 30 03:34:36 2020] Wrel essProfile:: StartWanSvc - End [ Mon Nov 30 03: 34: 36
2020] Wreless interface 1 - Desc: [TP-Link Wreless USB Adapter], Guid: [{65E78DDE- E3F1-4640-
906B- 15215F986CAA}] ... [Mon Nov 30 03:34:36 2020] Wreless interface - Mac address: 50-3E- AA- E4-
81-B6 [ Mon Nov 30 03:34:36 2020] Identifying wired and wireless interfaces... [Mn Nov 30
03:34:36 2020] Found wireless interface - [ nane:W-Fi 2, mac address: 50- 3E- AA- E4- 81-B6] [ Mon
Nov 30 03:34:36 2020] Wreless interface [W-Fi 2] will be configured... [Mn Nov 30 03: 34: 37
2020] Host - [ nane: DESKTOP- 965F94U, nmac addresses: 50- 3E- AA- E4- 81- B6]

EFmAREAREESR —

[ Mon Nov 30 03:34:37 2020] ApplyProfile - Start... [Mn Nov 30 03:34:37 2020] User 1d:

dot 1xuser, sessionid: 0a6a21b20000009c5f c4f b5e, Mac: 50- 3E- AA-E4-81-B6, profile: Wrel essNSP

[ Mon Nov 30 03:34:37 2020] nunber of wireless connections to configure: 1 [Mn Nov 30 03:34: 37
2020] starting configuration for SSID : [BYOD Dot 1x] [Mn Nov 30 03:34: 37 2020] appl ying
certificate for ssid [BYOD Dot 1x]

EFmRERE.

[ Mon Nov 30 03:34:37 2020] ApplyCert - Start... [Mn Nov 30 03:34:37 2020] using Chal |l engePwd
[ Mon Nov 30 03:34:37 2020] creating certificate with subject = dotlxuser and subjectSuffix =



OU=t ac; O=ci sco; L=bangal or e; ST=Kar nat aka; C=I N [ Mon Nov 30 03: 34: 38 2020] Self signed certificate
[ Mon Nov 30 03:34:44 2020] Installed [isee30-primary.anshsinh.local, hash: 5b a2 08 1e 17 cb 73
5f ba 5b 9f a2 2d 3b fc d2 86 0d a5 9b ] as root CA [ Mon Nov 30 03:34:44 2020] Installed CA cert
for authMode machi neOrUser - Success Certificate is downl oaded . Oritted for brevity - [Mn Nov
30 03:34:50 2020] creating response file name C:\Users\adm n\ AppDat a\ Local \ Tenp\ response. cer

[ Mon Nov 30 03:34:50 2020] Certificate issued - successfully [Mon Nov 30 03:34:50 2020]

ScepW apper::Install Cert start [Mon Nov 30 03:34:50 2020] ScepWapper::InstallCert: Reading scep
response file [C \Users\adm n\ AppDat a\ Local \ Tenp\response. cer]. [Mn Nov 30 03:34:51 2020]
ScepW apper::Install Cert GetCertHash -- return val 1 [Mon Nov 30 03:34:51 2020]

ScepW apper::Install Cert end [ Mon Nov 30 03:34:51 2020] ApplyCert - End... [Mn Nov 30 03:34:51
2020] applied user certificate using tenplate id e2c32ce0-313d-11leb-b19e-e60300a810d5

ISER.EEREEER

[ Mon Nov 30 03:34:51 2020] Configuring wireless profiles... [Mon Nov 30 03:34:51 2020]
Configuring ssid [ BYOD-Dot 1x] [Mon Nov 30 03:34:51 2020] WrelessProfile::SetWrel essProfile -
Start [Mon Nov 30 03:34:51 2020] TLS - TrustedRoot CA Hash: [ 5b a2 08 le 17 cb 73 5f ba 5b 9f a2
2d 3b fc d2 86 0d a5 9b]

R ES

Wreless interface succesfully initiated, continuing to configure SSID [ Mon Nov 30 03: 34:51
2020] Currently connected to SSID: [BYOD Dot1x] [Mon Nov 30 03:34:51 2020] Wrel ess profile:

[ BYOD- Dot 1x] configured successfully [Mn Nov 30 03:34:51 2020] Connect to SSID [ Mon Nov 30
03:34: 51 2020] Successfully connected profile: [BYOD Dot1x] [Mdn Nov 30 03:34:51 2020]
WrelessProfile::SetWrelessProfile. - End [ Mon Nov 30 03:35:21 2020]
WrelessProfile::1sSingleSSID - Start [Mn Nov 30 03:35:21 2020] Currently connected to SSID:
[ BYOD- Dot 1x], profile ssid: [BYOD Doti1x], Single SSID [Mn Nov 30 03:35:21 2020]
WrelessProfile::1sSingleSSID - End [ Mon Nov 30 03:36: 07 2020] Device configured successfully.



	在Windows和ISE上配置單SSID無線BYOD
	目錄
	簡介
	必要條件
	需求
	採用元件

	理論
	設定
	ISE 組態 

	￼
	WLC組態 

	驗證
	驗證流程驗證 
	檢查我的裝置門戶

	￼
	疑難排解
	一般資訊
	工作日誌分析
	ISE日誌
	客戶端日誌（spw日誌）




