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ﬁﬁﬁﬁﬂ C:\Windows\system32\CertSrv\CertEnroll\
TECALRRERRK K MEARREY —EHER K,
1. ZISTRzE L , BEEERRRLVUBELEIHERRK, ELRGFP , 2T

C:\CRL Distribution & ¥} 3% ,

i | 4 ¥ | Local Disk (C:)

m Home Share View

= w M i » ThisPC » Local Disk (C:) »
Mame
# Quick access
RLDistnbution
B Desktop g _
inetpub
I o
< Downloads Perflogs
5| Documents J Program Files
= Pictures i Program Files (xB6)
System32 Users
Windows
Bl This PC
B Desktop

2. RATHECAKCRLEREAHMERNR  HAMALA, R—TEEFERK | BIF | rropetiest®
— & Esharing?E , REIE— T Advanced Sharing® o



L EEHAENR  BEPUEIAR , ARE "HAZE, Ut AHRAESBREHFE —EX
TURFER ($) LABE 3Rl 3£ A sharethisfolder o




F Share this Folder

Share name:

CRLDistribukiond

4. EPermissioné(']) ) EAddg(z) ) EObject TYPS¥(3) ) %?ﬁi&EFComputersEHYHiﬁM)o



3 Object Types...

5. EiRME "EEFEFEAE, . "EML . "TIRBKRSL = "L HE , K —Tok. & Enter
the object names to select ( A EBENHRER ) o MUP , RO E A CARARZIHY

EFKATE - WINO231PNBS4IPH , A& B Check Names®, INRB AN BZBER , XBBERIF
j&%ﬁ?éﬂl&?o #zi_OK-Fo

Select Users, Computers, Service Accounts, or Groups X

Select this object type:

Users, Computers, Groups. or Built4in security pancipals Object Types...

From this location:

abtomar Jocal Locations...

Enter the object names to select (examples):

WIN-231PNBS4IPH| Check Names
Advanced.. | OK || Cancel

6. TEREAEER, Mih  RBCABH. BBEnon TELIH ) LETFHCANE LB
A

B—okTo BRokB—TLEME "SkAA) REWEEE "EBHE., RE.



Permissions for CRLDistribution$ X

Share Permissions

Group or user names:

82 Everyone

WIN-2Z31PNB54IPH (ABTOMARNWIN-231PNES4IPHS)

. Add. | Remove |
Pemmissions for
WIN-231PNBS4IPH Allow Dery
Full Control ~
Change 1
Read ]

[ ok || cencel || Aol

7. BT ARACABCRLEREAFERR  FEEMENZ S AIE, E— Tscuity(1) , B—T
(Edit2) , B — T (Add3) , & — T object Types(4) , SR IEH computersEBREL T H(5)0



1A Computers 5

8. HBAERENHARBBMAT , WACARRBNEREE , RBEEcheck NamesB, WREA
MEBEN  XBBREFRFAETETER. E—okTo

Select Users, Computers, Service Accounts, or Groups >
Select this object type:

Users, Computers, Groups, or Built4n securty prncipals Object Types...
From this location:

abtomar local Locations...

Enter the object names to select (examples):
WIN-231PNES4IPH|

Check Mames

0K Cancel

9.# "MEHEAEEE, MUBEFECAEZM A ABRE "AonwTEE2H ) URTFHCANTEHM
AT, B—Tok , REEL—TcloeASERIETR



Permissions for CRLDistribution ;4

Securty
Object name:  CACRLDistribution

Group or user names:
82 CREATOR OWNER
SR SYSTEM
82 Administrators (ABTOMAR\Administrators)
82 Users (ABTOMAR\Users)
EWIN-EH PNBS4IPH (ABTOMARNWIN-231PNBS4IPHS)

Add .. Hemove
Pemissions for
WIN-231PNBS4IPH Allow Dery
Full control EE [] =~
Modiy ¥ []
Read 4 execute | []
List folder contents ¥ []
Read ¥ [ =
[ ok | | Cancel Aoply

HISTEM ML LFHBICRLS B F
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1. ENSAMREFT/ESI L |, #F— T starto 1ZIE. Administrative Tools > Internet Information Services (11S) Manager
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?i Internet Information Services ([I1S) Manager

€ =

€ » WIN-231PNBS4IPH » Sites » Default Web Site »

File View Help

Q-id | & &
p Tﬁ Start Page
v 83 WIN-231PNBS4IPH (ABTOMA
2} Application Pools
v .[8] Sites
v & Default Web Site
5 a1 CertEnroll
> (F CentSrv

0 Default Web Site }

Filter:
15

2 & 9

Authentic... Compres

~ W Go

=

3. B— T A Ypeault web SitetE1TIEAdd Virtual Directory¥® , I B Ro



95 Internet Infermation Senvices (I15) Manager

= = & » WIN-231PNBS4IPH » Sites » Default W

File View Help

Default W
- elau
Q- id 2 8, &
|y Start Page .
- Filter:
v ij WIN-231PNBS4IPH (ABTOMA
-4t Application Pools >
v -[@| Sites @
v &) Default WebSite || =
> . CertEnrg &,  Explore
> (¥ CentSrv Edit Permissions...
-
i1
Edit Bindings... |
Manage Website b i
G Refresh f
XK Remove |
Rename

4.7 "RIF L MAF , MACRLD BN IERBTE, HEH AT , A TCRLD,



Add Virtual Directory [ >

Site name:  Default Web Site
Path: f

Alias:

[ceLoN—

Example: images

Physical path:
CACRLDistnbution

Pass-through authentication

Connect as... Test Settings...

QK Cancel

5. B—THEER( .)E "WERE., MuNGR  AEIEF1HIPFRINENRK, BEEH
IR —Tok, E—ToxBR "MBERE &, RE,



Add Virtual Directory [y X
Site name:  Default Web Site
Path: !

Alias:

CRLD |

Example: images

hwsical path:

CACRLDistribution

Pass-through authentication

Connect as... Test Settings...

(] o Cancel

6. EZRAPHANUNBBLAELERPREE TR, NRRE , BERETC, EFLERTF

) EWTDirectory Browsingo




&3 Internet Information Services (I15) Manager
€ > |41 » WIN-23IPNBSHPH » Sites » Default WebSite » CRLD »
File View Help
—‘_ T E_j CRLD Home
Wy Start Page ) N -
v -85 WIN-231PNBS4PH (ABTOMA = - ¥ Go - gy Show Al | Group by:
Q bpplication Pools H -
v @) Sites @ e
v-‘_' Default Web Site = ﬁ @ L] @
» +¢.| CentEnroll ASP Authentic.. Compression  Default Error Pages
> ([ CertSrv Document
* -:ﬂ CRLD .*' ok B =
:_q H]
B & @ &£ =
Failed Handler HTTR HTTR Logging MIME Types
Request Tra... Mappings Redirect Respon...
5 B ="
M o 8§
Maodules Qutput Request 550 Seftings
Caching Filtering
Management ~
7. EEBHT |, H—TenanclABUE BBIE,
&3 interreet Information Senices 1i5) Marage = O *
G875 L0 We-ZPMESSRH » Stes » Defeck WebSee » CRLD » T

Fiz  View Help
Q-2 & — 7| Directory Browsing
v?ﬂmmmmmm Ut this feature Do specily the infcemation that drspleys in & dinecbesry Irting.
L Application Pock Tirme
wo ) Sibes A Size
w i Default Web Site
% 5] CertEreol  Exterion
¥ W Certer 2 Bt
» ) oD
Long date

8. EEBKH , BXBREBENEZE, EHOBEESP , LM T configuration Editor o
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ira Internet Information Services (IIS) Manager
& = . » WIN-231PNBS4IPH » Sites » Default Web Site » CRLD »
td
File View Help
_ | CRLDH
- ome
TR o=
&5 Start Page . =
v .95 WIN-231PNBSHPH (ABTOMA | _Tte" - R e
[} Application Pools s
v -[8] Sites @ @ . [
v € Default Web Site = ﬂ% /]
> . CertEnroll ASP Authentic... Compression  Default Du
> ¥ CertSrv Document  Br
> 4] CRLD = — - =l
- = y W =
% =d 49 &=
Failed Handler HTTP HTTP Le
Request Tra... Mappings Redirect Respon...
1§ = a:':_d
H o= = &
Modules Output Request  SSL Settings
Caching Filtering
Management
Configuratio
n Editor

9. #ESection THLIBEF | 1B IE system . webServer/security/requestFilteringo  1E I~ allowDoubleEscapingPL & 28

, EETrueo EE%’*&EF ) EApplyg ) ZZU_FFJ?/U_'\O

i o -
e > 51 b WIN-ZIPMBSIPH » Sites » Defaul WebSite » CRLD » TR
File  View Help
|am | a  confi tion Edt | [ctions
L . onnguration 1or
&-id |28 - 9 I
3 Start Page Section: DETRRNLRTTUT BTN P gRl]  ~ Frome Defsult Web Site/CRLD Web.conlig B Cancel
w5 WIN-231PNBSAIPH (ABTOMA! & Generste Script
_‘} Application Pools Despest Path: MACHINEWEBROOT/APPHOY G Scnp
w @ Sites allowDeublelscaping Configuration
w i Defsult Web Site allowHighBitCharacters Search Configuration...
3 - CertEnrall vy AllewedCuenyStrngs Falze | — =
Section -
3 ¥ CentSev alwayshllowedUrls TCOUmE=T]
» 5 CRLD demyCjueryStrngSequences (Count=0) Lock Section
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Bl EMicrosoft CAfl fREF A CRLIER 2 2| 5 3% B

BiE A CEET —EHFENRREMCRLER , XEZERRKREEISHFLRA , FE EMicrosoft
CAfIBRES LA CRLIER B MEFILE,

1. ECAﬁHE%I'ﬂEﬂt , E_TStarto EE.AdministrativeToolw Certificate Authority
2. EEBHEYP , H—THECARHE., EErroperties, AREBIKR— T i#extensons’EF. EFIEIHN
CRLZE % , 551%— T Adde



abtomar-WIN-231PNBS4IPH-CA Properties [4 *

Enrollment Agents Auditing Recowvery Agents Securty

ErEF Policy Module Bt Module
Sorge Cetate Marager
Select extension:

_CHL Distribution Point (CDP) g |

Whﬂﬂmﬁm%mmuﬂﬁamﬁﬂamm

stem 22 \Cert Srv\Cert Enroll\«CaName ><CRLName Suffic><
Idal:l SHCN=<CATruncated Name > <CRLMName Suffocs CN=<ServerShort Nar
hitp://<ServerDNSMName >/ Cert Enroll/<CaMame ><CRLName Suffic> < Delta
file:// < ServerDMNS Name >/ Car Enroll/<CaName > <CRLMName Suffocs < DeltaC

<

>
[] Publish CRLs to this location

Include in all CRLs. Specifies where to publish in the Active Directory
when publishing manually

Include in CRLs. Chents use this to find Delta CRL locations.
Include in the CDP extension of issued cedificates
@ Publish Delta CHLs to this location

Include in the IDP extension of issued CHLs

oK | [ Camcel | Aok | Hep

3. "HE, Mud , MAEE 1Mo FREYIMEANERIRIKRE, EX1HNEHP |, BE

A

\\WIN-231PNBS4IPH\CRL % &t $




Add Location

the varable below and click Insert.

Location:

X

A location can be any valid URL or path. Enteran HT TP, LDAP, file address,
or enter a LUNC or local path. To insert a varable into the URL or path, select

WWIN-231PNBS4IPH\CRL Distribution S

Yarable:
<CaMNames

Description of selected varable:

Insert

Used in LUIHLs and paths
Inserts the DMNS name of the server

Example location: http://<ServerDNSName >/ Cert Enroll /<CaName=<CRLNa

OK

Cancel

4. ¥EF Locationtl{z % , #*
Variable THLIBEAIREE | RAEE—T nsert.




Add Location 4

Alocation can be any valid URL or path, Enter an HTTP, LDAP, file address,
or enter a UNC or local path. To insert a vanable into the URL or path, select
the vanable below and dick Insert.

Location:
WWIN-231PNBS4IPHWCRLDsstrbution 8 <CaName >

Variable:
' <CaName> v Insed

Description of selected vanable:

Used in URLs and paths
Inserts the DNS name of the sarver
Example location: http://<ServerDNSMName>/CedEnroll/<CaName><CRLNa

OK | | Cancel

5.1 T#8(, (Variable) FHIBREH | BIE
ﬂﬁﬁ—-Flnsert'Eo



Add Location

the vanable below and click Insert.
Location:

X

A location can be any valid URL or path. Enter an HTTP, LDAP, file address.
or enter a LINC or local path. To insert a variable into the URL or path, select

WWIN-231PNBS4IPHNVCRL Distribution $'<CaName ><CRLName Suffoc

Variable:
| <CRLMName Suffoc

Description of selected varable:

v| [inset ]

Appends a suffic to distinguish the CRL file name

llsed in URLs and paths for the CRL Distribution Points exdension
Example location: hitp.//<ServerName>/Cer Enroll/<CaName ><CRLNameS5i

OK

—

6. ELocationfH , BB BRE. FLRAF , MES :

\\WIN-231PNBS4I PH\CRL Distribution$\

.crl



Add Location b4

A location can be any valid URL or path. Enter an HTTP, LDAP. file address,
or enter a UNC or local path. To insed a varable into the URL or path. select
the varable below and click Insed.

—_—

Location:
WWIN-231PNBS4IPHNVCRL Distribution$'<CaName > <CRLName Suffoc: o

Variable: |
| <CRLName Suffic> v| | Inset 1

Description of selected varable:

Used in URLs and paths for the CRL Distribution Points extension
Appends a suffic to distinguish the CRL file name
Example location: hitp://<ServerName >/ Cert Bnmnoll /<CaName ><CRLName5t

OK Cancel

7. B—ToxkRER| TER ., HE. Z9 L Erublish CRLstothislocationiZAE , REBIR— T Lok EIEA ™
B, RE,

HIR—ERTAF , RTEBEFBEActive Directory B ERBENFFAIE. B—veT,



Enroliment Agenis Puiiting Racovery Aganis Sacurity

General Pobcy Module Bt Module
Extensions Slarage Ceficate Managars
Select eatension;
|CRL Distribution Point {CDF) ¥
?:pgci;‘rhuﬁmﬁm which usens con oblan 5§ cerlificale rvocation ks
L)
CoMndows sstem

idap-..r,.r,-tm.ﬂ;,n;; Certification Authority

hitp-//< SarverDNSName
file://«ServarDMNSMNamea
\WWIN-231PNBSAIPH\C You must restart Active Directory Certificate Services for the changes to
| < ! take effect. Do you want to restart the service now?

] Puislish CRLs to this loq

Inchude in ol CRLs. Spf
when publishing manualy

[] include in CRLs. Chents use this to find Delta CRL locations.
[ Inchude in the COP extension of issusd catficatas

8. EEBIKH , H— T HRevoked Certificatest o 12 FE . All Tasks> PublishEfR 218 "New CRL ( ¥
CRL) 1 , A& —Tokikil,

ﬁ,J certery - [Certification Authonty (Local)abtomar-WIN-231PNBS4IPH-CA\Revoked Certificates)
File Action View Help
o 2 Bc=H

il Certification Authority (Local)
v gi abtomar-WIN-231PNESHIPH-

Request ID Revocation Date Effective Revocation Date

" Revoked Certifica*-- Thare are ng temis to show in this v

* lssued Certificate: All Tasks : Publish

| Pending Requests View :

_. Failed Requests

7| Centificate Templ: Refresh
Export List...
Properties
Help

Microsoft CARIfREF A BEF1HHF R UNERRPEL TN .criiER, MEKIIBILTH



CRLEEZ , AlIR—T "#E, OK)RETSHRBF IR, MREEFEN D HMHERIKRN
iR, BAHERAHTINE—ESR.

BRBCRLEREFEAWBEBISIHE
BIAAE 2 1 | EREEFOVCRLERERFE , UREATLEBRE — THILMISTHEELRE,
1. ZEISHARSE L , BRE 1B, PRINERK, VAFE—BclEx 2

.crl
:_Et
P RCARMRBRMNERE. ELHEEHd  ERXEBA

abtomar-WIN-231PNBS4I PH-CA .crl

4 5 | CRLDistribution - O *
“ Home Share View 'ﬂ
= i » This PC » Local Disk (C:) » CRLDistribution v & Search CRLDistribution P

MName Date modified Type Size
A Quick access

Bl Desktop
4 Downloads

=] abtomar-WIN-231PNBSAIPH-CA
web.config

%] Documents

= Pictures

System32

2. teMEER LR THRYE ( RIFERISEX EEEHV AR —#88% ) , BRWebBI E 2536 8 B 2 hp/

/

FE2H P EENISHAREFNFARFIABNE2E A BERIFN LB TE, FELHEHF
, URLA :

http://win-231pnbs4iph/CRL D

BN ESRE , AR afESRIPBREINESR,



http://win-231pnbs4iph/CRLD

e 2 httpe//win-231pnbsdiph/crld’ 2 = C || & win-231pnbsdiph - /erid/

win-231pnbs4iph - /crid/

Bl ZEISELAE A FTHICRL Y 2% 2h

EAISEREARRCRLZE , ERBMCRLIKEBR., BELBRNRBIERERNEEZ
W, E1E{E ( EMicrosoft CAH ) B1/NEEI4MF (B ), HRER1E, BEESLRENBRE
, EEA LT RARERR :

1. ECAfI AR T4E%I £ , B — T starto IZIE.Administrative Tools > Certificate Authority

2. EEBEEP , BBICA, B — T A8 E Bl HRevoked Certificates , IRRIEIE Properties® o

3. % "CRLEf M. MU , WAMENBEFLEERBR, EH—TokBMAEELEAEXR
o EARfIG  BRENBRMERALR.



_;ﬂ,] certsrv - [Certification Authority (Local)\abtomar-WIN-231PMNE!
File Action View Help
e ARSI EREREY

i) Certification Authority (Local) ‘ Request [0  Revocation [
v i 3htﬂmar-W!N-231FNES=HPH+I|

. Revoked C¢ "
| lssued Cert All Tasks i
. Pending Re View 3
| Failed Requ
| Certificate Refresh
Export List...
Properties
Help

4. B A\ S certutil -getreg CA\Clock* 5 BAREFE ClockSkew B, FEFREA107 &,

BRI

Values:
ClockSkewMinutes REG_DWORS = a (10)
CertUtil: -getreg command completed successfully.

5. Bl A B certutil -getreg CA\CRLov* 13 BABR B CRLOverlapPeriod 2 & B F 83X E. FBRERT
, CRLOverlapUnitfE &0 , R ABREFEE, WRHET R0, BoEXEMEN,



B HRA

Values:
CRLOverlapPeriod REG_SZ = Hours
CRLOverlapUnits REG_DWORD = 0

CertUtil: -getreg command completed successfully.

. ﬁl AP certutil -getreg CA\CRLpe*AJ«/{Eﬁ%CRLPerIOd ( BESRIPEE ) °

I =B -

Values:
CRLPeriod REG_SZ = Days
CRLUnits REG_DWORD = 7

CertUtil: -getreg command completed successfully.

RIMTAXFTECRLERE !

a. MR E L EE5H X E CRLOverlapPeriod:OVERLAP = CRLOverlapPeriod ( 28 ) ;
Hfh . EB=(CRLeriod/ 10) , AP EAE

b.AREEEB720 , AIEEAE720

c.UIRE£E<(1.5 * ClockSkewMinutes) , BIE&=(1.5 * ClockSkewMinutes)

d.Z1ROVERLAP > CRLPeriod , B|E &= CRLPeriod ( 7' )

e ERH-EB+KEREZSE

Example:

As stated above, CRLPeriod was set to 7 days, or 10248 minutes and CRLOverlapPeriod was not set.

. OVERLAP = (10248 / 10) = 1024.8 minutes

. 1024.8 minutes is > 720 minutes : OVERLAP 720 minutes

. 720 minutes 1is NOT < 15 minutes : OVERLAP = 720 minutes

. 720 minutes is NOT > 10248 minutes : OVERLAP = 720 minutes
. Grace Period = 720 minutes + 10 minutes = 730 minutes
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ATEENERPRECARA T —ECRLEIEFCRLEMCENKEE, TR EISELEELR
#CRL.,

2 A BISE £ & T £ B 3612 2 Administration > System > Certificateso 1 2 B9 1% 112 2 Trusted Certificateo



..................... > Trusted Certificates
System Cerficaces

Friendly Name Status Trusted For Sorisl Number  lssued To lesuad By Valid Fram Expiration Date

-
=
2

Carrificsts Authasity

a
[
B B O @A

9. BHFEAHFBECRLNCAEREZENEIM AR, B —Edit o

10. TER B ESBHTIT |, 1ZH B Download CRLIEAE

11. ECRLO BURLMALF , M ACRLD BB E  HPIEF2HB o HPEILN . crilER, EILE
fHlg | URLA :

http://win-231pnbs4iph/crid/abtomar-WIN-231PNBS4|PH-CA.crl

12. TBASISERLEAEH B FBHNE (BELEENMER ) KRCRL, ECRLEMERAR
i, FAR—EEREUESERBNCRLERH. &— T Eautomaticaly)ZIiZiH,

13. BENEREA MR ESBTHHENERPNE, MREERRERE , ISEASECARMA
T—fECRLZAIBECRLY # &, HLREIF , ERMFTEA7I05ER12/0K105E. BT
#1210/ BV (B

14. BELZNREREELHBR. WRISEELR I —SHERENBERBRECRL , EAIRILERERE
REH.

15. W15 Bypass CRL Verification if CRL isnot ReceivedISETEH EIXR THEH P EEZMRILCARCRL |, f5&
FHBERARUAFEREENSOREBEEET (L BFTETCRLRBE ) , MRREPLER
SR, BRI REEZMERCRL , BILLCAERNBENMEERNEEN S BB KB,

16. IE A Itk %81 gnore that CRL isnot yet valid or expiredZHE SLEFFISEE A EBH ( HEREN ) WCRLER
, REEMER—K. WRAREFHENGHR , AISEEKCRLAAEHERBHZHFM TR
EHFAZREN. B— TsaveATHEE,

Certificate Status Validation

Rejoct the request if GCSP returns UNKNOWN status

Rejoct the request if OCSP Respender is unreachatie

Download GRL


http://win-231pnbs4iph/crld/abtomar-WIN-231PNBS4IPH-CA.crl
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