fRRE RISERN I EIEE
B &%

o}
=

DR
&%
RA T

= =
DIL

B A AR

1 EB T A EE

E X8 [0 F 55 T A M E K EE
BRERERK
REESMS/E F A BEH
|ESE TEERE, B
MEEERIEEE

HHEEEFA

T

RNR\UMAFRBEFNE RS EBE, NAURHNBEREUREEANFERRT .

AR R4

=R
SREBCBELTEHE

g!l_
R}

bl

. ISERFEFEE
. #BEEEE A E (NAD) LI CoABL B
EEAETI/EMIEETE,

SRR
FIERPHNEARRER Cisco ISERRZA<2.6H :
- WLC 5500

. Catalyst3X #:853850 15.xhR 7
- Windows 10 T/E¥4

AXHNEARRBEEERETREANKEMEY. XHEAINTAERESREHERR ( A R
) BVHERERRED . MRIEHVEEREET | FBRARCEAETAE S TRERNTE,

HERE

ERBRECRERIERRE. LRABREXRATAREXEFSE, CABRESLERSER

g!,_



MERE,

Endpoint Network Device

= %
. NETWORK

Cisco ISE

O

St First MADTUS Q@I - L MAB Roauost SRR
Access-Reguest
Limited Access ACL + URL-Redirect to ISE
— — Ty
— Usemame + password + [ﬁ
— .
Full Access ACL
BiBiBRAWID |, =R LA ISERNEF A 55[Operations > RADIUS Live Logs] £ Rt &7 -

- MAB Authentication successful — £ & ZBH M EBMACH I — ASURLHEIEZINAD —

AEEmANO

. Guest Authentication successful - usernamelB{  EESHZFEHAEZRE ,

GuestType_Daily ( A EFEAERENET )
. CoA initiated — A E B BRNAZ

- DRMUSHFF BT R
ERPNEHFY (RTHL)

ooon

EARREE

, FFAR R R R B R AR A R D

UTR-EREREMNER. SNEMRECRARMNERR , THRERNFENEESHMEL.

- EBESEERE
. BFlexAuth APHEELZESHZCWA

REBENEE
FERETEMRUTHEE
EXBAEHENA M RLEE

REISEHIEEEEURLMACLE |

EREUTREA

1. FAshow authentication session int <interface> detailsiE 3% &

Rfgs ERER B IRRE (R


https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/113362-config-web-auth-ise-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/116087-configure-cwa-wlc-ise-00.html

BiREERFE ) -

2. BIRLANTEHIZR ERVE A EImARRE ( INREIRFHZFFE ) : Monitor > Client > MAC address

Security Information

Security Policy

Complote

s LT L

Wil [T

AAA CRAeT Al
gl 1

PR, LIAeTT Fligx
AL

AR Chaermid =i
UL Applled Status

3EBRTRETRE , RIRIFEITCPIES443 LISER AIEM : C:\Users\user>telnet <ISE-IP> 8443

AMRFIFEEMURLEBFQDN , FREFFiREE ARG TR IAET#ENT
: C:\Users\user>nslookup guest.ise.com



5.7Eflex connectik EH , FERIEACLMflex ACLTELEHEMACLE B, Lk , BREBACLREREY
REIAP, BEFMEN K F2RL—HPWEEREE — $B7bHc,

clstﬂ MONITOR 'WLANs CONTROLLER WIRELESS SECURITY
wWireless FlexConnect Access Control Lists

= Access Points
All AP Al Marme

H0E, 1 18T Theured EI

b Advanoed

Mesh
RF Profiles

FlexConnect Groups
FleniConnect ACLS

6 M EAEREMEE , YREEHEA, BHWEHDHTTP/.1 302EARFWLC/RBIETH
B EEREISEHEFS (EEAMURL) :

M [ip.addr==2.2.2.9|

No. Arrival Time Source Destination Protocol Info
198 May 18, 2028 14:29:13.45490506.. 10.106.37.18 FEATINT TCcP 54571 + 88 [5YN] Seq=0 Win=6424@ Len=8 MS5=1468 W5=256 SACK_PERM=1
191 May 18, 20828 14:29:13.49657400.. 2.2.2.2 19.186.37.18 TCP 80 -+ 54571 [5YN, ACK] Seq=8 Ack=1 Win=4128 Len=8 M55=14568
192 19.1@6.37. TCP 54571 » 8@ [ACK 1 Win=

May 18, 2020 :13.49678300..

2.2.2.2

] Seg=

1 Ack=

218 May 18, 202 14:29:16.34762760.. 10.106.37.18 2.2.2.2 HTTP GET / HTTP/1.1

219 May 18, 2@2@ 14:29:16.35825300.. 2.2.2.2 19.186.37.18 HTTP HTTP/1.1 382 Page Moved
220 May 18, 202@ 14:20:16.35@47200.. 2.2.2.2 10.106.37.18 TCP 8@ + 54571 [FIN, PSH, ACK] Seq=279 Ack=329 Win=380@ Len=0
221 May 18, 2828 14:39:16.35858600.. 16.106.37.18 2.2.2.2 TCP 54571 + 8@ [ACK] Seq=329 Ack=280@ Win=63962 Len=@
222 May 18, 2028 14:29:16.35064600.. 10.106.37.18 2.2.2.2 TCP 54571 =+ 8@ [FIN, ACK] Seq=329 Ack=288 Win=63962 Len=@
224 May 18, 2020 14:29:16.35466100.. 2.2.2.2 10.106.37.18 TCP 80 - 54571 [ACK] Seqe=28@ Ack=33@ Win=380@ Len=@

219 May 18, 2020 14:29:16.3582. 2.2.2.2 10.196.37.18 HTTP  HTTP/1.1 302 Page Moved

Frame 219: 332 bytes on wire (2656 bits), 332 bytes coptured (2656 bits) on interface @
Ethernet II, Src: Clsco ca:BeicS (09:87:31:ca:de:ch), Dst: IntelCor 26:dd:Bd (b4:96:91:26:dd:6d)
Internet Protecol Version 4, Src: 2.2.2.2, Dst: 10.196.37.18

Transmission Protocal, Src Port: 89, Dst Pork: 54571, Seq: 1, Ack: 329, Len: 278

Pragma: no-cache\r\n

Cache-Control: no-cacheyrin

rin

[HTT® response 1/1]

[Time since request: ©.882626000 seconds]
[Roquest in frame: 18]

[Roquest URI: https//2.2.2.2/]

7 RS ERE ERAHTTP(s)5I1Z .

TEswitch:

EWLCLE :



HORITOR  WLANs (ONTROULER WIRELESS  SEOURITY  MANMAREMENT

Managemant HTTP-HTTP 5 Configuration
o HTTP Access fnabied ¥

F SHHP :
HTTP-HTTPS HTTFS Access L ___ .,
Telnet-55H ekl Secura Vel L Erablgd ¥
Serial Part HTTFS Redrection Diasied T
Lecal Manasgement Vb Sasaion Timeout 30 Mt
Lsers

8.MRWLCERIMNPHBRES , FREUATER
S MEWLC LA F iR &L AR
SR MAEMBEWLC LE R EFHECURL,

HER3. AR HHBEWLC 2 ARADIUSEE IR,

WLC ISE-PSN
‘@B e
&

DMZ

Q..

\ i
Internet B
Firewall ( Q

Web Authenticalion ==-============t ISE-PAN

Internet traffic =============0

Guest

L] G52 $354

MRKRIGFEABENSESEAFPERIIEAN , IT—SSHEREFRRE , OFAERTFEEHED
B, MmRETRERER , £E2EEISE Radius Live Logs LB RER LK, EEEERRE , 3B
BMEUTER



Overview
Evant 5417 Dynamic Authorization failed
Username
Endpoint Id

Endpaoint Profile

Authorization Result

1. A BFENAD L RAA/EL B R R T (CoA):

MONITOR  WLANs CONTROLLER

Steps

11204
1220
11100
11104

1213

Received reauthenticate request

Prepared the reauthenticale request

RADIUS-Client about to send request - { port = 1700 , type = Cisco CoA )
RADIUS-Client request timeout expired (7 Step latency=10003 ms)

No response received from Network Access Device after sending a Dynamic
Authonzation request

WIRELESS SECURITY  MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers

Sgrvar Indax (Priority)
Server 1P Address|{Ipvd/IpvE)
Shared Secret Format

- Shared Secret

enfirm Shared Secret

ey Wrap

Oeed Blyes b

F Local EAP

Advanced EAP
F Priority Order
b Certificate

Matyrork Usar

b Access Control Lists Managemant
" Wireless Protection Management Retransmit Timeout
Palicies

Tunnel Praxy
F Web Auth

TrustSec SXP
Local Policies
b Advanced

IPSec

FERARREE

Designed for FIPE customers and requires a key wrap compliant RADIUE server)

1847

Enabled ¥

Enabled ¥

2 paconds
¥ Coakils
¥ Enable
2 seconds
Enable
Enable

2.5 A& £ B SLFFUDPE1700,

3. WLC EHINACHREETRIERE, EWLC GUI > WLAN EMAdvanced settings T , #NACIREE X B

ISE NAC.




Advanced
802.11a/n (1 - 255) 1

— 802.11bfg/n (1 - 255) |1

NAC

NAC State |[ISE NAC v

Load Balancing and Band Select

— Client Load Balancing

Client Band Select

REESMS/EFE4EA
1. REEE>RF>ERE> SMTPTHSMTPELE
2. BEISELLINHSMS/E FEH 4 BRIFAPI:

BEHEREAPIZEFIHBBES LIRMMNURL , BRERAERRE. BB, FHRBSEY , XA
H WM. [Administration > System > Settings > SMS Gateways]

SMS Gateway Provider List = Global Default

SMS Gateway Provider

SMS Gateway Provider Mame: * Global Default

Select Provider Interface Type:

() SMS Email Gateway
(® SMS HTTP AFI

URL: * | hittp://api.clickatell.com/http/sendmsg?user=[ USERNAME & password=[ PASSWORD J&api_i |

tmessages
Data (Url encoded portion):

[ Use HTTP POST methed for data portion

oE |, WREIEISEERE A HH[Workcenters > Guest Access > Portals and Components > Guest
Types]#1TIE , BIfEISEMSMS/SMTP{ER LB ERGLURER

1. FREMEAREERE T ERRR
2. ISEfIARES B A HLIEE H BV B RE R R L 75 SR AV BT W #E/5F AT A



Account Expiration Notification
Send account expiration notificat c-n| 3| days w | before account expires §

View messages in
[ English - English v |

] Email

] Send acopy of the nofification email to the Sponsor

Use customization from: | Sponsred Portal (Default) het

Messages:

Copy text ".'OrTI'[ ~ ]
Fau.' account is going to expire in 3 days. Please notify your sponsor fo extend your account now to avoid any delays

P
Send test email to me at:
[ myemail@cisco.com | Gend

T ——————er e rtereesiest Access = Administration = SMTP server
SMS
Messages: Copy text from - |
]"ou.’ account is going to expire in 3 days. Please notify your sponsor to extend your account now to aveid any delays
4

(160 character limif per message®)*Over 160 characters requires multiple messages
end test SMS to me at:
08123456789 |[ Global Default ~ || Send

configure SMS senvice provider at: Work Centers = Guest Access = Administration = SMS Gateway Providers

OERE TEERF. R

1.7£Workcenters > Guest Access > Manage accountsiz&ft T , EE @ FI#£9002 EAIISE
FQDN , ISEEE SR LAFHEREAFF :

[ 500 ] Internal Error

2. Finslookup <FQDN of ISE PAN>&r 542 2 5 882 A P9 P H) TR R B #E4T 7 FQDN,

3.{# Fishow ports@ S #2ZISE TCPIE9002 2 B #EISEAICLIBI R |=23&9002,
AR RRENR

- BTESERNGERERER  ARMAFTEEEACNRESNEHEZN L LTSRS
( ltn : GoDaddy, DigiCert, VeriSignZ ) 17285 , AEREEGIZHEE (FlW
: Google Chrome, FirefoxZ )

- BETESHEIPARGEEED , RAERMISENFIEBIPHMEFERET R, KZHMHER
FREFE=1FHBANILBIPESE.
- BIRRISE 2.4 p6B Ep8Tpoty , BE— S MAVERER : BRIEERRID CSCvp75207 , H A Trust
for authentication within ISE#1Trust for client authenticationtE £ {& ##F2 =\ Fr#Rk & 4 B F B)iZ
o ERHRRISEESBSHEMAFRELHTLSRN TER SN,
MNP ELRIETREMRSZHREMEE |, FHBTAC , FEHAMHEDebugs to enable on ISEIRERN &£



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvp75207
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html

BER#AS,

HEER
. BB HE TR



https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/212594-debugs-to-troubleshoot-on-ise.html
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