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ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BAEREREE) ., MREHEEREFT , FEAREERAEAESTRERNIZE,

HFREF

LDAPSAFFEE B S BERHEHIWLDAPER ( BREERAERE ) ETNR. LDAPSHEH
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LDAPS ELT BB BRBWHE

- EAPERA#E®EAP-GTC)

- RIFRFBEALEPAP)

- EAPEHE R £ (EAP-TLS)

- ZREBHEAPEEE Z £ (PEAP-TLS)

N 2.LDAPSHE B BB T ZIEBEAP-MSCHAPV?2 ( #EBPEAP. EAP-FASTSIEAP-TTLSH R
%3 ). LEAP, CHAPHIEAP-MD5,

—

AX AE
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Switch Endpﬂlnt

III' . _:“l:'-
p— s

Secure LDAP Server

£ Active Directory - B¢ ELDAPS

EERHSR EZESHES
HEMALDAPS |, FBEHIEHIZR(DC) L2 RFEUTERNESE

1.

2.

LDAPSEEMNEEHIBNEAEFTSHEP.

BEFRECHENLBFERNSIZRRNMET , Y ARE S EREB.

ERASREAERSERARSE S HME(1.3.6.1.55.7.3. )HRABIRFHR (LBAROID) .

R HIZRHN T2 PREE B (FQDN)(HI40 |, DC1.testlab.com) S BEERUTEBME2—/F : TE

25, (Subject) B FH "NEBL (CNH TEERAZWITERE . (Subject Alternative Name
Extension) FHIDNSHR B o

REMLARERHBRNLDAPSE FinS A= S MBEMB(CA)RE, HRAGHZEEA

, BERmNARSFLSAGEHFNRCAN O HEBERZ N PRECARE.

 MAFERBEENRERBRHEEN(CSP)ERER.



A

Certificate

| General | Details

Certification Path

Show: | <All=

Field

Value

Tssuer

tesHab-DC 1-CA-1, testab, com

|___ Valid from
".I'E||Il:| to

Friday, October 11, 2019 2:03:01 AM
Saturday, October 10, 2020 2:03:01 AM

L—__IEUI::]E::I:

DC1.testlab.com

1= Public key

.@Cerﬁﬁca. ”

RSA (2048 Bits)
DomainController

Client Authentication (1.3.6.1.5.5.7.3.2), Server Auths

.iknhance. .
4

m ?

Other Name:

D5 ﬁ]hjEEI: Guid=04 10a6 36 1d 3cf43fa8 4783 d7d3d546 20 a3 3f
DMS Mame=DC 1.testlab.com

SFREILDAPSH #4518

ZEFhRActive Directoryfrl iR 88 £ HFILDAPS B #%

LDAP Browser 4.5,

1.FETCPEG636 L B 3 FliF A E LR,

51ii Softerra LDAP Browser

EEREMLDAPRIERS . ANEEF A Softerra

ame & Vokae Type
o Irterat Pubhc Sarcers Mot Expanded

% ) Taemes Pubic Servers Il T mtat g 6 | beslaty com: 06D =tew e O moom Sevefrofe |

2ARBERER , FADPEY E RISE OUNEBE T(OV) , X HAEEHF —EE RUserGroupHy#H
o BYMBEFEAE (usertMuser2 ) , dFEEKBEUserGroupli K &,

N EZISELWLDAPEBERERRERE B HRE,




Scope Pane » X | Name A Yalue Type
115E Softerra LDAP Browser Cen UserGroup Entry
+-ay Internet Public Servers I [a ] user2 Entry
=~ testiab (Hcn user] Entry
#-_J] CN=Builtin > [a] DESKTOR-19 Entry
#-[] CN=Computers Cllen ComputerGroup Entry

#-1 OU=Domain Contraliers & distinguishedName OURISE OU,DCutastab,DCmcom Attrbuts

Ll CN=ForeignSeaurityPrindpals = dsCorePropagationData  1/1/1601 Attribute

-l CN=Infrastructure = dSCorePropagatiorData  6/20/2020 2:51:11 AM Attribute

=] gPLink [LD&R: fjon={2 14538 13-597 1-45E8-8545-FDOCESE29790} ,c...  Attribute

& instanceType [ Writable ] Attribute

= name ISE OU Attribute

=] objectCategory Ch=Cirganizational-Unit, CN=5chema, CN=Configuration DC=...  Attribute

= objectClass organizationallinit Attribute

= objectClass wop Attribute

-3 OU=LABISE = ou ISE QU Attribute

- CN=LostAndFound =] wShChanged 607428 Attribute

#- [ cH=Managed Service Accounts & uSHCreated 603085 Attribute

#-_J CN=NTDS Quotas = whenChanged 6/21/2020 2:4%:06 AM Attribute

-3l CN=Program Data = whenCreated 6/20/2020 2:51:11 AM Attribute

- CN=System = objectGUID {44450 1D- 1 7B 7-480F -ABCE-3ED 2 TRAFE04) Binary Attribute

HISEEELDAPSAIRSSE S

1. EAZEEESZFHLDAPRIARZFRCAFEZ.

il | aantity Services Engine » ContexiVisbility  » Oporations  » Policy » Work Conters

= System * ldentity Managament v Natwork Resources r Dvice Porial Managamant  paGird Services ¥ Foad Sarvice v Threat Candnc NAC

Deployment  Licensing  =Cenificates  » Logging  » Maimonance  Upgrade  » Backup & Rostore  » Admin Access ¢ Settings

T e —
[[] Friendly Namé = Slatug Trusted For Serial Mumber ltued To Issued By
RS ES I Jil ) ||
Irnfrarstnactung
System Cartificates 0 pcica B Enabled Cisco Services. 1829 1C AT O0 13, testabDC1-CA-1 lestiabeDC LA
Trusied Certificales E

2B EISEEEEREYRRAISEEEERERRERETLUFENZICENEERATT,

3.5 TEESLDAPSIRSS , FEEALDAPSH &P W R ELDAPE . EfiZE|Administration >
Identity Management > External Identity Sources > LDAP Identity Sources > Add,



il antity Services Engine Horme » Context Visibility + Operations - Adrnintsiration v Work Centers

» System = Wentity Management  » Network Rescurces ¢ Device Portal Management  puGrid Senvices  » Fead Servica ¢ Theeat Centric NAC

¢ ldentites Groups  External ldenlily Sources  ianity Source Sequences » Sattings

Extemal Identity Sources LDAPR identity Souroes List > testiab_ldaps
JE - ~ LDAP I:lent'ﬂ Source
- i . Gererl Connection Directory Onganization Groups Attributes Advanced Settings

v [ Cedtificaly Authentication Profil
= [ Active Directory

“Name | testiab_ldaps |

'—l_ testlab
v [ LoAP Descriglion | |
= lestiab_ldaps
l_.'dnm « Schema |{:u_m -|
¥ [ RADIUS Tokan
I FEASIAED * Subject Objectciass | person | - Group Otjectciass [ Group |
[ SAML Id Providers
£ Social Login * Subject Name Attribute | sAMAccountName | = Group Map Anribute | memberof |
* Group Name Attribute | dn | cenificate Atiribute | userCertificate |

() Subjsct Objects Conlan Reference To Groups
() Group Objects Contain Reference To Subjects

Subjects In Groups Are Stored In Member Attribute As ||:.;,.,. i Name '_'|

Usar Info Attributes |

FirstMame | giveriName Department | department

Last Name | sn Organizational Unit | compariy
Job Title | tithe
Email | mad Seate or Province | st

Tolephone | telephoneNumber Courtry [ ea

Sireet Address | streetAddress

4.1k TEHR BEERBEUTEM .
Subject Objectclass : L EEfE A B IR FAIObjectHIHEIFE, BRI ELEFRAEEE S — -

- TR
- AB
- HEBAE

* InetOrgPerson

Filter Value

| c.;n
|
2
@
i

Mame - Value Type

3-C2 CH=Builtin =l ohjectClass user _ Aftribute
-3 CN=Computers II nbtc:lass organizatonalPerson Attribute

|- CN=Infrastruchure
-3 OU=ISE Group
-3 OU=ISE QU
+- ] CH=ComputerGroup
+-[ -19

' CN=user1

+
& [l CH=ForeignSecurityPrincipals = objectClass top Attribute
*

L

4|l CN=UserGroup

Subject Name Attribute : Lt R TEBFBRAINEAEZBNEENEE, EISEEHLDAPERE
PNREFRESRBE , SELDAPSERILEM ( B BAEMcn, sAMAccountNames ) , £t
FERP , FHKE ENuser FRAER R,



Filter Name userl

Name A Value Type

= en user 1 Attrbute
. =] displayMame userl Attribute
1} =l distinguishedhame CN=user 1,0U=ISE OU,DC =testab, DC=com Attribute
. =) giveniame userl Attribute
- ON=Infrastructure El name e Attribute
=-[ 3 OU=ISE Group B sAMAccountiame user 1 Attribute
= = User X=] Attribute

(=l userCertificate userl Binary Attribute

EEEEY  ERMFESBNEBY. LDAPERFTHEEBEBMEL AR "EAEHE ELEH

LDAP#E % T8 48 It B
Soprne B T T
#ii Softerra LDAP Browser =] en UserGroup Attribute
55 testab
-3 CH=Builtin [=] d5CorePropagationData 1/1/1601 Attribute
* __] CH=Computers [Z) groupType [ GlobalScope, Security | Attribute
-l Ou=Domain Controllers = instanceType [ Writable ] Attribute
3] J CN=ForeignSecurityPrincipals (=) member CH=user 1,0U=ISE OU,DC =testiab,DC=com Attribute
E-ll N =Infrastructure (=) member CN=user2,0U=ISE OU,DC =testiab,DC=com Attribute
e-(ll OU=ISE Group & name UserGroup Attribute
={a ﬁﬁf o - =) objectCategory CN=Group,CN=Schema,CN=Configuration,DC =testlab,DC =com Attribute
& (3 QNeDESKTOP-13 B et i bt
il = objectClass top Attribute
[l CNmuser1
i F [=) sAMAccounthlame UserGroup Attribute
g‘mm;' Chi=UserGroup = sAMAccountType < samGroupObject = Attribute
H . = =] =
#HObjectclass: B S FFEALLEREE AT#E AENEH R,
.“: LJ CN=ComputerGroup [=] objectsid 5-1-5-21-2960784035 5006096050 -34/66 26 26-1156 Binary Attribute
% (3] CN=DESKTOP-19 = ohjectGUID {3996 F90-896E -4485-9CC5-B28C0B0EB234) Binary Attriute
* u CN=user] (=] ohjectClass top Attribute
-3 CN=user2 (=] objectClass group Attribute
{j (= objectCategory CH=Group, ON=5chema, CH=Configuration, DC =testiab, OC =com Attribute
== . == =
AEREMY - BN ER WA REHREE,
Filter Name UserGroup
B v e e e
43 Ch=Builtin Elmemberof CN=UserGroup,OU=ISE OU,DC=testlabDC=com Attribute |
-l CN=Compubers
#-_J OU=Domain Controllers
- CN=ForeignSecurityPrincipals
#-d Ch=Infrastructure
- OU=ISE Group
= ou=IsE OU
#-_Jl CH=ComputerGroup
- CN=DESKTOP-19
—l CN=userl

HEEM BACSSRETRNEY. ELERTUNERAREERFHBERARETINRIBERE
BEEN-BorERETFRREHENES. TEEBRT , SEFFhESNKLDAPE 1 RR A

W E BT A B LR,

S —




5.EBELDAPSER , FEMZEIConnectionEE :

LDAP Identity Sources Lisl - testlak_ldaps

LDAP Identity Source
General Directory Organization Groups Attributes Advanced Settings
Primary Server Secondary Server
[_] Enable Secondary Server
* HostrameP | del testiab.com |G Hostname/P
*Port | 636 | Port | 389

[] Specity server for each ISE node

Accass () Anonymous Accass Accass Anonymous ACcess
() Authenticated Actess Authenticatid ACORSS
Admin DN *| CN=poongarg,CH=Lisers, DC=testl Adrmin DN
Pasgword [ T ] Password
Secure Authentication F Enable Secune Authentication Sacure Authentication Enable Secure Authentication
[] Enable Server ldentity Check Enable Servar ldentity Check
LDAP Server Root CA [pe1-ca w] i LDAP Server Root GA  DST Roet CA X3 Certificate A1 ™
Issuer CA of ISE Certificates  [pC1-CA )i lssuar CA of ISE Contificales  Select if required (optional) ™~
* Server Tirmeout 1] | i Seconds Server Timeout 10 i Seconds
* Max, Admin Connections | 20 | i Max. Admin Connections 21
] Force reconnect every i Minubes Fonog reconnec] svery i Minutes

Test Bind o Server

Failerie Always Access Primary Sarver First

= Failback To Primary Servor After 5 Minutes

6.1 = HI88 LiE1Tdsquery SUE B A AELR EILDAP{R] AR 88 #Y £ F1 & & F8DN:

PS C:\Users\Administrator> dsquery user -name poongarg
"CN=poongarg , CN=Users , DC=testlab , DC=com"

HER 1.SERELDAPRIIRARH EFEIP#b I SR | ERLDAPSIE(TCP 636) M EEDNLEBSSLE
LDAPE I E R,

S BR 2 R A Secure Authentication and Server Identity Checki®I&,

SR IMTHAEES | BEFLDAPRRFBCARENISEEE SR EMMBIRCAESE ( RIILERAES
RS RRHER—LDAPRRER LAERISEEESRE ) .



SER4EE TARHBEIMAKRSE. o K AREREERSE , B TERREMEERA,

7.7£Directory OrganizationBEE T , BE X B/HESE. ©EISEZILDAPH A S,
RIEAZMASRFENEEMNME., FIEEF , TEMNEIBLOU=ISE OUR R

RIEE R

LDAP Identity Sources List > testlab_ldaps
LDAP Identity Source

General Connection [ 1 Groups Attributes Advanced Settings
* Subject Search Base | OU=ISE OU,DC=testlab,DC=com | | Naming Contexts... |i
* Group Search Base | OU=ISE OU,DC=testlab,DC=com | Maming Contexts... |i
Search for MAC Address in Format | sw-sw-aoeg-300-m00 v |
[] strip start of subject name up to the last occurrence of the separator |
] Strip end of subject name from the first occurrence of the separator
8.1 ", T, #&—T "#8, KISELMLDAPEABNRFHE , I FEFT R
LDAP Identity Sources List > tesHab_ldaps
LDAP Identity Source
General Connection Directory Organization Attributes

Edit ::]:Add + 3 Delete Group

[] Name
[] CN=UserGroup,0U=ISE OU,DC=testlab,DC=com

&
3t

aaa new-model

radius server ISE

address ipv4 x.x.x.x auth-port 1812 acct-port 1813
key xxxxxx

aaa group server radius ISE_SERVERS

server name ISE

aaa server radius dynamic-author
client x.x.X.x server-key XxXXxx

HHEL B B802.1x B 7B B . Windows PCEE# Elswitchport Gig2/0/47




!

aaa authentication dotlx default group ISE_SERVERS local
aaa authorization network default group ISE_SERVERS

aaa accounting dotlx default start-stop group ISE_SERVERS
!

dotlx system-auth-control

ip device tracking
!

radius-server attribute 6 on-for-login-auth

radius-server attribute 8 include-in-access-req
|

interface GigabitEthernet2/0/47
switchport access vlan xx
switchport mode access
authentication port-control auto
dotlx pae authenticator

Be IS 48 U

£ AWindows Native Supplicant® Fiw , I B £ AALDAPX IBWEAPIHE 2 — , EAP-TLSARER
ES5RINERE,

1HRRAPCEERECAERSE (ARuser! ) , YEHARRKRRFRSOHRE K EZEENEIEN
BED  PCLEHERZERINE,



=

$ Consclel - [Console Root\Certificates - Current User\Fersonal\Certificates]
g File Action View Favortes Window Help

o nm §FLIXD HEm

2 C_ﬂnmj'! Root Issued To Issued By i Expiration Date  Intended Purposes Friendly Name Status  Certificate Template
v G Cedificates - Curent | 9y o1 pectiab-DCI-CA-1  6/20/2021 Client Authentication.. | <None> User-Test

v [ | Personal

. Certificates -

» (2] Trusted Root Cert r | Certificate >

¥ , Enterprise Trust General | Detals | Cartification Fath

» [ Intermediate Cert

» [ Active Directory L

» [ Trusted Publisher: _§ Centificate Information

s ] Untrusted Certific

~| Third-Party Root This certificate is intended for the following purpose(s):

s [ Trusted People » Proves your identity to a remote computer

» [ Client Authentica * Allows data on disk to be enarypted

» 7] Local MonRemaov:

» ] Certificate Enrolln

» [ Smart Card Truste

Issued to: userl

Issued by: testab-DC1-CA-1

Valid from §/20/2020 ko 6/20/2021
? ‘fou have a private key that corresponds to this certificate,

Issuer Statement

< »| € |

Personal store contains 1 certificate. I oK I

2. B FADot1x & 17 B 3% if 138 12 Authentication method as Microsoft:Smart Card or other certificate for
EAP-TLS authentication,




-ﬁ pciPassthrul Properties

Sedact thes opton (o provide authenticated network access for
this Ethemet adapter,

L] Enable |EEE 802.1X authentication

Choose a network, authentication method:
'Microsoft: Smant Card or other cedificate Settings

[ Remember my credentials for this connection each

lime: I'm kgged on
] Falback to unauthorized network access
| ok | Cancel

3T "HEEE.) , LEERAB—ERE. EHspecify authentication modeZREN A , W iEF
FERAESORE  WTERT.



B pciPassthrul Properties Advanced settings X

Metworking Authentication Sha 802, 1X settings

[] Specify authentication mode
Select this oplion to provide au
this Ethemet adapter. User authentication w Save cedentials
[+*] Enable |IEEE 802.1X authen Delete credentials for all users

Cho etwork authenticati
s I [ Enable single sign on for this network

hhuﬂ:&nattaﬂwnﬂ'ﬂ'_

Perform immediately before user logon

Perform immediately after user logon
[+] Remember my credentials f¢ ; = =
time I'm logged on =
Allow adaitional dialogs to be displayed during single
[+] Fallback to unauthorized ne SN on

This network uses separate virtual LAMNs for machine
and user authentication

Additional Settings... | "

HEISELEBERREE

HREREAP-TLSHHE , At ERERBECH  TERERSSFORIEREER  YERRES
DR R P ERSBFEF,



wiliwillis

casco  |dentity Sarvices Engine Hama + Conbeod Visiblity + Oparafians * Palicy + Work Conflars

¥ System - ldentty Managemant ¥ Nebwiork Resouncss ¢ Device Porial Management  pecGrd Sefvices ¥ Feed Sefvica ¥ Thireal Cenlrie MAC

v Mentiies  Growps  External ldentily Sources ldenlity Source Sequentes ¢ Sellings
—————————————

External Identity Sources Cenficale Authentication Profiles List > LDAPS_osrt
= - Certificate Authentication Profile
L :_. Cerificale Authentiaiion Profile
* [ fethve Coracicry *Mame | LDAPS,_cert |
< tesliab :
v B LDAP Boscription | EAP-TLS cartficate based authentication with LDAPS
£ oowe p
v ] RADIUS Token
= REA SecuriD
5 SAML 1 Providers identity Siore | testlab ldups =]
[ Soclal Login

Use idantity From (2} Certificate Atiibute | ybiect - Common Name =]

Any Subject or Altemative: Name Attribuses in the Certificase (for Active Directory Only)
Maich Client Cenficale Against
Cectificase In ldentty Siore Mover

Oinily 10 resobve identity ambiguity

=) Abwarys perform binany comparison

[ sove JREC

§52 Bldentity Source SequenceH #yCertificate Authentication Profile , 3¢ £ Authentication
Search/BEH EZLDAPSHAI & AR :



v Contaxt Visibility + Operations ¢ Policy - Adrministration b

+ Device Portal Management  pxGrid Services

i [
(4114 ]

v System

¢ ldentitias

Identity Source Sequence

« Identity Source Sequence
*Mame | LDAPS|

Description

Homa

Identity Services Engine

» Feed Senvice

= ldenlity Management » Melwaork Resources

Groups  External ldentity Sources  |dentity Source Sequences  » Setlings

+ Certificate Based Authentication

LDAPS_cert 7]

Select Certificate Authentication Profile

+ Authentication Search List
A set of identity sources that will be accessed in seguence until first authentication succeeds

Avallable Selected

—
Internal Endpaints \ tesilab_|daps

Internal L'sers
Guest Users
testlab

All_AD Join_Points
rad

o

<

v Advanced Search List Settings
If a selected identity slore cannol be accessed for authentication

() Do not access olher slofes in the sequence and $&1 the “AulhenticationStatus™ atiribute to “ProcessErrar

(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Resat

Work Centars
+ Threat Centric NAC

BERBMRDotIxFBRERERKE

» Contex Vislbility » Administration » Wark Contars

* Policy Elemsnts

Home

Chent Provisioning

e dentity Services Engine

Policy ets  Profiing  Posture

Paolicy Sets - Wired Dot1x

Status  Policy Set Name Description Conditions
@ weod Dotix & wired_sozax
W Authentication Policy (2)
+  Saws  Rule Name Gonditions:
B retwork Access-NetworkDeviceName EQUALS LAB-Switch

Dot

LS Deetault

Liconsa Warming &

Reset Policyset Hitcounts
Allowed Protocols | Server Sequence  Hits
Drefaull Network Access ERE 453
Use Hits  Actions
LDAFS %
223 o
» Options
LDAPS ¥
[} o
» Options




& Autherization Policy (2]

+
Status  Rube Name

Wisers in LOAP Store

Conditions

-

tesiab_idaps-ExlemalGroups EQUALS CN=UserGroup, OU=ISE OU, DG=1estiab, DG=oo

-

Regults

Profiles

PermitAccess

Deryhzce:

55

Security Groups

Hits

Actions

TREEER , BT EREAP-TLSIHEHLDAPS B 1 REHE in 1T 5 8=




i pciPassthru0 Status

General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No network access
Media State: Enabled
Duration: 00:01:21
Speed: 1.0 Gbps
Details...
Activity
Sent —— L‘,I'! ——  Received
Bytes: 3,003 | 676
& Properties ®Dissble  Diagnose
Close
L6

1. EELREIPCHswitchport LB S BB S EE -



SW1#sh auth s¢

MAC Address:
IPvh Address:
LM Agdcdre
Lser-Name:
Authorized
DATA
Oper host mode: single-host

r control die:

Periodic Accet

CEG612

Handle:
Current Policy:

SEate

Authe Success

2.5 TEHFELDAPSHISERE , A LA R EMA RS A B ESRMN T EMA



SREBEEAEFORERS -

S Aofrosh @ ReosotRepoat Counts 2 Export To= ¥Emars G-
Tirng Status Dtails Identity Endpoint 1D Aujth Po... Palicy Authorization Profi...  MNetwork De...  Device Port Authentication Pro,

= j identity Endpoint ID Authentication Policy Authorizration Polcy Authortzation Profiles MNebtwork Devicd Denviice Prort Austhy cation Protooc
Jun 24, 2020 04:45:21.727 AM o e useri B4DED1 2B DECEH Wined Dotix >> Dotix  Wired Dotix »» Users in LDWP Siore  Permithccess GigabliEthemet2iM7  EAP.TLS
Jun 24, 2020 044520671 AM -] usert BASEZEDECH Wired Dotix >> Doty Wired Dotfx > Usars in LDAP Slore  PermitAccess LAB-Swich GigabliEIheme2MT  EAP-TLS

4 RERIFNFAS DRI RS

Overview
Event 5200 Authentication succeeded
Username useri
Endpoint Id B4:96:91:26:DE:C0 &
Endpoint Profile Unknown
Authentication Policy Wired Dot1x >> Dot1x
Authorization Policy Wired Dot1x >> Users in LDAP Store
Authorization Result PermitAccess




Authentication Details

Source Timestamp

Received Timestamp

2020-06-24 04:40:52.124

2020-06-24 04:40:52.124

Policy Server ISE26-1

Event 8200 Authentication succeeded
Username useri

Endpoint Id B4:96:91:26:DE:CO

Calling Station Id

B4-96-91-26-DE-CO

Endpoint Profile Lnknown

IPv4 Address 10.106.38.165

Authentication |dentity Store testlab |daps

Identity Group Unknown

Audit Session Id OABAZ26390000130C98CEBDEE
Authentication Method dotix

Authentication Protocol EAP-TLS

Service Type Framed

Network Device LAB-Switch




15041
15048
22072
22070
15013
24031
24016
24023
24004
22054
22037
12306

Evaluating ldentity Policy

CQueried PIP - Network Access.NetworkDeviceName
Selected identity source sequence - LDAPS

l[dentity name is taken from certificate attribute

Selected Identity Source - testlab_|daps

Sending request to primary LDAP server - testlab_ldaps

Loocking up user in LDAP Server - testlab_ldaps

User's groups are retrieved - testlab_ldaps

User search finished successfully - testlab_ldaps

Binary comparison of certificates succeeded

Authentication Passed

EAP-TLS authentication succeeded

15036

Evaluating Authorization Policy

24209

24211

Looking up Endpaoint in Internal Endpoints IDStore - user
Found Endpoint in Internal Endpoints 1D5tore

15048

Queried PIP - testlab_ldaps.ExternalGroups

15016
22081
22080
11503
11002

Selected Authorization Profile - PermitAccess
Max sessions policy passed

MNew accounting session created in Session cache
Prepared EAP-Success

Returned RADIUS Access-Accept




5. FISEFLDAPSAREI 2 EMER ENE , HEREISELELDAPSHREHEEERE

e Time A Source Drestination Protocol  Length  Address Gdbits  info

B 2020-96-24 10:40:24. 205431 18.197.164.22 10.157.164.21 TP T4 H 8. 28057 - Eq-l- = SALK_PERM=1 = TSecr=4 Ws=128
f 21 2020-96-24 10:40:24. 206505  18.197.164.21 10.197.164. 22 TP T4 gq:_-m Im. smmmtmugmun_s-gss L¥_PE TSwal=30158962 TSecr=148972872

£ I0ie-96-14 18.197.164, 22 18.357.164. 21 TCP [1] 28957 + 636 [ACK]| Sequl Ackel Wines93L2 Lensd Tovalsl48972873 Taecrsigl5A962

I3 7028-B6-24 10:48:24. 2063961 18.197.164.22 18.157.164.21 TLSv1.2 w7 Client Hello

4 I028-B6-14 10:48:24, 118413 18,197,164, 21 15 157.164. 22 TL5v1.2 36 Server Hello, CertificatelPacket size Limited during capture]

25 2020-86-24 10:40:24.210508  10.197.164.22 J157.164.21 TP 3 28067 -« 636 [ACK] Sequld2 Acke1971 Wins33152 Lensd TSvalsl48972877 Tserrs30158962

36 2020-86-24 10:48:24.215211 18.197.164.22 lﬂ 157.164.21 TLSv1.2 ] Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

I7 2020-96-24 10:40:24.218678 18.197.164.21 10.197.164.32 TL5v1.2 173 Change Cipher Spec, Encrypted Handshake Message

I8 T0Ye-B6-24 10:48:24. 215113 18.197.164. 27 18.157.164.31 TSv1.Z 155 1]

) J020-96-24 10:48: 24, 270384 18.197.164. 21 18.957.164. 22 TSl 2 167 plication Data

30 2020-96-24 10:40:24.231712 18.197.164.22 TLSv1.2 e Application Datay

31 2020-06-14 10:40:24.238889  10.197.164.21 TLSv1.2 1878 Application Data[Packet size limited during capturel

32 2028-06-24 10:48:24. 238558 18.197.164.22 TP (1] 28057 = 636 [ACK] Seqeb82 Acks=3992 Winsl6864 Lens@ TSvals148972995 TSecr=30158365

33 2028-96-24 10:48:24.251944 18.197.164.22 10 lW 164, 21 TLEv1.2 63 Application Data

34 2020-96-24 10:40:24,253658 10.197.164.21 18, 164.22 TLSV1.2 35 Applicatisn Data

35 2020-86-24 18:-1!:?-1.29!!?1 18.197.164.22 18.157.164.21 TCP (1] 2B@5T « B35 [ACK] Seqe879 Ack=4221 Wins19688 Lens@ TSvals148972960 TSecr=38158967

281&-05 24 18.197. 164,22 18,157.164.21 TLSv1.2 151

fpplication Data

10, 157.164.31 TCP
Frame 28: 199 bytes on wire (1592 bits), 199 bytes captured (1592 bits)
Ethernet II, Src: Veware_a@cde:7f (88:59:56:a8:3e:Tf), Dst: Veware 98:ca:28 (8:dc:29:98:ca:28)
Internet Protocsl Versien 4, Sre: 10.197.164.22, Dst: 10.197.164.21
Transaission Control Protocsl, Src Port: 28057, Ost Port: 636, Seq: 335, Ack: 2678, Len: 133
Source Port: 20057
____lestimtiga bort: 66 |
5t reas ex: 2]
[TCP Segmant Len: 133]
Sequence nusber: 336 irelative sequence nusber)
[Hext sequence nusber: 469 (relative sequence nusberl]
Acknowlcdgment nusber: 3878 {relative ack number}
1008 .... = Headér Length: 32 bytes (8]
Flags: Bx@18 (PSH, ACK)
Window size value: 259
[Caleulated window size: 33152]
[Window size scaling factor: 128]
Checksum: @xSeBl [unverified)
[Checksum Status: Unverified)
Urgent pointer: @
» Options: (13 bytes), We-Operation [MOP), No-Operaticm (NOP), Timestomps
b [SEQ/ACK amalysis]
b [Tisestasps]
TCF payload (133 bytes)
fSecure Sockets Layer
v TLSw1.2 Record Layer: Application Data Protocol: ldap
Content Type: Applicatics Data (23)
Version: TLS 1.2 (@x303) — | -
Firéio: I Encrypted Data
Encrypied Agplication Data: 173d100%21280a13cclTE15e5444Th03 cBaTHaBE 109ebBA, . .

Al 3
AHHRUREBTIN — % RHEBER AL THESR,
. ERBEET , CTHSEIATHENS .

>
»
»
v

v

Authentication method is not supported by any applicable identity store

WERERH S RHALDAPT X BRIGREEN L. MR -—BETHEOREHERETIET —EZXE
755 ( EAP-GTC. EAP-TLSZPEAP-TLS)

- FERFNIABEEER , BHERER,

EEERHANRLDAPSHRSBZEERERELAN, FEMANERE , BEISELHEERNT , &
AR B AFTE = @E TR Mprrt-jinizcér , EMEILREE , ¥R Eprrt-server.logiE xR,

HOMMERARREER  BEREARSFET

04:10:20,197,ERROR,0x7f9c5b6f1700, LdapSs1ConnectionContext: :checkCryptoResult(id = 1289): error message

~ FLDAPEFMFHE LV EREERENEHRESR (IEMNFEAEERETE ), Bt , BRE
FEHSANFEELERSE , SAeTEER , EEMFHASANEEFRERIPHitNESE,




SEESMRBRED , BV IEINEEMHEEERPRTIIETE, EERERENEAESRE
LDAPERERIMFEREN "FRAESBEBM,) TEi. EUHARY | LBUHERES
sAMAccountName , EEWREISEEEREH TR EREHLDAPHEE A & BsAMAccountNamel&,

AEBREIARFARBEELIEERRIENE. EBUHAENSITEREEESENEETLE
W, ARl  XARREIRANdc ( TS ZMEE ) IEELDAPRE IR

MEAE A

+ https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/119149-
configure-ise-00.html#anc9

+ https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-
configure-eap-tls-authentication-with-is.html



https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/119149-configure-ise-00.html#anc9
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/119149-configure-ise-00.html#anc9
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html
https://www.cisco.com/c/zh_tw/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html
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EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE
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