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- ISELHAE & 10 B HBERF-

sRATH

- ISE 2.%,
. M1{EActive Directories.

E

HERELANSE  YKEAERAESFEESMAISENEAEMUANEMRF , BEMES E :

ﬁlg

1. WO L\EISEL FEIMEBEHIEE, E& , EMEMEEE Active Directories,

2. #—{EADIIAISE , REMEBEIADHE —ADZEHNBBFE , M HEMEIISE, EXE
EEnEIRE , ©2EMMERZEActive Directories Z B EL B RYEE, ISEASfEAADB S
BERAELEZEEE , WAEAHKED "THREE, |, YETCHEASIMAISERNEIAD, &
=IZEAD "zatarjos ( RINAISE ) HERRBEA BN E,

DTS EBRHER T ISEMAD LB EiBFE

SR HERISEEIMAAD , TR | &5 —EiFaalab :



il identity Services Engine Horme ¥ Conbexd Visibiity + Operations ¥ Policy - Administration Wtk Centers

k Sysiem = ldentity Management F Metwork Resowrces ¢ Device Fortal Management paGnd Services ¥ Feed Senvice ¥ Threat Centnc NAC

b Identies  Geoups External ldenlity Sownces  Idenlity Source Sequendes » Seltngs
L
External Identity Sources. Whitelisted Domains PassivelD Groups Attributes Advanced Settings
v =
L | Cartificate Austhanbcation Profle " hain Point Mame Iﬂ
» B Active Direclory * Active Directory Domain  aaalab.com
= aaalak
® .I.r:ax:-‘
— P e Joim B Leave  Test User ﬂlJmuncs‘.n: Tool 1:3& Refresh Table
: RADIUS Token ] FSE Nooe »  [SE Node Rele Slas Denaeny CORLker Site
] RSA SecuriD ] ISE24-1.333lab com PRIMARY (& Operational VAN-TPIBKNZBLGE aaataboom  Defaul-First-Sie-Name

SR R EMEActive DirectoriesZ MR AEBEE , MTAAR :

1. B3Rk Active DirectoryiBi F{EEEEE T,

2. EEBRY , BR—TAREMEEENE , REFE "BiE. .

3.1—T "1 BER.

4. %—T THEGE. &

5. AMEGEBER  EH—TT—%,

6. BAADIEHDNSER , REZR—T "T—F. .

7. BRI LUEIBDNS#EMTADSE, , Al T — (A& B KABEE A @M. EETwo-way , RER—T
Nexto

8. HNEBHEEEY K REZETHEMRENMEER , ARE-TT -5,

9. WMAXHERBAGEES  ARR—T "T—%.1 .,

10. B—TRXT—%,

BHEE : ADEBRBRHER X EEE , 182 F/7 R E & 7 LLEE A Microsoft X &,

BEFHEER , R~OIAD(aalab) T LAEFAD(zatar.jo)BH , CESEH "TAREE,, HE , T
Fime MRKRET , IEOEEHRETIER

It Identity Services Engine Home b ContextVisibily ¢ Operations ¢ Foicy TR

» System | ~ldeniity Management  » Network Resources ¢ Device Portal Management  puGrid Services ¢ Feed Service  » Threat Centric NAC

¢ lgentities  Groups  External ldentity Sources  Identity Source Sequences v Settings
——————

External Identity Souroes Connection PassivelD Groups Attributes Advanced Settings
= — U2 all Active Direciory domains for aulhentication

» = Certificate Authentication Profia L d r Show Unusable Domains

* [ Activa Directory [] Mame « Authenticate = Forest SID

: -.L;Jf::m [0 aaalab.com YES A3alab com 5-1-5-21-1368501036-25438103-262047587
P ODBC O newiab.com YES newlab.com 5-1-3-21-927820924-69047 124 3-4064067410
=rie T O sub.aaalab.com YES aaalab.com §-1-5-21-1291656626-390840787-41B4745074
Bx REA SecurD 0O zatarfo YES zatarjo £-1-5-21-3031753119-2636354052-3137036573
£ SAML 10 Providars
: Social Login

SR HERBARE 'aEHE,) $ohNBEES  UTHATR. ERARESRERZIEEEE
WFTE BETEHETES, WREAEEONIly search in the "Whitelisted Domains" from the
joined forest , A REEXEHMN "+, HFPETES, {child domain/R¥l : sub.aaalab.com , IR
tENEREES)],



"Hseh Identity Services Engine Home  » ConlexiVisibiity — » Operations  » Policy [EREGIISIEToN

¥ System | ~lIdentity Management &= P Network Resources P Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b Identities  Groups External Identity Sources  Identity Source Sequences » Settings

External Identity Sources Connection Whitelisted Domains PassivelD Groups Attributes
A~k —

|| Certificate Authentication Profile

v Advanced Authentication Settings
Enable Password Change

* [L] Active Directory Enable Machine Authentication
<5 aaalab Enable Machine Access Restrictions To configure AR Cache distribution groups: (i
» [ LDAP Aging Time {hours) i Administration > System > Deployment
£ obBe [[] Enable dial-in check

D Enable callback check for dial-in clients

r = RADIUS Token A e
[[] Use Kerberos for Plain Text Authentications.

] RSA SecurlD
[ SAML Id Providers

(] Social Login w Identity Resolution

Advanced control of user search and authentication.

If identity does not include the AD domain (§

() Reject the request

() Only search in the "Whitelisted Domains” from the joined forest
@® Search in all the "Whitelisted Domains” section /)

IRFE |, ISET LAfEaaalab.comMlzatar.comPE2FHE,

BREE

BMETCERABEIR "testusery EBHEBER , FANR "zatarjos BHANFERAE (EERTRHG , £H
% Tdemo, EHFER zatarjos HF , MAFER Taaalab.coms # |, BEHGERWOT ) :

Test User Authentication
* Usermname | demo
* Password
Authentication Type | Lookup -

Authorization Data (] Retrieve Groups
Retrieve Attributes

[ Test

Groups Attributes

Test Ussrname : damn

ISE MODE : ISEZ4=1.aamlab.com
Scope : Default Scope
Instancs : aaalab

Authentication Besult : SUCCESS

Authentication Domain
User Principal Name
User Distinguizhed Nams

Zatar.jo
JdemcEzatar.jo
C=demo, Ci-Ussrs, DC-zatar, IC=jo

Croups 2 2 found.
Attributes » 33 found.
Authentication time : 41 m=.
Gooups fetching tir 1 3 ma,
Attributea fetching time: 1 ms.



3

EE | aaalab.comP A EWEITE , user kholoudfZRaaalab.com:

Test User Authentication

* Usermname Ii khaoloud
* Password
Authentication Type | Lookup A
Authorization Data |v] Refrieve Groups
Retrieve Atfributes
Test
Groups Artributes

Test Usarnams : khoaleoud
ISE KODE : ISEZ4-1.aaalab.com
Scope : Default Scope
Instancse : aaalab
Authenticaticon BResult 1 BSOCCESS
BAuthentication Domain : aaalab.com
User Principal Name : kxholoudfaaalab.com
User Distinguished Name : CN=kholoud,CN=Users,DC=aaalab, DC=com
Groups : 2 found.
Attributes 32 found
Authentication time : 33 ms.
Groupe fetching time : & ms.
Attributes fetching time: 3 ms.

RER: AR

BBRASBAD/EAEE[E (EEASBIMELELRE ) NEIEEEERME !

1TRERARENISERR ( XERFA ) . AUXERRITH/EENRKD , RFIATEE
AD - EM & B R BRI TR EER,

2. WEISEMADZ B ER I HE,
FBR1.WEISERGS :
a. AR , BUTARERES trace.

- Active Directory(ad_agent.log)
- identity-store-AD(ad_agent.log)



- runtime-AAA(prrt-server.log)
- nsf(ise-psc.log)
- nsf-session(ise-psc.log)

b.ERMEE , BERMENFEREER.
c.EZ BRI,
TSR "HE

MiEE : B RBESWFMER , TfEad_agent.logiE R+ K Z|

fEad_agent.logig®E :
zatarE A F1EIERERE

2020- 01-16 12:26: 21, 210 VERBGCSE, 140568698918656, LsaDnEngi nepDi scover Tr ust sFor Domai n:  Addi ng
trust info zatar.jo (Other Forest, Two way) in forest

zat ar.j o, LsaDnEngi nepDi scover Tr ust sFor Donmai n(), | sass/ server/ aut h- provi der s/ ad- open-

provi der /| sadnengi ne. c: 472

2020- 01-16 12:26: 21,210 DEBUG , 140568698918656, New domain zatar.jo will be added to the trusted
domain |ist.,LsaDmAddTrust edDomai n(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 1997

ExHaalabPEZSFERAE "demo,

2020-01-16 12:29: 08,579 DEBUG , 140568690480896, Adl denti t yResol ver::search: do

(&(| (obj ect Cat egor y=per son) ( obj ect Cat egor y=conput er) ) (sAMAccount Nane=denp)) search in forest
aaal ab. com searchldentity(), | sass/server/auth-provi ders/ad-open-

provider/ad_identity_resol ver_inpl.cpp: 738

(FBEE , ERFEAENAzatariEF |, Bisel§ H L FaalabiFHFRET , ARE '€, HEBEFH
Hittig , Hlinewlab.com, B REFIHPHATREWE LR Azatar.jo , BLEFEHUPNTR
, MEISERERESNVE , RitEAERFERAUTRXZA  demo.zatar.jo).

fzatarjoh B EFEAE "demos o

2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, Adl denti t yResol ver::search: do

(&(| (obj ect Cat egor y=per son) ( obj ect Cat egor y=conput er) ) (sAMAccount Nane=denp)) search in forest
zatar.jo,searchldentity(),|sass/server/auth-providers/ad-open-

provider/ad_identity_resol ver_inpl.cpp: 738

2020-01- 16 12:29:08, 604 DEBUG , 140568690480896, LsaDnpLdapOpen: gc=1,

donai n=zat ar. j o, LsaDnpLdapQpen(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 4102
2020-01-16 12:29: 08, 604 DEBUG , 140568690480896, LsaDnpl sDomai nOf f I i ne: checki ng status of domain
zatar.j o, LsaDmpl sDomai nOFfli ne(), | sass/ server/ aut h- provi der s/ ad- open- provi der/| sadm c: 3158

zatari P ERAE "demoy

18037: pszResol vedldentity = "deno@atar.jo"

Li ne 18039: pszResol vedDN = " CN=deno, CN=User s, DC=zat ar , DC=j o"

Li ne 18044: pszResol vedSAM = "denp"

Li ne 18045: pszResol vedExplicitUPN = "deno@atar.j 0"

Li ne 18056: "1579177748579 24325 "denp" AD-Log-1d=1579177581/ 40,
Li ne 18095: pszBase = "CN=deno, CN=User s, DC=zat ar, DC=j 0"



SRR W EME

a.fEISEMAD/LDAPZ BN EREHME , Rt MREFABREHBEFTERZEM K ELEH
BT HE

ISEAD

1. ISEID — > Active Directory -> — >

2.ISE

3. TROUBLESHOOTING.EncryptionOffPeriod
4.

<>

30

5.

6.

7.Active Directory
8.10
b.7EISE L (BN HE,
c.ERMBE,
dAREFELI THHBE
TEHR "Hit, :




1 Jip.ackermm1ts 860 101
o, Time Source Deesstination Protoco Lengt Info
1588 2028-81-16 12:29:98._. 10.48.68.161 19.48.68. 241 KRBS 1488 TGS-REP

1591 2020-81-16 12:29:98... 10.48.69.241 19.48. 68,161 TP 66 46537 + 3268 [ACK] Seq=1l Ack=1 Win=29312 Len=8 TSval=785544300 TSecr=260534689

1592 2020-81-16 12:29:08._ 106.43.68.241 18.48.668.181 LDAP 1585 bindRequest(1) "<ROOT>" sasl
1593 2020-81-16 12:29:98... 10.43.60.101 18, 48. 68,241 LDAP 278 bindResponse(l) success
1594 2020-81-16 12:29:98._. 10.48.68.241 18. 48 . 68,181 TP 66 46537 + 3268 [ACK] Seq=1448 Ack=213 Win=30336 Len=8 TSval=7R55443083 TSecr=26@534689
1595 2020-01-16 12:29:98... 10.43.60,241 18.48.60.181 LDAP 370 SASL GS5-API Integrity: searchRequest(2) “de-asalab,dc=com” wholeSubtree
¢ 1596 2020-081-16 12:29:88... 10.48.68.181 18.48.68.241 LDWP 128 SASL GS5-APT Integrity: searchResDone(2) success [@ results]
1684 2020-01-16 12:29:98... 10.43.68, 241 18, 48.6@.181 ERES 1476 TGS-REQ
ALAA WEAA A AL AN A A A0 £ 241 A _AD _£A A SOE AACH TEE AEND

krb5_sgn_cksum: 68893f3116B882bcl276063af

¥ G55-APT payload (272 bytes)
~ LDAPMessage searchRequest(2) “de=asalab,dc=com™ wholeSubtree
messagelD: 2
~ protocolOp: searchRequest (3)

¥ searchRequest
baseObject: dc=asalab,dc=com
scope: wholeSubtree (2)
derefiliazes: neverDerefiliases (@)
sizelimit: @
timelimit: @
typesOnly: False
Filter: {&(|(objectCategory=person){objectiategory=computer)}{sAliccountlame=dema))
~ filter: and (@)

w and: (&(|(objectlategory=person)(objectCategory=computer)){sAMACcountName=deno) }
~ and: 2 items
= Filter: (|(ocbjectCatepory=person){objectlategory=cosputer))
« and item: or (1)
» or: (|{objectCategory=-person)(objectCategory=computer))
¥ Filter: (sAMAccountMome=dema)
~ and item: equalityMatch (3)
«~ equalityMatch

attributeDesc: sAMACcountName
assertionValue: demo

L

®E

THR-EETESETN THEMNIEIHEERRE LR BFELH R,
1.BERAD "zatarjoi NS ORE :

MRERSE T RRFRR , SRUBLUTAREES :

2020- 01- 22 10:41: 01,526 DEBUG , 140390418061056, Do not know about domain for object SID'S-1-5-
21-3031753119- 2636354052- 3137036573- 513" , LsaDnpMust Fi ndDomai nByObj ect Si d(), | sass/ server/ aut h-
provi der s/ ad- open- provi der/| sadm c: 1574

EMRER "1H, EERRRKRzatar jo B,
RADEERBFADEMRE



Test User Authentication
*Username
*Password
ication Type

amman

sssssess

MS-RPC

Authorization Data

Authentication Result Groups

Test Username
ISE NODE
Scope
Instance

Authentication Result
Authentication Domain
User Brincipal Hame
Groups

Attributes

Authentication time
Groups fetching time

Test User Authentication

Usex Distinguished Neme :

Retrieve Groups
Retrieve Atiributes

[ Test ]
Attributes

: amman

i isefire.wall.com
: Defanlt Scope

: amalab

: SUCCESS

: zatar.jo

: amman@zatar.jo

CN=grman, CH=Users, DC=zatar, DC=jo

: 2 found.
: 33 found.

: B3 ms.
: 5 ms.

Attributes fecching time: & ms.

*Username

amman

* Password

sesenses

Authentication Type

MS-RPC il

Autherization Data (] Retfrieve Groups
Retrieve Atfributes

Groups Attributes

Authentication Result

Name
Zatarjo/BuiltinlUsers
zatarjo/Users/iDomain Users

a | SID
zatarjors-1-5-32-545
5-1-5-21-3031753119-2636354052-3137036573-513

I #EJHREBFAD_agent.logH :

2020-01-22 10:41: 01,516 DEBUG , 140390418061056, AD_Get TokenGroups: SID sel ected: [zatar.jo/S-1-5-
32-545], AD_Get TokenGroups(), | sass/ server/ aut h- provi der s/ ad- open- provi der/ provi der - mai n. c: 9669
2020- 01-22 10:41:01,516 DEBUG , 140390418061056, AD_Get TokenGroups: SID sel ected: [S-1-5-21-



3031753119- 2636354052- 3137036573-513] , AD_Get TokenGr oups(), | sass/ server/ aut h- provi der s/ ad- open-
provi der/ provi der-main. c: 9669

pTokenG oupsLi st =

{

dwSt ri ngsCount = 2

ppszStrings =

{

“"zatar.jo/S-1-5-32-545"

"S-1-5-21-3031753119- 2636354052- 3137036573- 513"
}

}
2MRBPHHEE EREMAKFN "ARHEE,

Connection Whitelisted Domains PassivelD Groups Attributes

¥ Advanced Authentication Settings

Enable Password Change
Enable Machine Authentication

Enable Machine Access Restrictions To configure MAR Cache distribution groups: (i

Aging Time {hours) i Administration = System = Deployment
[] Enable dial-in check
[C] Enable callback check for dial-in clients

[] Use Kerberos for Plain Text Authentications.

v Identity Resolution

Advanced control of user search and authentication.

Ifidentity does notinclude the AD domain i

(C) Rejectthe request

(%) Only search in the "Whitelisted Domains” from the joined forest
(O) Search in all the "Whitelisted Domains™ section ,j_\.

If some of the domains are unreachable
(®) Proceed with available domains
(") Drop the request

v Identity Rewrite

Changes the format of usernames before they are passed to active directory.
(%) Do not apply Rewrite Rules to modify username
() Apply the Rewrite Rules Below to modify username

¥ PassivelD Settings

ERERE TEEMAMSN "TEREE, 78S, BEE | ISEERERERARR

2020- 01-22 13:53: 31, 000 DEBUG , 140629434660608, LsaDpFi | ter O fl i neCal | back: exami ne donmin

newl ab. com LsaDmpFil ter O flineCal | back(), | sass/server/aut h-provi ders/ ad- open-

provider/| sadm c: 3423

2020- 01-22 13:53: 31,001 DEBUG , 140629434660608, LsaDnpFi |l ter O fli neCal | back: donain newl ab.comis
usable and is marked offline (DC or GC)., LsabnpFilterOflineCallback(),|sass/server/auth-

provi der s/ ad- open- provi der/| sadm c: 3498

2020- 01-22 13:53: 31,001 DEBUG , 140629434660608, LsaDmpFi | ter O fli neCal | back: exami ne donain
zatar.jo,LsaDmpFilterOf flineCall back(), | sass/server/auth-provi ders/ad-open-provider/|sadm c: 3423
2020- 01-22 13:53: 31,001 DEBUG , 140629434660608, LsaDnpFilter O fli neCal | back: domain zatar.jo is
not marked offline (DC or GC).,LsaDnpFilterOflineCallback(),!|sass/server/auth-providers/ad-
open-provi der/| sadm c: 3454

& "petras (U zatarjod , BMRFBSELN , U TEHNLEEERE :



Test User Authentication
*Usemame | petra

*Password | essesses
Authentication Type | MS-RPC i

Authorization Data [/] Retrieve Groups
Refrieve Atributes

Test. )

Authentication Result Groups Attributes

Test Username i petra

ISE WODE ¢ isefire.wall.com
Scope i Default Scope
Instance : aaalab

Authentication Reault  : FAILED

Error i Ho such user, please refer to Test user option to get further information

Processing Steps:

11:52:53:727: Resolving identity - petra

11:52:53:727: Search for macching accounts at join point - asalab.com
11:52:53:735: HNo matching account found in forest - aaalab.com
11:52:53:735:  Identity resolution detscted no matching account
11:52:53:735: Identity resclution failed - ERROR_NO_SUCH_USER

EHFEF
ISEfEEREHME K HASREE "EEMAMKFH "TBREE, PES,

2020- 01- 22 13:52:53, 735 DEBUG , 140629511296768, Adl denti t yResol ver::search: already did

(&(| (obj ect Cat egor y=per son) (obj ect Cat egor y=conput er) ) (sAMAccount Name=petra)) search in forest
aaal ab. com searchl dentity(), | sass/server/aut h-provi ders/ ad- open-
provider/ad_identity_resolver_inpl.cpp: 735

2020- 01- 22 13:52:53, 735 VERBOCSE, 140629511296768, Adl denti t yResol ver: : exam neDonai ns:

newl ab. com exam neDonmai ns(), | sass/ server/ aut h- provi der s/ ad- open-

provider/ad_identity_resol ver_inpl.cpp: 601

2020- 01- 22 13:52:53, 735 VERBOCSE, 140629511296768, Adl denti t yResol ver: : exam neDonai ns:

zatar.j o, exam neDonmi ns(), | sass/ server/ aut h- provi der s/ ad- open-

provider/ad_identity_resol ver_inpl.cpp: 601

2020- 01- 22 13:52:53, 735 VERBOSE, 140629511296768, Adl dentityResol ver::finalizeResult: result:
40008 (synbol: LW ERROR NO SUCH USER), finalizeResult(),|sass/server/auth-providers/ad-open-
provider/ad_identity_resol ver_inpl.cpp: 491

2020- 01- 22 13:52:53, 735 VERBOSE, 140629511296768, AD_Resol vel dentity: identity=[petra], flags=0,
dwEr r or =40008, AD_Resol vel dentity(), | sass/ server/ aut h- provi der s/ ad- open-
provider/ad_identity_resol ver. cpp: 131

2020- 01- 22 13:52:53, 735 VERBOSE, 140629511296768, LsaSrvResol vel dentity: identity=[petra],
flags=0, dwkrror=40008, LsaSrvResol veldentity(),|sass/server/api/api?2.c:2877

2020- 01- 22 13:52:53, 735 VERBOSE, 140629511296768, Error code: 40008 (synbol:

LW ERROR_NO_SUCH_USER), LsaSrvResol vel dentity(), | sass/server/api/api2.c:2890

2020- 01- 22 13:52:53, 735 VERBOSE, 140629511296768, LsaSrvResol vel dentity: identity=[petra],

fl ags=0, dwError=40008, resolved identity list returned =

NO LsaSrvl pcResol vel dentity(), | sass/server/api/ipc_dispatch.c: 2738
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