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S B82.5 Eauthproxy.cfgiE =,

ENAmESR (NREAHBFIR ) ++BERBILER,

EE . TR E L AC:\Program Files(x86)\Duo Security Authentication
Proxy\conflauthproxy.cfg

S B83. £Duo Admin Panel® %3 "Cisco ISE RADIUS  FEF : https://duo.com/docs/ciscoise-
radius#first-steps

S B4 fwmEBauthproxy.cfgls R G L ELE

i1key= XXXXXXXXXXXXKXXXXXXXXXKKKXK

skey= XXXXXXXXXXXXXXXXXXXXXXXXXKXXXXXXXXXKKKKK
api_host=api-xxxxxxxx.duosecurity.com

radius_ip_1=10.127.196.189 Sample IP address of the ISE server
radius_secret_l=****x*%*

failmode=secure
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client=ad_client
port=1812

S BB5.1 Fl Active Directory3£# & &l Ead_client. Duo Auth ProxyE AL T EFRIBADE T ES
D ERFBEITF D RE.

[ad_client]
host=10.127.196.230
service_account_username=< AD-username >

Sample IP address of the Active Directory

service_account_password=< AD-password >
search_dn=CN=Users,DC=gce,DC=iselab,DC=1local

MiEE : IR EHNBEEEHTTPRIEBERZ S e B Internet , F5fEauthproxy.cfg s #i8
http_proxy&F & Ao

S B6. E ¥R EDuo Security Authentication Proxy R %, FEWindowsZE i £ fEFE R B
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Authentication Proxy Service , A% % — TEHMME , M TEF® :

0o Services
File Action Wiew Help
s m Daz He » oo
Sennces (Local) o Sarvices llﬂﬂl'}
Duo Security Authentication Proxy ~ Mame = Descripticn Status Startup Type Log On s A
Service 4 DCOM Server Process Lawn...  The DOOMLAUNCH se.  Running  Automatic Lecal Systern
Device Acsociation Serdce Enables pairing betawee... Manual (Trigger Start)  Local System
::—I:'::::::“ % Device Install Servage Enables o computer to .. Marual (Trigger Start)  Local Systemn
o Device Setup Manager Enables the detecticn, ... Manual (Trigger Start)  Local System -
< DFS Marespace Enables you b group 5. Runming  Autematic Lecal Syrtermn =
DFS Replication Enables you to synchro...  Running  Automatic Local Systern
< DHCP Client Registers and updates L. Running  Awtematic Lecsl Service
DHCP Server Performs TCR/P confi.  Running  Automatic Metwork Serdce
< Diagnestic Palicy Service The Diagnastic Palicy 5., Funning  Autematic (Deleed .. Lecsl Service
Diagnostic Service Host The Diagnostic Serdce ... Manual Local Service
4 Disgnostic Systern Hos The Diagnastic System ... Manual Lecal Systemn
Diagnostics Tracking Service  The Diagnostics Tracki.. Funning  Awtomatic Local Systern
Distribuwted Link Trackng Cl.. Maintaing links betwee... Manual Local Systern
Distributed Transaction Co—  Coordinates transactio..  Funning  Automatic [Delayed ... Metwork Service
DS Chient The OMN5 Chent senace ...  Runming  Autamatic (Tegger 5. MNetwark Serice
DMS Server Enables DS clientstor.. Funning  Automatic Local System
D5 Role Serves This service hosts the D... Manual Local Systern
00 Secuity Authenticatio._____________FRunning _Automatic _____Local Systen |
Encrypting File System (EFS)  Provedes the core file e... Manual (Trigger Start]  Locsl Systemn
o Extensilbile Authentication P The Extensible Autherii.. Mamual Local Syptern
Fube Rephication Synchronizes folders wi.., Disabled Local Systemn
< FaeZilla Serces FTP seaver P:usmmg Agtamatic Lol Syptern e
', Etended .‘._Stundar\d}"-

SBTAETRERRE , X EKRIKEE L BADuo Mobile:https://duo.com/docs/administration-

users#creating-users-manually

1£Duo Admin Panel L#TiE#E A&, EEEUsers > add users , 1 FEIFTR :
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Q Search for users, groups, applications, or devices
4| grouips, app

Dashboard
Dashboard » Users » Add User

Add User

Adding Users

Most applications allow users to enroll themselves after they complete primary authentication.

Policies

Applications

Users

Add User Learn more about adding users [F
Pending Enroliments

Bulk Enroll Users

Import Users

Username duoadmin
Directory Sync
Bypass Codes Should match the primary authentication username.
2FA Devices
Groups

Add User

Administrators

Reports

BAREIRERECHEEFE LZEDuER,

Phones
: P Add Phone
You may rearrange the phones by dragging and dropping in the table.

This user has no phones. Add one.

-'I' Q Search for users, groups, applications, or devices
Dashboard

Dashboard » Users » duoadmin » Add Phone
Policies
Applications
Users Type @® Phone

Tablet

Add User
Pending Enrollments
Bulk Enroll Users

Phone number = v 1 201-555-5555 Show extension field
Import Users
Directory Sync
Bypass Codes

Add Phone

2FA Devices

i#1ZActivate Duo Mobile , 21 FE R :



Device Info

Not using Duo Mobile Model ﬁ_\ os
Activate Duo Mobile Unknown '@' Generic Smartphone

i#1ZGenerate Duo Mobile Activation Code , B0 N EBIFf 7 :

Dashboard
Dashboard » Phone: Generic Smartphone > Activate Duo Mobile

Activate Duo Mobile

Policies

Applications

Users This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allows the user to generate passcodes on their
mobile device or authenticate via Duo Push,

2FA Devices
Note: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the new activation code.
Phones

Hardware Tokens

WebAuthn & U2F Ehone: Generic Smartphone
Groups
Administrators Expiration 24 hours j after generation

Reports

Settings Generate Duo Mobile Activation Code

i#1#ZSend Instructions by SMS , 1 FEIFIR :

Dashboard
Dashboard » Phone: Generic Smartphone > Activate Duo Mobile
Policies . .
Activate Duo Mobile
Applications
Users A new Duo Mobile activation code has been generated, and any old credentials have been invalidated. You now have the option to deliver the installation instructions and/or
activation instructions to the user by SMS.
2FA Devices
Phones
Phone Generic Smartphone
Hardware Tokens
WebAuthn & U2F
Installation instructions Send installation instructions via SMS

Groups

Welcome to Duo! Please install Duo Mobile from your app
Administrators

store.
Reports
Settings i
Billing
Activation instructions Send activation instructions via SMS

Support

To activate the app, tap and open this link with Duo Mobile:

Upgrade your plan for support.
R _
4

Helpful Links
Documentation 4 Send Instructions by SMS LI RGTEEET]

User Guide 7

BESMSHRYER , DuolE AigiE & ZlDevice InfoXf 20 PRI A FRE , M TEMR :



=|I= Q, Search for users, groups, applications, or devices Al Giseo Systems | ID:

[4110]

Dashboard
Dashboard > Phones > Phone:—

Policies
Send SME

Applications

Users

: h  duoadmin (NANCY) » Attach a user
2FA Devices 4 Authentication devices

Phones

can share multiple
Hardware Tokens users
WebAuthn & U2F

Groups )
Device Info

Using Duo Mobile 3.28.0 m Model
Reactivate Duo Mobile '\ ) _

Settings .~ Last Seen
29 minutes ago

Administrators
0s

Reports Android 8.0.0

Billing

ISE #HAE

S B1.&ISEEEDuo Auth Proxy® &,
Bfin Z|Administration > Identity Management > External Identity Sources > RADIUS Token , 2

AddEAFT B FTHIRADIUS S IR ARES. £ Mgeneraly HEBHEZR[RETEM , £ "connections B
BrEZRPHuMAREE , MTEMRF :

60

Elt'séle‘ Identity Services Engine Home » Context Visibility » Operations ¢ Policy = Administration » Work Centers

b System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

v Idenfities  Groups  External ldentity Sources  Identity Source Sequences  » Settings
—————

RADIUS Token List > DUO

RADIUS Token Identity Sources
General Connection Authentication Authorization

External Identity Sources
v =
» [ Cedificate Authentication Profile

¥ | Active Directory * Server Connection
4 AD
(& LoaP
& opec
~ [53] RADIUS Token
= Duo
(] RSA SecurlD
(] SAML Id Providers ¥ Primary Server ¥ Secondary Server

L Social Login
* HostIP | 19.127.196.230 ] q Host IP i
* Shared Secret | qoeeeeee | [-.Show Shared Secret Show
* Authentication Port 7 Authentication Port

* Server Timeout [gg Seconds Server Timeout seconds

Safeword Server

Enable Secondary Server () Always Access Primary Server First

(&) Failback to Primary Server after Minutes (0-99)

" Connection Attempts [ 3 1 Connection Attempts

S B82. '8 F Administration > System > Admin Access > Authentication > Authentication Method
I Select previously configured RADIUS token server as the Identity Source , 21T BIFf R :



ddly Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

= System  » Idenfity Management  » Metwork Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore = Admin Access  » Settings

—
(]
Authentication Password Policy Account Disable Policy Lock/Suspend Settings
» Authorization Authentication Type
~ Administrators
® Password Based |
* |dentity Source |RADIUS:DUO v
Admin Users iy
Admin Groups
O Client Certificate Based
b Settings

& B#3..8 8 ZAdministration > System > Admin Access > Administrators > Admin Users , A% &
adminfE i HE & AExternal , WIRMHBREESHTE , WTEMT :

Identity Services Engine Home: » Context Visibility » Operations » Policy + Administration » Work Centers

wSystem b ldentity Management  » Network Resources b Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  » Cerfificates  » Logging  » Maintenance  Upgrade  » Backup & Restore = Admin Access  » Seftings

I
<]
L Administrators List > New Administrator
Authentication
¥ Admin User
» Authorization
* Name | duoadmin
~ Administrators
Status Enabled =
Admin Users Email | | [7] Include system alarms in emails
Admin Groups
External i
b Settings
Read Only []

Inactive account never disabled

¥ User Information

First Name | |

Last Name | |

» Account Options

* Admin Groups

1Super Admin ®

| Submit | | Cancel |

B

FRASAR , BRAENEERREEERE,
BRXISE GUI , i###RADIUS Token ServerfE B 5 BRI LUEEBEFREEA,
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[dentity Services
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Usemame  duoadmm
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[dentity Source DU -
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Problem logging in?

REREDERR
AER A AR AR EHA RS TR R

EHEBREECloud T Active DirectoryfyDuo ProxyiZ#RHEARI R RE , §87Eauthproxy.clgE 0 THig ©
debug=trues , LARXADuo Auth Proxy EHYFAE.

B ANTLE :
C:\Program#¥ 38 (x86)\Duo Security Authentication Proxy\log
ERELRDE FIRE XA FES T B Brauthproxy++logtE £,

s2#%Duo Auth Proxy#EISE# U FE R I 4% H {Fi% F/Duo Cloud,

2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] Sending request from 10.127.196.189 to
radius_server_auto

2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] Received new request id 2 from
('10.127.196.189', 62001)

2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] (('10.127.196.189', 62001), duoadmin, 2):
login attempt for username u'duocadmin’'

2019-08-19T04:59:27-0700 [DuoForwardServer (UDP)] Sending AD authentication request for
'duocadmin' to '10.127.196.230"

2019-08-19T04:59:27-0700 [duocauthproxy.modules.ad_client._ADAuthClientFactory#info] Starting
factory



5% 55 BDuo Cloud#Duo Auth Proxy#y B 56 5 B

2019-08-19T04:59:27-0700 [duocauthproxy.modules.ad_client._ADAuthClientFactory#info] Stopping

factory

2019-08-19T04:59:37-0700 [-] Duo preauth call failed

Traceback (most recent call last):

File "twisted\internet\defer.pyc", line 654, in _runCallbacks
File "twisted\internet\defer.pyc", line 1475, in gotResult

File "twisted\internet\defer.pyc", line 1416, in _inlineCallbacks

File "twisted\python\failure.pyc", line 512, in throwExceptionIntoGenerator

File "duoauthproxy\lib\radius\duo_server.pyc", line 111, in preauth

File "twisted\internet\defer.pyc", line 1416, in _inlineCallbacks

File "twisted\python\failure.pyc", line 512, in throwExceptionIntoGenerator

File "duoauthproxy\lib\duo_async.pyc", line 246, in preauth
File "twisted\internet\defer.pyc", line 1416, in _inlineCallbacks

File "twisted\python\failure.pyc", line 512, in throwExceptionIntoGenerator

File "duocauthproxy\lib\duo_async.pyc", line 202, in call

File "twisted\internet\defer.pyc", line 654, in _runCallbacks

File "duoauthproxy\lib\duo_async.pyc", line 186, in err_func
duocauthproxy.lib.duo_async.DuoAPIFailOpenError: API Request Failed:
xxxxxxxx.duosecurity.com',)

2019-08-19T04:59:37-0700 [-] (('10.127.196.189', 62001), duoadmin,
Duo login on preauth failure

2019-08-19T04:59:37-0700 [-] (('10.127.196.189', 62001), duoadmin,
3: AccessReject

2019-08-19T04:59:37-0700 [-] (('10.127.196.189', 62001), duoadmin,

MR

. {FFADUOKIRA VPN & {2 B8 38
- Bli T BB - Cisco Systems

DNSLookupError ('api-

3):

3):

3):

Failmode Secure - Denied

Returning response code

Sending response


https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://www.cisco.com/en/US/support/index.html?referring_site=bodynav
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