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OKTA SAML

WLC ISE
Employee sso
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1
assaciation with SSID RADIUS/SERVICE-

TYP=CALL-CHECK

uil-redricet-acl+ur-redirect

“
url-redirect=https:// 2
sespan.bikawi.lab:8443/portal’
gateway?
sessionld=0a3e249b000003dc5
b91573c&portal=794a93a2
ad11-11e8-9ed1-0242504dcBb6

3 &action=cwaé&token=fdbBf8566a
caf99b4b22a7fe219d4d4e

hitps:fwww facebook.com

2

4 WLC intercept and redirect to URL provided by
ISE

Emplayss access

redinect to OKTA
. . hitps-icisco-yalbikaw.okta.com

w

user put his credinitials

»
sucessigo to hitps:fisespan. bikawi lab:8443/portalf
I - $50IoginResponse action 6

hitps:\isespan. bikawi lab: 844 Aportal’
S50InginResponse, action

\

continue to AUP

1. FEAEEREISSID , & 75T Amac filtering(mab).
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http://www.facebook.com
https://developer.okta.com/standards/SAML/

External Identity Sources ldantity Provider List = OKTA

- =

L SAML Identity Provider

» [ Corticate Authontication Profile
P Identity Provider Config. Sarvice Provider Info, Groups Attributes Advanced Saettings

B Acive Direciony
3 Loap
i3 cose * I Provider Name | OKTA |
[ RADIUS Token Descrigtion | |
(5 RSA SeciD

= [ SAML M Providens
L
“3 OKTA

SR BIDRHEXN T BB BLRREE,
2.R/SSORIVFIF,

TR EU S EBOKTAER S HIRMNFIF. BYOD, REHEM. ShESNEMNHMLEEREEMF
2B, EANER , FIFRERIFEMF , FREINREAZRA.

SR BRI TEPOSHEFA>MIFNTH , RRENMF,

Create Guest Portal - Choose Portal Type x

Choose the type of portal you want to create.

Sponsored-Guest Portal

Sponsors create guests’ accounts. Guests cannot create their own accounts.

o Self-Registered Guest Portal

Guests provide information to automatically create an account, with sponsor approval as an optional requirement.,

Hotspot Guest Portal

Guests can access the network without credentials, but you can add a welcome message and AUPR.

ot JEETTR

Overview  » ldentities  ldentity Groups  Ext Id Sources  » Administration  Metwork Devices  ~Portals & Components  Manage Accounts  » Policy Elements  Palicy Sets
o Portals Settings and Customization

Gueat Ponals Portal Name: * Description:
Guest Typas OKTA_SS0 || Portal test URL

SR REFORIFAENEAZANEEN S HRHEEN,

Authentication method: * | OKTA ]G

Configure authentication methods at:
Work Centers > Guest Access = [dentities > ldentity Source Seguences

Work Centers = Guest Access = Ext Id Sources = SAML Identity Providers

SERAREFOKTASMRIER S BBE T .

( AT ) EEBYODERE,



* BYOD Settings

B Aliow employees 1o wse personal dindcss on this metwark
Endpoint entity group: | RegisteradDevices & |

Configure andpoint Manily roups af

Adminisiration > ldentity Management = Groups > Endpoint ldentty Groups
That endocints iy Bhit proup will b purped acconding (0 (e Dodicie dfirned i
Adminisiration > ldantity Managamant = Semsngs > Endpoin pumps

(7] ABow erployees o choosa 1 guest S00ess only

[~ Display Dwvice ID fesd during registration

Configure emploves registened devices 5
Work Canlars > BYOD > Sestngs > Empioyes Registered Davices

Aftor successiul device configuration tak smployes 1o:
" Originaling URL (i
1D Success paga
TIURL: |

SRS REEMAFOE , FABYOD |, REBUTAR :



Max Devices Reached

__________________________ =

Post Access Banner

SEREARA.

MigE : WRAFEHAlternativeE AR , A ABLBIL IS

Sz BB EMFREMEMRHEHEAERNFAS,

EVOD Welcome

__________________________ L

BYOD Registration

__________________________ B

BYOD Tnetall




ERARERETHERAZAFF | OKTA_SSO.
¥ Login Page Settings

Require an access code:

Maximum failed login attempts before
rate limiting: E (1 - 999)

Time between login attempts when
rate limiting: E minutes (1 - 3000)

Include an AUP _on page )
Require acceptance
Require scrolling 1o end of AUP
Allow guests o create their own accounts
Allow social login
Allow guests 1o change password after login i
Allow the following identity-provider guest portal to be used for login (i
| OKTA_SSO 4

BERARQR,.



P
— LOGIN —p-  Alternate Login Portal
See the selected identity-provider portal
for the guest flow details.

Self Registration 4 ALP

|

Max Devices Reached

|

Post Login Banner

URL

S22 BEROKTABARXMSAMLE (iRt BR ARE.
1.BYOKTARARE.

FE EREESIRFEAOKTARM.



+— Back to Applicatl

=3} Add Application

i} Bearch for an application m-ﬂ-BCUEFGHIJKLMNDPGRSTUUWKYZ

fil 7 Te
Can't find an app’ gmmc eladoc add

Okta Verifled

Apps you created (0) —

Sfrankhy
&frankl
Y Okta Verifled -« SAML e

INTEGRATION PROPERTIES

1W0000on
Add

Supports SAML

Supports Provisioning . :
Ju_ M01domains.com Add
Okta Verified

S B2 3% — T Add Application,

Oktq Applications My Applications @

255 Applications @ Help

B Add Application B3 Asuign Applications

), Search

STATUS

ACTIVE 1]
INACTIVE 3

&

Mo active apps found

SR EBMHER | BERSAML2.0



Create a New Application Integration

Platform Web -

s

Sign on method .\::. Secure Web Authentication (SWA)

Uses credentials to sign In. This integratlon works with most apps.

(®) SAML 2.0

Uses the SAML protocol to log users into the app. This Is a better optlon
than SWA, If the app supports It

() OpenlD Connect

po

Uses the OpenlD Connect protocel to log users Into an app you've bullt.

Create Cancel

BHREKRE

=23 Create SAML Integration

° General Settings a Configure SAML 0 Feedback

o General Settings

App name ISE-OKTA

App logo (optional) g @

Browse..

Upload Logo

App visibility [_] Do not display application Icon to users

[_] Do not display application Icon In the Okta Mablle app
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25 Create SAML Integration

Ganersl Settings e Configune SAML Feedback

0 SAML Settings

What does this form da?

GEMERAL

Single sign on URL @ Where do | find the info this form needs?
/] Use this for Reciplent URL &nd Destination URL

Allow this app 10 request other S50 URLS

Audience URI (SP Entity D) 1D

Default RelayState i Cikin Certificate

.
Name ID format i Unspecified » 4 Download Okta CostHicate
Application usemame Qe usemamea v

Show Acvanced Seitings

ATTRIBUTE STATEMENTS [DPTIONAL) LEARN MORE

Mamse Mame fonmat (cpiiona Walue

SR THREELRHLZKHEISEREERE T,

'L'.';;’.;' Identity Services Engina Homa  » ContextVisiblity  + OperSions  » Policy [EREELUSTRTEUNN  + Work Centars
* Syslem » Identity Managoment ¥ Natwork Resources » Davice Poral Managerment pucGrid Senicns ¢ Foird Servion » Theaat Centric NAC
Depioyment  Licensing  ~Certficates  » Logoing  » Mainlenance  Upgrace  » Backup & Resione  » Admin ACcess  + Seltings

<]
= Certificate Managemant Import a new Certificate into the Certificate Store
* Certificata File | Choose file | okta (3} cert
Syslem Certificatas (Choose fie }
Frigrdly Mame i
Trusted Cerficates
OCSP Clent Profile Trusted For: ;
Cestiicate Signing Requests [] Trust fior authentication within [SE
Cortificate Pasiodic Chadk Setdi..

[ Trust for client sutnentication and Sysieg

Cenificate Authority
hE—— (7] Trust for authentication of Cisco Services

[ Validate Cestificate Extensions

[ siome JECTT

2. fESAMLE B iR HE S E HSPR~.

ERBcaBREN S HIRERER. ®—T MService Provider Info, , AZREHEY , W TEF R



Identity Provider List > OKTA

SAML Identity Provider

General Identity Provider Config. Service Provider Info. Groups Altributes Advanced Settings

Service Provider Information

[ Load balancer A

Export Service Provider Info. | BExport i
Includes the following portals:
OKTA_SSO

FE HH 1Y zip & Bl 38 A& XMLEE 2 Freadme. txt

HRELldentitylREHER | EAMEEEAXML , BEEEERLT , FEEFEBEAXML,

- BEEEAURL (samlifis )

Locati on="https://10.48. 35. 19: 8443/ port al / SSOLogi nResponse. acti on"
Locati on="https://10.48.17. 71: 8443/ port al / SSOLogi nResponse. acti on"

Location="https://isepan. bi kawi . | ab: 8443/ port al / SSOLogi nResponse. acti on”
Location="https://isespan. bi kawi . | ab: 8443/ portal / SSOLogi nResponse. acti on"

- SPERID

entityl D="http://C scol SE/ 9c969a72- b9cd- 11e8- a542- d2e41bbdc546"

ATAMSSO URL ( IPH# it FIFQDNHE ) o

AR #AERIRREEEEER LNEEARE , WRERFEIP , AIEERSSO
URLHIP 1

3. OKTA SAMLEZE,

HBR1.ESAMLERE F #T1BELURL.



@ SAML Settings

GENERAL
Single sign on URL € https:fisespan.bikawil.lab:B443/portal/SSOLoginResponse.action
Use this for Reciplent URL and Destination URL
Allow this app to request other S50 URLs
Requestable S50 URLs URL Index
https:/fisepan.bikawllab:8443/portal/S50LoginRespo || O *
+ Add Ancther
Audience URI (SP Entity ID) € http://CiscolSE/Sc969a72-b9cd-11eB-a542-d2edibbdch46

Default RelayState )

If no value Is set, a blank RelayState Is sent

Mame ID format € x5085ubjectName v
Application username ﬂ Okia username L 4

Show Advanced Settings
ATTRIBUTE STATEMENTS {OPTIONAL) LEARMN MORE

SER2 ST LR BT E ARSI PSNBEREXMLER P E ZEURL, BBWIDBAMEREXER
HRBBHURNIZAVERET.

9 Preview the SAML assertion generated from the information above

< » Preview the SAML Assertion

This shows you the XML that will be used In the assertion - use it to verify the info you entered above

<?xm version="1.0" encodi ng="UTF- 8" ?>
<samnl 2: Assertion
xm ns: sam 2="urn: oasi s: nanmes:tc: SAM.: 2. 0: assertion" | D="id127185945833795871212409124"



I ssuel nst ant =" 2018- 09- 21T15: 47: 03. 790Z" Versi on="2.0">
<sam 2: | ssuer Format="urn: oasi s: nanes:tc: SAM.: 2. 0: nanei d-
format:entity">http://ww. okta.conl | ssuer</sam 2: | ssuer>
<sanl 2: Subj ect >
<saml 2: Nanel D For mat =" urn: oasi s: nanes: tc: SAM.: 1. 1: nanei d-
f or mat : x509Subj ect Nane" >user Nane</ sani 2: Nanel D>
<saml 2: Subj ect Confirmati on Met hod="urn: oasi s: names:tc: SAM.: 2. 0: cm bearer" >
<saml 2: Subj ect Confirmati onDat a Not OnOr Af t er =" 2018- 09- 21T15: 52: 03. 8232"
Reci pi ent="https://isespan. bi kawi . | ab: 8443/ port al / SSOLogi nResponse. acti on"/>
</ sam 2: Subj ect Confi rmati on>
</ sanl 2: Subj ect >
<sanl 2: Condi ti ons Not Bef or e="2018- 09- 21T15: 42: 03. 823Z" Not OnOr Aft er =" 2018- 09-
21T15: 52: 03. 8232" >
<sam 2: Audi enceRestriction>
<saml 2: Audi ence>htt p: // G scol SE/ 9c969a72- b9cd- 11e8- a542-
d2e41bbdc546</ sam 2: Audi ence>
</ sam 2: Audi enceRestri cti on>
</ sam 2: Condi ti ons>
<saml 2: Aut hnSt at enent Aut hnl nst ant =" 2018- 09- 21T15: 47: 03. 790Z" >
<sam 2: Aut hnCont ext >

<sam 2: Aut hnCont ext Cl assRef >ur n: oasi s: nanmes: tc: SAM.: 2. 0: ac: cl asses: Passwor dPr ot ect edTr ansport</s
am 2: Aut hnCont ext C assRef >
</ sam 2: Aut hnCont ext >
</ sam 2: Aut hnSt at enent >
</ sam 2: Assertion>

i — IR
SRIELE-T T —HWBEFEE _EEH,
9 Help Okta Support understand how you configured this application
Why are you asking me this?
Are you a customer or partner? () 'm an Okta customer adding an internal app

I'm a software vendos, I'd like 1o integrate my app with Okta

Is your app integration complete? Yes, my app Integration |s ready for public use in the Okta
Application Network

4.9 P8 R TE =X I HH SR R



ISE-OKTA
© :

Bethi w _= View Logs

Sign On
About
Settings Edit
Application Username
Default Relay State
SAML 2.0 is not configured until you complete the sefup insiructions:
Vigw SeTup INStructlions
dentity Provider metadata is available if this application supports dynamic configuration
—— —,

HRAR

<md: EntityDescriptor xm ns:nd="urn:oasi s: nhames:tc: SAM.: 2. 0: net adat a"

entityl D="http://ww. okta.conl exklrg8loEnedZSf 4356" >

<md: | DPSSODescri pt or Want Aut hnRequest sSi gned="f al se"

pr ot ocol Support Enuner ati on="ur n: oasi s: names: t c: SAM.: 2. 0: pr ot ocol ">

<md: KeyDescri ptor use="si gni ng">

<ds: Keylnfo xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#" >

<ds: X509Dat a>

<ds: X509Certi fi cate>

M | Dr DCCApSgAW BAgl GAWAPI Tas MAOGCSqGSI b3 DQEBOWUAM GAMEs WwCQYDVQQGEWJI VUz ETVMBEG
ALUECAWKQR FsaWzv cnbp YTEWVBQGALUEBWMNUZ Ful EZy YWbj aXN bz ENMAsS GATUECgWET2t OYTEU
MBI GALUEOMM-ULNPUHIvdm kZXI x Fz AVBgNVBAMVDITNpc 2Nv LXI hbGIpa2 F3MRwVGgYIKoZI hveN
AQkBFglpbnizv QEr dGEUY29t MB4XDTE4NMDgz MTEWNDMAMVo XDTI 4 MDg z M EWNDQM\Vowg ZYx Cz AJ
BgNVBAYTAI VTMRMAVEQYDVQQ DApDYWpZBybm hMRYWFAYDVQCOHDALTYWIgRNJ hbimNpc 2Nv MQOw
CwYDVQRKDARPa 3 RnMRQWEQ YDVQQL DAt TUO9QcmB2aWRl ¢j EXMBUGATUEAWWOY2| z2Y28t eWFs Y r

YXcxHDAaBgkghki GCOWOBCQEVWDW uZnBAb2t 0YS5j b20wggEi MAOGCSqGSI b3 DQEBAQUAA4 | BDWAW
ggEKAol BAQCI P7DvzVng7wSQWCQz gShwn+Yq2U4f 3kbVgXWauMda7Bk 61 AUBog485EQI 1+heB/ 6x
I M 8ulZ8HUsCspBECLYcl 75gH4r pc2FMdkz Zi DoNLb95AWSdI Uzt C66x42uhRYgduD5+w3/ yvdwx
1 99upWH6SARt nwK8cx7Ay 1 JAAE9KK22cV3ek2r FTr MECSTTSi EDsnVzC9Bs9alSRI j i advhCSPdy
+gmvk9eFt ZwzNl / g/ vhS5F/ CoC6Ef CsFPr 6aj / 1PBeZuWiW BFHWBZy 7hPEt Hgj YQO 7GRK2Rzg

bSZgeAp5Yyyt j ASNCnIX6FMYS5Rppc3H t GAcj QS/ Mvadpn/ AgMBAAEWDQYJKoZI hvc NAQELBQAD
ggEBAJUK5z GPZwx ECv5dN6 YERUV5Coe HUXq3KGuUl 2y f i H7x8Ear t Z4/ waP/ HYUCNCNW3HTh+6T3
oLSAevnbU3C NELRv&KkG39b/ 9+Er PG UKk SQSwWFek P+bCgd83Jt OkxshYMYHi 5FNB5FCTeVbf gRI

TJ2Tq2uuYpSvel MkQry7r 5qFzi WOTVDF2Xp0Agle91H6nbdt Sz3e5MVBKYG 9Hai gGgqHAy XHk As
77i f QOnRz7au0Uo9s| nH6r WGteCesyysec PUWQ EqNgt +MyZnl Cur J0e+J TvKYHLdSWApMLdzgoX
QzyF7yi | dOKPP61 4Ndc+BXeldA8i meYy5MHH7/ nE/ g=

</ ds: X509Certificate>

</ ds: X509Dat a>

</ ds: Keyl nf 0>

</ nd: KeyDescri pt or >

<md: Nanel DFor mat >

urn:oasi s: nanmes: tc: SAM.: 1. 1: nanei d-f or mat : unspeci fi ed

</ nd: Nanel DFor mat >

<md: Nanel DFor mat >



urn:oasi s:nanes:tc: SAM.: 1. 1: nanei d-f or mat : emai | Addr ess

</ nd: Nanel DFor mat >

<md: Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- POST"
Location="https://cisco-

yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam "/ >

<md: Si ngl eSi gnOnSer vi ce Bi ndi ng="urn: oasi s: nanes: tc: SAM.: 2. 0: bi ndi ngs: HTTP- Redi rect "
Location="https://cisco-

yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam "/ >

</ md: | DPSSODescr i pt or >

</ md: EntityDescri ptor>

BXMLE R REFESR.
5.1 E S BiGEAER.

BEAEDEGILERRN , TUBERADES , IR : OKTAEE B 8%

6.45 # 5 RB ¥t Idp & A ISE.

5 BR1.7ESAML Identity Provider T , i#1Zldentity Provider Config.limport Metadata,

SAML Identity Provider
TR
Generad Sonvice Provider Info, Groups Astributes Advancnd Settings
Tdentity Provider Configuration
Impart Identity Provicer Config Fle  Choose file
Provider Id  Bitlpiwiew ots comiexk | g8 oEmedZ SM4.358

Single Sign On URL  hiipaucisco-yaltikaw oita comiappiciacoorgAB433_jsackta_2ieckingh1oEmedZ S 358 saisam]

Single Sign Out URL (Post)  Not supponed by Identity Provider

Signing Certificates
Subject - lssunr Walkd From ‘Valid To (Expration] Senal Member
EMAILADDRESS=infofokta com, CH=clstoymibd EMARLADDRESS=ird Fridug 31 10:43:0% Thy Aug 31 10-44:08 Q1 BS 8F 95 26 G
SR REEE.

HRR3.CWAE R

FRERGRPISEMWLCHIERE,

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/115732-central-web-
auth-00.html

ERedirect-ACLH #7318 URL,

https://cisco-valbikaw.okta.com /&g EAERURL

https://login.okta.com



https://help.okta.com/en/prod/Content/Topics/Directory/okta-active-directory-agent.htm?cshid=ad-agent
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
/content/en/us/support/docs/security/identity-services-engine/115732-central-web-auth-00.html
https://cisco-yalbikaw.okta.com
https://login.okta.com

REDIRECT-ACL [Pw4

Foot Notes

1. Counter configuration is global For aci, urlacl and layerZacl.

B
BEPIF WBE 2 R TR FOKTAB AR

Portal Name: * Description:

==

Clear Counters

Add-Remowve
URL

| OKTA_SS0 |

| Portal test URL

Customize portal pages by applying a theme and specifying

Portal Behavior and Flow Settings Portal Page Customization
Use these seitings to specify the guest experience for this
portal.

FERIE-THFAE , AREEXEEMFSSORARER,

fleld names and messages displayed to users.



Connecting to &

Sign-in with your cisco-org-808433 account to access ISE-OKTA

okta

Sign In

'.,‘.E(': mamea

Password
[ ] Remember me

MNeed help signing in?

BB W& E<application name>By R FEAR
SB3, MREEMABFEUEERNERMNsamIFER | ERMRRIUEFHEES,

WU GE R & R

i Erina bag « - B
..... B
m
Ry
B s Bt
S —
Frmmrd

Vons s s i

i el



(e o m v i prrah

) F‘ i pacfises pa . bilcaven Lady =4 5

wefee y0u Can BOCESS the mbemel.

5

o HLogen.

Connecting to €

=1 o 'l 3 i 3

BT

okta

ign In

- N O 0

O

Sigming mn to ISE-OETA

ws @ 1y

R

™
et

P



i P g s fair B34 Lporm sl A0 g rifanpen s s wome O

PAEN i T e e

CISCO

Bcceptatio Lse Policy
Pl T4 @) Pall BICEPTIN LA & Py

Pt ] Ol P il O Wm0 T3 DS (VM T Wiy °
e cerrifiieelinl By of Bor pom pmerd vl 9l 3chi e Bl pman
AECHT P ELATATH EE pa s e D5 Lo Sy e el
Bt Dpddin Byd 3IRFERS ol i Bir bl e dF Sl
o L el bt Eroudine) Tre feodd Widds Flsh nd
BITEAIENG P TR P wol e e e
kbbbl fabarab] Malle il eg Jaly Fateaip dik 0T
srrmiEnd Horlng o wes nrever or sy e nenar s o
i Bk i prahiEided. AN b5 So08 La 3 Dl ALY
Rt feeling un SRl Tl ¢ ol dolie B i G ot
el e s ond dofs o B mossdge and
ETSRIR AT S (el Bife T i e i
e G i B Mk o P W S b T
ey FOpm fvriemg rencradd baleus Bud g e of
ol it U i T Sy S SR [ p S L Bl
Daricy Ko risigl o Fegsd pildn: Voo di el hinr Fo
right ko rdckell b Jenea i b hed paty Do Imloo
ALt HE M B SRARE. (Pt ey el Trad =
vl v W e N b e 0 a0

e Fergrom g oFf BT PR, A rEETA T T -

e B i

L e | Ovets

e e s .

Frctat st kems e trorems s ma ¢ s e g e e
R T A s P - Y ] T
mmabrankad mpoera= e

Magaork Stup Areirneng
‘!I T R et
* =
han

ISERR T
mEL o BFEURRE S D REMRE,
Sap 3, BB LEMTRS 14 AM B a Cl e AR B GF T
Sap 3. BB LEINAD LD AN B a AL MR ICARFAMBFTD I8! Dot Defmaii>> M. Dafaelt > wittas-mab-guast

53 323
OKTAR FEHERR

Lh Ge

YAZEED



S B 1. K EReportsEE K BHFE.

My Applications @)

¢ Reports © Help

Okta Usage AST 30 DAYS System Log

“ uSers have nisar Slgned in “ wiers have signed In Agen Activity
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ISE# FEHEBR
ERMEERENARER
- ise-psc.log
- guest.log

88 ZAdministration > System > Logging > Debug Log Configuration. X #& Bl LAFR

SAML  ise-psc.log
& E A guest.log
FI 5 guest.log

RRETEARN TR EAEN AR,
EREABENBRRGT R
6184 R SAMLEER .

okta

400

BAD REQUEST

Your request resulted in an error.

Description: Bad SAML request

Go 1o Homepage



LR ERERE  FREAFURBRAEHEE, £ISE guest.log Lt :

ISE# show logging application guest.log |& %5018

2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise. portal webacti on. confi gmanager. SSOLogi nConfi gHandl er -::- SSCLogi nTransitionResult:
SSOLogi nTransi ti onResul t:

Portal Name: OKTA_SSO

Portal ID: 9c969a72-b9cd- 11e8- a542- d2e41bbdc546

Portal URL: https://isespan. bi kawi .| ab: 8443/ port al / SSOLogi nResponse. acti on

ldentity Provider: comcisco.cpmacs.imidentitystore.sam.ldentityProvider @6c50ab6
2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise. portal webacti on. confi gmanager. SSOLogi nConfi gHandl er -::- portal Sessi onl nfo:
portal 1 d=9¢c969a72- b9cd- 11e8- a542- d2e41bbdc546; port al Sessi onl d=6770f 0a4- bc86- 4565- 940a-
bOf 83cbe9372; r adi usSessi
onl d=0a3e949b000002¢c55bb023h3;
2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webacti on. confi gmanager. SSOLogi nConfi gHandl er -::- no Load bal ancer is
configured; no redirect should be made
2018-09-30 01:32: 35,624 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco. i se. portal webacti on. confi gmanager. SSOLogi nConfigHandl er -::- No redirect manipulation is
required - start the SAML flowwith 'CET ...
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise. portal webacti on. confi gmanager. SSOLogi nConfigHandl er -::- Redirect to |DP:
https://cisco-
yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam ?SAM_Request =nZRdb9o
wkF
| bY2FSuT7EIMPI BahYpRgkWBI JOxi N5Xt HFpr we5s Q2Bn?2FnONKi %2FZRoeUy Pu95j 9%2FzJ 00b4672DqCNUDJI DY2 FR5GH
ki uKi Ef M7 Qo792 FwRupniVDd3VDZnu7ZNcw889G0s 5nTTkdJ ChvZZEUSMVK XQHhI hG ul yQcl eJo1W/nFVI 29gDG r j GZKnvO0
QdAH6I Dhs10sMPVnb GBI EwoBpgOwx 8 YM/2BiI 15NGRnFcRQOSI t aBOVxv1CPwo1lhG cFepS3HZF3pzS
HO4Qz2t LaAPLYy 2wOpDwdpHQYY2Bi zI | d%2FvwBi nSRz 6VChxn7GKJI¥2FHg4Xa%@2By Jd50v93Lnn1MPY2B6NnS6Kg8TFf JI 3u
gJM2BObf DAc4i 2nsc%@2F4a0DHy SDx0xhTn9%2BH KO MdngYnuSaVmlvf pdj GkEapwy3T8i ThDECRi we6Sd5n%2Fj Mkd3Wzo
q7ZAd7DMGYPUTSWSpuhEPdHPk 79CJe4T6KQRE! vEChf kbd6Xdcnl Tsl Pt ot 640M2BVyWK391X5TI %
2B3aGy RWgMzond309NPSMCpq0YDguZsJIw Rf z4Jqdj | NL2261 sCHf nE9Q%2BulK14C8Xs4TXE1zX6nmmygdqg3Yl O87q9f Bl nC
h3j Fo72v2xmat dQLUybl hwd4a85ksvGs9gFt | bt hcPVnX5Yxgl vW v XLUPPS| ct EBDdz UpNpW Z7wWL%2B62zy T7uxf guzQu7n
8nOx Y2 BAQYBD¥BD&Rel ay St at e=_9c969a72- b9cd- 11e8- a542- d2e41bbdc546_DELI M TERpor t
al | d_EQUALS9c969a72- b9cd- 11e8- a542- d2e41bbdc546_SEM port al Sessi onl d_EQUALS6770f 0a4- bc86- 4565-
940a-
bOf 83cbe9372_SEM r adi usSessi onl d_EQUALS0a3e949b000002¢c55bb023b3_SEM _DELI M TERi sespan. bi kawi . | ab
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portalwebaction.utils.Conbiner -::- conbined map: {redirect_required=TRUE,
sso_l ogi n_action_url =https://cisco-
yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedZSf 4356/ sso/ sam
?SAMLRequest =nZRdb9owF| b%2FSuT7EJMPI BahYpRgkWBI JOxi N5 Xt HFpr we5s Q2Bn?2FnONKi %2 FZRoe Uy Pu95j 9%2FzJ
O0h4672DgCNUDI D¥2FR5GHK i uKi Ef M7 Qo792 FwRupnivDd3VDZnu7ZNcw889G0s 5nTTkdJ ChvZZEUSMVK XQHNhI hG ul yQel ed
01W/nFVI 299DG r j GZKmv0QdAHEI Dhs10s MPVnbGBI EwoBpgOax8YM/ZBiI 15NGRnFcRQOSI t aBOVxv
1CPwWo1hG cFepS3HZF3pz SHO4QZ2t LaAPLY 2wOpDwdpHQYY2Bi zI | d¥2FvwBi nSRz 6VGhxn7GKJI¥2FHg4 Xa%2By Jd50v93L
nn1MVPY2B6MS6Kg8THf JI 3ugJMh2BObf DAc4i 2msc%2F4a0DHy SDxOxhTn%2BHt KO MOngYnuSaVmivf pdj GkEapwy3T8i Th
DEcRi w6Sd5n%2Fj Mkd3W0q7ZAd7DMGYPUTSWSpuhEPdHPk 79CIe4 T6KQREl vECDf kbd6Xdcnl Tsl P
t ot 640M/2BVYyWK391X5TI %2B3aGy RWgMzond309NPSMCpg0YDguZsJIw Rf z4Jqdj | NL2261 sCFf nE9%2BulK14C8Xs4TXELlz
X6nmgdg3Yl O37q9f Bl nCh3j Fo72v2xmat dQLUybl hwd4a85ksv0s9qgFt | bt hcPVmX5Yxgl vIW v XLUPPSI ct E8Ddz UpNpW
Z7WL92B62zy T7uxf guzQu7n8nDx Y2 BAQYBD¥8D&Rel ay St at e=_9c969a72- b9cd- 11e8- a542- d2e4
1bbdc546_DELI M TERport al | d_EQUALS9c969a72- b9cd- 11e8- a542-
d2e41bbdc546_SEM port al Sessi onl d_EQUALS6770f 0a4- bc86- 4565- 940a-
bOf 83cbe9372_SEM r adi usSessi onl d_EQUALS0a3e949b000002¢c55bb023b3_SEM _DELI M TERi sespan. bi kawi . | ab

}
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webaction.controller.Portal StepController -::- targetUrl:

pages/ ssoLogi nRequest . j sp
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webaction.controller.Portal StepController -::- portalld: 9c969a72-b9cd-11e8-



a542- d2e41bbdc546
2018- 09- 30 01: 32: 35, 626 DEBUG [https-jsse-nio-10.48. 17. 71- 8443- exec- 2] [ ]

ci sco.ise.portal webaction.controller.Portal StepController -::- webappPath: /portal
2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]
ci sco.ise.portal webaction.controller.Portal StepController -::- portal Path:

/ portal/portal s/9c969a72- b9cd- 11e8- a542- d2e41bbdc546

2018-09-30 01:32: 35,626 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal PreResultListener -::- No page transition config.
Bypassing transition.

2018-09-30 01:32: 35,627 DEBUG [https-jsse-nio-10.48.17.71-8443-exec-2][]

ci sco.ise.portal webaction.controller.Portal Flom nterceptor -::- result: success

i
Fit

OKTAT#2

ISEERXIIAEFEREEELE|IDP, B2 , KEEEISENE RERANSAMLER, Bt
S TERMHYSAMLEREZFE R,

https://cisco-

yal bi kaw. okt a. conf app/ ci scoor g808433_i seokt a_2/ exklr g81loEnedzSf 4356/ sso/ sam ?SAM_Request =nZRdb9o
wkF

| bY2FSuT7EIMPI BahYpRgkWBI JOxi N5Xt HFpr we5s Q@2Bn?@2FnONKi ¥2FZRoeUy Pu95j 99%2FzJ 00b4672DqCNUDJI DY2 FR5GH
ki uKi Ef M7 Qo792 FwRupniVDd3VDZnu7ZNcw889G0s 5nTTkdJ ChvZZEUSMVK XQHhI hG ul yQcl eJo1W/nFVI 29gDG r j GZKnvO0
QdAH6I Dhs1osMPVNnb GBI EwoBpgOwx 8 YM/Z2BiI 15NGRnFcRQOSI t aBOVxv1CPwWo1lhG cFepS3HZF3pzS

HO04Qz2t LaAPLYy 2wOpDwdpHQYY2Bi zI | d%2FvwBi nSRz 6VChxn7GKJIY2FHg4Xa%@2By Jd50v93Lnn1MPY2B6NnS6Kg8TFf JI 3u
gJMh2BObf DAc4i 2nsc%2F4a0DHy SDx0xhTn%2BH KO MdngYnuSaVmlvf pdj GkEapwy3T8i ThDECRi we6Sd5n%2Fj Mkd3Wzo
q7ZAd7DMGYPUTSWSpuhEPdHPk 79CJe4T6KQRE! vEChf kbd6Xdcnl Tsl Pt ot 640M2BVyWK391X5TI %

2B3aGy RWgMzond309NPSMCpq0YDguZsJIw Rf z4Jqdj | NL2261 sCFf nE9Q%2BulK14C8Xs4TXE1zX6nmmgdqg3Y!l G87q9f Bl nC
h3j Fo72v2xmat dQLUybl hwd4a85ksvCGs9qgFt | bt hcPVnX5Yxgl vW v XLUPPS| ct EBDdz UpNpW Z7wWL%2B62zy T7uxf guzQu7n
8nDOx Y2 BAQYBD¥BD&Rel ay St at e=_9c969a72- b9cd- 11e8- a542- d2e41bbdc546_DELI M TERpor t

al | d_EQUALS9c969a72- b9cd- 11e8- a542- d2e41bbdc546_SEM port al Sessi onl d_EQUALS6770f 0a4- bc86- 4565-
940a-

bOf 83cbe9372_SEM r adi usSessi onl d_EQUALS0a3e949b000002¢c55bb023b3_SEM _DELI M TERi sespan. bi kawi . | ab

REBRXRERRAEN , W7 T ER.

Single sign on URL htips/N0.48.17.71:8443/ponal/550LoginResponse.action
Use this for Recipient URL and Destination URL

+/| Allow this app 10 request other S50 URLs

SSO URLfEAIPHit , BER , SHFEEEEFQDN , EfIEZGE—TLEANERHPER , 88
SEMI_DELIMITER<FQDN> , Zf#RIILERE | FAGIPH it F R ABOKTARRE EHIFQDN,

HR2. "HBEMHMKHREE, FHEEEEESE, .



& before you can access the nternet,

cISco Guest Portal

Error

There was a problem accessing the site. Please contact halp
desk for assistance

Guest.log

2018- 09-30 02: 25: 00,595 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][]

guest access. f| owranager . st ep. guest . SSOLogi nSt epExecutor -::- SSO Aut hentication failed or
unknown user, authentication result=FAlILED, isFailedLogin=true, reason=24823 Asserti on does not
contain ma

tching service provider identifier in the audience restriction conditions

2018- 09-30 02: 25: 00, 609 ERROR [https-jsse-nio-10.48.17.71-8443-exec-1][]

guest access. f| owmranager . st ep. guest . SSOLogi nSt epExecutor -::- Login error with idp

#B7ED , ISEREES T LR, BREOKTAZ RURI , R T ESPITH LA R I EE,
ROIB.EEFERE "ZTH, HE , LEARIBERER.

EBEHRNRREMAORE, FIERES , EEEREOKTAEAREET S NREFEINIURL,
B—THFAR , ARREAZURELASBRMBE,

egin-bg-image™ data-

ar repsttisg frosiAl for X589 swth —>

Oktu Ep— loginfoert” mothods"post™ Sd-"x$09_logir” nanes"x529_login
tyl dun'l.ar :r"e =i Tore
i Lass =" conten
vedly ¢ lass annLn:un-m-me' = Y
FEtyLE TP LEALACEE s STy L
F LT Lt A T
teafrer
Faliv
gy olasss" footer e fdlv
FosCript tTypes"textsjavascript™so=/scripi
Signi In B osript Types"testsjavascript™ o ofsoript
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iframe S4te-5e="SCCOUNt -ChoosET src<"hiioy] AN, okt Cons gl S CovE Ty
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W DOy B AT LoNANG  JVCOMNE  CEERNIN-COMMS
SHMa  EvieELamees  DOM BASMpGNG  PrODIFTeS  ACceasibEty
e iboy .els o+,

FELERHIFR , REMEURL:applicationFllogin.okta.com — FEZ L FFFEWLC EE A,
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- https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-21/200551-



/content/en/us/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12

Configure-ISE-2-1-Guest-Portal-with-Pin.html

- https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-23/213352-
configure-ise-2-3-sponsor-portal-with-ms.html

- https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
- https://www.safaribooksonline.com/library/view/spring-security-
essentials/9781785282621/ch02.html

- https://developer.okta.com



/content/en/us/support/docs/security/identity-services-engine-21/200551-Configure-ISE-2-1-Guest-Portal-with-Pin.html#anc12
/content/en/us/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
/content/en/us/support/docs/security/identity-services-engine-23/213352-configure-ise-2-3-sponsor-portal-with-ms.html
https://www.safaribooksonline.com/library/view/ccna-cyber-ops/9780134609003/ch05.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://www.safaribooksonline.com/library/view/spring-security-essentials/9781785282621/ch02.html
https://developer.okta.com
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