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BRA T
XN ETRARIBA T R E AR -

. #11710S XE 16.8#9Cisco CSR1000V [Fuiji]
. f£Windows 7 LiE{THIAnyConnect® F030404.5.15%
- Cisco ISE 2.3
- Windows 2008 R21a] ik 25
AXHANEARBRBEEEREREANREMEY., XHEAINFEREBRREER (AR
) MABRERE S, MRENEBREEER , FRAECERFBTMETARERNEE,

HFRER

ARREHERNERZSERAZIEBEMAMMY | Cisco ISEfEEREMENBZREMEENEM
EFmEK LRENEELSIIE, BBKASERREFRER LTRANSHZERENERAN
ZERERE , TRHSEEE S v AR RAE (55 B 838 1Y B P i B flm 2 S AR M R R A0
EENZ2RE, RESAMBETEEAEEARUREREFIERENETARELSER
ISERHtEF FimE i & RIERBI VR R

MREALA=ZBAETETRERT :

1. ISEEAKKEE D BN RKE, RISENEERSARTURBERKEZ2TMER (KRERR
AT NAERNBEIRE ) . BRFRALKK (EEMERNEKE L2RMEREXRE
) MR (B0 EMAERBINFTTE , BURRERIRRZEFHEIRE ) -

2. EAFHERUENMAKIZEALZE(NAD), ENADKEMFAE S HEBRBEEA BRI TES,
EARBENISERMIRES| 2 , WEHREFIEEACL)., Bt  ATERZSRE K FEF
ENADXEREFR(CoA) , UEERFWRERERENMIBEMRE, RISE 22K , TF
EXENADZEEEM,

BHEE | iE1TIOS XEMBRHER A BEE M., MFE - 10S XEE B LA B fmErH AT REBNIEE
B , T EEECOA with ISETEIETT :

CSCve16269 IKEv2 CoAERISEFRHERA

CSCvi90729 IKEv2 CoATBEERISE— 2 A ( coa-push=TRUET A =Ztrue )

J.REZR  FAENKEHIERIEFEAEETEDS, RERISEEREBRIRTEFTMER

HEF , XEKISERBEEFAERMRENBRE, AEERAnyconnect ISE i & £ FF41EHE

, ZEEARE —— AR ERRETSTAM A EERMNEHR,
BEEONRBZLTMRE "ISERIGLESFFEBA L EE#2.2, —& TISERIHEZEFTMER
22 RIRE MM TR. — B ERFHE .

£ FAAFlexVPN®# Anyconnect ISEX iR Z £ RARE T BEMEFR R AT !

- FH - BEBERNEHETEHMAS EMNAnyconnectE i8S | ERFim L/EW EF SR EEA
https://software.cisco.com/download/home/283000185,
HREAFBISERHRZEFTMHEAFARNRREETMIE , RERBATHRE :

1.18 % {7 AR 85 (DNS) 24 8 #% 55 £ BR XE 13 & (FQDN)enroll.cisco.comfZ 47 % 5% B AR %5 &7 26
(PSN)IP, EE—XEREHRNE , REBERETTSEETHPSNNEMER. CEEEIER
WAL E# 7 FARIPSN, FQDN enroll.cisco.com AR E & — @A+,


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCve16269/?reffering_site=dumpcr
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvi90729/?reffering_site=dumpcr
/content/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://software.cisco.com/download/home/283000185

2. PSN IPAZEAFFTCPIE8905, EULRAIH , T2 AREBIBTCPIESI05ETT,

3. PSNET % _EAYAdmin certificate 24787 SAN#{L A B Fenroll.cisco.com. VPN #& &
PSNEiE <~ BEIBTCP 8905 ERBREHEEREZIRE | MRPSNHHMAIMINEEF 8
BIiEBEMER Tenroll.cisco.com, |, FHEBESIEESE,

PR : RIZRFCE125 , MNRIEE TSANME , RIEEZHEECN. EERZIRMNEREE
SANHf T8 EE A FEMNCN,

- BIBEFIRABFIF(CPP) B BFE — BB EEEIBF FFQDNRICPP , {EISETH 2%
&l
VARERBBISERFRETEEAREN KRR ST ETHEREATHRE

1. DNS#%ZE#$CPPRIFQDNf# AT 5 5k & AR 3% &5 B (PSN)IP,

2. PSN IPAZAfLEFTCPIE80, 443FICPPR ( FEFRIEMN T A8443 ) ., BEFHEEEEER
HTTP ( EE®EIHTTPS ) XHTTPSBIRXCPP FQDN , &R EE @ TICPPE ( FERIER
TA8443) , ABRIBL LB BHE,

3. PSNETR ENEENCPPREE X BESANTFE R EBCPP FQDN, EIBTCP 4437 VPN{EA
EZEMPSNETE 2 B EFEZAIMINESRE | W HCPPE LI EEZCPPRERRE,

FIRE : RIZFRFC6125 , tNRIEE TSANE |, RIEXZKEECN, EERERMEFTEEME
BENSANBPHIEEEERENCPPEZHCN,

FIEE : MRISEEE T ZECSCVj76466MIEERER , IEELZ R EFFinHE AR FinEid
BEBRFBHHEBPSNLERE , 24 RNEFIRFHH FREE K.

EFERAFIexVPNHZ 2R | RESRBUTSE -
1.2 & £ Fl Anyconnect® F im B AR B FlexVPN A O
2. ISEMEFIexVPNR OMEAF S , EERAACLEBRREHIFHRE.
3a, FRAFEFARBMNE —EELF — ISEARERAERBERKRIEARES , BBTCPES054& A
X Elenroll.cisco.com, EARIMNER  RKixReIEEETHCEBEN R FLZ2TEERE
BRIEFEFiK EMNERMEEE,

ET—REREHAME , ISERREZ L EEEERERAR KL 2FTMAEERE R Call Homeid
EFIEEN B BAIPET RIS R IRZRTARR

3b, EEBTEAEMNE —EER — FFHRBEBFQDNFEBCPP, MIINERRER Fink T/
L TEHEBREDF  ARTHIZRKISERIRLZLFTEERE, ISEERMEANKIRR 2T
BLERER.

ET-REREHAME , ISERRZ L EEESEAR KL EEE EE RN Call HomeBE
I TE R B BAIPE T R IR R AR AR HOR

4 REFEEEMBERERES R RERREETISE,


https://tools.ietf.org/html/rfc6125
https://tools.ietf.org/html/rfc6125
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvj76466

5 MREFImIRESR "HE, | BISEE@FIexVPNROMEIAFEES | BEEERACLERBE

RARBEEF iR,
6 , B Fimah B8,

AERRERZEHERENESFHEES

RUE
mEmx

Server DNS Server
10.0.0.10 10.48.30.104
y__/ y

A2RXE TISERIHR S AL EE#®2.2, .

pustyugo-ise23-1.example.com pustyugo-ise23-2.example.com

10.48.30.127 10.48.30.128

Primary PAN Secondary PAN

Primary MNT Secondary MNT
PSN PSN

External IP: 7.7.7.7
VPN IP: 10.20.30.x/24

——————————————

VPN user ‘“ooooooooooe

GE1

i, 7

G 0

GE3 \‘hﬂ'l

I

GE1: 10.48.71.183
GE3: 5.5.5.5

______________________________________________

VPNfE A & R BEFSARERF W55 [ AR2ER(10.0.0.10),

DNSfrl A 22 B it

EARHES , Windows Server 2008 R2FH#EDNS A AR 25 .

B8R 1. Kenroll.cisco.com#T# 15 [ PSNAY IPH) E#(A) RS &:


/content/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html

= Server Manager

File Action “iew Help

T EEEENTEEREE

i Server Manager (PUSTYUGO-DC-1)
Bl 5 Roles
Active Directory Certificate Services
Ackive Directory Domain Services
'@ DHCP Server
=l i, DNS Server
= & Dns
B PUSTYUGO-DC-1
Global Logs
orward Lookup Zones

=

enroll.cisco.com
| example.com

[EERRE]

| E;verse Lookup Zanes
| Conditional Forwarders
Qj ‘Web Server (115)
il Features
m Diagnostics
jj’é Configuration
23 Storage

S B2 B CPP FQDN(A R4 7 fF F 89 cpp.example.com) #T i (A )52 8% , 35 mIPSNVIP:

Name Type Data enroll.cisco.com Properties EHE
é—l (same as parent Folder) Start of Autharity {S04) [12], pustyuga oo, ) |
§—| (same as parent folder) Mame Server (NS) pustyugo-de-1
g (same as parent Falder) Host {a) 10,48.30.127 Host {uses parent domain if left blank):

Fully qualified domain name (FQDR):

I enrall, cisco, com

1P address:

| 10.48:30.127

¥ Update associated pointsr (PTR) record

0k I Cancel Apply.

E. Server Manager

File Action View Help

Y EE EEIIEEEE

% Server Manager (PUSTYUGO-DC-1)

El _-:j Roles

Active Directory Certificate Services
E?t Active Direckory Domain Services

% DHCP Server
B &, DNS Server
B £ ons
= F PUSTYUGO-DC-1
Global Logs
| Forward Lookup Zones

enroll.dsca. com
example.cam

= ==

Reverse Lookup Zanes
Conditional Forwarders

@i‘ wWeb Server (I15)

ﬁ:j Features

i Diagnostics

i} Configuration

=5 storage

|

|0S XE4D$AE B

RESGHRE

example.com

Marme Type Daka cpp Properties nm
§—| (same as parent folder) Start of Authority {SOA) [13], pustyuge -
§—| (same as parent folder) Mame Server (N3) pustyugo-de-1 It ) | Security I
g chR io=(0) iIDLA38 3L (12 Host [uses parent domain if left blank):
] Flewwpn-hub Hast (4) 10,48.71.183 o]
§—| pustyugo-ise23-1 Host {A) 10.48.30.127 I_
g—l pustyugo-isez3-2 Host (&) 10.48.30. 128 Fully qualified domain name [FODM]:

Icpp example.com

IP address:

[104a.30127

¥ Update associated pointer [PTR) record

QK I Cancel Apply

% RS E B E R EMAnyconnectE FImiETE M ERFE., MHSESEOAFERENEERRER

, B REREVREBRHREEES,
AUBBATARNz —RHFORE

BIEE : IKEV2 FlexVPNA X EBHEHABHEERE,

BT — ERR AR R ER R EE(CA) MRS



BHRE : ATLAER —IOSER SRS H B8 2R L B U CARMRER. EAXH , CARER —IXH=R

FEIH,

M CEELEKEEENTPRERKRSIES  RRTEBACARRKSS.

MiE iR, ERESELIRBLIENEEY  RIRFEERVER A FEIRBCAR

%fmﬂ%ﬁﬁlﬁﬁﬁ%ﬁﬂ% BAEAEEN TS HHAKE,

HER1. BCARRREKRSAZ R

Fl exVPN- HUB(config)# crypto key generate rsa | abel ROOT- CA nodul us 2048

SRR A B DR ENRSATER ¢

Fl exVPN- HUB(config)# crypto key generate rsa | abel FLEX-1 nodul us 2048

R -

Fl exVPN- HUB# show crypto key nypubkey rsa
---- output truncated -----

Key nanme: ROOT-CA
Key type: RSA KEYS

St orage Device: private-config

Usage: General Purpose Key

Key is not exportable. Redundancy enabl ed.

Key Dat a:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00CO01F04 EOAF3AB8 97CED516 3B31152A 5C3678A0 829A0DOD 2F46D86C 2CBC9175
----- output truncated ------ ----- output truncated ------ Key nane: FLEX-1
Key type: RSA KEYS

St orage Device: private-config

Usage: General Purpose Key

Key is not exportable. Redundancy enabl ed.

Key Dat a:

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
009091AE 4185DC96 4F561F7E 506D56E8 240606D0 CCl6CCS5E E4E24EEB 1664E42C -----

HER3.EECA

ip http server
crypto pki server ROOT-CA

i ssuer-name cn=RO0T- CA. exanpl e. com
hash sha256

lifetine certificate 1095

lifetine ca-certificate 3650

eku server-auth

no shut down

BB -

Fl exVPN- HUB# show crypto pki server

out put

truncat ed



Certificate Server ROOT-CA
Status: enabl ed
State: enabl ed
Server's configuration is |locked (enter "shut" to unlock it)
| ssuer name: cn=ROOT- CA. exanpl e. com
CA cert fingerprint: A5522AAB 1410E645 667F0D70 49AADA45
Granting node is: auto
Last certificate issued serial nunber (hex): 3
CA certificate expiration timer: 18:12:07 UTC Mar 26 2021
CRL Next Update timer: 21:52:55 UTC May 21 2018
Current primary storage dir: nvram
Dat abase Level: Mnimum - no cert data witten to storage

SRABEEESR

interface | oopback 0

i p address 10.10.10. 10 255. 255. 255. 255
crypto pki trustpoint FLEX-TP-1
enrol I ment url http://10.10.10.10: 80
fqdn none

subj ect - nane cn=f| exvpn- hub. exanpl e. com
revocation-check none

rsakeypair FLEX-1

S ERS B CA:

FI exVPN- HUB( confi g) #crypto pki authenticate FLEX-TP-1
Certificate has the followi ng attributes:
Fi ngerprint MD5: A5522AAB 1410E645 667F0D70 49AADA45
Fi ngerprint SHAl: F52EAB1A D39642E7 DSEAB804 OEB30973 7647A860

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

HER6 .71 3 B 2R EE 2 CA:

Fl exVPN- HUB( confi g) #crypto pki enroll FLEX-TP-1
%
% Start certificate enroll nent

% Create a chall enge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Pl ease nmake a note of it.

Passwor d:
Re-enter password:

% The subject nane in the certificate will include: cn=flexvpn-hub. exanpl e.com

% The fully-qualified domain name will not be included in the certificate

% I nclude the router serial nunber in the subject nane? [yes/no]: no

% I nclude an I P address in the subject nane? [no]: no

Request certificate from CA? [yes/no]: yes

% Certificate request sent to Certificate Authority

% The 'show crypto pki certificate verbose FLEX-TP-1'" comrandwi || show the fingerprint.

May 21 16:16:55.922: CRYPTO PKI: Certificate Request Fingerprint MD5: 80B1FAFD 35346D0OF
D23F6648 F83F039B

May 21 16:16:55.924: CRYPTO PKI: Certificate Request Fingerprint SHAl: A8401EDE 35EE4AF8
46C4D619 8D653BFD 079C44F7

BECALHENREFREBEBENRE T



Fl exVPN- HUB#show crypto pki server ROOT-CA requests
Enrol | ment Request Dat abase:

Subordinate CA certificate requests:
Reql D State Fi ngerpri nt Subj ect Nane

RA certificate requests:
Reql D State Fi ngerpri nt Subj ect Nane

Router certificates requests:
Reql D State Fi ngerpri nt Subj ect Nane

1 pendi ng 80B1FAFD35346D0FD23F6648F83F039B cn=f | exvpn- hub. exanpl e. com

SB7 HEHAEENReqIDRFRE -

Fl exVPN- HUB#crypt o pki server ROOT-CA grant 1

ZIRARBAFERIS (BRBRLEE , EBIERE—IXIOR ) . EFRKBEFREES

May 21 16:18:56.375: %Kl -6- CERTRET: Certificate received fromCertificate Authority

RERREREBE

FI exVPN- HUB#show crypto pki certificates FLEX-TP-1
Certificate
Status: Available
Certificate Serial Nunmber (hex): 04
Certificate Usage: General Purpose
| ssuer:
cn=RO0T- CA. exanpl e. com
Subj ect:
Nane: flexvpn-hub. exanpl e.com
cn=f | exvpn- hub. exanpl e. com
Validity Date:
start date: 16:18:16 UTC May 21 2018
end date: 18:12:07 UTC Mar 26 2021
Associ ated Trustpoints: FLEX-TP-1

CA Certificate
Status: Avail able
Certificate Serial Nunmber (hex): 01
Certificate Usage: Signature
| ssuer:
cn=RO0T- CA. exanpl e. com
Subj ect :
cn=RO0T- CA. exanpl e. com
Validity Date:
start date: 18:12:07 UTC Mar 27 2018
end date: 18:12:07 UTC Mar 26 2021
Associ ated Trustpoints: FLEX-TP-1 ROOT-CA
St orage: nvram ROOT- CAexanp#1CA. cer

BE2 — EANSBERNER



Fl exVPN- HUB(config)# crypto pki inport FLEX-TP-2 pkcsl12 ftp://cisco:cisco@.O0.48.30.130/ password
ci scol23

% | mporting pkcsl2...

Address or nanme of renote host [10.48.30.130]7?

Source fil enane [ FLEX-TP-2]? fl exvpn-hub. exanpl e.com pl2

Reading file fromftp://cisco@O. 48. 30. 130/ fl exvpn- hub. exanpl e. com p12!

[OK - 4416/ 4096 byt es]

% The CA cert is not self-signed.

% Do you al so want to create trustpoints for CAs higher in

% the hierarchy? [yes/no]:

May 21 16:55:26. 344: Y%CRYPTO _ENG NE- 5- KEY_ADDI TI ON: A key naned FLEX-TP-2 has been generated or
i mported

yes

CRYPTO PKI: Inported PKCS12 file successfully.

Fl exVPN- HUB(confi g) #

May 21 16:55:34.396: %Kl - 6- PKCS12| MPORT_SUCCESS: PKCS #12 Successfully | nported.

Fl exVPN- HUB(confi g) #

B RIKEV2

S . B ERADIUS{E AR 88 F CoA:

aaa group server radius Fl exVPN- Aut hC Server-G oup-1
server-private 10.48.30. 127 key Ciscol23
server-private 10.48.30.128 key Ci scol23

aaa server radius dynami c-author
client 10.48.30.127 server-key C scol23
client 10.48.30.128 server-key Ciscol23
server-key G scol23
aut h-type any

SR EESDRENREFE

aaa new nodel

aaa aut hentication |ogin Fl exVPN-Aut hC-List-1 group Fl exVPN Aut hC- Server-G oup-1

aaa aut horization network Fl exVPN- Aut hZ-List-1 | ocal

aaa accounting update new nfo

aaa accounting network Fl exVPN-Accounting-List-1 start-stop group Fl exVPN Aut hC- Server-G oup-1

SER3. B ikev2IZ KR

crypto i kev2 authorization policy FlexVPNLocal -Policy-1
pool Fl exVPN- Pool -1
dns 10. 48. 30. 104
net mask 255.255.255.0
def - domai n exanpl e. com

SBABIVIKEV2EEBREE

crypto i kev2 profile FlexVPN-|KEv2-Profile-1
match identity renpte key-id exanpl e.com
identity local dn
aut hentication |local rsa-sig
aut hentication renote eap query-identity
pki trustpoint FLEX-TP-2
dpd 60 2 on-demand



aaa aut hentication eap Fl exVPN-Aut hC-List-1

aaa aut horization group eap |ist FlexVPN Authz-List-1 Fl exVPN-Local -Policy-1
aaa aut horization user eap cached

aaa accounting eap Fl exVPN- Accounting-List-1

virtual -tenplate 10

SEBS BEUVERENipsecElBESR :

crypto i psec transformset FlexVPN-TS-1 esp-aes esp-sha-hmac
node tunnel

crypto ipsec profile FlexVPN-|Psec-Profile-1

set transformset FlexVPN-TS-1

set ikev2-profile Fl exVPN-1KEv2-Profile-1

HER6. M ERERTE

interface Virtual - Tenpl at el0 type tunnel
i p unnunbered G gabit Et hernet 3
tunnel node ipsec ipv4
tunnel protection ipsec profile FlexVPNIPsec-Profile-1

HERT I A

ip local pool FlexVPN Pool-1 10.20.30.100 10.20.30.200

SERB.EVACLURBITEREFImNHE. ERARENE , EDRRECELFFAHE

- DNSTHRE

. JEiBIE80, 443F18905F|ISE PSNHHRE
. CPPFIFFQDNIEMHKYISE PSNRE

- RERROAERAERENRE

LT REEIEERRSSMACLES , AEABKRMHE10.0.0.0/24ERdeny , ACLIEEEE
&/ Tdeny ip any any.

ip access-list extended DENY_SERVER
pernmit udp any any eq donain

pernmit tcp any host 10.48.30.127 eq 80
pernmit tcp any host 10.48.30.127 eq 443
pernmit tcp any host 10.48.30.127 eq 8443
pernmit tcp any host 10.48.30.127 eq 8905
pernmit tcp any host 10.48.30.128 eq 80
pernmit tcp any host 10.48.30.128 eq 443
pernmit tcp any host 10.48.30.128 eq 8443
pernmit tcp any host 10.48.30.128 eq 8905
deny ip any 10.0.0.0 0.0.0. 255

SRIOBIUACLUAHFHBAEFHIA -

ip access-list extended PERM T_ALL
permt ip any any

SER10.FOBERE ( & )

RIEAT , MEREHRSEBVPNETER. A TESREBECIIEENMEE , BUNE
|kev2 EEERESS STELRE, TUFESEEIREAEESEE,

crypto i kev2 authorization policy FlexVPN Local-Policy-1



route set renote ipv4 10.0.0.0 255.0.0.0

FBR1BEREFIRNVEBREMREE (73R )

BRI in 2 AR A RS B A b EARE EET RSN EM P | B
ENATEH

ip access-list extended NAT
permit ip 10.20.30.0 0.0.0.255 any

ip nat inside source list NAT interface G gabitEthernetl overload extended

interface G gabitEthernetl
ip nat outside

interface Virtual - Tenpl ate 10
ip nat inside

Anyconnect® Finl R R

£ A AnyConnectBit BEE RimESRIERT FiRAERR, Windows 7H110_ LAAnyconnectZ £ % &
& Fimi Bl & & R 7 1E %Program Data%\Clsco\Cisco AnyConnectZ £ BB & Fiw\Profile™ .

SR i’fﬁﬁ?ﬁ%]ﬁﬂ%la'i}f*ﬁmﬂlﬂﬁm MR K EFlexVPNA O EZAhttpfA lR2S , BlAnyConnectss &l
HE P P RURIThEEHS B BUER A M, BEE |, REHTTPRRES , CAARSIEEEIE,

¥ AnyConnect Profile Editor - VPN

File Help
4
. VPN y Preferences (Part 1)
Prefs t 1 . . o - .
{‘% references (Part 1) Profile: ...\Cisco AnyConnect Secure Mobility Client\Profile\FLEXVPN.xml
----- % Preferences (Part 2)
----- Backup Servers
..... Certificate Pinning |Use Start Before Logon | User Controllable
----- o Certificate Matching
_____ I Certificate Enrollment Show Pre-Connect Message
{233 Mobile Policy Certificate Store
----- il Server List
Windows All -
macos All -
Certificate Store Qverride
Auto Connect On Start | User Controllable
| Minimize On Connect | User Controllable
Local Lan Access | User Contrallable
| Disable Captive Portal Detectior ser Controllable
| Auto Reconnect ser Controllable
Auto Reconnect Behavior User Controllable
ReconnectAfterResume -

SR B EfMRTEE



L\‘i AnyConnect Profile Editor - VPN

File Help
ju VPN | Server List
::[::EZ: f[:: 3 Profile: ...\Cisco AnyConnect Secure Mobility Client\Profile\FLEXVPN.xml
2

Backup Servers Server List Entry
Certificate Pinning
=1 Certificate Matching Server | Load Balancing Servers | SCEP I IMobile I Certificate Pinning|

= Certificate Enrolment
Mobile Policy

: Primary Server Connection Information
1@ Server List
a. Display Mame (required)  |FLEXVFN Primary Protocol IPsec - C.
e —
FQDN or IP Address User Group ASA gateway
b. | [fexvpn-hub.example.com Auth Method During IKE Negotiation  [EAP-MDS -
Group URL IKE Identity (I0S gateway only)
example. com

Backup Servers

Host Address Add

oK | | Cancel

- BABETRER,
. B AFlexVPNH U BIFQDNSR P 31t o
. EZ#EIPseclEAEHE.

- BUHIET TASAMRS . BREVS B , WIEEEAP-MDSEA SR BE S L. MAIKES K
FlexVPNA/O EHIKEVELEREREET £ HBE(EARTAIF |, IKEV2EEEEE=ZFEA "match
identity remote key-id example.com. W HEER , it EKMEE S example.comA{EIKE & 14
)o

5 ER3 G B & 8 R % 77 2 %ProgramData%)\Cisco\Cisco AnyConnect Secure Mobility
Client\Profile , A& E#FREIAC.

B ERERNXMLENIS !

<?xm version="1.0" encodi ng="UTF-8"?>

<AnyConnect Profil e xm ns="http://schemas. xn soap. or g/ encodi ng/ "

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schema- i nst ance"

xsi : schemalLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Profile. xsd">

<Cientlnitialization>

<UseSt ar t Bef oreLogon User Control | abl e="true" >f al se</ UseSt art Bef or eLogon>
<Aut omati cCert Sel ecti on UserControl |l abl e="true">true</Aut omati cCert Sel ecti on>
<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>Al | </ CertificateStoreMac>



<CertificateStoreQverride>fal se</CertificateStoreOverride>
<ProxySettings>Nati ve</ProxySettings>
<Al | owLocal ProxyConnecti ons>f al se</ Al | owL.ocal ProxyConnecti ons>
<Aut henti cati onTi meout >12</ Aut henti cati onTi meout >
<Aut oConnect OnSt art User Control | abl e="t rue" >f al se</ Aut oConnect OnSt art >
<M ni mi zeOnConnect User Control | abl e="true">true</ M ni m zeOnConnect >
<Local LanAccess User Control | abl e="true">f al se</ Local LanAccess>
<Di sabl eCapti vePort al Det ecti on
User Control | abl e="fal se" >t rue</ Di sabl eCapti vePort al Det ecti on>
<Cl ear Smart cardPi n User Control | abl e="true">f al se</ Cl ear Snart car dPi n>
<| PPr ot ocol Support >l Pv4, | Pv6</ | PProt ocol Support >
<Aut oReconnect User Control | abl e="fal se">true
<Aut oReconnect Behavi or
User Control | abl e="f al se" >Reconnect Af t er Resune</ Aut oReconnect Behavi or >
</ Aut oReconnect >
<Aut oUpdat e User Control | abl e="f al se" >t rue</ Aut oUpdat e>
<RSASecur | DI nt egrati on User Control | abl e="fal se">Aut omat i c</ RSASecur | DI nt egr ati on>
<W ndowsLogonEnf or cenent >Si ngl eLocal Logon</ W ndowsLogonEnf or cenent >
<W ndowsVPNEst abl i shnent >Local User sOnl y</ W ndows VPNEst abl i shent >
<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>
<PPPExcl usi on User Control | abl e="fal se">Aut ormati c
<PPPExcl usi onServer| P User Control | abl e="f al se"></ PPPExcl usi onSer ver | P>
</ PPPExcl usi on>
<Enabl eScri pti ng UserControl | abl e="fal se">fal se</ Enabl eScri pti ng>
<Enabl eAut ormat i cSer ver Sel ecti on User Control | abl e="true">fal se
<Aut oSer ver Sel ecti onl npr ovenent >20</ Aut oSer ver Sel ect i onl npr ovenent >
<Aut oSer ver Sel ecti onSuspendTi me>4</ Aut oSer ver Sel ect i onSuspendTi ne>
</ Enabl eAut omat i cSer ver Sel ecti on>
<Ret ai nVpnOnLogof f >f al se
</ Ret ai nVpnOnLogof f >
<Al | owanual Host | nput >t rue</ Al | owivlinual Host | nput >
</Cientlnitialization>
<ServerList>
<Host Entry>
<Host Narme>FLEXVPN</ Host Nanme>
<Host Addr ess>f | exvpn- hub. exanpl e. conk/ Host Addr ess>
<Pri mar yPr ot ocol >| Psec
<St andar dAut hent i cati onOnl y>t rue
<Aut hMet hodDur i ngl KENegot i at i on>EAP- MD5</ Aut hMet hodDur i ngl KENegot i ati on>
<I KEl denti t y>exanpl e. conx/ | KEl dentity>
</ St andar dAut hent i cati onOnl y>
</ Pri maryPr ot ocol >
</ Host Entry>
</ ServerLi st>
</ AnyConnect Profi | e>

ISE #H4E
HEERFICPPREERE
M FUEEERENERECEURENEE,

SR, IEEE — >R —>BR —>BRERMR , 2— T Generate Certificate Signing
Requests(CSR):



Identity Services Engine

Home » Context Visibility » Operations + Policy « Administration » Work Centers

- System

Deployment  Licensing

~ Certificate Management

System Certificates
Trusted Certificates
OCSP Client Profile

Certificate Signing Requests

Certificate Periodic Check Setti....

» Certificate Authority

» Identity Management

- Certificates

» Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

» Logging  » Maintenance  Upgrade » Admin Access

» Backup & Restore » Settings

Certificate Signing Requests

Generate Certificate Signing Requests (CSR)

A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click "export” to dewnload one or more CSRs so that they may be ¢
"bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound, it will be removed from this list.

& Export

[ Friendly Name

O view ¥ Delete Bind Certificate

Certificate Subject Key Length Portal group tag | Timestamp

No data available

TR ERMWER L , BELEZMNPSNEIE  EEXEMNBMA , WESANRA B ETRRY
FQDN, enroll.cisco.com, cpp.example.comMIP#zit | A% % — T Generate:

Identity Services Engine

Home - Administration

» Operations » Policy + Work Centers

+ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services ¢ Feed Service » Threat Centric NAC
Deployment  Licensing  wCertificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
o Usage
~ Certificate Management Certificate(s) will be used for |Multi-Use v You can use a single certificate for multiple services, but
~ doing so is not a recommended practice. Rather, you
System Certificates should obtain individual certificates specifically for each
service (for example, one certificate each for Guest
Trusted Certificates Portals, EAP, and pxGrid).
Allow Wildcard Certificates  [] &

QCSP Client Profile

Certificate Signing Requests

Certificate Periodic Check Setti...

» Certificate Authority

Node(s)

Generate CSR's for these Nodes

Node CSR Friendly Name

pustyugo-ise23-1 pustyugo-ise23-1#Multi-Use

[ pustyugo-ise23-2 pustyugo-ise23-2#Multi-Use

Subject

Common Name (CN) | $FoDNS | d

Organizational Unit (OU) | TAC

Organization (0) | Cisco | i

City (L) | |

State (ST) | |

Y —




Subject Alternative Name (SAN) | DNS Name v ‘ ‘ pustyugo-ise23-1.example.com

|
| DNS Name " ‘ enroll.cisco.com ‘
| DNS Name " ‘ cpp.example.com ‘
| 1P Address +| | 10.4830.127 | i
* Key type |RSA h | i
* Key Length |2048 ]
* Digest to Sign With | SHA-256 - |

Certificate Policies ‘

=0 o
BHEE : I RE L S EEHIRZEMUIti-Use , BIEt o] UG E —FE AR Portal,

EHBEMNREES , #— TExport , B CSRUpemt& R F F 45 th T4, -

Successfully generated CSR(s)
Certificate Signing request(s) generated:
pustyugo-ise23-1#Multi-Use
Click Export to download C5R(s) or OK to return to list of CSR(s) screen
3
SRIEAEFZFEMECANCSR , I RCAUKRTECATERESE (RNPE ) MEBRER.
£ B4 .5 = Administration -> System -> Certificates -> Trusted Certificates , 3% 2i&Importe £

—E&®EL , #—TChoose file , A% i&#FRoot CA certificate file , BB EEEEFriendly name#
Description , Z1ZE 4 E# Trusted ForiZ1E | A% % — T Submit:



il Identity Services Engine

Home » Context Visibility » Operations » Policy  Administration » Work Centers
- System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment  Licensing  wCertificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings
L<]
~ Certificate Management Import a new Certificate into the Certificate Store

* Certificate File | Choose File |PUSTYUGODC1.pem
System Certificates

T cied Gerlificales Friendly Name | PUSTYUGO ROOT CA i

OCSP Client Profile

Trusted For: ;

i D S RETes [#] Trust for authentication within ISE
Certificate Periodic Check Setti...
Trust for client authentication and Syslog
» Certificate Authority
[¥] Trust for authentication of Cisco Services

(] validate Certificate Extensions

Description | PUSTYUGO ROOT CA

o QT

WP AR ERR (MRE ) ERILDER,

£ ER5.3R [E| Administration -> System -> Certificates -> Certificate Signing Requests , BB X EH
CSR , A% #iEBind Certificate:

il Identity Services Engine

Home + Context Visibility » Operations » Policy ~ Administration » Work Centers
~System | » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing  ~Certificates  » Logging » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Setlings

<]
- Certificate Management Certificate Signing Requests
Trusted Certificates A Certificate Signing Requests (CSRs) must be sent to and signed by an external authority. Click “export” to download one or more CSRs so that they may be signed by an exterr
"bind" to bind the request to the signed certificate issued by that authority. Once a CSR is bound. it will be removed from this list.
QCSP Client Profile
Certificate Signing Requests Joview @oExport | € Delete Im
Certificate Periadic Check Setti ]| Friendly Name Certificate Subject Key Length Portal group tag ~ Timestamp ~  Host
» Certificate Authority M  pustyugo-ise23-1#Multi-Use CN=pustyugo-ise23-1.... 2048 Sun, 10 Jun 2018 pustyugo-ise

SROEFBMNERL , B—TREBER  ZBERCABUKNESEER , AEABBEERARET SR
, REBIBERZE : Admin (A% : MRCSREMEMA "Multi-Use ( ZAi& ) 1 BIu# , Al BAER
BB OB, , AR EESubmit:



"tieth: Identity Services Engine Home » Context Visibility » Operations » Policy w Administration » Work Centers

~ System » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment  Licensing  ~ Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access b Settings

o
~ Certificate Management Bind CA Signed Certificate

System Certificates * Certificate File Signed CSR.cer

Trusted Certificates

OCSP Client Profile Friendly Name | pustyugo-ise23-1 Admin i

Certificate Signing Requests
Validate Certificate Extensions [ i
Certificate Periodic Check Setti. .

» Certificate Authority
Usage

Admin: Use certificate to authenticate the ISE Admin Portal

] EAP Authentication: Use certificate for EAP protocols that use SSL/TLS tunneling
[ RADIUS DTLS: Use certificate for the RADSec server

[ pxGrid: Use certificate for the pxGrid Controller

I:l Portal: Use for portal

Cs.ome T

SRTHEBEEBEHRED , B—TYesTEHEA, BEMBBZEESREEISENEDH

Enabling Admin role for this certificate will cause an application server restart on the selected node.

MNote: Make sure required Certificate Chain is imported under Trusted Certificates

ﬁﬁ!@igﬁﬁﬁﬁﬁﬁﬁﬁ@%% , BEEEUCPPRENS B, EHEcHHiREUsage:MAFIF
e :



Identity Services Engine

Home » Context Visibility » Operations ini » Work Centers
~System b ldentity Management b Network Resources b Device Portal Management  pxGrid Services b Feed Service  » Threat Centric NAC

Deployment  Licensing  «Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
—

(<]
~ Certificate Management Bind CA Signed Certificate
System Certficzies * Certificate File | Choose File |Signed CSR Portal.cer
Trusted Certificates
OCSP Client Profile Friendly Name | pustyugo-ise23-1 Portal i

Certificate Signing Requests
Validate Certificate Extensions  [] (i
Certificate Periodic Check Setti. ..

} Certificate Authority
Usage

O Admin: Use certificat

ﬂ EAP Authentication; Use cer

[ rADIUS DTLS:
[ pxGrid: Use certif
Portal: Use for portal

* Portal group tag | Default Portal Certificate Groupw | (;

Portal(s) using this tag  BYQD Portal (default) Blacklist Portal (default)
Certificate Provisioning Portal (default) Client Provisioning Portal (default)
Hotspot Guest Portal {default) MDM Portal (default)
My Devices Portal (default) Self-Registered Guest Portal (default)
Sponsor Portal (default) Sponsored Guest Portal (default)

, Cancel |
HISEEHNFIEPSNEBEL SR,

EISELBUFhfERE

Mi&E : BBEAP-MD55 3% | ISEEXEARMFRE,

35 B21.58 Z Administration -> Identity Management -> Identities -> Users , EiZ#Add,

c,scl‘;' Identity Services Engine Home » Co Visibility » Operations » Policy ~ Administration » Work Centers

» System |~ ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
widentities  Groups  External Identity Sources  Identity Source Sequences  » Settings
—
o
Network Access Users
Users

Latest Manual Network Scan Results . .
! J Edit obAdd B change Status doImport Gl Export v | € Delete Ly Duplicate

Status MName a  Description First Name Last Name Email Address User Identity Groups

Mo data available

TE2HERABNEE LMAFERERR, BRNEMLEEF , ARIE—TSubmit.

Admin



sl identity Services Engine Home b Context Visibility

+ Operations » Policy + Administration » Work Centers

» System « ldenlity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Threat Centric NAC

ridentiies Groups External Identity Sources  Identity Source Sequences  » Settings
I
o
Metwork Access Users List » New Network Access User
Users

» Network Access User
Latest Manual Network Scan Results

* Name [ vpnuser

Status Enabled «

Email |

v Passwords

Password Type: Internal Users >

Password Re-Enter Password

* Login Password |nn- | |.-.n | | Generate Password :| i

Enable Password | | | |

[ Generate Password |

+ User Information

First Name [ |

Last Name | |

¥ Account Options

Description I

Change password on next login CJ

» Account Disable Policy

O pisable account i date exceeds | 2018-07-27 (yyyy-mm-dd)

» User Groups

£ [ALL_ACCOUNTS (default) )
)

#FlexVPNAHR/OFTR BRadius & F i

S ER1. 8 EWork Centers -> Posture -> Network Devices , ZiiZAdd.

csco  ldentity Services Engine Home » Context Visibility

» Operations » Policy » Administration « Work Centers
b Metwork Access  » GuestAccess  » TrustSec  » BYOD  » Profiler | = Posture | » Device Administration  » PassivelD

Cwverview  Network Devices  » Client Provisioning » Folicy Elements  Posfure Policy  Policy Sefs

Troubleshoot  Reports » Setlings

Network Devices

ﬁ-?’ Edit :ﬂ:Add |:|"_1-| Duplicate | @almport g Export O Generate PAC | 3 Delete

MName a | IP/Mask Frofile Name Location Type Description

Mo data available

SR ERMNEE LM AKERRE, PHUNEMSEES , BHRINGH "RADIUSH 1 EFER
B, WAHAEER  ARE-THEREIHBKHSUbmIt



csco  ldentity Services Engine Home: » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access » Guest Access b TrustSec » BYOD » Profiler « Posture » Device Administration » PassivelD

Cwerview  Network Devices ¢ Client Provisioning » Policy Elements  Posiure Policy  Policy Sefs  Troubleshoot  Reports ¢ Sefiings

Metwork Devices List » New Network Device
Network Devices

* Name | FlexVPN-HUB |

Description | FlexVEN HUB |

[ Paddess  +| *IP: [10.48.71.183 N E

@ IPvS is supported only for TACACS, At least ane IPv4 must be defined when RADIUS is selected

* Device Profile | g Cisco » | &

Software Version :l

* MWetwork Device Group

Location [a)| Locations © | | Set ToDefault |

IPSEC [IsIPSEC Device @ | [ SetToDefault |

Device Type [all Device Types © | | Set To Default |

~ RADIUS Authentication Settings

RADIUS UDP Settings

Frotocol  RADIUS

* Shared Secret

T | | Show |

Use Second Shared Secret []

Show
CoA Port | 1700 | [ Set To Default ]
RADIUS DTLS Settings (7
DTLS Required [ i
Shared Secret | radiusidils i
CoA Port | 2083 | [ set To Default |
Issuer CA of ISE Certificates for CoA |Se|ect if required (optional) v | i
DNS Name | |
General Settings
Enable KeyWrap O
* Key Encryption Key Show
* Message Authenticator Code Key Show

Key Input Format ‘= ASCI HEXADECIMAL

| » TACACS Authentication Settings
L1 |y sNMP Sattings

LIy Advanced Trustsec Seftings

(o)




EFRFALLR

LU R ZE4®AnyconnectBL BRI F BB

S E1. AnyconnectEi B8 2 T &, Anyconnect BB TR FMEMRISEEETH , HLFHBZH ,
RIEMPCEBAC, ILEZETHARRATE — http://cisco.com/go/anyconnect, A3 A fiE
anyconnect-win-4.5.05030-webdeploy-k9.pkg&.

3
#

SER2 ZEERACE LEZRIISE , FFEMEIWork Centers -> Posture -> Client Provisioning ->
Resourcesif Zi#Add. iEiEAgent resources from local disk. 7£#T4% & Fi%#ZCisco Provided
Packages , #&— T Choose File , A% 1EPC LiZZEACEKE S,

'::‘.';';I‘;' Identity Services Engine Home » Context Visibility » Operations » Policy » Administration ~ Work Centers

» Network Access b GuestAccess  » TrustSec  » BYCD  » Profiler | ~Posture | » Device Administration  » PassivelD
COverview  Network Devices - Client Provisioning b Policy Elements  Posture Policy Policy Sets  Troublesheot  Reports  » Setflings
I

o
. R . Agent Resources From Local Disk > Agent Resources From Local Disk
Client Provisioning Policy
Agent Resources From Local Disk
Resources

Client Provisioning Portal

Category Cisco Provided Packages M

Choose File | anyconnect- _ploy-kS pkg

v AnyConnect Uploaded Resources

Mame - | Type Version Description

AnyConnectDesktopWindows 4.5.503...  AnyConnectDesktopWindows — 4.5.5030.0 AnyConnect Secure Mobility Clien...

m | Cancal

B —TSubmitTT A EA. BRFEE R QMRS LT,

SR ERMEEXE LERISE, ER—H(TEHPD —>RE —>EFIRBE — >ER) - | &
THR K ARRENLHBEREER. EEREED  LZERESHMEENIR—THETF. (1t

BE=R ) AnyConnectComplianceModuleWindows 435005 HMEEE,


http://www.cisco.com/go/anyconnect

r

Download Remote Resources

MName

AgentCustomizationPackage 1.1.1.6
AnyConnectComplianceMaduleCSX 3.6.11682.2
AnyConnectComplianceModuleCSX 4.3.290
AnyConnectComplianceModuleWindows 3.6 116822
AnyConnectCompliance MaduleWindows 4.3.50.0
CiscoTemporaldgentOSx 4.5.02036
CizcoTemporaldgentWindows 4.5.02036
ComplianceModule 3.6.11510.2
MACComplianceModule 3.6.11510.2
MacOsXAgent 4.9.4 3

MacOsXAgent 4953

MacOsxXSPWizard 1.0.0.18

MacCsxXSPWizard 1.0.0.21

MacOsXSPWizard 1.0.0.27

MacOsXSPWizard 1.0.0.22

MacOsXSPWizard 1.0.0.30

DOo00ooooooooxrOoooodg

FY

Description

This is the NACAgent Customization Package v1.1.1.6 for Wir
AnyConnect OS5 X Compliance Module 3.6.11632.2
AnyConnect OSX Compliance Module 4.3.29.0

AnyConnect Windows Compliance Module 3.6.11682.2
AnyConnect Windows Compliance Module 4.3.50.0

Cisco Temporal Agent for OSX With CM: 4.2.1019.0 Works wi
Cizco Temporal Agent for Windows With CWM: 4.2.1226.0 Work
NACAgent CompliancelModule v3.6.11510.2 for Windows
MACAgent ComplianceModule v3.6.11510.2 for MAC QSX
MNAC Paosture Agent for Mac OSX w4 894 3-1SE1.2  ISE1.1..
MNAC Posture Agent for Mac OSX v4.9.5.3 - 1SE 1.2 Patch 12,
Supplicant Provisioning Wizard for Mac OsX 1.0.0.13 (ISE 1.1
Supplicant Provisioning Wizard for Mac CsX 1.0.0.21 (for ISE
Supplicant Provisioning Wizard for Mac CsX 1.0.0.27 (for ISE
Supplicant Provisioning Wizard for Mac ©sX 1.0.0.29 (for ISE

Supplicant Provisioning Wizard for Mac Csx 1.0.0.30 (for ISE

>

hitp:ffcisco.comigofanyconnect

o JEETN

d

SR BRELARBIRRREREER. E—T "Addy

Anyconnect posture profile. .

, R#%I1EE "NACagents = "

cisco  ldentity Services Engine Home » Context Visibility » Operations » Policy ¢ Administration « Work Centers

» Metwork Access b Guest Access » TrustSec » BYOD » Profiler | « Posture » Device Administration » PassivelD

Cverview  MNetwork Devices  + Client Provisioning ¢ Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Repords  » Seftings

<]
BT B ISE Posture Agent Profile Settings > New Profile
Resources Posture Agent Profile Settings
Client Provisioning Portal a. |Any€onnect d
. * Name: AC-4.5-Posture
Description:
A
CREREERWEE, tERHIFEMEHAnyConnect,
|:.-'- = =
- BEREESE. BiEfEEEZR~Posture Protocol £ 7%



Parameter Value Notes

PRA retransmission time 120 SeCs

Discovery host | |

need to be blank by default o force admin to enter a

* Server name rules | * | a o e :
value. "*" means agent will connect to all

List of IP addresses, FQDMs with or without port must be
comma-separated and with colon in betwaen the IP

Call Home List | pustyugo-ise23-1.exampl | b. address/FQDN and the port. Example:
|IFaddress/FQDMN:Fort (Port number should be the same,
specified in the Client Provisioning portal)

) Enter value of back-off imer in seconds, the supported
Back-off Timer 55 range is between 10s - 600s.

Note: It is recommended that a separate profile be created for Windows and OS8X deployments

==

- EERBRSREB/RA  LWUTEAZ, RUTNIEFEEAFTHFQDN , LEAF TR
FIRBHEE B BNACREEAEPSNAER, WRAFEAFQDN , BIKEE

WEEENEBANIPERRZLTARENFE2RREA(FSH "ISE 2.2 N In T 25 HR
1 NP R14), ERALIREHRIREEE , B JUEA S SREFQDN/IPZ B # 8RR,
SERS BVACEE. BMEIIERD —>RE —>EFRAL —>RIR , ARE—THE , A%
#1ZAnyConnectE &

csco  dentity Services Engine Home » Context Visibility » Operations » Policy (NN E I~ Vork Centers

» Network Access  » GuestAccess  » TrusiSec  » BYCD » Profiler | - Posture » Device Administration » PassivelD

Overview  Network Devices = Client Provisioning  » Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports v Settings

[ ]
AnyConnect Configuration > New AnyC t Confi ti
Client Provisioning Policy e o e Aimytonnect fonfigtraton
Resources
Client Provisioning Portal * Select AnyConnect Package]| anyConnectDesktopWindows 4.5.5030.0 v| a.
* Configuration Name:| AnyConnact Configuration | b.
Description:
P

DescriptionValue
* Compliance Modu|e| AnyConnectComplianceModuleWindows 4.3.50.0 MRS

AnyConnect Module Selection
ISE Posture v
VRN
Network Access Managed |
Web Security ]
AMP Enabled_]
ASA Posturel ]
Network Visibility_]
Umbrella Roaming Security[J
Start Before Logon[_]
Diagnostic and Reporting ToolJ

Profile Selection

* ISE Posturel AC-4.5-Posture - d.
VEN -
Metwork Access Manager -
Web Security| -
AMP Enablen -
Netwark Visibility] -
Umbrella Roaming Security| -
Customer Feedback] -



/content/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc9
/content/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html#anc9

* EEAC@O
- RHACEESB.
- BESRMRBRA,

 RETHREERRIBACKREE EER,
SROBEFFRHAL K. EMETHERD —>RE —>EFIRFR. NRERVKREE , TUE
FEREBPERZEH, IRFEXEBMEINRENREEE , FEMITEANKE , AREE
Duplicate AbovezkDuplicate Below. iE AJ JAZE 3T #7#Y 5K B o

1E R 3AE 5 Y SR BE B R 1o

il dentity Services Engine Home  » Context Visibiity

»Operatons  » Policy  + Administration RS

#ERER DB EFBEMNACE E.
IR 22 2 T SR R AF

EAMENRERE., ISERBEARERHERERTFEERC\TEST.xt. BERERAREAEHM
, B—REESREZMEER,

SBABINMREEY, MEREFMNRIERLD —>RE —>KETE — >, EERERFNE
B, ##&#Z — TFAdd. IBEMSHEENR , REZ—T TSave, . THR—RERKEHF =G , cERE
BERC\TEST.XtRBFE.,



cisco  ldentity Services Engine Home ¢ Context Visibility » Operations ¢ Policy » Administration - Work Centers

b Metwaork Access b (Guest Access b TrustSec » BYOD » Frofiler | = Posture » Device Administration » FassivelD

Owverview  Network Devices ¥ Client Provisioning = Policy Elements  Posiure Policy  Policy Sefs  Troubleshoot  Reports v Seftings

o
File Conditions List = TEST_txt
~ Conditions ) .
File Condition
Hardware Aftributes Condition + Name | TEST bt |
Application Description | |
Firewall Condition . -
* Operating System | Windows All
Anti-hMalware
Compliance Module Any version
Anti-Spyware
, *File Type | FileExistence M
Anti-Virus
Compaound * File Path | ABSOLUTE_PATH '| | CA\TEST.bt i
TR R * File Cperator | Exists M
Dictionary Compound - e
Save EEGEEES

Disk Encryption
File

Fatch Management
Reqistry

Sernvice

UsSB

TE2 REEREE, EMETEDRD —>RE —>ERTE —>BER, UTRE—AER
TEST.txtZ1ER R~AI -

[Faas‘j"ca ] Bl Vindows A using - | using [amcomnea +] metit [ TEST 1t | ten [Hessage Done

Note: Supported Remediation Actions are filered based on the Operating Systems and Stealth Mode selectons.
Remediation Aztons are not applicadle for Hardware Conditions and Applcation Conditions configured using the Provision By Category or Frovision By Everything cotions. Action |Message Text Only
oo S
Message Showm to Agent User | Craate TEST.odt file on disk C: ] =

| s QEES . ’

FERTHY B R AR 1R 8 A9 AR BB AR e 18 TE IR AR

SRIRERBEE, EfMZETHERL —>SRE — >REEK, EUUETERIIBRAIENEK
BE Rl REEAE TERFE) EREERMHER , AR EEFHBKRYE.

ol gentity Services Engine Home  » ContextVisiblity  » Operaions  » Policy  + Acministiaton  [IRRCCTE L]

» Network Access b GuestAccess  » TrusiSec  » BYOD b Profiler  ~Posture | » Device Administration  » PassivelD

Overview  Network Devices  » Client Provisioning  » Policy Elements  Posture Policy  Policy Sets  Troubleshool  Reports  » Seftings
——

Posture Policy
Define the Posture Policy by configuring rules based on operating system andior other condions,

-

Status Rule Name Identity Groups Operating Systems Compliance Module Posture Type Other Conditions Requirements
* | File Policy | | Any & | | Windows ANl 4% or later - AnyConnect M | | (©stional) Dictionar. File Enstance <

B &S iRRErI S

HRBEEONZSRE  VARBEFRBEMFHEE. SN TEPD —>RE — >FFiR
Rl-> FFRARMF S U EARRMFRELEECHMF,



ik |dentity Services Engine

» Network Access

Overview  Network

» Guest Access

Devices

Client Provisioning Policy

Resources

Client Provisioning Ports

~ Client Provisionin

Home + Context Visibility » Operations » Policy » Administration
b TrustSec  » BYOD  » Profiler | ~Posture | » Device Administration  » PassivelD

g ¢ Policy Elements  Posture Policy  Policy Sets  Troubleshoot Reports  » Settings

¥ Portal Settings

HTTPS port* | £443
(8000 - 8999)

Allowed Interfaces:® For PSNs Using Physical Interfaces For PSNs with Bonded Interfaces Configured

#| Gigabit Ethemet 0 ¥ Bond 0
Gigabit Ethemet 1 <
Gigabit Ethemet 2
Gigabit Ethemet 3
Gigabit Enemet 4
Gigabit Ethemet 5§

Certificate group tag: * | pefaul: Portal Certificate Group ¥
A‘dm‘}l:lisl;;t-io.;; -Sy-stern > Certificates >
System Certificates

Authentication method: * | Al User ID Stores v I a.

N
Identity Source Sequences

Configure authorized groups

fer 3cC ad privilege or ERS admin privilege will have access to the porta

e E
AD: i [Bu l‘\.lﬂdl"\ nistrators I ALL_ ACCOUNTS (default) I b.
AD: f
AD:
AD: J in
AD: [Users{1SE Admins °
AD: [Users/VPN Admin
ADiecee .on-. /USSIS/VPN User °
Employee

ROU3 ACCOUNTS (default)
OWN_ACCOUNTS (default)

# Choose all * Clear all

Fully qualified domain name (FQDN): | cpp.example.com | €.
Idle timeout IC—I 1-30 (minutes)

HREEEMFR , BEMFEEPREELRE !

- EEORES

, BESSORAFEERESFEREBERAN S BIRFI,

- RBEENSOFFSY , EXATAENEE. KK K SFREERBEETFIFEAMNE,

- B

EARE AR EWebB B8 EFQDN,

T 5240 A I 4 3R P SR

ERRmBZEMERETTHE , FERFFTFRNDBHE. EUBBSZELAER

EEFimFHai 9 FAFQDN, FQDNET 4T AISE PSN IP, EIERERAELEE—

. Radius Filter-ld — EA LB , AT LUHENAD LA b EBZWACLY ELAMRERANERE, AR
EREZXERFCEBM , Rkt =R ESFTENADMRER,

. Cisco:cisco-av-pair = ip:interface-config — B2Radius Filter-Id3EE AL , A 7E A i E 2 A9
ACLD BieREAR MM EAE., BETRA

cisco-av-pair = ip:interface-config=ip access-group DENY_SERVER in

TRIBEREEEER

ZeREBFTEMEREREER. F—ERTSETMRANERBERE . HEE
RREFTERERUNENRE. F_EREREERTRIATEANSE , LETUEARRE

REHRW
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ERIREREER , FEMEIEDRD —>RE —>ER TR —>BRERERR,
B BRadius Filter-Id#y Z BREF BB EHE R RG] -

cisco  ldentity Services Engine Home » Context Visibdity v Operations » Policy » Administration - \Work Centers

b Metwork Access  » Gues!t Access b TrustSec » BYOD r Profiler |+ Poslure b Device Adminisiration  » PassivelD

Overview MNebwork Devices b Client Provisioning = Policy Elements Posture Policy  Policy Sels Troubleshodt Reporns b Seftings

o
Authorization Profiles > LIMITED_ACCESS
- Conditions P
Authorization Profile

Hardware Atfributes Condition *Name | LIMITED_ACCESS

Application Description |

Firewall Condition * Access Type |ﬂ-CL’ESE ACCERT = |

Anti-halwarg

2 i el N0 =

e MNetwork Device Profile s Cisco

Anti-Vinus Service Template

Compound Track Movement (| ;

Dictionary Simple

Iy-=ane Passive ldentity Tracking i

Dictionary Compound

Disk Encryption

File

» Common Tasks

Fatch Management

Registry DACL Name

Service

UsB ¥ ACL (Filter-ID) DENY_SERVER n
¢ Remediations

Security Group
Requirements
Allowed Protocols
WLAN

Autharization Profiles

Downloadable ACLs

» Advanced Attributes Settings

-
A

- [selectan item Ol =|

<

+ Attributes Details

Access Type = ACCESS _ACCEPT
Filtar-ID = DENY_SERVER.In

{5 F cisco-av-pairfy Z BREA R B B R~ HI -



stfist]ns
Cisco

» Metwork Access

Cwerview

Identity Services Engine

» Guest Access

MNetwork Devices

~ Conditions

Hardware Attributes Condition

Application

Firewall Condition

Anti-Malware

Anti-Spyware

Anti-virus

Compound

Dictionary Simple

Dictionary Compound

Disk Encryption

File

Paich Management

Registry

Semvice

Usg

» Remediations

Requiremenis

Allowed Prolocols

Authorization Profiles

Downloadable ACLs

¢ TrusiSec

¥ Client Provisioning

Home » Context Visibility ¢+ Operations (s

» BYOD  » Profiler | ~Posture | » Device Administration

~Policy Elements  Posture Policy

Authorization Profiles > LIMITED_ACCESS
Authorization Profile

" Name [ LIMITED_ACCESS |

» PassivelD

Palicy Sets  Troubleshoot

Reports

¢ Settings

Description |

Fs

*Access Type [ACcess ACCERT d

Network Device Profile akClsco| » | &3

Service Template
Track Movement [ ;

Passive Identity Tracking [ ;

 Common Tasks

) DACL Name

2 ACL (Filter-10)

- Security Group

o viLaN

+ Advanced Attributes Settings

0| = Iip:intarface-conﬁg-ip AOCESE-]...

]

» Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:interface-config=ip access-group DENY_SERVER in

BB Radius Filter-IdBY R FIFH B E EE R A :



cisco €MLY Services Engine Ome ~ontext Visibility ¢ Operations + Policy » Administration ~ Work Centers

b Metwork Access b GuestAccess  p TrustSec  » BYOD  » Profiler | = Posture | » Device Administration  » PassivelD

Qverview  Network Devices  » Client Provisioning  wPolicy Elements  Posture Policy  Policy Sets Troubleshoot  Reports  » Settings

o Tame | UNLIMITE D_ACCESS |

= Conditions Description [ 45
. " *Access Type [access aCCERT -]
Hardware Attributes Condition
Application Network Device Profile as Cisco| | (23]

Firewall Condition
Service Template )

Anti-Malware
Track Movement [ ;
Anti-Spyware
Passive Identity Trackin v
T ‘asgive Identity Tracking ) 5
Compound
Dictionary Simple
Dictionary Compound ~ Common Tasks
Digk Encryplion
) DACL Name
File
Patch Management )
¥ ACL (Filter-1D) IPERMIT_ALL ]-ln
Registry
EERLED ! Security Group
USB
+ Remediations ) WLAN
Requirements

Allowed Protocols

Authorization Brofiles v Advanced Attributes Settings

Downloadable ACLs

£ [select an item Q] =| =l

w Attributes Details

Access Type = ACCESS_ACCEPT
Filter-ID = PERMIT_ALL.in

{$ A cisco-av-pairf) R I B Bl B R R A1



'::I.'g'.':ll;' Identity Services Engine Home » Context Visibility + Operations » Policy » Administration ~ Work Centers

b Metwork Access b GuestAccess » TrustSec  » BYOD  » Profiler = Posture | » Device Administration  » PassivelD

Overview  Mebwork Devices  » Client Provisioning = Policy Elements  Posture Policy  Policy Sets  Troubleshoot  Reports v Settings

o = TName | UNLIMITED_ACCESS |

~ Conditions Description | y
: *Access Type [ACCESS_ACCEPT ¥
Hardware Aitributes Condition
Application Network Device Profile i Cisco | » | &

Firewall Condition ;
Service Template

Anti-Malware
Track Movement i
Anti-Spyware
Passive |dentity Tracki i
AntiVirus Vil @4
Compound

Dictionary Simple

Dictionary Compound + Common Tasks
Digk Encryption

DACL Name
File

FPatch Management
ACL (Filter-ID)

Registry
Senvice Security Group
UsB

+ Remediations VLAN

Requiremenis
Allowed Protocols
Authorization Profles w Advanced Attributes Settings

Downloadable ACLS

Cisco:cisco-av-pair \j| = |i;l:interface-c0rrﬂg=ip acCess-g... b

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ipsinterface-config=ip access-group PERMIT_ALL in

SRR BERERE, EHIRT  BEYMERERE, —ERARCEDRSDBRERRERA
MR EFERE , 5 —EARERDINLZEFEBRERDETEHBE T,

BT RIERANEERERBE B

¥ Authorization Policy (12)

Resulls

Stalus  Rule Name Conditons Profiles Security Groups Hits  Actions

Network_ALtess_AuMnentcaton_Passed

=]

&  unknown_Compiance_Redrect  AND = LIMITED_ACCESS - -+ 5 &
B  compiante_uninown_Devices
B metwor_access_puthenticaton_Passed

@  MonComplian_Devices_Redinect  AND = LIMITED_ACCESS + -+ 3 .3
B Non_Compant_Davices
B netwon_Access_suthenticaton_Passed

@  Compliant_Devices_Access AND = UNLINITED_AGCESS + -+ ] .3
B compiant Devices

BOBRERBNEETNRANEN—H2 , BEERARE , FNRETEX DS ERERERIE
H,

B

RNEXBRBARIFE=EETEDER



$EB1. FlexVPNHE O FHIRA VPNESEER K -

show crypto session username vpnuser detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |IKE Fragnentation

R - I KE Auto Reconnect, U - IKE Dynanic Route Update

Interface: Virtual - Accessl
Profile: FlexVPN-|KEv2-Profile-1
Uptime: 00:04: 40
Sessi on status: UP-ACTIVE
Peer: 7.7.7.7 port 60644 fvrf: (none) ivrf: (none)
Phasel i d: exanple.com
Desc: (none)
Session I D 20
| KEv2 SA: local 5.5.5.5/4500 renote 7.7.7.7/60644 Active
Capabilities:DNX connid:1 lifetine:23:55:20
| PSEC FLOW permt ip 0.0.0.0/0.0.0.0 host 10.20.30.107
Active SAs: 2, origin: crypto nap
I nbound: #pkts dec'ed 499 drop O life (KB/ Sec) 4607933/ 3320
Qut bound: #pkts enc'ed 185 drop O life (KB/ Sec) 4607945/ 3320

show crypto ikev2 sa detail
I Pv4d Crypto I KEv2 SA

Tunnel -id Local Renot e fvrfl/ivrf St at us
1 5.5.5.5/4500 7.7.7.7/ 60644 none/ none READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: RSA, Auth
verify: EAP

Li fe/ Active Tinme: 86400/ 393 sec

CE id: 1010, Session-id: 8

Status Description: Negotiation done

Local spi: 54EC006180B502D38 Renot e spi: C3B92D79A86B0ODF8
Local id: cn=fl exvpn-hub. exanpl e.com

Renote id: exanple.com

Renote EAP id: vpnuser

Local req nsg id: O Renote req nsg id: 19
Local next nsg id: O Renote next nsg id: 19
Local req queued: O Renote req queued: 19
Local wi ndow. 5 Renot e wi ndow. 1

DPD configured for 60 seconds, retry 2
Fragnentati on not configured.

Dynam ¢ Route Update: disabled

Ext ended Aut hentication confi gured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled
Assi gned host addr: 10.20.30. 107
Initiator of SA: No

IPv6 Crypto | KEv2 SA
TR BB RERF (RadiusBIEFH
)

Time Status Details Identity Posture Status Endpoint ID Authentication P...  Authorization Policy Authorization Profiles IP Address

-
c

x

3
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1. B 0RE. YRUESR  CARBERICEATHEREEEER, NREERAENMR



ERERER A FREFENSORERS. SUNBBER-T "FHMERA. 5PN BAEREAE
R RS . BT LU EHAE 5 40 BR RS R 5 P A BB A B AR SR K o T F B A R A 1T LE B

2. BRREREYR , ABERSS , FEMRECKE "TFTERL BEXS "THEL .

3. COAERIEIMMIEANLKE, LCOAEMINENADIRHEXHT B D ERTE , WEISEIRHEEITIRER

BB, WRCOARH , A LIBMFMBREURAERRK, COANRE REETE : COAR
i — EERBBAT , CEEFERWPSNAREER/NADIKKCOARE Fii , NECHERTHEME
I B EZECOAGE R, COABACK — RINADE#EIKCOA , EHREERRA B EHFTCOARR
B, HRIEGT R , FRBRERESEFMNRA.

HRERIOS XEWBHBEAFEARFINZEE I , AL EETIZXEAENRESORIHFER.

BEEEBRNRRRISEREACOAHIXRIEITIOS XE , feMmiE#RVPNIRBEHE . EEBERT

, COAX S TSN RESR , AT FEEHNFHBE.

3% MEHERE — EMIIRE —>BE —>BE —>KRRNERE — >KRIRRLFMHE,

‘del Identity Services Engine Home  » Conlext Visibiity [ESeTSTRURA |

» RADIUS  Threat-Centric NAC Live Logs  » TACACS  » Troubleshoot  » Adaptive Network Control Reports

Report
Posture Assessmen t by Endpoint € + MyRepons | & Osc
Audit From 2018-06-07 00:00:00.0 to 2018-06-07 19.52:48.0
o
* Device Administration
» Diagnestics v O Re «
Logged At Status Detalls PR Action O Identity @ Endpoint ID IP Address
ndpoint rs
Tod:
Authent
0 a
-] -]
xte L] a
Mar B a
PassivelD a
Posture Ass: 3
Pos!
Pref R tal Ry

UL REERMEBEABSESHNFMERE LB bHREBRIMESEEID. ISEAKRIHERET B
BN ZEREERUR SEZRNMRE,

SRR

AFRHENERA T AR EEREHEITERE B,
1. ERBEIRKENIKEV2HAE :

debug crypto ikev2

debug crypto ikev2 packet
debug crypto ikev2 internal
debug crypto ikev2 error

2. AAATRRE MR R A 1t F/ SR IR B 2 B

debug aaa aut hori zation
debug aaa aut hentication
debug aaa accounting

debug aaa coa

debug radi us authentication
debug radi us accounting



3. R BAnyConnect® F i #fIDART,

4. HRMREERHRIEEERR | B AT TR A RBERNISERH B L BUAELISETHETHRR
: client-webapp -8 ERERAFREN tH. BEBFFERguest.logMise-psc.log. iF — &
BEEXFmARMAFTHNERMEEEHNTH ( EFEREDERNPSNE ), BEBLFHE
Z — guest.log. provisioning— & REFIGRFEERBEEN TH. BEBABER- guestlog.
posture — FT B R ImZ £ HAERENEH. BERHFFIEZR- ise-psc.log

5. HABZE iRt EHERR , LA LUER : AnyConnect.txt — b ERAEDARTHAZHKT , AR
VPN EHERR, acisensa.log — MIREFix LN EF IR LXK , ISETENSANE —& ¥
RAHPEVIER (BFAWindowshy "T# . B# ) , AnyConnect_ISEPosture.txt — L1523
A 7£Cisco AnyConnect ISE Posture Module B &R FIDARTEH#HEEF KRB, FTEERISE
PSNZBRMREREERS BN EAIICHEELERSD,
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