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http://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/solution-overview-listing.html
BRATH

.ISE22#T2

- WS-C6509-E [VS-SUP2T-10G] s2t54-ipservicesk9-mz.SPA.152-1.SY3.bin
- WS-C3560X-24P-S ¢3560e-universalk9-mz.152-4.E4.bin

il B

=
WS-Ca509-E Gio/24 WS-C3560X-24P-5
Seed Device/Authenticator Non-5eed Device/Supplicant
N
DACH#
IPith 1t

ISE : 14.36.143.18
6509:10.122.165.35

3560X:10.122.160.118

ISE #HRE


/content/en/us/solutions/enterprise-networks/trustsec/solution-overview-listing.html

WA R
6500 ( T )

WorkCenters > TrustSec > Components > Network Devices > Add

KEABAIPH

Metwaork Devices List = New Network Device
Network Devices

* Name | 6500
Description
*IP Address: | 10.122.165.35 1] 32

Radius$t /i &%

- RADIUS Authentication Settings

RADIUS UDP Sattings
Frofocol  RADIUS

* Shared Secret | Cisc0123

Hide |

Co Port | 1700

TrustsecBi#

Set To Default



» Advanced TrustSec Seftings

= Device Authentication Settings

Use Device ID for TrustSec
Identification

Device Id  gsnp

* Password | CiscD123

* TrustSec Notifications and Updates

* Download environment data every | 4

* Download peer authorization palicy every | ¢

* Reauthentication every |4

* Download SGACL lists every | 4

| | Hide |
| Days * |
[Days -]
| pays v] @
| pays v |

Other TrustSec devices to trust this device [V

Send configuration changes todevice [¥] Using () CoA () CLI(S5H)

Ssh Kay

v Device Configuration Deployment

Include this device when deploying Security
Group Tag Mapping Updates

Daevice Interface Credentials

* EXEC Mode Usemame | admin

* EXEC Mode Password | CiscD123

|H.H1E|

Enable Mode Password | Cisc0123

| Hide

3560X ( JEEF )

WorkCenters > TrustSec > Components > Network Devices > Add

KEABAIPL



Metwork Devices List > New Network Device

Network Devices
* Mame

Description

3560X

- *IP Address: | 10.122.160.118

32

Radius3t A &%

[+ RADIUS Authentication Seftings

RADIUS UDP Settings

TrustsecBi%

Protocol  RADIUS

* Shansd Secned |m113

CoA Port | 1700

| | Hide |

| | Set To Default




|+ Advanced TrustSec Settings

= Device Authentication Settings

Use Device ID for TrusiSec

Identification
Device Id | 3550%
" Password | Gisc0123 Hide
+* TrustSec Notifications and Updates
* Download environment dala every [1 ] [Days - |
* Download peer authorization policy every li | | Days - |
" Reauthentication every | 4 | |Days R

* Download SGACL lists every [1 | lEEE - |

Other TrustSec devices (o trust this device [V
Send configuration changes todevice [ | Using
Ssh Key

+ Device Configuration Deployment

Include this device when deploying Security
Group Tag Mapping Updates

Device Interface Credentials

CoA CLI (SSH)

* EXEC Mode Usemame [aden

* EXEC Mode Password [-:ur.mza

Enable Mode Password | Cisc123

TrustSecZ 48

TR > TrustSec >TTéE> 44



Security Groups
For Policy Export go o Administration > System > Backup & Resiore > Policy Export Page

J Edt SeAdd  golmport G Export 3 Delete + () Push

AR B 5% I 152 10 5 K
T4Efh> TrustSec > TrustSecHR B >iBg i B 124

Icon Mame =  SGT (Dec / Hex) Deseription
O @ Auditors 9/0009 Auditor Security Group
] @ syop 15/000F BYOD Security Group
0 @ Ccontractors 5/0005 Contractor Security Group
[] @ Developers 8/0008 Developer Security Group
L] @ Development_Servers 12/000C Development Servers Security Group
0 @ Employees 410004 Employee Security Group
] @ Guesis 6/0006 Guest Security Group
0 @ Network_Services 3/0003 Metwork Services Security Group
] @ PCI_Servers 14/000E PCI Servers Security Group
[J @ Point_of Sale Systems 10,0004 Point of Sale Security Group
| @ Production_Servers 11/000B Production Servers Security Group
[] @ Production_Users 7/0007 Production User Security Group
L] @& «Quarantined_Systems 255/00FF Quarantine Security Group
L] @ Test_Servers 13,/000D Test Servers Security Group
L] e TrustSec Devices 210002 TrustSes Devices Security Group
[] 2 Unknown 0/0000 Unknown Security Group

Network Device Authorization
Defing the Network Device Authorzation Policy by assigning SGTs o network devices. Drag and drop rules to change the order.
Rule Mame Conditions Sacurity Group
NDAC If DEVICE:Device Type equals to Device Typediall Device then TrustSec_Devices
Types
Default Rule I nomies defined or no match then  Unknown

E 15 REA R (6500)

TrustSec Credentials
6500#cts credentials id 6500 password Cisc0123

AAA configuration

6500( confi g) #aaa new-model

6500( confi g) #aaa authentication dotlx default group radius

6500( confi g) #aaa accounting identity default start-stop group radius
6500( confi g) #aaa authorization network CTSlist group radius

6500( confi g) #cts authorization list CTSlist



Radius Server Configuration

6500( confi g) #radius server ISE

6500( confi g-radi us-server) #address ipv4 14.36.143.18 auth-port 1812 acct-port 1813
6500( confi g-radi us-server) #pac key Cisc0123

Recognize and use vendor-specific attributes
6500( confi g) #radius-server vsa send authentication

Enable Change of Authorization
6500( confi g) #aaa server radius dynamic-author
6500( confi g-l ocsvr-da-radi us)#client 14.36.143.18 server-key Cisc0123

Enable 802.1X
6500( confi g) #dot1lx system-auth-control

Switchport TrustSec Configuration

6500( confi g) #int gi6/1

6500(confi g-if)#switchport mode trunk
6500(config-if)#cts dotlx
6500(config-if-cts-dot1x)#sap mode-list null
6500( confi g-if-cts-dot 1x) #propagate sgt

B

PAC Download
6500#show cts pac
Al D: 6F5719523570B8D229F23073404E2D37
PAC- I nf o:
PAC-type = Cisco Trustsec
Al D: 6F5719523570B8D229F23073404E2D37
I-1D: 6500
A-1D-Info: ISE 2.2pl
Credential Lifetine: 04:27:29 UTC Oct 26 2017
PAC- Opaque:
000200B000030001000400106F5719523570B8D229F23073404E2D370006009400030100801062F6BE70E2CCB6B0OD25B
FC81CB5D00000013597A55C100093A8059F0ELA3FAF83A2B7C8332479B7324COFDCACBAESAE4AFD19C614A7DB13CODBD
06798A344423897745F0F91F19489772E543ED205A9CDOF276A96C4505BF34CB75F132377FE770B77A3D822842DFE3A0
A858130612D08DD58965B09C352E33E74DB3F6B5C7ELF6EC8C30FF215A6 FEB3EA7BBCI5E
Refresh timer is set for 12whd

Environment Data
6500#show cts environment-data
CTS Environnent Data

Current state = COWPLETE
Last status = Successful
Local Device SGT:
SGT tag = 2-02: Trust Sec_Devi ces
Server List Info:
Installed list: CTSServerlList1l-0001, 1 server(s):
*Server: 14.36.143.18, port 1812, A-ID 6F5719523570B8D229F23073404E2D37
Status = ALIVE
auto-test = TRUE, keyw ap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs
Mul ti cast Group SGI Tabl e:
Security G oup Nane Tabl e:
0-f b: Unknown
2-fb: Trust Sec_Devi ces
3-fb: Network_Services
4-f b: Enpl oyees
5-fb: Contractors
6-fb: Guests
7-fb: Production_Users



8- f b: Devel opers

9-fb: Auditors

10- f b: Poi nt _of _Sal e_Syst ens
11-f b: Producti on_Servers
12-f b: Devel opnent _Servers
13-f b: Test _Servers

14-f b: PCl _Servers

15-f b: BYOD

255-f b: Quar ant i ned_Syst ens

Environnent Data Lifetinme = 86400 secs

Last update tine = 20:28:36 UTC Thu Jul 27 2017
Env-data expires in 0:23:47: 05 (dd: hr: mm sec)
Env-data refreshes in 0:23:47:05 (dd: hr: mm sec)

Cache data applied = NONE
State Machine is running

ISE BNRFRC
Operations > RADIUS > Live Logs
PACHE

a 6500

Authentication Details

Source Timestamp
Recaived Timestamp
Policy Server

Event

Username

Endpoint Id

Calling Station Id
Authentication |dentity Store
Authentication Method
Authentication Protocol
Service Type

Network Device

6500

2017-07-28 00:27:29.948
2017-07-28 00:27:29.949
ISE22new

5206 PAC provisioned
6500

00:26:CA1E:74:40
0026caler440

Internal CTS Devices
dotix

EAP-FAST (EAP-MSCHAPv2)
Framed

6500

00:26:CAIE:74:40



CiscoAVPair AAA:service-type=cts-pac-provisioning

TrustSec¥# T
o @ 6500 #CTSREQUEST# &
o 6500 #CTSREQUEST#
ﬂ a B500 FLTSREQUESTH NatworkDaviceAuthorization >> NDAC

Authentication Details

Source Timestamp 2017-07-28 00:28:00.73

Received Timestamp 2017-07-28 00:28:00.731

Policy Server ISE22new

Event 5233 TrustSec Data Download Succeeded
Username #CTSREQUESTH

Service Type Outbound

Network Davice 6500

Device Type All Device Types

Location All Locations

NAS IPvd Address 10.122.165.35

Security Group

Response Time

TrustSec_Devices

26 milliseconds



Other Attributes

ConfigVersionld
DestinationPort

Protocel
NetworkDeviceProfileName

NetworkDeviceProfileld

IsThirdFartyDevicaFlow

AuthorizationPolicyMatchedRule

CPMSassionlD

DTLSSupport

Network Device Profile

Device Type

RADIUS Username

Devica IP Addrass

CiscofVPalr

Result

Class

clsco-av-pair

clsco-av-pair

cisgo-av-pair

ReauthSession:0e24812uRpT Oyjgd TXwS5P1 alocenKLGOWXUEIAEeOPOHaCEa

Es

CACS:0624811 2uRp7 Oyjgd TXWSF1 a30csnKLGOWxUEIAEsOPOHaCERER ISE22

a1

1812

Radius

Cisco
bOGE9505-3150-4215-a80a-6T53d 4504560
falsa

ISEZZnew/2B004 2933/381

NDAC

OaZ48i1 2uRpTOyjgd TXwSF 1 adocsnKLGOW LU EIAEeOPSHaCEaEs
NetworkDevicaAuthorization

Uinknawn

Cisco

Location#All Locations

Device Type#all Device Types

IFSECHs IPSEC DevicedNo
HCTSREQUESTH

10.122.185.35

CAS-PARC-Opaque™,

cis-environment-data=6500,
clig-device-capabilitysanv-data-fragrment

new 2000429337301

cta-sarverlig=CTSSerarlisi1-0001

cts-security-group-tag=0002-02

ctsanvironmani-data-sxpin=86400

cts:security-group-table=0001-17



Result

CACS:De248M1 2uRpT Oyjgd 7 Xw5P1a30csnKLGOWXUEIAEsOPSHaC6aEs: ISE22

i new/200042933/392

cisco-av-pair cls:sarverlist=CTSSanrserList1-0001

cisco-av-pair cls:sarar=65T195235T0b8d2257230T3404a2d37:14.36.143.18:1812
Result

Class CACS:Da24801 2uRpTOyjgd TXwEP 1 aZocsnKLGOWXUEIAEeOPIHaCBaEs ISEZ2

nens 2000420335393

cisco-av-pair cls:security-group-table=0001-17

cisco-av-pair cls:security-group-info=0-0-00-Unknown

Cisco-av-pair cis:security-group-info=M-1-00-ANY

cisco=-av-pair s security-group=-info=9-0-00-Audnons

Cisco=-av-pair cis:security=group-info={-0-00-BY 0D

cisco-av-palr cis:security-group-info=5-0-00-Contractons

cisco-av-pair cis:security-group-info=8-0-00-Developers

cisco-av-pair clz:security-group-info=c-0-00-Development_Servers

cisco-av-palr ciz:zacurity-group-info=4-0-00-Employees

cisco-av-palr cis:securty-group-info=6-2-00-Guesis

cisco-av-pair cls:security-group-info=3-0-00-Network_Services

cisco-av-pair s sacurity-group-info=e-0-00-PC|_Sarears

cisco-av-pair cis:security-group-info=a-0-00-Point_of_Sale_Systems

cisco-av-pair cis:security-group-info=b-0-00-Production_Servers

cisco-av-pair ets:security-group-info=7T-0-00-Production_Users

cisco-av-pair cig: security-group-info=-0-00-Cluarantined_Syslems

cisco-av-palr cig:sacurity-group-info=d-0-00-Test_Sarvers

cisco-av-pair cig:security-group-info=2-2-00-TrustSec_Devices

JF7E 7 5 i B (3560X)



TrustSec Credentials
3560X#cts credentials id 3560X password Cisc0123

AAA configuration

3560X(confi g) #aaa new-model

3560X(confi g) #aaa authentication dotlx default group radius
3560X(confi g) #aaa authorization network default group radius
3560X(confi g) #aaa accounting identity default start-stop group radius

Recognize and use vendor-specific attributes
3560X(confi g) #radius-server vsa send authentication

Enable Change of Authorization
3560X(confi g) #aaa server radius dynamic-author
3560X(config-locsvr-da-radi us)#client 14.36.143.18 server-key Cisc0123

Enable 802.1X
3560X(confi g) #dotlx system-auth-control

Switchport TrustSec Configuration

3560X(confi g) #int gi0/24

3560X(config-if)#switchport trunk encapsulation dotlgq
3560X(config-if)#switchport mode trunk
3560X(config-if)#cts dotlx
3560X(config-if-cts-dot1x)#sap mode-list null
3560X(config-if-cts-dot1x)#propagate sgt

B

Pac Download
3560X#show cts pac
Al D: 6F5719523570B8D229F23073404E2D37
PAC- | nf o:
PAC-type = Cisco Trustsec
Al D: 6F5719523570B8D229F23073404E2D37
I-1D 3560X
A-1D-Info: ISE 2.2pl
Credential Lifetime: 05:32:57 UTC Cct 26 2017
PAC- Opaque:
000200B000030001000400106F5719523570B8D229F23073404E2D3700060094000301009F9B0624 COA0C5D2AFDAAESS
C173D34300000013597A55C100093A8059F0E1A3FAF83A2B7C8332479B7324C0B224F18D38654C2DB14544B58296 A0A97
C7B52EB1B7C0725776FE16F715094AC8A766E1F6D16A2A151B70632D6EAB34C5E1874409779FADAS3F5892AD4ACC3533
B5A61F89D028C076D94B52744A328C23437306AF428162AC680742003C6BDDB207A08F57
Refresh timer is set for 1ly42w

Environment Data
3560X#show cts environment-data
CTS Environnent Data

Current state = COWPLETE
Last status = Successful
Local Device SGT:
SGT tag = 2-02: Trust Sec_Devi ces
Server List Info:
Installed list: CTSServerlList1l-0001, 1 server(s):
*Server: 14.36.143.18, port 1812, A-ID 6F5719523570B8D229F23073404E2D37
Status = ALIVE
auto-test = TRUE, keyw ap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs
Mul ti cast Group SGI Tabl e:
Security G oup Nane Tabl e:
0-d1: Unknown
2-d1: Trust Sec_Devi ces



[

: Net wor k_Ser vi ces
: Enmpl oyees
:Contractors
:Quests
: Production_Users
1: Devel opers
9-dl: Auditors
10- d1: Poi nt _of _Sal e_Syst ens
11-d1: Production_Servers
12-d1: Devel opnent _Servers
13-d1: Test _Servers
14-d1: PCl _Servers
15- d1: BYOD
255-d1: Quar anti ned_Systens
Environnent Data Lifetime = 86400 secs
Last update tine = 02:41:21 UTC Mon Jan 2 2006
Env-data expires in 0: 23: 56: 36 (dd: hr: mm sec)
Env-data refreshes in 0:23:56:36 (dd: hr: mm sec)
Cache data applied = NONE
State Machine is running

ISE BDEFEC 8%

[Ey=

[Ey=

O 0O 0 QO Qo Q

Operations > RADIUS > Live Logs
PACFARE

B & E500 3560



Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

Endpoint Id

Calling Station Id
Authentication |dentity Store
Audit Session Id
Authentication Method
Authentication Protocol
Service Type

Network Device

CiscoAVPair

FETRE

2017-07-28 01:32:57.707
2017-07-28 01:32:57.708
ISE22new

5206 PAC provisioned

3560X

o4:A2:74:FC:A1:98
54-A2-T4-FC-A1-08

Internal CTS Devices
0ATAAS523000000100094COF0
dot1x

EAP-FAST (EAP-MSCHAPv2)
Framed

6500

cls-pac-opague="""",

service-type=Framed,

cts-capabilities=sap,
audit-session-id=0A7AAS523000000100094CO0F0,
method=dot1x

MatworkDevicaAuthonzation => NDAC Sd:A2 T4 FCALBE



Overview

Event 5200 Authentication succeeded
Username 3560X
Endpoint Id 54:A2:74:FC:A1:98 &
Endpoint Profile
Authorization Policy MetworkDeviceAuthorization => NDAC
Authorization Result Permit Access
Result

User-Name 560X

State ReauthSession:0ATAAS23000000110094D88C

Clags CACS0ATAASZI00000011 0084 DERC ISEZ22nenwi 20004 2833356

Session-Timeout BE400 milisaconds

20:90:51:10:6d:10:1d:04:12:07:b 1 ea: 3T dd-ab:aT. 11 :03:90-50:409:eb: 3. 6d:fe:f4:bb;
EAP-Key-Name Toffs 2o.dfbEe 55, Thoe:B4: Tefa: 3a:86:be:abcT:03:6 39603, 57 c5ad 46:bhx
el 1%:adbe-O5:bd:37:12:2:dbcas

cisco-av-pair cts-sacurity-group-tag=0002-02
elasa-av-pair cta-supplicant-cis-capabifties=sap
M5-MPPE-Send-Hay sz
MS-MPPE-Recv-Key L
HEHERATR
] a 560X #CTSDEVICE#-B500 MetworkDevicaswthorization >> NDAC

a BS00 #CTSDEVICER3560X MetworkDeviceAuthorization >> NDAC



Overview

Event

Username

Endpoint Id
Endpoint Profile
Authorization Policy

Authorization Result

Result
State

Class

cisco-av-pair
cisco-av-pair

cisco-av-pair

Overview

Event

Username

Endpoint Id
Endpoint Profile
Authorization Policy

Authorization Result

5234 TrustSec Peer Policy Download Succeeded

#CTSDEVICE#-3560X

NetworkDeviceAuthorization >> NDAC

ReauthSession0a24801 20Mo0 0B POELu3aF s A0 lYPLAdbTdJCSITyoN wg

CACS0e24801 20MzxYDIEI00EZu3aF Qs2 AcZYPCAdbTdJC ST yoNIwg ISE22ne
wi200042933/397

ctg-inested-device=trua
cta-gecurity-group-lag=0002-02

ctscauthorizaton-axpiny=86400

5234 TrustSec Peer Policy Download Succeeded

#CTSDEVICE#-6500

MetworkDeviceAuthorization >> NDAC



Result

State
Class

cisco-av-pair
cisco-av-pair

clsco-av-pair

TrustSecE ¥ TR

Overview

Event

Username

Endpoint Id
Endpoint Profile
Authorization Policy

Authorization Result

ReauthSession:0e248f1 22xsxXRQJut5/BzgahPizdpEch22WZEzPRPmuOMs03Bo

CACS:De248M Z2xsxXRQJutSBagahPizdpEchZ2WZizPRPmuOMs03BoISEZ2ne
wiZ80042933/3599

cisrusied-devica=true
cls:sacurity-group-tag=0002-02

cis:authorization-expiry=88400

HCTSREQUESTH
HCTSREQUESTH
HCTSREQUESTH MetworkDeviceAuthorization >> NDAC

5233 TrustSec Data Download Succeeded

#CTSREQUEST#

NetworkDeviceAuthorization >> NDAC



Result

State ReauthSession:0e248112IVQjPrZ3n038zkt2xhOYWXRIhCAjw_hXwSUAJbMvsLY
o CACS:0e24801 2IVQIPrZ3n038zki2xhOYWXRJINCAjw_hxwSUAJbMyvsLY.ISE22ne
wiZ9004 2933/358
cisco-av-pair clsserverlist=CTSSarverList1-0001
cisce-av-pair cts:security-group-tag=0002-02
cisco-av-pair cis:environment-data-axpiry=86400
cisco-av-pair cis:security-group-table=0001-17
Result
Tisss CACS:0a248112IVQjPrZ3n038zkt2xhOYWXRIhCAjw_hXwSUAJbMvsLY:ISE22ne
wi 29004 2933/400
cisco-av-pair cte:sarvarlist=CTSServerList1-0001

cisco-av-pair cls: servar=6157 1952357 0b842 2072307 3404a2d37:14.36.143.18: 1812



Result

CACS:0e248M 2IVQIPrZ3n038zkt xhOYWXRINCAW _hXwSUAJBMyaLY ISEZ2ne

Camas WI290042833/401

cisco-av-pair cls:security-group-table=0001-17

cisco-av-pair cissecurnty-group-info=0-0-00-Unknown
cisco-av-pair cls:security-group-info=fif-1-00-ANY

cisco-av-pair cis:sacurity-group-info=9-0-00-Auditors
cisco-av-pair cls:security-group-info={-0-00-8Y0D

cisco-av-pair cls:security-group-info=50-00-Contraciors
clgco-av-pair cis:gecurity-group-info=8-0-00-Developars
cisco-av-pair cls:security-group-info=c-0-00-Davelopment_Servers
cisco-av-pair clasecurity-group-info=4-0-00-Employeas
cisco-av-pair cls:security-group-info=g-2-00-Guests

cisco-av-pair cis:security-group-info=3-0-00-Network_Services
cisco-av-pair cls:security-group-info=e-0-00-PC|_Sarvers
cisco-av-pair clasecurity-group-info=a-0-00-Paint_of Sale Systems
clsco-av-pair cis:security-group-info=b-0-00-Production_Servers
cisco-av-pair cis-sacurity-group-info=7-0-00-Production_Users
cisco-av-pair cls:sacurity-group-info=f-0-00-Cuarantined _Systems
cisco-av-pair clssecurity-group-info=d-0-00-Test_Servers
cisco-av-pair cls:security-group-info=2-2-00-TrustSec_Devices

ITERE

Seed (6500)
6500#show cts interface gi6/1
G obal Dot 1x feature is Enabl ed
Interface G gabitEthernet6/1:
CTS i s enabl ed, node: DOT1X
| FC st ate: OPEN
Interface Active for 00:38:50.744
Aut henti cation Status: SUCCEEDED

Peer identity: " 3560X"
Peer's advertised capabilities: "sap"
802. 1X rol e: Aut hent i cat or

Aut hori zati on Status: SUCCEEDED



Peer SGT: 2: Trust Sec_Devi ces
Peer SGT assignnent: Trusted
SAP St at us: SUCCEEDED
Dot 1x Info for G gabitEthernet6/1

PAE = AUTHENTI CATOR

Non-Seed (3560X)
3560X#show cts interface gi0/24
d obal Dotilx feature is Enabled
Interface G gabitEthernet0/24:
CTS i s enabl ed, node: DOT1X
| FC st at e: OPEN
Interface Active for 00:08:51. 317
Aut henti cation Status: SUCCEEDED

Peer identity: " 6500"

Peer's advertised capabilities: "sap"

802.1X rol e: Suppl i cant

Reaut h period applied to link: Not applicable to Supplicant role
Aut hori zati on Status: SUCCEEDED

Peer SGT: 2: Trust Sec_Devi ces

Peer SGT assignnent: Trusted
SAP St at us: SUCCEEDED

Ver si on: 2

Dot 1x Info for G gabitEthernet0/24

PAE = SUPPLI CANT
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