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Client connects

b the network Authorization Policy is assigned by ISE

<3

I5E Requests VA Scan
-
Clualys scans the Endpoint for Vulnerabilities
=
Qualys reports the CVSS score
=
Co#A is done based on scan results
{Full Access / Cluarantine)
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$B1. %8, Qualys Scanner

Qualys#m iz (J LLIROVAE RZE, & AZE|QualysE W E i F|Scans > AppliancesifiZZNew >
Virtual Scanner Appliance

Vulnerability Management v

Dashbocard Scans Reports Remediation Assets KnowledgeBase Users

Scans  Scans Maps Schedules Appliances Option Profiles Authe

MW Seanch

Scannér Appliance...

. ID
Virtual Scanner Appliance... |

Replace Scanner Appliance. . 20539994580436
Download...

i##ZDownload Image Only , AR BEBEN 5 &



Add New Virtual Scanner x

You have 4 virtual scanner license(s) available. Choose one of the options balow to get started,

Get Started Download Image | Have My Image
Only
Help me to salect the right | want 1o download the I'm ready (o complate the
virtual image and configure virtual imacge now and configuration of my scannar.
MY SCANMET. configure my scanner later.

(oounins conr >

EXIANRE , BRI LB EScans > Appliances , A% i#1ZNew > Virtual Scanner Appliance , &
#1#1£1 Have My Image

Add New Virtual Scanner x |

Name Your Virtual Scanner

Virtual Scanner Namea ‘
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@UALTSGUARD‘ VIRTUAL SCANNER

QualysGuard® Scanner Conscle
Name: ekorneyc _qualys, LAN IP: 10.62.145.82

Set up network (LAN) =
Change WAN interface =
Disable WAN interface >
Enable proxy =

Reset network config =
System shutdown =
System repoot =

Version info: 3.11.16.5.11.0
Exit this menu? (/M)

2%, BHEFERTIQualysE THEFHWHRBMNES,



@UALYSGUARU‘ VIRTUAL SCANNER

Personalize
Update in progress 12%
I
Personalize this scanner >  Enter personalization code:
set up network (LAN) =
Enable WAN interface >
Enable proxy =
Reset network config »
Systermn shutdown =
Systemn reboot =
Version info: 3.9.7.5.11.0

Exit this menu? (/M)
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CVSS Scoring

CVSS stands for Common Vulnerability Scoring System, the emerging open standard for
vulnerability scoring. CVS5 scoring provides a common language for understanding
vulnerabilities and threats. When enabled, an overall CVSS score is displayed for
vulnerabilities in scan reports (automatic).

Enable CVSS Scoring
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Edit User Launch Help [

ii Information: Usars mus! bo employoos of contraciorns of your company who an bound 1o confdentialty oblgations as srolocive a8 thaso containgd in the Qualye®
Sorvich AgPodmant

Gonaral Information

User Role

User Roke: * Manager -
Options

Aliow BOCESS b GLA ART
Account Acthdty

Business Unit: = Ui j
Seciily

Mew Business Unit

 Cancel | =3
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> Host Assets > New > |P Tracked Hosts



New Hosts Launch Help »

General Infermation:
Host IPs

Eer s angs 1 e ol sk S e For proprrmac

Host Attributes [P *
10.62.148.1-10.62.148.1 Eﬂ

Add to Policy Compliance Module

(e 192.168.0,200,192.168.0.87-192.168.0.92)

Validate IPs through Whois

_ cancel =S
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Desployrnent Nodes List > ISE21-3ek
Edit Node
Profiing Configuration

Hostname ISE21-Jek
FOON ISE21-3ek.example.com
IP Address 10.62.145.25
tode Type Identity Services Engine (ISE)

Personas
¥ AAmiRETReA Aol STANDALONE Make Primary
Personas
¥ Monitoring Fioly  PRIMARY  « Db Bonitoring Node
¥ policy Servics
| Enable Session Serviees Include Mode in Node Group | None |

¥ Enable Profiling Service

=
i

Enable Threat Centric NAC Service i

S BR3. 5 EQualys/THFELISE VAERAVER

Efn F|Administration > Threat Centric NAC > Third Party Vendors > Add., 1 — TSave,
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iandor Instarcns = Nos
InpeA Selds markad with an Bsserisi () ane redgeined

VONdor T Cualys VA -

Instance Mame * CUALYS_ VA
cancel . (D)

E Qualys {18 £ A Ready to configureR 88 , 3% — T StatusH IReady to configurei#IiE,
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Homs ¥ Context Visibiity r Oporations ¥ Policy
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Viendor Instances
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REST API = # = Z MR S FTER Qualys Cloud T E AR 8, ZELRBIF —
qualysguard.qg2.apps.qualys.com
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hes MentRy Services Engine  mome  + Comewvismamy  » Opomsons ¢ Poscy

b Systern B idontity Management b Network Rgsources  * Device Portal Management ol Sendces  » Feed Sondoe ¢ PassivelD  ~ Thread Centric MAC

Third Party Vierdars

Vendor Instarces - QUALYS_Wh

Enter Qualys Configuration Delails
Enable CVSS Sconing in Qualys [Repots->Selup->Cv3S Scotng-Erabls CVSS Scoring] and sdd tha 1P
address of your endpoints iy Cualys [Assess = Host Assets)

REST API Host

Quahrsouird o2 apps. qualys.com
The hostnama of the Quakys plasform whens your account is locatngd,
REST API Port:

443

The port wsad by the REST APD host

Username
CHCSL

Usser acoount with Manager privileges i the Qualys platfom

Password of the user.

HTTP Pray Hast

Optional HTTP Prooy Host. Reguires peowy port also to be set.

HTTP Proxy Port

Dptional HTTF Peoery Poet. Rpguires proony host also B0 be saf.
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Homs b Conbeat Visibiity + Operations
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Third Pay Vandon

‘endor Fdtances - QUALYS VA
Scanner Mappings
Dafault Scanmnar
R OPRT_GEHYS .

Dpfaull scanner to wse for SCns

PSN to Scanner Mapping
ap Policy Sénvice Nodeé [FSN) Bo 3 Quihyvs scannér applianae. This confliguralion ensures that the Seleched
sCanmer appilance [or Scan 5 based on the PSN which authorizes Hhe andpoint
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Thind Pty Visndon

Vemdor Instances

CRefesh dasd  ETash-  EEm ¥ rmpe= &
Instanca Mame Wiendor Naime Type Hostname Connactivity  Siatusm
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BfnZlPolicy > Policy Elements > Results > Authorization > Authorization Profiles, #7i8#7Et &4
Z, 7£Common Tasks T , i#H Vulnerability AssessmentZxEL 5 2.
FERBRRSRTEEREREBERE,

REREERTSELavE :
cisco-av-pair = on-demand-scan-interval=48
cisco-av-pair = periodic-scan-enabled=0

cisco-av-pair = va-adapter-instance=796440b7-09b5-4f3b-b611-199fb81a4b99
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Authorization Policy , # F|Basic_Authenticated_Accessii Bl , A% % — T Edit. A&FF IR
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Save,
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cisco  loentty Sarvices Engina = Context Vigibility v Oipueraibions * Policy » Administration

Endpoints | Network Devices
Endpoints  Cli4A00:14:80:48

Co:4A:00:148D:48 O F H

MAC Address: CO:4A:00:14:0:48

— Usemame: alice
Endpoint Profile:
Caurrant IF Address: 10.62.148.63
- Location:
Attribuftos Authantcation Thraals Vulmgrabilitps
CHD-90783
Thithe: Microsoft Windows Bemote Deskiop Prolocn] Bemode Code Execution Vulnerability (MS12.020)

CVES sooee: 03

CVEIDS: CVYE-20012-0002 CWE-2012-0152,

Reported by:  Qualys

Eeported at:

QID-38173

Ththe: S5L Certificate - Signature Verification Failed Yulnerability

CVES sgore: 94
CVEIDS:
Repored by:  Qualys
Reparned at:

I
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Seanning...

@UAL‘:"SGUARD‘ VIRTUAL SCANNER

QualysGuard® Scanner Console
Name: ekorneyc_qualys, LAN IP: 10.62.145.82
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Detailed Results

= 10.62.148.563 (ekorneyc-pc.example.com, EKORNEYC-PC)

w Vulnerabilities (6) [F [
P HEEEE 5 Microsoft Windows Remote Desklop Protocol Remote Code Execution Vulnerability (MS12-020)

* RN 3 SSU/TLS use of weak RC4 cipher

* BEE 3 Windows Remote Deskiop Protocol Weak Encryption Method Allowed
L | | 2 NetBIOS Name Accessible

L | | 2 S5L Cenificate - Signatura Verification Failed Vulnarability

L3N | 1 ICMP Timestamp Requast

p Potential Vulnerabilities (1) EE
p Information Gathered (26) @G

g 223
ISELHFAN

EEHRISELBARR , FEMEIAdministration > System > Logging > Debug Log
Configuration , £ TC-NAC Node , I /#Log Level va-runtime#lva-service st f4+ & ti FDEBUG

dlesl identity Sanvices Enging Homa ¥ Comtm Viskaty ¢ Cperations ¥ Podicy

= Sysinm b dgnity Maragemant b Notwork Resources ¢ Devioe Portel Managemen!  poGind Senaces 1 Fiisbd Senvios b PragigiD  * Treonl Contric NAG
Depknynirt  Licending ¢ Contfcates ~Loggng ¢ Manenancsd Upgrade Backup S Restcie ¢ Adwin Accedds ¢ Sefttrgs

]
Local Log Settings Mg List » 153 - Bk eocmenpla.com
Debug Level Configuration

Parmobe Logoing Tangets
Logging Catogonies ) Piat i Deflialt
Mozsage Capiog COMpanent. Mama w LG Lived DusCription
Detuy Log Configuration [ ] | |
Colpction Fiers ) varruntime DEBLG Wulnerabdity Assesement Runtime messages

F o veservice S DEBLIG Widnerpbity Arseosment Service meRraoes

EREMN AFE — varuntime.log. BT LABEEEISE CLI¥ HETERHE -

| SE21- 3ek/ adm n# show | oggi ng application varuntine.log tail

TC-NAC Docker 2|43 E im BB TR E T

2016- 06- 28 19: 06: 30, 823 DEBUG [ Thread-70][] va.runtine.adm n. mt. Endpoi ntFil eReader -::::- VA
[{"operationType": 1, "nmacAddress": " CO: 4A: 00: 14: 8D: 4B", "ondemandScanl nt erval ": "48","i sPeri odi cScan
Enabl ed": f al se" peri odi cScanEnabl edStri ng":"0", "vendor | nstance": "796440b7- 09b5- 4f 3b- b611-

199f b81a4b9", "psnHost Nanme": " | SE 21- 3ek", "heartBeat Ti ne": 0, "Il ast ScanTi me": 0} ]

2016- 06- 28 19: 06: 30, 824 DEBUG [ Thread-70][] va.runtine.adm n.vaservice. VaServi ceRenoti ngHandl er
-1 - VA it

{"operationType": 1, "rmacAddress": " C0: 4A: 00: 14: 8D: 4B", "ondenandScanl nterval ": " 48", "i sPeri odi cScanE
nabl ed": f al se" peri odi cScanEnabl edString":"0", "vendor| nstance": " 796440b7- 09b5- 4f 3b- b611-

199f b81a4b9", "psnHost Nanme": " | SE 1- 3ek", "heartBeat Ti me": 0, "l ast ScanTi ne": 0}



WRFERR , ceaRMAERBERREEE L TXE &P,

2016- 06- 28 19: 25: 02, 020 DEBUG [ pool -311-t hread-8][]

va. runti nme. adm n. vaservi ce. VaSer vi ceMessagelLi stener -:::: —VaService

[{"macAddress": " CO: 4A: 00: 14: 8D: 4B", "i pAddress": "10. 62. 148. 63", "l ast ScanTi ne": 1467134394000, "vul n
erabilities":["{\"vulnerabilityld\":\"Q D-90783\",\"cvelds\":\"CVE-2012-0002, CVE- 2012- 0152,\ ", \"
cvssBaseScore\":\"9.3\",\"cvssTenporal Score\":\"7.7\",\"vulnerabilityTitle\":\"M crosoft W ndows
(MB12-020)\",\"vul nerabi lityVendor\":\"Qualys\"}","{\"vulnerabilityld\":\"Q D
38173\",\"cvelds\",\",\"cvssBaseScore\": .4\"\"cvssTenporal Score\":\"6.9\"
\"vulnerabilityTitle\":\"SSL Certificate - Signature Verification Failed Vulnerability\"

\"vul nerabilityVendor\":\"Qualys\"}""{\"vulnerabilityld\":\"Q D-90882\"\"cvelds\":\":\"4, 7\"
\"cvssTenporal Score\":\"\"\"Wndows\ ", \"\":\"Qual ys\"}","{\"\":\"Q D

90043\ ",\"cvelds\":\"\", \"cvssBaseScore\":\"7.3\",\"cvssTenporal Score\":\"6.3\",\"\":\"SVBSMB
VoV At Qual ysVt R "V IDV" V" Q D-38601\ ", \ "cvel ds\ "\ " CVE- 2013- 2566, CVE- 2015-
2808,\",\"cvssBaseScore\":\"4,.3\" \"cvssTenporal Score\":\"3.7\",\"\ " SSL/ TLSRC"

,\"vul nerabi lityVendor\":\"Qual ys\"}"]}]

2016- 06- 28 19: 25: 02, 127 DEBUG [ pool - 311-t hread-8][]

va. runti nme. adm n. vaservi ce. VaSer vi ceMessagelLi stener -:::- VA lastscantine: 1467134394000

mac: CO: 4A: 00: 14: 8D: 4B

2016- 06- 28 19: 25: 02, 268 DEBUG [ pool -311-t hread-8][]

va. runti ne. adm n. vaservi ce. VaAdm nServi ceContext -::::- VA elastic search jsonpri-Ian

2016- 06- 28 19: 25: 02, 272 DEBUG [ pool -311-thread-8][]

va. runti nme. adm n. vaservi ce. VaPanRenot i ngHandl er -::::- VA

{CO: 4A: 00: 14: 8D: 4B=[{"vul nerabilityld":"Q D-90783", "cvel ds": " CVE- 2012- 0002, CVE- 2012-

0152, ", "cvssBaseScore":"9. 3", "cvssTenporal Score":"7.7","vulnerabilityTitle":"Mcrosoft W ndows

(M5) 12-020)","vul nerabilityVendor":"Qualys"}, {"vulnerabilityld":"Q D

38173","cvelds":"", "cvssBaseScore":"9. 4", "cvssTenporal Score":"6.9","vulnerabilityTitle":"SSL —
,"vul nerabi lityVendor":"Qualys"}, {"vulnerabilityld-90882","cvelds":","cvss

BaseScore":"4.7","cvssTenporal Score":"4","vulnerabilityTitle":"Wndows
,"vul nerabilityVendor":"Qualys"}, {"vulnerabilityld":"Q D
90043", "cvel ds": ", "cvssBaseScore":"7. 3", "cvssTenporal Score":"6.3","vulnerabilityTitle":"SMB
Si gni ng Di sabl edSMB Si gni ng Not Required", vulnerabilityVendor":"Qual ys"},
{"vulnerabilityld":"Q D 38601", "cvel ds": " CVE- 2013- 2566, CVE- 2015-
2808, ", "cvssBaseScore":"4.3","cvssTenporal Score":"3.7","vulnerabilityTitle":"SSL/ TLSRC4
,"vul nerabi lityVendor": " Qual ys": " Qual ys"}]

EREW BFE — vaservice.log. BRI LAE#ERISE CLI¥ HEITERME !

| SE21- 3ek/ adm n# show | oggi ng application vaservice.log tai

R EERERRENEF

2016- 06-28 17:07: 13,200 DEBUG [ endpoi nt Pol | er Schedul er-3][] cpmva.service.util.VaServiceltil -
::- VA SendSysl og systemvsg

[{"systemMvsg":"91019","i sAut ol nsert Sel f Acsl nstance":true"attributes":["TC

NAC. Servi ceNanme", "Vul nerability Assessnent Service","TC NAC. Status","VA request subnmitted to

adapter","TC NAC. Detai |l s","VA request subnmitted to adapter for processing","TC

NAC. MACAdr ess", " CO: 4A: 00: 14: D: B", "TC" - NAC. | pAddress""10. 62. 148. 63"" TC- NAC. Adapt er | nst anceUui d"

" 796440b7- 09b5- 4f 3b- b611- 199f b81a4b99" " TC- NAC. Vendor Nane" " Qual ys" " TC- NAC. Adapt er | nst anceNane"

"QUALYS_VA'] }]
AdapterMessagelListener855 R E — X IFHENMRE | ERBHETH.

2016- 06-28 17:09: 43, 459 DEBUG [ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er MessagelLi stener -:::: —

{" Adapt er I nst anceNane": " QUALYS_ VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adb0-
627f 30248ad0", "Vendor Nane": " Qual ys", " Oper at i onMessageText ": " 100"}

2016- 06-28 17: 14: 43,760 DEBUG [ Si npl eAsyncTaskExecut or-2][]



cpm va. servi ce. processor . Adapt er Messageli stener -:::: —

{" Adapt er | nst anceNane": " QUALYS_VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adbO-
627f 30248ad0", " Vendor Nane": " Qual ys", " Oper ati onMessageText ": " 001"}

2016- 06- 28 17:19: 43, 837 DEBUG [ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er Messageli stener -:::: —

{" Adapt er | nst anceNane": " QUALYS_VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adbO-
627f 30248ad0", "Vendor Nane": " Qual ys", " Oper ati onMessageText ": " 001"}

2016- 06- 28 17: 24: 43, 867 DEBUG [ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er Messageli stener -:::: —

{" Adapt er | nst anceNane": " QUALYS_VA", "Adapt er | nst anceUi d": "a70031d6- 6e3b- 484a- adbO-
627f 30248ad0", " Vendor Nane": " Qual ys", " Oper ati onMessageText ": " 001"}

NMEFEBQID. CVELKCVSST &

2016- 06- 28 17:24:57,556 DEBUG [ Si npl eAsyncTaskExecutor-2][]

cpm va. servi ce. processor . Adapt er MessagelLi stener -:::: —

{"request edvacAddr ess": " C0: 4A: 00: 14: 8D: 4B", "scanSt at us": " ASSESSMENT_SUCCESS", "1 ast ScanTi meLong":

1467134394000, "i pAddress”: "10. 62. 148. 63", "vul nerabilities":[{"vulnerabilityld":"Q D

38173","cvelds": ", "cvssBaseScore":"9. 4", "cvssTenporal Score 9", "vul nerabilityTitle":"SSL

Certificate - Signature Verification Failed

Vul nerabi lity", "vul nerabilityVendor":"Qualys"}, {"vulnerabilityld":"Q D

90043", "cvelds": ", "cvssBaseScore":"7.3","cvssTenporal Score":"6.3","vulnerabilityTitle":"SMB

Si gning Di sabled or SMB Si gni ng Not

Requi red", "vul nerabi l i tyVul nerabilityVendor":"Qualys"}, {"Vul nerabilityld" 90783", "cvelds": " CVE-

2012- 0002, CVE- 2012-

0152, ", "cvssBaseScore":"9. 3", "cvssTenporal Score":"7.7","vulnerabilityTitle":"Mcrosoft W ndows

(Ms12-020) ", "vul nerabi | i tyVendor": " Qual ys"}, {"vul nerabilityld":"Q D' -38601", "cvel ds": " CVE- 2013-

2566, CVE- 2015-

2808, ", "cvssBaseScore":"4.3","cvssTenporal Score":"3.7","vulnerabilityTitle":"SSL/ TLSRC4

","vul nerabilityVendor":"Qual ys"},{"vul nerabilityld-90882","cvelds":"

"cvssBaseScore":"4.7","cvssTenporal Score":"4","vulnerabilityTitle":"W ndows

","vul nerabilityVendor":"Qualys"}]}

2016- 06- 28 17:25: 01,282 | NFO [ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er MessageLi stener -::::: —IRF

{"C0: 4A: 00: 14:8D: 4B": [{"vul nerabi lity": {"CVSS _Base_Score":9.4,"CVSS Tenporal _Score":7.7},"ti nme-

time ":1467134394000,"title":"Vulnerability","vendor":"Qualys"}]}

2016- 06- 28 17: 25: 01, 853 DEBUG [ endpoi nt Pol | er Schedul er-2][] cpmva.service.util.VaServiceltil -
11 - VA SendSysl og systemvsg

[{"systemMvsg":"91019","i sAut ol nsert Sel f Acsl nstance":true"attributes":["TC

NAC. Servi ceNane", "Vul nerability Assessment Service","TC NAC. Status","VA","TC NAC. Detail s","VA

5", " TC- NAC. MACAddr ess", "Q0: 4A: 00: 14: 8D: 4B", "TC- NAC. | pAddress", "10. 62. 148. 63", "TC-

NAC. Adapt er I nst anceUi d", " 796440b7- 09b5- 4f 3b- b611- 199f b81a4b99", " TC- NAC. Vendor 1 nane"" Qual ys""TC

NAC. Adapt er I nst anceNane" " QUALYS VA"] }]

REBE

RIfE1. ISEl8CVSS_Base_ScoreX0.0 HCVSS_Temporal_Score &0.089 W B , MQualys
Cloud&E 3R ABINIRE.

BE :
#tQualys Cloud@EHER , B UEERAIBNFEE , EEISELEETEEM.
fEvaservice.logHh R F -

2016- 06- 02 08: 30: 10, 323 I NFO [ Si mpl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er MessageLi stener -::::: —IRF

{"C0: 4A: 00: 15: 75: C8": [{"vul nerabi lity": {"CVSS_Base_Score":0.0,"CVSS Temal _Score":0},"tine-time
":1464855905000, "title":"Vul nerability","vendor":"Qualys"}]}



BRBE .

cvssHBATNWRATRER , EEBBUIEREMNEF2a , ERAERBREREQualysEFRRA
cvssity. BREBENEFR , BTHI SR Hcvssit D TBEMN B E, BXERFRUTIBAT
CVSSEt4% , EISELEI N EFHIE, T LATEVulnerability Management > Reports > Setup >
CVSS > Enable CVSS Scoring 525

2. ISEFR#tQualysBMEG R , BME CRB IE AV RN,

R :

ErEREENRERRE  ERZEVARHE, 80 , REETEAREHA.
fEvaservice.logh BRIV :

2016- 06- 28 16: 19: 15, 401 DEBUG [ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er MessagelLi stener -:::: —(

' [ B@da5e620( byt e[ 311] ) ' MessageProperties [headers={}, timestanp=null nessageld=null userld=null

appld=null clusterld=null type=null correlationld=null replyTo=null

cont ent Type=appl i cati on/ oct et - st ream cont ent Encodi ng=nul | cont ent Lengt h=0,

del i ver yMode=PERSI STENT expiration=null priority=0, redelivered=fal se

recei vedExchange=i ri ngKey=, deliveryTag.va-Tag=, 98 0, messageCount =0])

2016- 06- 28 16: 19: 15, 401 DEBUG [ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er Messageli stener -:::: —

{"request edvacAddr ess": "24: 77: 03: 3D: CF: 20", "scanSt at us": " SCAN_ERROR', "scanSt at usMessage": " 1904:

IP", "l ast ScanTi meLong": 0, "i pAddress":"10. 201. 228. 102"}

2016- 06- 28 16: 19: 15, 771 DEBUG [ Si npl eAsyncTaskExecut or-2][]

cpm va. servi ce. processor . Adapt er Messageli stener -::::- Mcaddress: 24:77:03: 3D: CF: 20, | P

Addr ess(DB) 10. 201. 228. 102

2016- 06- 28 16: 19: 16, 336 DEBUG [ endpoi nt Pol | er Schedul er-2][] cpm va.service.util.VaServiceUil -
11 - VA SendSysl og systemvsg

[{"systemvsg":"91008", "i sAut ol nsert Sel f Acsl nstance":true"attributes":["TC

NAC. Servi ceName", "Vul nerability Assessment Service","TC NAC. Status","VA Failure","TC

NAC. Det ai | s", "1904: | P, " TC- NAC. MACAddr ess", " 24: 77: 03: 3D: CF: 20", "TC-

NAC. | pAddr ess", " 10. 201. 228. 102", " TC- NAC. Adapt er I nst anceUi d", " 796440b7- 09b5- 4f 3b- b611- 199a88

4b99", " TC- NAC. Vendor Nane", "Qual ys", " TC- NAC. Adapt er | nst anceNane", " QUALYS VA"] }]

BRITR

Qualys Cloud&®k R&ImRY IPH it R RF SRR | FBHR S A K ImAYIP i 31 37 18 EVulnerability
Management > Assets > Host Assets > New > IP Tracked Hosts

SERH

- BN B ARSI EEE B ERM2.15R
. BifirZ BB ¢ - Cisco Systems
- BH . ##AQualys#IISE 2.1

- Qualys3 1%



/content/en/us/td/docs/security/ise/2-1/admin_guide/b_ise_admin_guide_21.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
https://communities.cisco.com/videos/15270
https://community.qualys.com/docs/DOC-4802
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