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- subjectKeyldentifier

- auditldentity

- extendedKeyUsage
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S EB1.7EISE GUI L , EffiE|Administration > System > Certificates > Certificate Authority >
Internal CA , EEISESTE LA AZBCARRE , 581% — T Enable Certificate Authority.

r{Certificats Manageaant Internal CA Settings A For disaster recovery it is recommended to Export Internal CA Store using Gommand Line Interface (CLI).
+ Certificate Authority {1 Disable Certificate Authority
intema I|CA S g Host Name & [Personas Role(s) CA 8 OCSP Responder Status = OCSP Responder URL SCEP URL

ISE-2-0 Administration, Monitoring, Policy Service, ...  STANDALONE E http://ISE-2-0.raghav.com: 2560/ ocspf http:/fISE-2-0.ri
Certificate Templates

External CA Settings

$ E82 1£ Administration > System > Certificates > Certificate Templates > Add T & 31 & EE R,

BRIRE R AFME AL L — T Submit , T BIPT R,



» Certificate Management Add Certificate Template

~ Certificate Authority *Name | testcert |

Internal CA Settings Description | testing certificate |

Certificate Templates Subject

Common Name (CN .
External CA Settings (CN) suserName$ i

Organizational Unit (OU) |

|
Organization (Q) | |
|
|

City (L) |
State (ST) |
Country (C) |
Subject Alternative Name (SAN) ‘ MAC Address "
Key Size [2048 -]
* SCEP RA Profile |ISE Internal CAl |
Valid Period [ 730 | Day(s) (valid Range 1 - 730)

Csuome JETR

BIEE : #&° LAfE Administration > System > Certificates > Certificate Templates T~ & 2|2 2 1L
WREEMREE , WTER.

» Certificate Management Certificate Templates

~ Certificate Authority J Edit Add [FyDuplicate | 3¢ Delete

Internal CA Settings [[] Template Name ~ Description Key Size
Certificate Templates [] CA_SERVICE Certificate... This template will be us... 2048
] EAP_Authentication_Cer... This template will be us... 2048
External CA Settings [ internalCA 2048
[] testcert test certificate template 2048
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» System » Identity Management  » Network Resources |~ Device Portal Management | pxGrid Services

F isbonil Client F Mobile Device Management My Devices

Blacklist  BYOD

Certifical

Certificate Provisioning Portals

You can edit and customize the default Certificate Provisioning portal and create additional ones

Create Edit Duplicate Delete

Cert Portal

Certificate Provisioning Portal (default)
Default portal used by employees to request for a certificate manually

» Feed Service  » Identity Mapping

» Settings

TRAGEHREMF L RAMFRE , T BT,

Portals Settings and Customization

EZ3( Cose |

I Portal test URL | Language File =

Use these settings to specify the guest experience for this

Portal Name: * Description:
[ cert Portal | |
™, Portal and Flow ) (“ Portal Page Customization
r!b | Use these settings to specify the guest experience for this \@
~~7  portal. portal.

Portal & Page Settings

b Portal Settings

b Login Page Settings

» Acceptable Use Policy (AUF) Page Settings

P Post-Login Banner Page Settings

» Change Password Settings

» Certificate Provisioning Portal Settings

Certificate Provisioning Flow (based on settings)

LOGIN

Post Login Banner




¥ Portal Settings

HTTPS port:* | 8443 (8000 - 8999)

Allowed Interfaces:® o Gigabit Ethemet 0
Gigabit Ethernet 1
Gigabit Ethernet 2
Gigabit Ethernet 3
Gigabit Ethernet 4
Gigabit Ethernet 5

Certificate group tag: *  pefault Portal Certificate Group |

Configure certificates at:
Administration > System > Certificates > System Certificates

Authentication method: *  Certificate_Request_Sequence j

Configure authentication methods at:
Administration > |dentity Management > Identity Source Sequences

Configure authorized groups
User account with Super admin privilege or ERS admin privilege will have access to the portal

Available Chosen

ALL_ACCOUNTS (default) Employee
GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)

» Choose all ¥ Clear all
Fully qualified domain name (FQDN): | ‘

Idle timeout: | 10 | 1-30 (minutes)
HTTPSiE A EE I FERARHTTPSHYIE,
AFNNE ISEFEEEELLFIF AT E
REHER EARNBEREMFNEEER  ETREARMMFPNRKERE.
BEHE BERBTZAILKMFEFNEMERY, FERERT , certificate_request_sequi
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¥ Login Page Settings

Maximum failed login attempts before rate limiting: (1 -999)
Time between login attempts when rate limiting: (1-999)
Include an AUP

Require acceptance

Require scrolling to end of AUP
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¥ Acceptable Use Policy (AUP) Page Settings

Include an AUP page
Require scrolling to end of AUP

© On first login only
On every login
Every days (starting at first login)

ST BT LU B ARG,
SRS HEFEREFIFRET , BEEAFHNEIENR,
¥ Change Password Settings

Allow internal users to change their own passwords

¥ Certificate Provisioning Portal Settings

Certificate Templates: ™ | " i 10malcA | [ = EAP_Authentication_Certificate_Template

TROEBEEEER , ARIE—TSavelARFEE,
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alraln ! .
cI1sco Certificate Provisioning Portal

Sign On
Welcome to the Certificate Provisioning Portal. Sign on with the username and password supplied to you.

Username:
|

Password:

Please read the terms and conditions.

| agree to the terms and conditions
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CcISCO Certificate Provisioning Portal

Certificate Provisioning

| want to: *
Generate a single certificate (without a certificat...

Common Name (CN): *

test1
MAC Address: *

11:35:65:AF:EC:12
Choose Certificate Template: *

EAP_Authentication_Certificate_Template

Description:

test certificate

Certificate Download Format: *
PKCS12 format, including certificate chain (O... i ]
Certificate Password: *

........

FERAEREEMREKEERER

- EEELTECSRWE—RF , 55 #EGenerate single certificate(with certificate signing
request)iEIE,
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I
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'c : s.co' Certificate Provisioning Portal

Certificate Provisioning

| want to: *
Generate bulk certificates
Upload CSV File: *
Choose File maclist.csv

If you don't have the CSV template, download here

Choose Certificate Template: *
EAP_Authentication_Certificate_Template
Description:

test bulk certificate

Certificate Download Format: *
PKCS12 format, including certificate chain (O... i ]
Certificate Password: *

........

Help
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