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Open a command pronpt on your AD with admi nistrator privil ege.

The dsquery command can be used to find the Fully Qualified Donmain Nane (FQDN) of the |SE.
C.\ User s\ adni n> dsquery computer -name lab-isel //here lab-isel is the hostnane of the |SE
"CN=l ab-i sel, CN=Conput er s, DC=ci scol ab, DC=Il ocal "

The dsacls command can now be used to find the privileges assigned to the machi ne account
C:\ W ndows\ syst enB2> dsacls "CN=lab-isel,CN=Computers,DC=ciscolab,DC=local" >>
C:\dsacl_output.txt

WHRE  FtEEE D XAERdsacl_output.txt , B8 RFER A AE XA MRERR ( MLSBR

) B RRAN EREARAR
mRERFE TRERANFFE , BleiéfEdsacl_output. xtiERAITELUTHRE -

Inherited to user
Al | ow NT AUTHORI TY\ ENTERPRI SE DOVAI N CONTROLLERS

SPECI AL ACCESS for tokenG oups <l nherited from parent>

READ PROPERTY Inherited to group
Al | ow NT AUTHORI TY\ ENTERPRI SE DOVAI N CONTROLLERS

SPECI AL ACCESS for tokenG oups <l nherited from parent>

READ PROPERTY
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C.\ W ndows\ syst en82>dsacls "CN=Computers,DC=ciscolab,DC=local" /I:T /G "lab-
isel$":rp;tokenGroups
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C:\ W ndows\ syst enB2>dsacls "DC=ciscolab,DC=local" /I:T /G "lab-isel$":rp;tokenGroups
C:\ W ndows\ syst enB2>dsacls "OU=ExampleOU,DC=ciscolab,DC=local" /I:T /G "lab-
isel$" :rp; tokenGroups
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