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BRIEBREEBLUIT EE

. Cisco Adaptive Security Appliance(ASA)VPNEL &

. Cisco AnyConnect Security Mobility Solution — i& 3% 1FEL
. Cisco FirePowergZE /O EARE E

. Cisco ISEE. &

. Cisco TrustSecf#R A R

BRA T
A RN ERRRIR T KR ERARA -

- Microsoft Windows 7

- Microsoft Windows 2012& £ 3 #48(CA)

. Cisco ASARRZ<9.3

. Cisco ISEE R h4<1.4

. Cisco AnyConnectZ £ {TB){L £ & imhR484.2
. Cisco FirePower& X #/4(FMC)hx2<6.0

. Cisco FirePower NGIPShz4%6.0

RUE

FirePowerZ B H/\FMC)2FirePowerfi EE ¥ &, HISEESHBNINGEEWE !
- R — AFFFMCEBISEfRBEEEE | ISEBREENGBEENREMRE , EMRHERNE
B, LHRAERDBMA

1. R IHREZERIS(EPS)APIFEIY B ISE M B perlis S 1,
2. (EFAYISE pxGrid i EFF UM B FTEE ( LEBHERES AP ETE — H6.0RPFZZE
, TEG. MR HRB T AT E )

. KB — RFFMCER TrustSeck £ HER(SCT)El B KRB
AXEBEHNEE_@IhEE. BRERTY , FEESERS

A M 2%



Audit Server
172.16.34.100

Cisco
An'g.rcl:m nect
Internet Mobile
SECLJI'IW VPN
1
172.16.32. 1
Kka
External —
Cutside: Inside:
@ Gig 0/0 172.16.32.10 Gig 0/1 172.16.31.100
Internal e
.
T T e ASA-VPN
NGIPS VPN assigned IP: ISE
Eth0: Management 172.16.50.50

(172.16.31.205)
Ehtl: Internal {bridge)
Eth2: External (bridge)

FMC
172.16.31.206

FMCEE T 22 MIER KRR H R

. {# A B 5TURL (attack-url)3EBHTTPH &
- RFFEB BEZRURL(attack-ur)lWHTTPRE , BEIIR 2 FE A& HISED B EAudit(9)SGTEZEH

ISEXREABREE SN FAASA-VPNEE B H 1T #3255 B Y FT B Active Directory £ & 2 ELFE#
EE,

£ & EIBASA LHVPNIERF B, AR, EAEEAELRAURLNEBURLEE ER&MAREE —
BRRREEDBEIEAudt SGTHMAKR. —BEEE , ERMREHI,

ISE
Active Directory

MHARBADEA W IR EEE ( AdministratorskB A A IZRER BIR4E ) -



' ldentity Services Engine Home » Operations v Policy b Guest Access w Administration » Work Centers

F System + |dentity Management » Metwork Resources } Device Portal Management pxGrid Services F Feed Service ¥ Identity Mapping

¥ Identities Groups External Identity Sources Identity Source Sequences b Settings

External Identity Sources Connection Authentication Domains | | Attributes Advanced Settings

v = -

- - Hdit opAdd v Delete Group  Update SID Values
» [ Certificate Authentication Profile
M =1ln]

[ Active Dirsctory L] Name -

<5 example.com D example com/Builtin/Administrators example.com/S-1-5-32-544
- TDAP D example.com/Builtin/Guests example.com/S-1-5-32-546
» [ RADIUS Token O example.com/Builtin/IS_IUSRS example.com/5-1-5-32-568
» [ RSA SecurlD |:| example.com/Builtin/Users example.com/S-1-5-32-545
r O SAML Id Providers D example.com/Users/Domain Computers 5-1-5-21-914949363-206684 3066-3727110587-515

O example.com/Users/Domain Users 5-1-5-21-914949363-206684 3066-3727110587-513

W TEmER

ASANTIBEAMREE, FHEEHRMEASA-VPN-Audit , N TFEIFIR :

cisco  Identity Services Engine Home » Operations » Policy » Guest Access ~ Administration » Work Centers

» System ¢ Identity Management ~ Metwork Resources ¢ Device Portal Management pxGrid Services + Feed Service v Identity Mapping

= Network Devices MNetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM ¢ Location Services

Metwork Devices List > ASA
Network Devices

MNetwork devices

Default Device

*IPAddress: [ 172.16.31.100 | /[32 |

* Device Profile | Cisco| = | &

somwareverson [ 7]

* Network Device Group

Location [all Locations | [ Set To Default |

Device Type [ASAVPN-Audit | [ Set To Default |

+ RADIUS Authentication Settings

Enable Authentication Settings

Protocol  RADIUS

* Shared Secret [ esses | [ Show |

pxGridMIMnTHY 38 &

FMCEISE L A R & IR A% :

- ARSGTHZ &R E#AI pxGCrid

- ARHLR 2T HMEE RS (MnT)
MnTRIAMEEEE K RABBEEAFXNBAFMCHERCHRIBSENIPHL  URECHNFERESR
BHNSCTEE, EHERL  LUEAEEANRE, 5EE , NGIPSTRASA— KX EARMSCTE
B ((WBEE ) . BEHASAHK , eXESCTABMIIFERF,



HRELEX , ISENIFMCEEMEEERE (BEF ) . MnTEEAMAMRSFRES , pxGrid[E K46
AEFRNARSRRES.

Microsoft CAERAY FIEEEHITE SR,
EHAMNT ( %Iﬂéﬂ@) , |SE%3E$E§E%§§%§%*(CSR) , NTFER :

.E||'sléloh Identity Services Engine Home » Operations » Paolicy » Guest Access ~ Administration » Work Centers

* System b Identity Management » Metwork Resources » Device Portal Management pxGrid Services » Feed Sernvice » Identity Mapping

Deployment Licensing  Certificates ¥ Logging » Maintenance Upgrade Backup & Restore ¥ Admin Access b Settings

(]
~ Certificate Management Certificate Signing Request
Certificate types will require different extended key usages. The list below outlines which extended key usages are required for each certificate type:
Overview
ISE Identity Certificates:
SR @R * Multi-Use - Client and Server Authentication
Endpaint Certificates & Admin - Server Authentication
) * EAP Authentication - Server Authentication
[EEE R * Portal - Server Authentication

OCSP Client Profile # pxGrid - Client and Server Authentication

Certificate Signing Requests ISE Certificate Authority Certificates:

* |SE Root CA - This is not a signing request, but an ability to generate a brand new Root CA certificate for the ISE CA functionality.

* |SE Intermediate CA - This is an Intermediate CA Signing Request.

* Renew ISE OCSP Responder Certificates - This is not a signing request, but an ability to renew the OCSP responder certificate that is signed by
the ISE Root CAVISE Intermediate CA.

Certificate Periodic Check Settings

b Certificate Authority

Usage
Certificate(s) will be used for |Admin| v
Allow Wildeard [J
Certificates
Node(s)

Generate C5R's for these Nodes:

Node CSR Friendly Name
[ tisezo lise20#Admin
Subject

Common Name (CN) | $FQDN$

&iBMicrosoft CAZER % , X HER "BERE, BEEARE.
HApxGrid R A BEFEBELNIBRE, RBARPXGridRENRE L EZEH,
HRATEEMEEEMERFEAEERNRESE , At EL£ U AOUSROB o #BTRME ( Hlm
pxGrid )

BHEE . AR AISEMFMCH BB T £ REH B (FQDN)TEDNS{H AR 85 L B & [E #E AYDNSHFC 8%

[¢]

AdminFEEMpxGridBENH —ERIERHERIBRE, RApXGridBEXNEEEREFimNERIE K
BRENIERE £RFERZEEMicrosoft CALH B ERERATAMRUTAR :



Loc
Al S
AD
AD
AD
AD
DN

]
=

File
1S

TaAlk® @

=l
File  Action  Wiew Help

e« B XE = HE

Certificate Templates Console

] Certificate Templates (iIN-GIH

Template O
& Admini
] sutherd
& Basic EF
A Exe

& CEP End
& Code Si
]| Cornpu
5 Crass C
5 Directo
H Dornain
H Dornain
F EFS Rec
] Enrallm
E Enrallrm
]| Exchang
= Exchang
)| Exchang
 Ipsec
H1Psec (]
= ISE-pr=g
H] Kerbera
= Key Rec
Hocser
] RAS ang
H Root Ce
H Router

] Srnartcd

|SE-pxarid Properties _

Subject Mame | lszuance Reguirements

General | Compatibility | Fiequest Handling | Cryptography | Fey Atteztation

Superzeded Templates | Extensions | Security I Server

To modify an extension, select it, and then clhick Edit.

Ertensions included in this template:
Application Palicies

D Basic Constraints

D Certific-ate Template [nformation
D Iszuance Policies

Fey zage

Dezcription of Application Policies:

E Srmartcy

o] o] [

ded Purp

mte Key S

ctory Serd

t Authent

er Authent
t Authent
Recovery £
P Signing
t Authent

Ll

un4Al 5 F Microsoft WebBR# ¥fpxGrid CSR¥#1T23 % , I FEFFR :




— example-WIN-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded

Saved Request:

ABZ4skS+gVGugYC4ls1jHcXGIejph2h2ndn/ri2d &
Base-64-encoded |FibxEHKK1tAymQO9GEWXIELAASXZzVE11VnWFzZL)3
certificate request |/E2PTchIgFkSzeyXConTNWA0IE/Robkd7DIxduVC
(CMC or 6CodawW+GKhFTbOF jacvr15K1RWod /XQZ560ZAz1c
PKCS #10 or pB+rROT3dKOW h

PKCS #7):  |----- END CERTIFICATE REQUEST----- | »
< <y

Certificate Template:

ISE-pxgrid W

Additional Attributes:

Attributes:

Submit =

RARISEXZE BB ZEFECAMicrosoft) 2% BAIMInMpxGridFEE , I FEFR :

’,':l,',';g' Identity Services Engine Home » Operations + Palicy

» Guest Access ~ Administration » Work Centers
w System » Identity Management » Network Resources » Device Portal Management  pxGrid Services » Feed Service » Identity Mapping
Deployment  Licensing  ~Cerfificates b Logging b Maintenance  Upgrade  Backup & Restore b Admin Access b Settings
(<]
~ Certificate Management System Certificates / For disaster recovery itis recommended to export certificate and private key pairs of all system certificates.
B # Edit ||k Generate Self Signed Ceriificate | (g Import | @ Export | [ Delete || View
System Certificates Friendly Name Used By Fortal group tag Issued To ssued By
Endpoint Certificates v/ e
Admin Admin, Portal Default Portal Certificate Group(i lise20 example com example-WIN-CA
Trusted Certificates =
N EAP EAP Authentication lise20.example .com example-WIN-CA
‘OCSP Client Profile —
pxgrid pxGrid lise20.example.com example-WIN-CA

Certificate Signing Requests

Certificate Periodic Check Settings

pxGrid R 3

HEMABES RN EREBESpxGridAE , ITEM® :



Nl

cISCo Identity Services Engine Home v Operations v Palicy » Guest Access w Administration » Work Centers

* System ¥ Identity Management » Network Resources ¥ Device Portal Management pxGrid Services } Feed Senvice ¥ Identity Mapping

Deployment Licensing b Certificates k Logging k Maintenance Upgrade Backup & Restore F Admin Access F Settings

I
Deployment Deployment Nodes List > lise20
el - & Edit Node

General Settings Profiling Configuration

» c;?;;: Deployment
=%s PAN Failover
Hostname lise20
FQDN lise20.example.com
IP Address 172.16.31.210
Mode Type ldentity Services Engine (ISE)

Personas
| Administration Role STANDALONE | nfake Primary |
o Momnitoring Role | PRIMARY i Other Monitoring Node

¥| Policy Service

¥| Enable Session Services'd

Include Node in Node Group | [1OTE ¥| &
¥| Enable Profiling Service
U Enable SXP Service
Use Interface | GigabitEthernet 0 v| G

Ul Enable Device Admin Service

Ul Enable Identity Mapping i

I B AEH#ESARERBA -

1l Identity Services Engine

» System  » Identity Management  » Network Re: » Feed Service  » Identity Mapping

OETENNITTIERS Disable Auto-Registration

View By Gapabilities

1-aota show?5 +| perpage Page [+

o/ Enable (@ Disable @Approve @ Group W Decline

Client Description

5(4 Pub, 2 Sub) Online
(2 Pub, 1 Sub) Online
(0 Pub, 3 Sub) Online
Gapabilities(0 Pub, 0 Sub) Offline

<< s s g

BRI RE

ERAREREOREIRE (NRERFRRERE , AIBMTADEM ) .

BREXKROCEEARETSMBBIFBEEF T : PermitAccess) , AR EIBASA-VPNIETT B B BRI
B Active Directory i EEENFEAE — HRELFERAE , BRESGTEBRE S -



wilvat|n.

cisco Identity Services Engine Home » Operations - Policy » Guest Access ¥ Administration » Wark Centers

Authentication Authorization Profiling Posture Client Provisioning + Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups andfor other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration = System = Backup & Restore = Policy Export Page

| First Matched Rule Applies v

» Exceptions (0)

Standard
Status Rule Name Conditions {identity groups and other conditions) Permissions
ASAVPN example.com:ExternalGroups EQUALS example.com/Builtin PermitAccess Auditors

/Administrators DEVICE:Device Type EQUALS All Device
Types#ASA-VPN-Audit

FMC
Active Directory$&i5,

EEEESFEAISERSNAERY (FAFNKBAANBINRIEAERRENESHT ) .
Eﬂ)ﬁ%g;’;;e Directorysi 88 ! B 8255 B 1% (LDAP) Bl B il W RHIF , EEFEHAAD, ERH
>SEE> ol

Overview Anal W5

AD-Realm

Directory Realm Configuration User Download

AD Primary Domain * Example.com ex: domain.com

Directory Username * Administrator@example.com ex: useri@domain

Directory Password * sesssens

Base DN * CM=users,DC=example,C=com ex: ou=userdc=cisco,dc=com
Group DN * DC=example,DC=com ex: ou=group,dc=cisco,dc=com
Group Attribute Member ~

User Session Timeout

Authenticated Users 1440 minutes
Failed Authentication Users 1440 minutes
Guest Users 1440 minutes

*¥ Required Field



ERRE B SEE -

Overview Analysis Policies Devices Objects

AD-Realm

]lT- L1 Realm Configuration  User Download

URL {Hostname/IP Address and Port)

172.16.31.103:389

WiwR —LEADAE ( FERARER SRR B AV R ) -

Overview Analysis Policies Devices Objects | AMP

AD-Realm

Directory  Realm Configuration User Download

+" Download users and groups

Begin automatic download at |1z || ' AM | America/Mew York Repeat Every (24 |w | Hours
| d. Download Mow |

Available Groups & Groups to Include (5)
| -, Search by name A% Administrators

£ Terminal Server License Servers = &° Users

£ Access Control Assistance Operators &% Domain Admins
/5 Cryptographic Operators 45 Domain Users

£ Metwork Configuration Operators £° Enterprise Admins

AdminFpxGrid 8 58 &

HATRULEN , EAEEESFNELCSRERFNEE, EHZFEEADHCSRETER , AR
EARCHENES , W TEAR :



Configuration  Users ~ Domains | Integration = Updates  Licensesv  Health v  Monitoring ¥  Tools ¥
) Generate New CSR | | ) Import HTTPS Certificate

Current HTTPS Certificate

L Krak Tac e Krak:
Tssuer example-WIN-CA example
oy Not Before Not After
Now 29 12:23:55 2015 GMT Nov 28 12:23:55 2016 GMT
Version 02
Serial Number 1700000008D385AAF7D2097EAE000000000008
Signature Algerithm shalWithRSAEncryption

HTTPS Client Certificate Settings
Enable Client Certificates

save

FERCARSHEIZEENFHET

Object Management  Intrusion Rules

i eork = Value

VeriSign Class 3 Public Primary Certification Autharity - G5 riSign Class 3 Public Primary Certification Authority - G5, ORG=VeriSign, Inc., OU=(c) 2006 VeriSign, Inc. - For au

@ security zones

[ Application Filters

ass 4 Public Primary Certification Authority - G3, ORG=VeriSign, Inc., QU=(c) 1999 Ver

VLAN Tag
QU=(c) 2008 VeriSign, Inc. - For authorizet

ry Root CA, ORG=VISA, OU=Vi al Ser ciation, C=US

CN=VRK Gov. Root CA, ORG= keskus CA, OU= L C=F1

Wells Farge Root Certificate Authority CN=Wells Fargo Root Certificate Authority, ORG=Wells Fargo, OU=Wells Fargo Certification Autherity, C=US
WellsSecure Public Root Certificate Authority C=WellsSecure Public Root Certificate Authority, ORG=Wells Fargo WellsSecure, GU=Wells Fargo Bank NA, C=US
Win2012 CN=example-WIN-CA

XRamp Global Certification Authority. C=XRamp Global Certification Authority, GRG=XRamp Security Services Inc, OU=www xrampsecurity.com, C=US

R & —H R4 MFMCHE R BpxGrid3# & LURBIGISE pxGrid k¥, HFEELCSR , FEMEA
CLI ( SR E b fFE FHopenss| T BRI A ZpHEET ) -

adm n@i repower: ~$ sudo su -

Passwor d:

root @i repower : ~#

root @i repower: ~# openssl genrsa -des3 -out fire.key 4096
Generating RSA private key, 4096 bit |ong nodul us

e is 65537 (0x10001)

Enter pass phrase for fire.key:

Verifying - Enter pass phrase for fire.key:

root @i repower : ~#

root @i repower: ~# openssl req -new -key fire.key -out fire.csr

You are about to be asked to enter information that will be incorporated
into your certificate request.

VWhat you are about to enter is what is called a D stinguished Nane or a DN.
There are quite a few fields but you can | eave some bl ank

For sone fields there will be a default val ue,

If you enter '.', the field will be left blank.

Country Code []:PL

State or Province Nane []:

Locality Nane []:

Organi zation Nanme []:Ci sco

Organi zational Unit Nanme []:TAC

Conmon Nane []:firepower.exanpl e.com

Emai | Address []:

root @i repower : ~#

4 fire.csri® , £ AMicrosoft CA ( pxGrid#&iR ) BHHHETEHSR., BARESH (fire.key) MEBBHE
(fire.pem)EEZIFMCAZBBEEHR, HRIE A BEAELERSBEBRENZTE( openssl



ISEES

Add Known Internal Certificate

Mame: | pxgrid |

Certificate Data or, choose a file:

AWICAQCAMA4GCCgGSIb3DAMEAgQIAgDAHBgUrDgMCBzAKBgaqhkiGIOwDDEzANBgkg
hkiGOwOBAQUFAAOCAQEASObDPO4NTYpHSCbwz1nusKooPIUe YHAJZUT TrgWb WY
XeJET3TrUj3aodmu+8jndyol C/+qygMIBU2Izb2bhLaxu336/oXGLy/ABS39gnh
MNZRPXr11dSYOKTzZWW22yuDvyo TGWnPxF3VGeKigCZxx914SpbNPeWrChx0ku7l
PZmDelSKAVLIdWayl4LgojIEtiNgnd SXVHkZdsgT1eVEaTdQLHR p+ASBUYXu
TBATMES4Xb0OG4a2GYVJigirm1ctTaTedéyB40FcObMBNbEOpxcIHTrOTDyuB
2anHEPNYdUIPAVEN+dYW/p3XoHMvdmREbrafz6g==

——END CERTIFICATE—

< > O >

Key or, choose a file:

HXBNIIGM+NBUALCEIUbVD7 BtkKNuPYySUTSKSBQ4i6ES7z53hal 41SyqYyTiRQa
GHOqjWIMD085sUvCayzQh40QhpZiicECggEAAUZT CpeulSALIDSKmIKkTAbgbykN
IGthrT2p8/&++qFOFOMC+Gsq7PkaR 1WLH/HFcFUMwP4 1 Xd2WkilTNamVjopMZ80
On/iBoo/MNe480OKr ZuToUWISD0 1 JjvawTcTnlyZ5D SoXFmiwX2TusmSXWgGyclL
F/EpEUdGhkJTdyUOFsJHTSW3dmnFkWerBS5Cw+eWgCOQacObxBS0pwDzwiPQIG
om+WZNF+ZLWLvM2dh2dATdywrad0ZjG7 RpdVouYPRSZOWLigJH T m+3FpILiMIT
SVwssCFKOO4DVIhidHERgAIVFgWWLIpsTUbWknMFEdrvBIx4 SF1dU4goA==
—END RSA PRIVATE KEY—

<> O >

.ﬂ Encrypted, and the password is:

s ]|

Cancel

J

ZEMBEESEE , £ System > Integrationfl EISEE S :




Status

* %\ ISE connection status:
Primary host: Success

#& A CARRpxGridMIMnTIRF B S8 T . BRNERRGEMC) , EAR/pxGridE KB NEES

o

SR

BB S0 R B, B REERI A AR ENVADRBEITHE) H 08 F

Network Discovery  Application Detectors  Correlation  Actions v

ISEPolicy
Enter a description

m Active Authentication

Administrator Rules

Standard Rules

R 422 Bl SR e

FL#EPIF , BFTURLEZRI :



Edit URL Objects

Name: attack-url

Description:

URL: attack-url

Allow Overrides: | |

(e (L

IR E ;E%QEF??’“%IJ%H%'# By AR A

lysis IS Devices Objed

» Access Control  Network Discovery  Application Detectors  Correlation  Actions ¥

CustomPolicy
Enter 2 description

Ldentity Policy:JISEPalicy SSL Policy: None

Tz Inheritance Settings | [F], Policy Assignments (1)

m Security Intelligence  HTTP Responses  Advanced
8 Filter by Device @ Add Category () Add Rule | Search Rules

TR Ee-

v Mandatory - CustomPolicy (1-2)

1 PermitPrivileged-HTTP an) & AD-Realm/Administrat [ HTTP an @ attack-url  Allow Lo & &

2 DenyUnprivieged-HTTP o Srre an @ stescieunt 3K Block with resec o 48

w Default - CustomPolicy (-)

There are no rules in this section. Add Rule or Add Category

Defautt Actior ccess Comror Trom A e ~a

PermltPrlvneged -HTTPE A A BN E 2B SCTEZHMAD AdministratorsiBIFIEEA &, BitH
HE B EMITHTTPRE,

DenyUnprivileged-HTTPIE@AS LLIREARAIBE HMERE,

SEEE , UBIBMN S5 REEC 2 BAa bt 55 15 6 K e

EHERL  FBERASCTER , BEEISMEZSERAUR , U ELER

Editing Rule - PermitPrivileged-HTTP

Name | permitprivileged-HTTP /) Enabled Move

Action |+ Allow [v| 1PS: nopoiicies  Variables: n/a Files: no inspection Logging: connections: Event Viewer

Zones  Networks VLANTags Users Applications Ports URLS m Inspection  Logging Comments
Available ISE Session Attributes & Available ISE Metadata € Selected Source ISE Metadata (1)

& Guests

& Netwerk_Services

[ Search by neme or value ]| [& Seerch oy neme or vais & audrors ]
@ securiy Group Tag @ any -
& Device type &
0 Location 18 & srop
@ contractors
& Developers
& Development_servers
& Employess
&9 Serves € [res o cocsvon wwngsress | [Laaa ]

[ ok ][ cance

FERAS SR B 50 BLAENGIPS | jtﬁ"‘B%FJTEEE&

Policies Jls als =

Access Control * Access Control Network Discovery Application Detectors Correlation Actions v

Targeting 1 devices
CustomPolicy Up-to-date on all targeted devices



B

EERBEEMEARE , ISEEESpxGridE Fin:] BEFERYE (MRERL ) .

cieco Identity Services Engine Home » Operations v Policy ¢ Guest Access ~ Administration » Work Centers

} System b ldentity Management b Network Resources b Device Portal Management pxGrid Services + Feed Service b ldentity Mapping

%/ Enable @])’_:-;-.IJI-- @;\pp:'u‘.'u- @ Group * Decline eDelete v %Reﬁesh Total Pending Approval(0) «

|:| Client Name Client Description Capabilities Status Client Group(s)
D P ise-admindise20 Capabilities(4 Pub, 2 Sub) Cnline Administrator
D P ise-mntlise20 Capabilities(2 Pub, 1 Sub) Cnline Administrator
D P iseagent-firepowerexample co. . Capabilities(0 Pub, 3 Sub) m Session

D P firesightisetest-firepowerexampl... Capabilities(0 Pub, 0 Sub}) Offline Session

1@ Bt | B LARESRFMCE T B TrustSecMetaData ( SGTER ) R — S EEFAEEHILE
ET%O

'::Ills'slclcil Identity Services Engine Home » Operations r Paolicy r Guest Access = Administration

r System v |ldentity Management » NMetwork Resources v Device Portal Management pxGrid Services » Feed Service ¥ lde

Clients Live Log iseagent-firepower.example.com-073%dead20cc77eldccTcdd200f661e

9 Clear Logs @ Resync

Client Name Capability Name Event Type Timestamp

firesightisetest-firepowerexampl._. Client offline 11:53:14 PM CET, Dec 1 2015
firesightisetest-firepowerexampl... TrustSecMetaData-1.0 Client unsubscribed 11:53:14 PM CET, Dec 1 2015
firesightisetest-firepowerexampl... SessionDirectory-1.0 Client unsubscribed 11:53:13 PM CET, Dec 1 2015
firesightisetest-firepowerexampl... EndpointProfileMetaData-1.0 Client unsubscribed 11:53:13 PM CET, Dec 1 2015
firesightisetest-firepowerexampl... SessionDirectory-1.0 Client subscribed 11:53:13 PM CET, Dec 1 2015
firesightisetest-firepowerexampl... TrustSecMetaData-1.0 Client subscribed 11:53:13 PM CET, Dec 1 2015
firesightisetest-firepowerexampl... EndpointProfileMetaData-1.0 Client subscribed 11:53:12 PM CET, Dec 1 2015
firesightisetest-firepowerexampl.._. Client online 11:53:12 PM CET, Dec 1 2015

VPNRFEE Y

EISELMRERLERE ERINSCTHRRE (NCIPSTAHERAR ) B, FASSRHTE @R

o

VPNEZEEREI# , AnyConnectfE R ENHE (V) ATIRMHEZFHMENR -



@ Cisco AnyConnect Secure Mobility Client (beta)

il ApyConnect'Secure-Mobility Client

Cennection Information
State: Connected VPN
Tunnel Mode (TPw4): Tunnel All Traffic Connected to 172, 15.32. 100,
Tunnel Mode (IPva): Drop All Traffic
Duration: 00:00:34 | San Jose - 550

Address Information
Client (IPv4): 172.16,50,50
Client (IPv&): Mot Available
Server: 172.16.32.100

Network:

Connected (192, 168.10.67)
Bytes

Sent:

Received:

Collect diagnostic information for all Frames
installed components.

ASATILARERREEE 2 ¢

asav# show vpn-sessiondb anyconnect

Sessi on Type: AnyConnect

Username : Administrator I ndex 1

Assigned IP : 172.16.50.50 Public IP : 192.168. 10. 67

Pr ot ocol . AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense . AnyConnect Essentials

Encryption . AnyConnect-Parent: (1l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel:
(1) AES128

Hashi ng : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel:
(1) SHAL

Byt es Tx © 11428 Byt es Rx

24604

Group Policy : POLICY Tunnel G oup :

SSLVPN

Login Tinme : 12:22:59 UTC Wed Dec 2

2015

Dur ati on

Oh: 01m 49s

Inactivity

Oh: 00m 00s

VLAN Mapping : NA VLAN

none

Audt Sess ID: acl01f6400001000565ee2a3



IR, ASARBEEI AL S HRBRENEMSCTER. RATrustSecBLEASA — R ERIN
AHEkEEA.

ISEEFRE RN RE ( 23:36:119ER B ) — RIBEISGTEER !

>Icll‘s'é‘o“ Identity Services Engine Home * Operations » Palicy + Guest Access + Administration + Work Centers

RADIUS Livelog TACACS Livelog Reports. » Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices RADIUS Drops ¢ Client Stopped Res
0 0 278 0
[l Show Live Sessions {04 Add or Remove Columns » & Refresh ) Reset Repeat Counts Refresh[
Status f f £ £ i
Time . Det.. Repeat C.. Identity Authentication Policy Authorization Policy | Authorization Profiles Network Device | Server Event
\ | | | | ||l |
2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default == Default Default >= ASAVPN PermitAccess, Auditors lise20 Session State is Started
2015-12-01 23:37:26... a Administrator  Default == Default == Default Default >=> ASAVPN PermitAccess,Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:19... a Administrator  Default == Default == Default Default == ASAVPN PermitAccess ASA lise20 Authentication succeeded

FMCH{Mn T EN & 55 3 6t

TELLBEER , /var/log/imessagesFIFMCIREEEEFAE BB ERE ( EApxGridiREHETEE
B ) , WHEARESHHITADES

firepower SF-1MS[3554]: [17768] ADI:adi.LdapReal m[INFQ search
" (| (sAMAccount Nane=Adm ni strator))' has the follow ng DN
' CN=Administrator,CN=Users, DC=example, DC=com' .

AT TR SRR R

LR , BEEREEEMBMWeb BB LB % AMRRE , ERAGKLE

£ Internet Explorer cannot display the webpage - Windows Internet Explorer
@Q ® ] http://172.16.34.100/ sttack-ur

File Edit View Favorites Tools Help

i Favorites €& Internet Explorer cannot display the webpage

Internet Explorer cannot display the webpage

What you can try:

| Diagnose Connection Problems |

= More information

AT A4 A 2 Sk AN D AR ( SREBFMCERE %A TCP RST ) HESRE Y



il Cisco AnyConnect VPN Virtual Miniport Adapter for Windows x64: \Device\NPF_{BF9293D2-3419-4BE9-86B6-5CFC21AG4AAB} [Wireshark 184 (SVM Rev 46250 from /trunk-1.8)]

Eile Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

= EExXx2e lacer»oT 2 Bl @a0mx @

Filter: |2|Expres;|0n‘.. Clear Apply Save

No. Source Destination Protocol Length Info
1172.16.50.50 192.168.10.151 TCP 66 59916 > http [S¥YN] Seg=0 Win=8192 Len=0 M55=1346 wWS=4 SACK_PERM=1
2172.16.50.50 172.16.34.100 TCP 66 59917 > http [5YN] Seg=0 Win=B8192 Len=0 M55=1346 W5=4 SACK_PERM=1
3 172.16.34.100 172.16.50.50 TCP 66 http > 59917 [S¥N, ACK] Seq=0 Ack=1 Win=29200 Len=0 M55=1346 SACK_PERM=1 wW5=128
4 172.16.50.50 172.16.34.100 TCP 54 59917 > http [ACK] seg=1 Ack=1 win=65952 Len=0
5172.16.50.50 172. 34.100 HTTP 588 GET fattack-url HTTP/1.1

.34.100

588 bytes on wire (4704 bits), 588 bytes captured (4704 bits) on interface O

54 http >

59917 [RST, ACK] Seq=l Ac

win=0 Len=0

Ethernet
# Internet

II, Src: Cisco_3c:7a:00 (00:05:9a:3c:7a:00), Dst: Cimsys_33:44:55 (00:11:22:33:44:55)
Protocol Version 4, Src: 172.16.50.50 (172.16.50.50), Dst: 172.16.34.100 (172.16.34.100)

® Transmission Control Protocol, Src Port: 59917 (59917), Dst Port: http (80), Seq: 1, Ack: 1, Len: 534

= Hypertext Transfer Protocol
GET /fattack-url HTTP/1.1%r'n

accept: application/x-ms-application, image/jpeg, application/xaml+xml, image/gif, image/pjpeg, application/x-ms-xbap, application/vnd.ms-

Accept-Language: pl-PLA\rn

User-agent: Mozilla/4.0 (compatible; MSIE 8.0; windows NT 6.1; wowé4; Trident/4.0; SLCC2;
Accept-Encoding: gzip, deflate‘rin

Host: 172.16.34.100%r%n

Connection: Keep-alivel\rhn

\r\n

[Full request URI:

http://172.16.34.100/attack-url]

ISERERERE®R , BMEEBASASERE :

asav# show vpn-sessiondb anyconnect

Sessi on Type: AnyConnect
Username : Administrator | ndex o1
Assigned IP : 172.16.50.50 Public IP 192. 168. 10. 67

NET CLR 2.0.50727;

.NET CLR 3.5.30729; .NET CLR

Pr ot ocol AnyConnect - Parent SSL- Tunnel DTLS- Tunnel

Li cense AnyConnect Essential s

Encryption AnyConnect - Parent: (1)none SSL-Tunnel: (1)RC4 DTLS- Tunnel:
(1) AES128

Hashi ng AnyConnect - Parent: (1)none SSL-Tunnel: (1)SHA1 DTLS- Tunnel:
(1) SHAL

Bytes Tx 11428 Byt es Rx

24604

G oup Policy PCOLI CY Tunnel G oup

SSLVPN

Login Tinme 12:22: 59 UTC Wed Dec 2

2015

Dur ati on
Oh: 01m 49s

Inactivity
Oh: 00m 00s

VLAN Mappi ng N A

none

Audt Sess ID : acl01f6400001000565ee2a3
Security Grp : 9

ISEIE S A KAV IR ( 23:37: 260 B3t ) — REISGTEEE 2R :

n



 Operations

RADIUS Livelog TACACS Livelog Reports. » Troubleshoot » Adaptive Network Control

Misconfigured Supplicants ¢ Misconfigured Network Devices RADIUS Drops Client Stopped Res
0 0 278 0
[l Show Live Sessions {04 Add or Remove Columns » & Refresh ) Reset Repeat Counts Refresh[
Status f f
Time . Det.. Repeat C.. ‘\dentlty |Authent|cat|on Policy | |Author|zat\on Policy | Authorization Profiles Network Device | Server ‘ ‘Event
2015-12-01 23:37:31.. @ a 0 Administrator  Default == Default == Default Default >= ASAVPN PermitAccess, Auditors lise20 Session State is Started
2015-12-01 23:37:26... a Administrator  Default == Default == Default Default >=> ASAVPN PermitAccess,Auditors ASA lise20 Authentication succeeded
2015-12-01 23:36:19... a Administrator  Default == Default == Default Default == ASAVPN PermitAccess ASA lise20 Authentication succeeded

£ A & W] LA R LR AR S

£ hitpy//172.16.34.100/attack-ur - Windows Internet Explorer

.
) | 8] http://17216.34200/ attack-ur

File Edit View Favortes Tools Help

¢ Favorites | 8 hitp://172.16.34.100/ attack-url

succesded

FMC B §55C 855

LR B AEIREAR E A RS R

Analysis 81

Context Explorer Connections » Events Intrusions v Files v Hosts v Users v Vulnerabilities v Correlation v Custom v Search
Bookmark This Page Report Designer Dashboard View Bookmarks Search v
Connection Events
@ Info *
Deletzd 9 Connection(s)
Connections with Application Details » Yable View of Connection Events B 28151201 21:24.00 - 2015-12:01 23:k6:50 5
Expanding
» Search Constraints (Edit Search Save Search) Disabled Columns
Jump to... ¥
+ Last Pad jon nitiator nitiator User ponder naress polication ntrol ntrol ecurity ngress nitiator nitiator uni
] Last Packet * Acti x Initiater IP % Initiator U: ® Responder ® I ® Applicati x Access Control % Access Control ® Securi ® I NetBIOS ® Initiate x Initiatc x Count
pia Security Zone Protocol Policy Rule Group Tag Interface main Packets Bytes
3 2015120123389 Mlow 172165050 5 ap. for 1DAP) 1 172.16.34100 Internal O wrre Custompolicy Permiprivilegeg-HIT?  Auditors et 1 Ls80 1
3 || 2015-12-01 23:38:05  Allow 172.16.50.50 < ator (LDAP) 172.16.34.100 Internal O HrTe CustomPolicy PermitPrivileged-HTTP Auditors hi 12 1,512 1
3 | 2005120123268 Alow 172165050 5} AD-Realmodministrator (LDAP)  © 172.16.34.100  Internal O wrre Custompolicy Permiprivileqeg-HIT?  Auditors nt s 1312 1
3 | 2015-12:01232501 Alow 172165050 [ . tor (LDAP) 1 172.16.34.100  Internal O erre Custompoliey ni 2 3752 1
3 || Block with reset 172.16.50.50 4 AD-Realm\administrator (LDAP) 172.16.34.100  Internal O HrTP CustomPolicy DenyUnprivileged-HTTP. hi 25 3,938 5
Page| 1 [of1 Displaying rows 1-5 of 5 rows
vew) e )

viewar_|

5
(

Detete Al

=z

B
®

Py

Ny

k|
(B

, FREREDESGTER , X AIFE#EDenyUnprivileged-HTTPIR B, ISEDEL T Hit H1E
WHAFMCHRE ) BRAI%E , FHPermitPrivileged-HTTPIE /o 3555 R
, BETRR , S CHEMER , RABRESREHRANNZLEEBRERARE 2 —
TEMAKERH ), BRULURBRENEAZEBEEZRE.



REREGF
FMCHE

EREaE 5 RENaditH B , R E/var/log/messagestE = :

[ 23509] ADI | SE_Test Hel p: ADI _| SE_Test _Hel p [I NFQ
[ 23509] ADI _| SE_Test _Hel p: adi . Di rect oryTest Handl er
[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnection [| NFQ

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnection [| NFQ

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnection [| NFQ
Endpoi nt Profi | eMet aDat aCapability

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnection [| NFQ
Endpoi nt Profi | eMet aDat aCapability

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
Trust SecMet aDat aCapability

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
Trust SecMet aDat aCapability

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnection [| NFQ
Sessi onDirectoryCapability

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
Sessi onDirectoryCapability

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ

[23510] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
INFQ : _reconnection_thread started

[23510] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
INFQ : pxgrid connection init done successfully
[23510] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ

INFQ: connecting to host lise20.example.com ......

[23511] ADI _| SE_Test _Hel p: adi . | SEConnection [| NFQ
INFQ : stream opened

[23511] ADI _| SE_Test _Hel p: adi . | SEConnection [| NFQ
I NFQ : EXTERNAL aut hentication conplete

[23511] ADI _| SE_Test _Hel p: adi . | SEConnection [| NFQ
INFQ : authenticated successfully (sasl nechani sm
[23510] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
INFQ : successfully subscribed

nessage repeated 2 tines

[23510] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
hostnames:lise20.example.com:8910

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
server.

[ 23509] ADI _| SE_Test _Hel p: adi . | SEConnecti on [| NFQ
[23514] ADI _| SE_Test _Hel p: adi . | SEConnection [| NFQ
INFQ : curl _easy_setopt() for CURLOPT_URL:

Parsi ng command |ine ar

gunents. ..

[INFO test: |SE connection.

Preparing | SE Connectio
Preparing subscription

subscri bed successfully
regi stered call back for
subscri bed successfully
regi stered call back for
subscri bed successfully
regi stered call back for

Connecting to ISE serve
Begi nning to connect to

Captured Jabberwerx | og

Captured Jabberwerx | og:

Captured Jabberwerx | og:

Captured Jabberwerx | og:
Captured Jabberwerx | og:

Captured Jabberwerx | og:

EXTERNAL)

Captured Jabberwerx | og:

Queried 1 bulk download

...successfully connect

Starting bul k downl oad
Captured Jabberwerx | og

"https://1ise20. exanpl e. com 8910/ pxgri d/ mt/sd/ get Sessi onLi st ByTi ne'
[8893] ADI:ADI [INFQ : sub conmmand emits:'* Trying 172.16.31.210..."

[8893] ADI:ADI [INFQ : sub conmmand emits:'* Connected to |ise20.exanple.com (172.16.31.210)

port 8910 (#0)'

[8893] ADI:ADI [INFQ : sub command enmits:'* Ci pher selection:
ALL: ! EXPORT: ! EXPORT40: ! EXPORT56: ! aNULL: ! LOW ! RC4: @GBTRENGTH
[8893] ADI:ADI [INFQ : sub command enmits:'* SSL connection using TLSvl.2 / DHE- RSA- AES256-

SHA256'

[8893] ADI:ADI [INFQ : sub command emits:'* Server certificate:'
[8893] ADI:ADI [INFQ : sub command enmits:'* ~l subject: CN=lise20.exanple
[8893] ADI:ADI [INFQ : sub command enmits:'* ~l start date: 2015-11-21 14:

n objects...

obj ects. ..
to
capability
to
capability
to
capability

r. ..
| SE server. ..

1 2015-12-01723:

ed to I SE

1 2015-12-01723:

.com
40: 36 GVII'

2015-12-01T283:

2015-12-01T283:

2015-12-01T283:

2015-12-01T7283:

2015-12-01T7283:

2015-12-01T7283:

10:

10:

10:

10:

10:

10:

10:

10:

44

44

44

44

44

44

45

45



[8893] ADI: ADI [INFQ sub command emits:'* Al expire date: 2017-11-20 14:40: 36 GVI'

[8893] ADI: ADI [INFQ sub command emts:'* Al common nane: |ise20.exanpl e.com (matched)’

[8893] ADI: ADI [INFQ sub command emits:'* Al issuer: DC=com DC=exanple; CN=exanple-W N

CA

[8893] ADI: ADI [INFQ sub command emts:'* Al SSL certificate verify ok.'

[8893] ADI: ADI [INFQ sub command enits:'> POST /pxgrid/mnt/sd/getSessionListByTime

HTTP/ 1. 1"M

[8893] ADI: ADI [INFQ sub command emts:' Host: |ise20. exanple.com 8910"M

[8893] ADI: ADI [INFQ sub command emts:' Accept: */*"M

[8893] ADI: ADI [INFQ sub command emts:' Content-Type: application/xm” M

[8893] ADI: ADI [INFQ sub command emts: ' user:firesightisetest-firepower.exanple.com
0739edea8200c77eO4cc7c44200f 66le@grid. ci sco. comM

[8893] ADI: ADI [INFQ sub comrand enits:' Content-Length: 269"M

[8893] ADI: ADI [INFQ sub command enmits:' "M

[8893] ADI: ADI [INFQ sub command emits:'* upload conpletely sent off: 269 out of 269 bytes'
[8893] ADI:ADI [INFQ sub command enits:'< HITP/ 1.1 200 OK"M

[8893] ADI: ADI [INFQ sub command enmits:'< Date: Tue, 01 Dec 2015 23:10:45 GVMI*M

[8893] ADI: ADI [INFQ sub comrand enmits:'< Content-Type: application/xm ™M

[8893] ADI: ADI [INFQ sub command enmits:'< Content-Length: 1287"M

[8893] ADI: ADI [INFQ sub command enmits:'< Server: "M

[8893] ADI: ADI [INFQ sub command emts:'< "M

[8893] ADI: ADI [INFQ sub command emits:'* Connection #0 to host |ise20. exanple.com | eft
intact'

[ 23509] ADI _I SE_Test _Hel p: adi . | SEConnection [I NFO bulk download processed 0 entries.

[23509] ADI _I SE_Test _Hel p: adi . | SEConnecti on [I NFO disconnecting pxgrid

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : Starting reconnection stop

[23510] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : _reconnection_thread exited

[23511] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : streamcl osed; err_done(null) 2015-12-01T23:10:45 [ INFQ: clientD sconnectedCb ->
destroying client object

[23511] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : pxgrid connection shutdown done successfully

[23511] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : Exiting fromevent base | oop

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : successfully disconnected

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : connection di sconnect done .....

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnection [I NFO destroying pxgrid reconnection

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnecti on [I NFQ destroying underlying pxgrid

connecti on

[ 23509] ADI _| SE Test _Hel p: adi . | SEConnection [I NFO destroying pxgrid config

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnection [INFO |SE identity feed destructor called

[23509] ADI _I SE_Test_Hel p: ADI _I SE Test _Hel p [I NFQ /usr/local/sf/bin/adi_iseTestHelp cleanly
exits.

[ 23509] ADI _| SE Test_Hel p: adi . | SEConnecti on [I NFQ Captured Jabberwerx | og: 2015-12-01T23: 10: 45 [
INFQ : pxgrid library has been uninitialized

[8893] ADI : AD

[INFOQ Parent done waiting, child completed with integer status 0

BRESEFMOAER , g tadiEZ ( fEsudoR AR B & ) I fE M debug 5| BEITER

root @i repower:/var/l og# ps ax | grep adi

24047 ? Sl 0: 00 /usr/1ocal/sf/bin/adi
24090 pts/0 S+ 0: 00 grep adi

root @i repower:/var/log# kill -9 24047

root @i repower:/var/l og# /usr/local/sf/bin/adi --debug

Dec 01 23:14:34 firepower SF-1Ms[24106]:
ADlI Created, awaiting config

[24106] ADI :

adi . Adi [DEBUG adi.cpp: 319: Handl eLog():



Dec 01 23:14:34 firepower SF-1MS[24106]: [24106] ADI:config [ DEBUG
config.cpp: 289: ProcessConfi gd obal Settings(): Parsing gl obal settings
< a lot of detailed output with data....... >

BEiBpxGrid{TSGTEMW

EISEBE I R — TRRZRMBRRIFSCTEER , 727712 SR _E - #7187 IR 1T IR 1E,

Dec 01 23:14:38 firepower SF-1MS[24106]: [24139] AD: adi.| SEConnection [ DEBUG

adi . cpp: 319: Handl eLog(): Querying Security Group metaData...

Dec 01 23:14:38 firepower SF-1MS[24106]: [24139] AD :adi.pxG i dAdapter [ DEBUG

adi . cpp: 319: Handl eLog(): pxgrid_connection_gquery(connection*: 0x10c7da0, capability: 0x1064510,
request : <get SecurityG oupLi st Request xm ns="http://ww. cisco.conl pxgrid/identity'/>)...

Dec 01 23:14:38 firepower SF-1MS[24106]: [24139] AD :adi.pxG i dAdapter [ DEBUG

adi . cpp: 319: Handl eLog(): returns [ OK| <ns5: get SecurityG ouplLi st Response

xm ns: ns2="http://ww. ci sco.com pxgrid xm ns:ns3="http://wwmv ci sco. com pxgri d/ net

xm ns:ns4="http://ww. ci sco. conl pxgrid/adm n' xmns:ns5="http://ww. ci sco.com pxgrid/identity’
xm ns: ns6="http://ww. ci sco.conl pxgrid/eps' xmns:ns7="http://ww.cisco.conl pxgrid/ netcap'

xm ns: ns8="http://ww. ci sco. conl pxgrid/ anc' ><ns5: SecurityG oups><ns5: SecurityG oup><ns5:i d>fc6f9
470- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>Unknown</ ns5: name><ns5: descri pti on>Unknown
Security

Group</ ns5: descri pti on><ns5: t ag>0</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:i d>fc7c8c
c0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>ANY</ ns5: nane><ns5: descri pti on>Any Security

G oup</ ns5: descri pti on><ns5:tag>65535</ ns5:t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:id>fc
f 95de0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>Audi t or s</ ns5: name><ns5: descri pti on>Audi t or
Security

Group</ ns5: descri pti on><ns5: tag>9</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:id>fdl4fc
30- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>BYCOD</ ns5: name><ns5: descri pti on>BYOD Security
G oup</ ns5: descri ption><ns5:tag>15</ns5: t ag></ ns5: Securit yG oup><ns5: SecurityG oup><ns5:id>fd2fb
020- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: nanme>Cont r act or s</ ns5: name><ns5: descri pti on>Contractor Security
Group</ ns5: descri pti on><ns5: t ag>5</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG& oup><ns5: i d>f d4e34
a0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nanme>Devel oper s</ ns5: name><ns5: descri pti on>Devel oper
Security

Group</ ns5: descri pti on><ns5:tag>8</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG& oup><ns5: i d>f d6d2e
50- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Devel opment _Ser ver s</ ns5: nanme><ns5: descri pti on>Devel opnent
Servers Security

G oup</ ns5: descri ption><ns5:tag>12</ns5: t ag></ ns5: Securi t yG oup><ns5: SecurityG oup><ns5: i d>f dal0
f 90- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: nane>Enpl oyees</ ns5: nanme><ns5: descri pti on>Enpl oyee
Security

Group</ ns5: descri pti on><ns5: t ag>4</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5: i d>f dbcd4
f 0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>CGuest s</ ns5: nanme><ns5: descri pti on>Guest
Security

Group</ ns5: descri pti on><ns5:tag>6</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG& oup><ns5: i d>f dd9ab
c0- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: nanme>Net wor k_Ser vi ces</ ns5: nane><ns5: descri pti on>Net wor k Servi ces
Security

Group</ ns5: descri pti on><ns5:tag>3</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG& oup><ns5: i d>f df 4d4
e0- 6d8f - 11e5- 978e- 005056bf 2f 0a</ ns5: i d><ns5: name>PCl _Ser ver s</ ns5: nane><ns5: descri pti on>PC|
Servers Security

G oup</ ns5: descri ption><ns5:tag>14</ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:id>fella
bb0- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: nanme>Poi nt _of _Sal e_Syst ems</ ns5: nane><ns5: descri pti on>Poi nt of Sale
Security

G oup</ ns5: descri ption><ns5:tag>10</ns5: t ag></ ns5: Securi t yG oup><ns5: SecurityG oup><ns5: i d>f e2d2
2f 0- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Pr oduct i on_Ser ver s</ ns5: name><ns5: descri pti on>Production Servers
Security

G oup</ ns5: descri ption><ns5:tag>11</ns5: tag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5: i d>f e487
320- 6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Pr oduct i on_User s</ ns5: nane><ns5: descri pti on>Producti on User



Security

Group</ ns5: descri pti on><ns5:tag>7</ ns5:tag></ ns5: SecurityG oup><ns5: SecurityG& oup><nsb5:i d>fe62d8
f 0- 6d8f - 11e5- 978e-

005056bf 2f 0Oa</ ns5: i d><ns5: name>Quar ant i ned_Syst ens</ ns5: nanme><ns5: descri pti on>Quar anti ne
Security

Group</ ns5: descri pti on><ns5:t ag>255</ ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:i d>f e7d
3ec0- 6d8f - 11e5- 978e- 005056bf 2f 0Oa</ ns5: i d><ns5: nane>Test _Ser ver s</ ns5: nane><ns5: descri pti on>Test
Servers Security

Group</ ns5: descri pti on><ns5:tag>13</ns5: t ag></ ns5: SecurityG oup><ns5: SecurityG oup><ns5:i d>f e99c
770-6d8f - 11e5- 978e-

005056bf 2f 0a</ ns5: i d><ns5: name>Tr ust Sec_Devi ces</ ns5: nane><ns5: descri pti on>Trust Sec Devi ces
Security

G oup</ ns5: descri pti on><ns5:tag>2</ ns5: t ag></ ns5: Securi tyG oup></ ns5: SecurityG oups></ ns5: get Sec
urityG oupli st Response>]

AT EIFBRxmMAR , A BEFFHExmMABTERIxmIER |, WiBBwebBI BB, & LI
HEBWEESENSGT (¥ ) UWRIEISE L ERMFTA HSGT:

= @ filey///tmp/xxml

o

—<ns3:getSecurityGroupListResponse >
—<ns)i:SecurityGroups>

—<nsi:SecurityGroup>
<ns3:id>fc6f9470-6d8f-11e5-978e-005056bf2f0a</ns3:id=>
<nsi:name>Unknown</ns3:name>
<ns3:description>Unknown Security Group</ns3:description>
<nsi:tag>0</nsi:tag>

</ms3:SecurityGroup>

—<nsi:SecurityGroup>
<ns5:id>fc7c8cc0-6d8f-11e5-978e-005056bf2f0a</mns5:id>
<nsi:name>ANY</nsi:name>
<ns3:description>Any Security Group</ns5:description>
<ns3:tag>65535</nsi:tag>

—<ns)i:SecurityGroup>
<ns3:id>fd14fc30-6d8f-11e5-978e-005056bf2f0a</ns3:id>
<nsi:name>BYOD</mns3:name=>
<ns3:description>BYOD Security Group</ns3:description>
<nsi:tag>15</nsd:tag>

</ns3:SecurityGroup>

BEBREST APIEIMNnTH 552/



Bt RREREN - (FEEMNTERE NEBBpxCGrid ) o ERAMKEETH :

Dec 01 23:14:39 firepower SF-1MS[24106]: [24143] ADI:adi.pxGi dAdapter [DEBUG

adi . cpp: 319: Handl eLog(): returns [OK, p_node*:0x7f0eabffaB8a8(<session

xm ns="http://ww. ci sco. com pxgrid/ net'><gid

xm ns="http://ww. ci sco. com pxgrid' >acl101f 6400007000565d597f </ gi d><I ast Updat eTi ne

xm ns="http://ww. ci sco.com pxgrid' >2015-12-

01T7T23: 37: 31. 191+01: 00</ | ast Updat eTi ne><extraAttri butes

xm ns="http://ww. ci sco. com pxgrid' ><attribute>UGVbW 0QANN ZXNzLEF1Zd 0b3Jz</attri but e></ extraAt

tri but es><state>Started</ st at e><RADI USAt t r s><at t r Name>Acct - Sessi on-

I d</ attr Nanme><attrVal ue>91200007</ att r Val ue></ RADI USAt t r s><i nt er f ace><i pl nt f | D><i pAddr ess

xm ns="http://ww. ci sco.com pxgrid' >172. 16. 50. 50</i pAddr ess></i pl nt f | D><macAddr ess>08: 00: 27: 23: E
6: F2</ macAddr ess><devi ceAt t achPt ><devi ceMgnt | nt f | D><i pAddr ess

xm ns="http://ww. ci sco. com pxgrid' >172. 16. 31. 100</ i pAddr ess></ devi ceMgnt | nt f | D></ devi ceAtt achPt

></i nterface><user ><nane

xm ns="http://ww. ci sco. com pxgrid' >Adm ni strat or </ nane><ADUser DNSDorrai n>exanpl e. conx/ ADUser DNSD
omai n><ADUser Net Bl OSNane>EXAMPLE</ ADUser Net Bl OSNane></ user ><assessedPost ur eEvent / ><endpoi nt Pr of i

| e>W ndows 7- Wor kst at i on</ endpoi nt Profi | e><securityG oup>Audi t ors</securityG oup></sessi on>)]

Dec 01 23:14:39 firepower SF-1MS[24106]: [24143] ADI:adi.| SEConnecti on [ DEBUG

adi . cpp: 319: Handl eLog(): bul k downl oad i nvoki ng cal | back on entry# 1

Dec 01 23:14:39 firepower SF-1MS[24106]: [24143] ADI:adi.| SESessionEntry [ DEBUG

adi . cpp: 319: Handl eLog(): parsing Session Entry with follow ng text:<session

xm ns="http://ww. ci sco. com pxgrid/ net'><gid

xm ns="http://ww. ci sco. com pxgrid' >acl101f 6400007000565d597f </ gi d><I ast Updat eTi ne

xm ns="http://ww. ci sco.conm pxgrid' >2015-12-

01T7T23: 37: 31. 191+01: 00</ | ast Updat eTi ne><extraAttri butes

xm ns="http://ww. ci sco. com pxgrid' ><attribute>UGVbW 0QANN ZXNzLEF1Zd 0b3Jz</attri but e></ extraAt

tri but es><state>Started</stat e><RADI USAt t r s><at t r Name>Acct - Sessi on-

I d</ attr Nane><attrVal ue>91200007</ att r Val ue></ RADI USAt t r s><i nt er f ace><i pl nt f | D><i pAddr ess

xm ns="http://ww. ci sco. com pxgrid' >172. 16. 50. 50</i pAddr ess></i pl nt f | D><macAddr ess>08: 00: 27: 23: E
6: F2</ macAddr ess><devi ceAt t achPt ><devi ceMgnt | nt f | D><i pAddr ess

xm ns="http://ww. ci sco. com pxgrid' >172. 16. 31. 100</ i pAddr ess></ devi ceMgnt | nt f | D></ devi ceAtt achPt

></i nterface><user ><nane

xm ns="http://ww. ci sco. com pxgrid' >Adm ni strat or </ nane><ADUser DNSDorrai n>exanpl e. conx/ ADUser DNSD
omai n><ADUser Net Bl OSNane>EXAMPLE</ ADUser Net Bl OSNane></ user ><assessedPost ur eEvent / ><endpoi nt Pr of i

| e>W ndows7- Wor kst at i on</ endpoi nt Profi | e><securityG oup>Audi tors</securityG oup></sessi on>

MoER (ERBEEDERE ) -

Dec 01 23:14:39 firepower SF-1MS[24106]: [24142] ADI:adi.| SESessionEntry [ DEBUG

adi . cpp: 319: Handl eLog(): Parsing incoming DOMresulted in follow ng | SESessi onEntry:
{gid = acl101f 6400007000565d597f, timestanp = 2015-12-01T23: 37: 31. 191+01: 00,

state = Started, session_id = 91200007, nas_ip = 172.16.31.100,

mac_addr = 08:00: 27: 23: E6: F2, ip = 172.16.50.50, user_name = Administrator,

sgt = Auditors, domain = example.com, devi ce_name = W ndows7-Wrkstation}

LR , NGIPSEERSXEAERR (M ) HESADERE B BHEEH

Dec 01 23:14:39 firepower SF-I1MS[24106]: [24142] ADl:adi.Real nContai ner [DEBUG adi.cpp: 319
:Handl eLog(): findRealm Found Realm for domain example.com

Dec 01 23:14:39 firepower SF-1MS[24106]: [24142] AD:adi.|SEConnectionSub [ DEBUG

adi . cpp: 319: Handl eLog(): userName = 'Administrator' realmd = 2, ipAddress = 172.16.50.50

LDAPRHREHFEREMNERE S 7 :

Dec 01 23:14:39 firepower SF-1MS[24106]: [24142] ADl :adi.LdapReal m[INFQ adi.cpp: 322:
Handl eLog(): search ' (| ( sAMAccountName=Administrator))' has the follow ng

DN:. ' CN=Administrator,CN=Users,DC=example,DC=com’ .

Dec 01 23:14:39 firepower SF-1MS[24106]: [24142] AD :adi.LdapReal m [ DEBUG adi.cpp: 319:
Handl eLog(): getUserldentifier: searchfield sAMAccount Name has di splay nanming attr:



Adm ni strator.

ISEFEL

ApxGrid T A TRACER BIFERE , AJleEE@RE (EEAH/ER , WFMC) .
SCTHRBERZR A :

2015-12- 02 00: 05: 39, 352 DEBUG [pool -1-thread-14][]
ci sco. pxgrid.control |l er.query. CoreAut hori zati onManager -::

::- checking core authorization (topic=TrustSecMetaData, user=firesightisetest-
firepower. exanpl e. com
- 0739edea820cc77e04cc7c44200f 661le@gri d. ci sco. com operation=subscribe). ..
2015-12- 02 00: 05: 39, 358 TRACE [pool-1-thread-14][] cisco.pxgrid.controller.conmmon.
LogAdvice -:::::- args: [TrustSecMetaData, subscribe, firesightisetest-firepower.exanple.com
0739edea820cc77e04cc7c44200f 661le@g
rid.cisco.com
2015-12- 02 00: 05: 39, 359 DEBUG [pool -1-thread-14][] cisco.pxgrid.controller.persistence.
XgridDaolnpl -:::::- groups [Any, Session] found for client firesightisetest-firepower.
exanpl e. com 0739edea820cc77e04cc7c44200f 661le@gri d. ci sco. com
2015-12- 02 00: 05: 39, 360 DEBUG [pool -1-thread-14][] cisco.pxgrid.controller.persistence.
XgridDaolnpl -:::::- permitted rule found for Session TrustSecMetaData subscribe.
total rules found 1

#HER
CSCuv32205 - ISE AT AL & & ML b 0 L 7

CSCus53796 - = EERESTH X Z 1) T #AFQDN

CSCuv43145 - PXGRIDF & MR IRIES EF R E , EERETHEA/MBR

8EEH

. JEiRISEMFirePower¥ 4 it B MR

. IS ¥R ISERH A K B pxGrid

. Bn{a]{# F Cisco pxGridZE = & : & ECAH MISE pxGrid B B HICAZE R MY pxGrid & 5 i
- ISE 1.3MRpxGrid#2IPS pxLoglEF N ES

- B SRS EEE B IEEI2.06R

- B S BRECIBAPISEIEE | R41.2 — AEBRESTEAMKMEY......

- BN SRS BAPIS EREE , R71.2 — EMRESHT......

- BRSO EECIEEE SR | R41.3

. Piiff MR — Cisco Systems



https://tools.cisco.com/bugsearch/bug/CSCuv32295
https://tools.cisco.com/bugsearch/bug/CSCus53796
https://tools.cisco.com/bugsearch/bug/CSCuv43145
/content/en/us/support/docs/security/identity-services-engine/119370-configure-ise-00.html
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-88-Configuring-pxGrid-in-an-ISE-Distributed-Environment.pdf
/content/dam/en/us/td/docs/security/ise/how_to/HowTo-89-CA_signed_pxGridISEnode_CAsigned_pxGridclient.pdf
/content/en/us/support/docs/security/identity-services-engine/118688-technote-pxlog-00.html
/content/en/us/td/docs/security/ise/2-0/admin_guide/b_ise_admin_guide_20.html
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
//www.cisco.com/cisco/web/support/index.html
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