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A message displays to guests when they reach the maximum number of supported devices.

. Allow guests to register devices
You can set the maximum number of supported devices in the guest type settings.
Device information will be stored in the endpoint identity group specified in the guest type of the |
Configure guest types at:
Guest Access > Configure > Guest Type

HimEE (mactbit ) ERERIRE ( ARPFIF RAGuestEndpoints ) FEFREEM.

/> Home  Operations |¥  Policy | v

os System 5i Identity Management [l Network Resources |24] Device Portal Management
Identities Groups External Identity Sources Identity Source Sequences Settings
End t List = CO:4A:00:14:06E:31
Identities HepomE s
[ o ] Endpoint
v
*MAC Address C0:4A:00:14:6E:31
v
« | e Static Assignment |
ﬁ Users (¥ .
: * Policy Asslgnment| Windows 7-Workstation 'r|
__| Endpoints (3]
: Static Group Assignment |«
[ Latest Manual Network Scan Resu... » * Identity Group Asslgnment| GuestEndpoints v|

ZHARRERAE N Guest TypelREMN , T EFTR.
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v Home Operations | v Policy | ¥

! Manage Accounts ! Sellings

Guest Type

Guesl type name: * I Contractor (default)

Description: | Default settings allow network access for up to a year.

Language File «

Collect Additional Data | Custom Fields... |

Maximum Access Time

Maximum account duration

365 Defaull 90 (1-999)

_ Allow access only on these days and times:

From | 9:00 AM | To | 5:00 PM _sun ¥ Mon ¥ Tue ¥

Login Optlons
¥ Mazimum simultaneous logins 3 {1-5849)
When guest exceeds limit:
2/ Disconnect the oldest connection
- Disconnect the newest connecticn

. Redirect user to a portal page showing an emor message |
This requires the creation of an authonzation policy nie

Maximum devices guests can register EI {1-293)
Endpoint [dentity group for guest device registration: | GuestEndpoints _‘I

MRBEXERE (FORETIRHE )  ARSRERKRMFREREN.
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B SHiXy Services Engine (ot Home  Operations | ¥  Policy | ¥  Guest Access

Configure Manage Accounts B3 Settings

+ Portal Settings

HTTPS port: * {8000 - 8999)

Allowed interfaces: * | Gigabit Ethemet 0
. Gigabit Ethermnet 1
' Gigabit Ethermet 2

' Gigabit Ethermet 3

Certificate group tag: * | Default Portal Certificate Group |

T T = T T S 3 .
Configure certificates at:

Administration > System > Certificates > System Certificates

Authentication method: * | Guest Portal Sequence ;l i

Configure authentication methods at:
Administration > Identity Management > Identity Source Sequences
Administration > External Identity Sources > SAML Identity Providers

Employees using this portal as guests | Contractor (default) ;I
inherit login options from: *

Rt , EAFBABAMACH I ERBRZBES 01, TRERBBEXR ( HlProfierfi# ) .

BiEE . EEEMAProfileriE R , £ AEndPointPolicy 12 %4

MRAEREREBRBER RS HE , ARRERKSHEBERERR , M TEMR.

I.l‘l.l‘l
Identity Services Engine ErT——
R ity ng /> Home  Operations | ¥  Policy| ¥  GuestAccess |¥  Administration | v

| &) Authentication B Authorization |4 Profiling | Posture |&3) Client Provisioning |5] Trustsec & Policy Elements

Authorization Policy

Define the Authorization Policy by configuring rules based on identity groups and/or other conditions. Drag and drop rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

First Matched Rule Applies v

» Exceptions (0)

Standard

Status Rule Name Conditions (identity groups and other conditions) Permissions
Fa AuthenticatedGuest GuestEndpoints Wireless_MAB PermitAccess
RedirectToPortal Wireless_MAB GuestPortal

ERAERBBE ORISR , REKTER AR ARedirectToPortal. EE M FHEFFIFALET S 05
B, RERERBERRS AT, ERF—EEEBNER. AnINAAREREERES
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EEBRAUREEKERFETE, BEISE1.3H5|ATERIGFINEE. FEAER

Elolll- N 3 )
BCmity Servi srme 7> Home  Operations|¥  Policy | ¥  Guest Access |¥  Administration | ¥
c;';: System g Identity Management i Network Resources Ii‘j Device Portal Management |3 pxGrid Services b Feed Service _.-: px!
Identities Groups External Identity Sources Identity Source Sequences | |

Settings [Endpoint Purge,|

i= User Custom Attributes Define the EndPoint Purge Policy by configuration rules based on identity groups and/or other conditions. Drag and drop rul

:= User Password Policy First Matched Rule Applies
:= Endpoint Purge w Never Purge
Status Rule Mame Conditions (identity groups and/or other conditions)
@ EnrolledRule DeviceRegistrationStatus Equals Registered
v Purge
Status Rule Mame Conditions (identity groups and/or other conditions)
GuestEndPointsPurgeRule GuestEndpoints ElapsedDays Greater than 30
RegisteredEndPoints PurgeRule RegisteredDevices ElapsedDays Greater than 30
v Schedule

Purge endpoints from the identity table at a specific time

Schedule : Every | Everyday v | at [03 ~| [00 +|

RARFE S DRENAEKRSESOREMBER (RKREN ). Hit , BEE30KXRER , EXEME
BRHVEhE £ A E &t HRedirectToPortal RER Al | AR EE@LUET SRR

B - RiInBRIEER U N FIRF ARG TIRSBH.

BEE - FEISE 1.27 , REEERAEMRER[AKIIRGIEE , TaEE BMBRIRR . REMEBRSZIE
DERANEER.
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Identity Services Engine iy r—p—
F’ ity g 7> Home Operations | ¥  Policy | ¥  GuestAccess |¥  Administration | ¥
| &) Authentication B Authorization 1 |4 Profiling |@) Posture |&3) Client Provisioning |5] TrustSec &% Policy Elements

Authorization Policy

Define the Authorization Pelicy by configuring rules based on identity greups and/or other conditions. Drag and drep rules to change the order.
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

First Matched Rule Applies v

» Exceptions (0)

Standard
Status Rule Name Conditions (identity groups and other conditions) Permissions
AuthenticatedGuest Wireless_MAB Network Access:UseCase EQUALS Guest Flow PermitAccess

RedirectToPortal Wireless_MAB GuestPortal
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BMBR, TELBEER , B M ENetwork Access:UseCase = Guest FlowHy &, &R , Zim BT
BRERIHD qJJEFH%EE'JEEHEUQE%Eﬁ%

FiEE . FH & EIBHotSpotPFI FETE M BRBETIIEHER. HRELIER , UseCaseBH
5% 7E AHost LookupTm A+ 2 Guest Flow,

WLCRERBFETR

B iR BB ERE (HI , EWindowsH A disconnectiZéll ) , ©EEEEUE B H R
e, ER , WLCEHEBIE—% , AILAfEA debug client XXXXJ WFRE— B —WLCEEFIHR®
WLANETBERBFTEERAR. Al , EWindowsE F i

- ip address is removed from the interface

NHEERAREE : K8 EERER
1E| EWLCJ: REREEE (ERABERMDERRUNRE ) .

ERWLCHRBIRRET , EUATRRATEMERE :
- EAETERERGHH

. session-timeout hits
- MRFEALNE , AEESRBEEREPR
- HitE R 8 ERAP/WLCERE Fin ( fIAPEREEE. B ABBAWLANS )
FEALLTANERAERWLANSEEREZNERFERETSRISEFMER , RAWLCRRERE
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Identity Services Engine e
=) ity 9 /> Home Operations | ¥ Policy | ¥ Guest Access | ¥ Administration | ¥
mAmhentlcatlorﬁ " Reports "%} Adaptive Network Control % Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops
0 0 0
m Show Live Sessions -.':' Add or Remove Columns = ‘\g\p Refresh @ Reset Repeat Counts
Status i ) i A ) A " i
T Det... |Repeat C... Identity Endpoint ID Authorization Policy | Authorization Profiles  Event
| Il | Il
2015-08-15 00:28:36... @ a 0 guest C0:4A:00:14:6E:31 Session State is Started
2015-08-15 00:13:58... a guest CO:44:00:14:6E:31  Default == Authent.. PermitAccess Authorize-Only succeeded
2015-08-15 00:13:58... a C0:44:00:14:6E:31 Dynamic Authorization succeeded
2015-08-15 00:13:56... a guest CO:48:00:14:6E:31 Guest Authentication Passed
2015-08-15 00:13:25.., a C0:4A:00:14:6E C0:4A:00:14:6E:31 Default >> Redirec... GuestPortal Authentication succeeded
2015-08-14 22:36:58... a guest CO:44:00:14:6E:31  Default == Authent.. PermitAccess Authorize-Only succeeded

BR 6 NREABEEEEEREZFITEMNWLAN , BIWLCE R ESKREEEMRER, FiX
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Identity Services Engine
&Y ) /3> Home Operations | ¥ Policy | ¥ Guest Access | ¥ Administration | ¥

Authentications " Reports i@ Adaptive Network Control 4, Troubleshoot

Misconfigured Supplicants Misconfigured Metwork Devices ¢ RADIUS Drops ' Client

0 0 0

m Show Live Sessions .'E'J Add or Remove Columns + @p Refresh @ Reset Repeat Counts

Time N Status Det.. Repeat C... |Ident\ty ‘ |Endpmnt D | |Authcrizat\on Policy L | ‘Author\zaticn Profiles MNetwork Device Event

2015-08-14 22:25:45... @ a 0 guest C0:44:00:14:6E:31 Session State is Terminated
2015-08-14 22:12:40... a guest C0:44:00:14:6E:31 Default == AuthenticatedGuest  PermitAccess wlcl Authorize-Only succeeded
2015-08-14 22:12:40.., a C0:44:00:14:6E:31 wlcl Dynamic Authorization succeeded
2015-08-14 22:12:32... a guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:10:19.., a CO:44:00:14:6E CO:44:00014:6E:31  Default == RedirectToPortal GuestPortal wlel Authentication succeeded

FEUPEER , BIREAETLEFRER  ERITENWLAN , RREMNER. MERESHRELR
EAERMACHUN &4 , ERRRIEBRIEESHE  MaF 7TE—ERA. RHT2MEKRHH
mEFRESDRE.

alnafie
Identity Services Engine |
s L) L /1> Home Operations | v Palicy | ¥ Guest Access | ¥ Administration | ¥

Authentications " Reports i@ Adaptive Network Control % Troubleshoot

Misconfigured Supplicants ' Misconfigured Metwork Devices ¢ RADIUS Drops '# Client

0] 0 0

Show Live Sessions 40} Add or Remove Columns v & Refresh @) Reset Repeat Counts

Status
v

Time Det.. Repeat C.. Identity Endpoint ID Authorization Policy | Authorization Profiles | Metwaork Device Event

2015-08-14 22:28:19... a 0 CO:4A:00:14:6E CO:4A:00:14:6E:31 Session State is Started
2015-08-14 22:28:15... a C0:44:00:14:6E CO:44:00:14:6E:31 Default >= Authent.. PermitAccess wlcl Authentication succeeded
2015-08-14 22:12:40... a guest C0:44:00:14:6E:31  Default == Authent.. PermitAccess wlcl Authorize-Only succeeded
2015-08-14 22:12:40.., a C0:4A4:00:14:6E:31 wlcl Dynamic Authorization succeeded
2015-08-14 22:12:32.., a guest C0:4A:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:10:18... a C0:44:00:14:6E C0:4A4:00:14:68:31 Default >> Redirec... GuestPortal wicl Authentication succeeded
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ntity Services Engine
ty - /> Home  Operations | v Policy | ¥  Guest Access | ¥  Administration | ¥

uthentications * Reports i@ Adaptive Network Control "¢ Troubleshoot

Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops %
0 0 0

m Show Live Sessions ‘ft.-a} Add or Remove Columns = *5» Refresh o Reset Repeat Counts

- o Status Det... R | Identity i Endpoint ID Authorization Policy Authorization Profiles Event

Al_~ | | | | | |
2015-08-14 22:34:35... o a 0 guest C0:44:00:14:6E:31 Session State is Started
2015-08-14 22:34:34,, a guest CO:4A:00:14:6E:31 Default == AuthenticatedGuest PermitAccess Authorize-Only succeeded
2015-08-14 22:34:34,, a CO:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-14 22:34:33... Qa guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:33:51... a CO:4A:00: 14 6E CO:4A00:14:6E:31 Default == RedirectToPortal GuestPortal Authentication succeeded

BEMBRAERESORENGHER  SESHEEARA , REBREEQNETHES DRI

o

ntity Services Engine
ty - /> Home  Operations | v Policy | ¥  Guest Access | ¥  Administration | ¥

* Reports i@ Adaptive Network Control "¢ Troubleshoot
Misconfigured Supplicants ' Misconfigured Network Devices ' RADIUS Drops %
0 0 0

m Show Live Sessions -LE!} Add or Remove Columns "Qp Refresh o Reset Repeat Counts

- o Status Det... R | Identity i Endpoint ID Authorization Policy Authorization Profiles Event

Al_~ | | | | | |
2015-08-14 22:36:58... o a 0 guest C0:44:00:14:6E:31 Session State is Started
2015-08-14 22:36:58... a guest CO:4A:00:14:6E:31 Default == AuthenticatedGuest PermitAccess Authorize-Only succeeded
2015-08-14 22:36:58... a CO:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-14 22:36:56... Qa guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:36:27... a CO:4A:00: 14 6E CO:4A00:14:6E:31 Default == RedirectToPortal GuestPortal Authentication succeeded
2015-08-14 22:34:34,, a guest CO:4A:00:14:6E:31 Default == AuthenticatedGuest PermitAccess Authorize-Only succeeded
2015-08-14 22:34:34,, a CO:4A:00:14:6E:31 Dynamic Authorization succeeded
2015-08-14 22:34:33... Qa guest C0:44:00:14:6E:31 Guest Authentication Passed
2015-08-14 22:33:51... a CO:4A:00: 14 6E CO:4A00:14:6E:31 Default == RedirectToPortal GuestPortal Authentication succeeded
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ClISCL Identity Services Engine

7, Home  Operations | ¥  Policy | ¥  Guest Access [ ¥ Admir
c;°;= System Gf Identity Management i Network Resources E’i Device Portal Management L,‘ pxGrid Services l‘_'u
Groups External Identity Sources Identity Source Sequences Settings
e MNAS-IP-Address 10.62.148.101

Identities

¢ | NAS-Identifier wLC1

= P

NAS-Port 1
N NAS-Port-Type Wireless - IEEE 802.11

] Users
- > Network DeviceGroups Location#All Locations, Device Type#All Device Types
— | Endpoints >
— Network DeviceMame wic1
= Latest Manual Network Scan Resu... 3

oul

OriginalUserMame

Policyersion

PortalUser

PostureApplicable
FPostureAssessmentStatus
FPreviousDeviceRegistrationStatus
SelectedAccessService
SelectedAuthenticationldentityStores

SelectedAuthorizationProfiles

TP-LINK TECHNOLOGIES CO.,LTD.
c04a00146e31

4

guest

Yes

NotApplicable

NotRegistered

Default Metwork Access

Internal Endpoints

PermitAccess

Service-Type Authorize Only, Call Check
StaticAssignment false

StaticGroupAssignment true

StepData 9=MAB, 8=AuthenticatedGuest
Total Certainty Factor 60

UseCase | Buest Flow

PortalUser guest
StepData 5=MAB, 8=AuthenticatedGuest
UseCase Guest Flow

§5ER

CSCuu41157 ISE ENH CoA terminate send on guest account removal or expiry,

( ERAEIRFMRIEB R LS E SRR ERER )

2ERH

. BRISE 1.3EEBEE

. BRISE 14EE B

- ISERRZS1.3 8 B B R B

. ISEARZ1.3E M EF S B RA
WLC Hl ISE Bk Web B ¥ 148 REHE 5

. fEHISEMWLC.E fE FFlexConnect APE{TH RWeb & REN K B R H
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https://tools.cisco.com/bugsearch/bug/CSCuu41157
/content/en/us/td/docs/security/ise/1-3/admin_guide/b_ise_admin_guide_13/b_ise_admin_guide_sample_preface_00.html
/content/en/us/support/docs/security/identity-services-engine-software/118741-configure-ise-00.html
/content/en/us/support/docs/security/identity-services-engine/118742-configure-ise-00.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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