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SREBCBRUTEHE -

- Cisco ISEH RWeb&g & (CWA) K& Fir B HH B8 T4

- REEEE RN BIERRE
. Cisco ISE fZ<1.2.0.8995 & & iR A N .
. BRHERLANZE HIZBS(WLC)MRA 7.2.110.0ESHRAS ( BiEMRA7.4.100.0HE ShRA )

MigE : CWAEWLCHISE LB aWeb H B H AL B REI BRI X EP#EIT T RHA,

BRA T
A RN ERRRIRA TR ERBARA -

. Cisco ISE hx751.2.0.899
- Cisco Virtual WLC(VWLC)hRZ< 7.4.110.0
- BN AERZ 2K E(ASA)RZES8.2.5
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AXHNEARBRBREERERRANKENREL. XHEAINMERESRCER (R
) BVIERERE B, MREHVMREREEER |, FRACCHRBIMES TRERNEE,
HREA

HFFZ AT REBYOD)REN , HEMREFESEHDMZ)HWATRE THEH, BE
, i EDMZAHYDHCPEIFh & £ A & R HE L E A R F(DNS) A fREE | B AREAHE —RERBER
MR RN

EEEISELMRAFEEREMAN1 .22 RERE  HAISEREFFimEEREIWeb S {3 BRF R 5T
£REHAB(FQDN), B2 , EISEMAM12RESHRAS , EESTURFEEAEEE DD FE
IP#bit S EREE

RE

A 3%
ER—EEEHE.

BRE : EME L, AEFEER A —ERREHR  BARAP)RADBEE L, RESER
(SSID)EIEZIDMZIZHIgR. MEHMER , FFSRKCisco WLCHRBRER.

2 o

jesse-dunkel

172.18.124.X/24

DML

jesse-maibock

L

WLC EH94EREER IF EHICWAKRREME, SSIDELE A AFFFEARADIUSE AR FEEITMACIEIR |, I
BRADIUSEE RS [0 Py Bl =R 2B ISER BE BT B



ANEEHNBISERE,

MisE - EULE B RSP , FHEE 2 Rjesse-dunkel(172.18.124.20)Hjesse-
maibock(172.18.124.21).

CWARTEZEWLCEISEFERADIUS MAC & 13 B8 E1T(MAB)FEREFHIR. ISEBERAEZEM
URLEIE #4188 , LUESHTTPREEEMRISE, RADIUSHMHTTPRE 4 AR B — 18R Bl IR
EZH(PSN) , RAEXRERE2EEMAPSNLM#FN, EEEMFERAEEBABIT , Y EPSNEKETD
MWEMEBZIR/ACWAURL, ER , FABREERR , #4EASEPSNEILFA |, LIFER
RADIUSHIHTTP R & &% 25 —EPSN,

SR T S ERUE EISE:

1. REMER B LG E FigEE @ EIPSN IP#it, EfiZ|Policy > Policy Elements > Results >
Authorization > Authorization Profiles.

EYERER T B ERE L BDunkelGuestWirelesstI & :

@ Web Redirection (CWA, DRW, MDM, NSF, CPP)

Centralized Web Auth *  ACL | ACL-PROVISION Redirect Default| =
™  static IP/Host name | 172.18.124.20
A Airespace ACL Name ACL-PROVISION

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Alrespace-ACL-Name = ACL-PROVISION

cisco-av-pair = url-redirect-acl=ACL-PROVISION

cisco-av-pair = url-redirect=https://172.18.1.24.20: port/guestportal/gateway ?sessionld =SessionldValueBkaction=cwa

ELERER T BEE S BMaibockGuestWirelessHY &, :

™ Web Redirection (CWA, DRW, MDM, NSP, CPP)

Centralized Web Auth *  ACL | ACL-PROVISION Redirect Default ™

™  static IF/Host name | 172.18.124.21




™ Airespace ACL Name ACL-PROVISION

¥ Attributes Details

Access Type = ACCESS_ACCEPT

Alrespace-ACL-Name = ACL-PROVISION

cisoo-av-pair = url-redirect-acl=ACL-PROVISION

cisco-av-pair = url-redirect=https://172.18.124.21: port/guestportal/gateway?sessionld=SessionIdValuefaction=cwa

MigE : ACL-PROVISIONZHEWLC LB B A HRR4IEEACL) , FRATEFRESH
R FEISEET . MEFAET , F2EWLCHISE LK R R WebEhFE FISEAH REET I
CiscoX E,

2. MERER  FHTMERBE  ISEXMEEM LR  YREAEHRERERER

Status  Rule Name Conditions (identity groups and other conditions) Permissions

GuestAccess Network Access:UsaCase EQUALS Guest Flaw GuestPermit

DunkelGuestWireless Network Access:ISE Host Name EQUALS jesse- DunkelGuestWireless
dunks

MaibockGuestWireless Metwork Access:ISE Host Mame EQLALS jesse- MaibockGuestWineless
maibock

Default DenyAccess

RECAZREMEQIIPUL  CREGKWIERES , RAURLEBR TN EATHEER,
fflan , & HFQDNZjesse-dunkel.rtpaaa.local , {EURLZ172.18.124.20, A TR AFFE
BERERAIPHEURERENRAES
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Issuer
* Friendly Name| iesse-dunkel.rtpaaa.local,jesse-dunkel.ripaaa.local,172.18.124.20,172. 18,124 20 # RTPAAA- |

Description | |
Subject CN=jesse-dunkel.rtpaaa.local

DNS Mame: jesse-dunkel.rtpaaa.local
DNS Mame: 172.18.124.20
IP Address: 172.18.124.20
Issuer DC=local DC=rtpaaa,CN=RTPAAA-SUD-CAL
Walid From Thu, 19 Dec 2013 14:00:39 EST
Valid To
(Expiration)
Serial Number 37 80 74 E7 00 00 00 00 00 14

Signature
Algorithm

Key Length 2048

Subject Alternative
Mame (SAN)

Sum, 20 Jul 2014 13:54:58 EDT

SHATWIthRSAEncryption

Protocol
EAP: Use certificate for EAP protocols that use SSLTLS tunneling

HTTPS: Use certificate to authenticate the ISE Web Portals
FHEERABBSANKE , BERTLURE ST SIP#1E172.18.124.2000URL, SERIM =
EISANR B SRR E B R Fin F A&,
3. ADNSEBEIUSANKRE , MR RTEEEMLPHCN={FE T,
4. BUMEERUAFFERAEBRRFIPAL ; ELEBEARIPHUAIDNSER |, tt ARIPHbiE
BHARERNIPH, EEFEHAERESI FADNSER, HMFEAETEZDNSERBHETH
IPibyit , T25|AIPibut B,

PRt . ERARELRNFRES  F2HAENSORE I EERRRER1.2MR.

B

TERATESR , BELNEEBRTEREEE

1. RATREMERIREMERTH , FFHREWLAN LEERISE PSNWIEF :



WLANSs > Edit ‘jesse-guest’

|'- General Security | QoS | Policy-Mapping | Advanced |

|" Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface | Enabled

Authentication Servers Accounting Servers

™ Enabled M Enabled
Server 1 | IP:172.18.124.20, Port:1812 # || IP:172.18.124.20, Port:1813 ¢ |
Server 2 | IP:172.18.124.21, Port:1812 3 || IP:172.18.124.21, Port:1813 |

2. B AFHESSID , #EISErEfE|Operation > Authentications , WEE 2 BIEE 7 EREMNZE
#HAl

HA-02-04 10: 1447513 ﬂ aQ 0 gouestll DA% M1 0acas: T2 jesse-dunis Session Sate is Starbed
140204 10:14:47 504 Q gguestill DOAG: M AAARTE  jessrwic Guestiermit jesse-dunked Authanize-Cnly sucneecerd
M14-02-04 10: 14:4F. 451 Q OO0 0000432 jessmwic jesse-dunked Cymamic Authorization succeeded
HO1A-02-04 10 14:47.475 ﬂ Q cpgue=stil Do 71 0 A8: T2 esme-cunked Gt futhenbication Passed
140204 10:14:18815 5 Q OGP 100D DTG 71000852 jemmaa-w e DunkedCumstiiirsoss  jecse-dunkel Autrertication sucoeded

HITAMAB B 17 B2 5 45 B, F DunkelGuestWireless R MlEL BE R, E&R A= E E [ Fljesse-
dunkel , S =2 % —fEISE&#. gguestO1EAEEAR , FIEEGuestPermitt) IE # S #& 5T Al #E

o

3. EEMWLCERRBEXMEER , S REAERRERBRERNER  EWLCLEEE
Monitor > Clients , A&t P MERIERMEER, BAREBERT , WLCERERBEFEERESD
i, AEEERTERRARE  BLEEFRR.

4. EFHEWLANE B T /R [0]ISE PSNRYIEFF :



WLANSs > Edit 'jesse-guest

. General | Security | QoS | Policy-Mapping | Advanced

|'- Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Radius Server Overwrite interface |_Enabled

Authentication Servers Accounting Servers

™ Enabled # Enabled
Server 1 | 1P:172.18.124.21, Port:1812 + || IP:172.18.124.21, Port:1813  + |
Server 2 | 1P:172.18.124.20, Port:1812 * || IP:172.18.124.20, Port:1813 * |

5. B AFHESSID , #£ISEF Efi ElOperation > Authentications , W E S RIEE 7 ERMNIRE
HA -

1004 10045725 A a D QouestD DCIATITL0A AN E2 jesse-maibock  Sassion State b Saned

20 14-02-04 10:0%:45. FEL o ot DA T DA AR sl GLestPommit jessn-malbock Auchore-Only summoesced
2014-02-04 10:02:45 172 {E O il 1 L o s a-mabock Dynamic Authorization suocesded
2014-07-04 10:09:45.055 a et DCiADITLI0A AR 32 pesse-rnabock  Guest Authentieation Passsd
a0z 10:0wonzes @ a DC:ATT L0 AR DCATTLOAANIE jessawic MaboGuestiingess jesspemaibock  Authenbication sucoesded

HREZIXREH , MaibockGuestWirelessiR R B RE AUEBMABE HRBEH G P, BH
#E— IR E&ljesse-dunkel ( 7ER2 ) 1l , jesse-maibock I B8 T8 & [EfEan P B IK IR AERY
GuestPermit. HﬂﬁAGuestPerrmtT&*EEE BREPLIEHERPSNHNER , AT A FERAERER
BI$HEPSNEITH HEBRE,

REREGE R

Authentication Detailsti & = — BRI AR MRIE , TRRSHRE/REBENESELSR, B
T, AEMIRE-FORE K ARE-T "HBEA JITHRARERR. FRLRERES DR
/MR R TR E .

EEEBRT , RERARSBUEETEREIED, LBV ETSHARETEHEREBNISE PSNAY
£



Overview

Event 5200 Authentication succeeded
Username DC:AD:T1:0AAA32

Endpoint Id DC:AS:T1:0AAA32

Endpoint Profile

Authorization Profile DunkelGuestWireless

AuthorizationPolicyMatchedRule DunkelGuestWireless
ISEPolicySetName GuestWireless
IdentitySelectionMatchedRule Default

Authentication Details

Source Timestamp 2014-02-04 10:14:18.79
Recelved Timestamp 2014-02-04 10:14:18.815
Policy Server jesse-dunkel

Event 5200 Authentication succeeded

KRR AR R B SR ARG |, ARARMECE (RERSKIE )

DunkelGuestWireless T Network Access:ISE Host Name EQUALS jesse-
dunkel

BiEE : X ERE , BRAEZEL AL FESSIDEER , WRWLCERE FinfkE.
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