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1. ¥ — T Policy , #A#% 12— T Policy Elements,
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3. R BAuthorization , A% 1% — TDownloadable ACLs.
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Dictionaries Conditions Results

Downloadable ACL List > myDACL

Results
Downloadable ACL
Je)
¢, = == * Name I myDACL
= = Yl
Description
v [ Authentication pu
¥ _ Authorization
* [ Inline Posture Node Profiles permit tcp any any eq 443
= permit tcp any any eq 8443
> i Profiing permit udp any any eq domain
» | Posture deny ip any any
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1. #— T Policy , #A#% & — T Policy Elements.
2. #—T "Results. o
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Authentication Policy

Define the Authentication Policy by sdecting the protocols that ISE should use 10 communicabe with the network devioes, and the dentity sources that it shoulc
Policy Type () Simple (=) Rubs-Basoed

- [ma8 ] :® F"ﬁﬁ"ﬁm allow protocols [Allowsd Protocol : Default Netwo | Blees

Dl st L Inparreal EF'I-'JD:‘ e

ldentty Source Internal Endpoints
Dptiens
[ IF suthentication laled| Relect - |
B - [poux 38 ﬁ'.qgu_; If wser nat found| Contin E - |
: 5 if process faled| Droo -1
aow peotd

| Mate: For suthentications uwing PEAP, LEAP, EAP-FAST or RADIUS MSCHAP
it i ot possibile 1o continee procesing when suthenthcation [als of user is not found,
I contind Spton o seected in these Cahit, requésts will bé relichind.
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Zrd AUTH Feetveiril A LiseCade DOLUALS: Guet Flanw wiarr3d

E S-a-GUEST loenttyCeoup - Name EQUALS. Guast PormtAcCass
ﬁ BAL Aol e Retwork AdCess-AuthenticatonStatus EQUALS Unbodwnilser Condrafvebiuth
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1. BRI AZTE, SREIERKAEIMAC,

2. B—THREBAPMER(+HE TR , B EE IR,

3. EFexpression F IR E,

. iZ#ZNetwork Access , REERTE.

. 2 — T AuthenticationStatus , A& ZEEqualsiE&E Tt

. £ 4 {48 1 P E#EUnknownUser.

. T£General Authorization B H L , 1#1EAuthorization Profile(Authorization Profile)({Z R E &4
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BE, BAEHEHSERKRAEAE, B2, —BfmARE 6 AMEBREISELRE B
PERFBRER ; Wit , MRFEAERHEEAE  AIXECARENRGEES —ERA., EX
Rl |t R A UseridentityGroup equals Guest , BB EFMEREEBRILAE.

8. M— TNRMACKABRAFERWRIELZT , RBBEE L AHBAFRA

BYEE @ LR A AMACKR AR B 2RI EFEE,
9. M AFRAUNERE, LLEHIEMIS-a-GUEST,
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1. ERERE (ARMNRERAMA ) FiEEPermitAccess.

EFEAEELgnEHE L EBESRER , ISEERBME FEMREBE2RESFMRE K ARUEH
BIMAB, ELLERYF , FRIZEER , BISERET T U RER , UBEFCRIZTFHRE
FRAE, WRARE2RAUTH, ﬁ#mNetworkAccess UseCase Equals GuestFlow, {3
FiEBwebauth1TRFE , B[ ER BTN EAFTOMABE , IERFS KRS, T
EEEMEEENEYE, LROoE—EERBERVIan0 , LEFHEEHE —EAMABE 14
ERFEH 28 7 VLAN 90,

12. ¥ — T Actions ( fiuRI1S-a-GUESTHAIKRE ) , A& 1EHEInsert new rule above.

13. AR BW AL P8 A2nd AUTH,

14, ERGBAD , Z—THEREETR , RARBEEIFEE.

15. & Network Access , A% & — T UseCase.

16. iB{ZEqualstE B IEE T,

17. ‘B #EGuestFlowE A IEEHNIEZ T,

18. EREEHE L , BHBMNF(HBER(ILRthen358) , ATHWRAEERE R,

EAXREHF | BIEIRTELERERFRERE(vVIan90), AMER LB RILERE,

R A LUEIEPermit AccessiBIESREV H EE M B RLUREI R EEHNVLANS B,

RiFI IPAEET ( TI5& )

MESBEVLAN , BRE—SEREHPCEHEIPHuL, SBEWindowsE FinNiZMHEEE,
tu%"‘zﬁuﬁ*ﬁ‘é%%zﬂAUTH%EEu ZEVLAN |, RITTLABkBI BB,

WMREDE TVLAN |, BT T Z R A IPRERT

1. ¥ — T Administration , A% 1% — T Guest Management.

2. #%&—T TSettings. o

3. RBiGuest , A% & FMulti-Portal Configuration.

4. % — T DefaultGuestPortal & AT RE B B U W B EHRFIF B,

5. #—TVlan DHCP BHEM A . MEE : BEREEARWindows®E F i,
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Settings
b e Cesenl Multi- Portal
2 Soceipr
v ) My Dvces [N Operstion: Custormization Authentaation
= L Gusat
Densin Podcy Ercabin Seff-Provaioning Fow

b o Largeage Terplate

» 5 Mk Pl Corfiguntions = AbCw Cralt LS B RN IERanT

[ e ———— _  Poequine et users B dhange pasdwornd b expiration and firsd ogn
Porad Podcy sl et Auonal] dicnaricaled Bl Pt cld
Pasdmced Prdcy T Gt waars shol b aficessd 0 50 408 ice
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Linas=gorra Pody
| Vian Dhep Rieleats (Nobe: Rislssse should ooosr oo 1o the CoA. Renew sPould be set b ooour afes e Col oooun )

* Doy b Ml :I S0nas (Vi Fange 1 W 300)
% * Dlary B COA :3 | seconds (Aslow enough delay before Cod tor S coniol o cowninad fom T sonver |
gl s QEC

PR (&K )
FPWEMERRBEE. MBTREL  FOMERBAL (R8 ),
bR BIE R — M ENMABRE.

interface G gabitEthernetl/0/12
description ISE1 - dotlx clients - UCS EthO
swi tchport access vlan 100

swi tchport nbde access

i p access-group webauth in

aut hentication order nmab
authentication priority mb
authentication port-control auto
mab

spanni ng-tree portfast

end

VLAN 1002 R LM ERWVLAN, EANERTEREREACL(G A Kwebauth) , INTRFIR

ip access-list extended webauth
permit ip any any

trEflEESRATRMBREN TR , ECRAERERRE ; Fit , B RHERHIRERE
Ky E A & AR o

EWREESF , HTTPHAHTTPSRIBEE R E S M RE ( RIEREMACL ) WERTEELET , KAISER
EAFERAEERACLEGREER). XBRBJ[LEMWESNT

ip access-list extended redirect
deny ip any host <ISE ip address>
pernmit TCP any any eq www

pernmit TCP any any eq 443

VAERBBLEBUFIEE  TREEXBHFEEVLERBE LHTERED, (Epermit ITE
o ) EAREHIFR | EHEBREENEMHTTPEHTTPSREL EBEWebEFHE @, LEHILEIER



ISE IP{uit , HELEIISENREESEANISE, MAEERRFEHED. (BFUERHF , denyT
/\ETQEL—EH/)ILEO ) ﬁﬂifﬁﬁﬂﬂﬂi%E’JHTTPﬁﬁProxy ,

EHE .
AILER ,

S—ERMERAFHTTP R LI EE [ bk, Fla,
Webfalfras , BIER &Y

E%ﬁ r_.|o

RE&-SIREXEM L RFFCoA, BE,

2HH
B A BARF A A

MREBEACLAEZEAFTAZE

STSVERRBIER TBEWeb , BT EREZHABWeb RS HEE

ISESE A58 | IR E R B F F i,

aaa server radius dynam c-aut hor
client <ISE ip address> server-key <radius shared secret>

RPBFREUAT O

ip http server

BEERBHTTPAREEHEN

BIEBHTTPSHEENEQFEEL T4

ip http secure-server

BEGTHREE

radi us-server vsa send authentication
radi us-server vsa send accounting

AR 1 R BB

. Blshow authentication session int <interface num>{&[E LA T :

01- SWB750- access#show auth sess int gil/0/12

Interface:
MAC Addr ess:
| P Address:

User - Nane:

St at us:

Domai n:

Security Policy:
Security Status:

Oper host node:

Qper control dir:

Aut hori zed By:

VI an Policy:

ACS ACL:

URL Redirect ACL:
URL Redirect:

G gabi t Et hernet 1/ 0/ 12
000f . b049. 5¢c4b

192. 168. 33. 201

00- OF- BO- 49-5C- 4B

Aut hz Success

DATA

Shoul d Secure

Unsecure

si ngl e- host

bot h

Aut henti cation Server

N A

XACSACLX- | P- nyDACL- 51519b43
redirect

https://1SE2. W aaan. com 8443/ guest port al / gat eway?

sessi onl d=C0A82102000002D8489E0E84&act i on=cwa

Session tineout:
Idle tinmeout:
Common Session | D:
Acct Session | D
Handl e:

Runnabl e met hods i st:

Met hod
mab

St at e

M - BERYE

N A

N A
C0A82102000002D8489E0E84
0x000002FA

0xF60002D9

Aut hc Success

TMABE 258 , EEEMACLRE BISEFHEZMACH I,
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REHHTEENRMBEE, BT —ETLXENNTENGTSY ; Bt , Rk EREMH

, FEESR,

Bui | di ng configuration..

Current configuration : 6885 bytes

!

version 15.0

no service pad

service tinestanps debug datetime nsec |ocaltinme showtinmezone
service tinmestanps |og datetine nmsec localtine showtinezone
no service password-encryption

!

!

boot - st art - mar ker

boot - end- mar ker

!

enabl e secret 5 $1$xqt x$VPsZHbpGrLyH EOObPpl a.
!

aaa new node

!

!

aaa group server radius newG oup

!

aaa authentication login default |oca

aaa aut hentication dotlx default group radius
aaa aut horization exec default none

aaa aut horization network default group radius

aaa server radius dynam c-aut hor
client 192.168.131.1 server-key cisco
|

aaa session-id comon

clock timezone CET 2 0

system nmtu routing 1500

vtp interface Vlan6l

udl d enabl e

nnsp enabl e

ip routing

ip dhcp binding cleanup interval 600

|

!

i p dhcp snoopi ng

i p device tracking

|

!

crypto pki trustpoint TP-sel f-signed-1351605760
enrol | nent sel fsigned

subj ect - nane cn=I OS- Sel f- Si gned- Certificate-1351605760
revocati on- check none

rsakeypair TP-sel f-signed- 1351605760

|

1

crypto pki certificate chain TP-sel f-signed-1351605760
certificate self-signed 01

2

EZ4

Z



30820245
31312F30
69666963
35385A17
4F532D53
30353736
8100B068
D211EC23
B5925E04
92317B2E
DA410203
551D1104
16801457
04145701
01010405

308201AE
2D060355
6174652D
0D323030
656C662D
3030819F
86031732
77734A5B
AB46F740
75D6AB18
010001A3
11300F82
D1216AF3
216AF3FO0
00038181

A0030201
04031326
31333531
31303130
5369676E
300D0609
E73D2FAD
7D7E5684
1C9AC0D9
04AC7E14
6D306B30
0D69696C
F0841465
8414653D
0014DC5C

dot 1x system auth-contro

dot1x critica

eapo

02020101
494F532D
36303537
30303030
65642D43
2A864886
05795D6D
388AD095
6C829511
3923D3AC
0F060355
796E6173
3DDDD4CO
DDD4COD0
2D19D7E9

errdi sabl e recovery cause bpduguard
errdi sabl e recovery interval 60

spanni ng-
spanni ng-
spanni ng-
spanni ng-
spanni ng-

vl an interna

I'1dp run
!

tree nmode pvst
tree | ogging

tree portfast bpduguard default
tree extend systemid
tree vian 1-200 priority 24576

interface FastEthernet0/2
swi tchport access vlan 33
swi tchport node access

aut henti cation order mab

aut hentication priority mab
aut henti cation port-contro

mab

spanni ng-tree portfast

interface VI an33
i p address 192.168. 33.2 255.255.255.0

aut o

ip default-gateway 192.168.33.1
ip http server
ip http secure-server

300D0609
53656C66
3630301E
305A3031
65727469
F70D0101
402CEG0A
67354C95
D9C5308F
OF19BC6A
10130101
2D333536
DO8E06C5
8E06C598
CB3ESECE

al l ocati on policy ascending

iproute 0.0.0.0 0.0.0.0 192.168.33.1

ip access-list extended MY_TEST
pernmit ip any any
ip access-list extended redirect
deny ip any host 192.168.131.1

permit tcp any any eq ww
pernmit tcp any any eq 443
ip access-list extended webAut hLi st
pernmit ip any any

2A864886
2D536967
170D3933
312F302D
66696361
01050003
BO3D4A88
92FDOS5E3
13CAEA86
816E6FA4
FF040530
302E301F
9890D530
90D5300D
F7CF2185

F70D0101
6E65642D
30333031
06035504
74652031
818D0030
C98C3F54
F3385391
AF96A94E
5F08CDA5
030101FF
0603551D
1D060355
06092A86
32D8FE70

04050030
43657274
30303033
03132649
33353136
81890281
0982911D
8AB9AB66
CD57B565
BO5D334F
30180603
23041830
1DOE0416
4886F70D
405CAA03



1
ip sla enable reaction-alerts

I oggi ng esm config

I oggi ng trap warni ngs

logging facility auth

| oggi ng 10. 48. 76. 31

snnp-server comunity c¢3560public RO
snnp- server comunity c3560private RW
snnp-server comunity private RO

radi us-server host 192.168.131.1 auth-port 1812 acct-port 1813 key cisco
radi us-server vsa send authentication
radi us-server vsa send accounting

1

1

!

privilege exec |level 15 configure termna
privilege exec |level 15 configure
privilege exec |level 2 debug radius
privilege exec |level 2 debug aaa
privilege exec |level 2 debug

1

line con O

line vty 0 4

exec-timeout 0 O

password Giscol23

aut hori zati on commands 1 MyTacacs

aut hori zati on commands 2 MyTacacs

aut hori zati on commmands 15 MyTacacs

aut hori zati on exec MyTacacs

| ogi n aut henticati on MyTacacs

line vty 5 15

1

ntp server 10.48.76.33

end
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ip http port 8080
ip port-map http port 8080
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FEFIRPCHAALHITMAB, MACHE IR , RUILISEASEE [ B #HO B, FHEERER
v, BEE#HEM,
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EISEH 5T BT , MABS O RFERRE BFES. #AKRA , EEHMACH TS RE
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