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HOY 1.8l a0 "ISES Sé...@C1h®4,28™ 8%« hE e« C™»4... ¥4 °ISE GUIA, | §°Z&2e1> Administration >
System > Maintenance > Repository. G, T84 Ea8E%08, €3 < Addd, 1/4ES), 308-090€ECTOEE,



whal |dentity Services Engine Home  » ContextVisibiity ~ » Operations  » Policy | [T cued

~ System | » |dentity Management  » Metwork Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng I + Maintenance I Upgrade » Backup & Restore  » Admin Access  » .
o
Patch Management Repository List

Repository

J/ Edit | 5=Add | <=Generate Key pairs g Export public key = J€ Delete [ Validate
[] Repository Name ~  Protocol Host

Operational Data Purging

BHEOY 2.50Q € 334> Repository Name €€, 22" FTP 820, 2@ "a®SAE, ¢, 9334EE ... ¥ Server Name, Path, User
Name,& (E PasswordiVATEG, a3 EaaE%o08, €3, < Submitd, 1VAES], 808-8%0€CCSE,

‘el Identity Services Engine Home » Context Visibility » Operations b Policy ~ Administration

b Identity Management  » Metwork Resources  » Device Portal Management  pxGrid Services

Deployment Licensing » Certificates  » Logging | ~Maintenance | Upgrade » Backup & Restore  » Admin Access
o

Repository List = Add Reposito
Patch Management P i g Y

Repository Configuration

Repository

' Repository Name | FTP-Repo

Operational Data Purging

* Protocol | FTP -

Location

* Server Name | 10.106.37.174 |

*Path |/ |

Credentials

* User Name | ftpuser |

* Password

ST | cancel |
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ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository FTP-Repo
ise/admin(config-Repository)# url ftp://10.106.37.174/

ise/adminconfig-Repository)# user <Username> password plain <Password>
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#
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OV L.el@ak” ISEéSé...Qsz@é,,zé“é°«'|'%CEé«<gT""»é...¥éA°ISE GUIa, ;| 4°7&"2&+ Administration >
System > Maintenance > Repository. G, 11a¥4Ea8E%08, €3, < Addd, 1V4ES], d0e-90€CCEE,
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= System | » Identity Management  » Metwork Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing v Certificates  » Loggng | - Maintenance | Upgrade » Backup & Restore b Admin Access b
o

Patch Management Repository List

Repository

__'a Edit :[Fm:ld :'I}-Generate Key pairs gl Export publickey =~ 3¢ Delete ) validate

Operational Data Purging

[] Repository Name « | Protocol Host

BHEOY 2.0 € 334> Repository Name €€, 2" sFTP 20, (3@ " A®SAE, ¢, 91334EE ... ¥ Server Name, Path, User
Name,& (E PasswordiVATEG, 8y EaaE%08, €3, < Submitd, IVAES], 808-8%0€CCSE,



il |dentity Services Engine Home v Context Visibility » Operations » Policy - Administration

= 3ystem | » ldentity Management ¢ Network Resources  » Device Portal Management  px(Grid Services

Deployment Licensing » Certificates  » Logging | * Maintenance I Upgrade  » Backup & Restore  » Admin Access  »
o

Repository List > Add Repository
Repository Configuration

Patch Management

Repository

* Repository Name ' SFTP-Repo
Operational Data Purging )

* Protocol || SFTP =]

Location

* Server Namq | 10.106.37.34

*Patr| |/

Credentials

* Enable PKI authentication [}

* User Name | | pan
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Host key of sftp server must be added through CLI using "crypto host_key add' exec command before this
repository can be used. Also ensure that the host key string matches the host name used in the URL of the
repository configuration.

aé£é©Y4.é€§éOZSSH(;T""»é...¥éA°IS E(;_€é»2g§,,CLIé: : a1/2¢gl, A'Yhann crypto host_key add host <ip address of the
server> 38-"a074 »a80Y ét é °&€,

ise/admin# crypto host_key add host 10.106.37.34
host key fingerprint added
Operating in CiscoSSL FIPS mode

# Host 10.106.37.34 found: line 1
10.106.37.34 RSA SHA256:exFnNITDhafaNPFr35x6kC1pROiTP6xS+LBmtIXPfnk
ise/admin#
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ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository SFTP-Repo
ise/admin(config-Repository)# url sftp://10.106.37.34/

ise/adminconfig-Repository)# user <Username> password plain <Password>
ise/admin(config-Repository)# exit

ise/admin(config)# exit
ise/admin#
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BHOY L.El@&ce 'ISES S6...@C1h®4,%8 8%« AR« C™»4... ¥4 °ISE GUIA, ! §°Z&°2&+> Administration >
System > Maintenance > Repository. G, 84 Ea8E%04, €3 «<FEEAddEEQi1AES |, «dce-%o€¢RCaE,

hutl |dentity Services Engine Home  » ContextVisbilty  » Operations  » Poiicy | [EENTERcd

- System | » ldentity Management  » Metwork Resources ¢ Device Portal Management  pxGrid Services

Deployment  Licensing b Certificates  » Loggng | = Maintenance | Upgrade » Backup & Restore b Admin Access b
0

Patch Management Repository List

Repository

/7 Edit | oAdd | =l Generate Key pairs gl Export public key = 3 Delete JValidate

Operational Data Purging

[ ]| Repository Name « | Protocol Haost

BHEOY 2.20Q € 534> Repository Name €€ 22"F NFs &Y408;, %@ "a®S3€, ¢, 91334 Ee%,3...¥ Sever Name & (E
Pathiy/ACEC,, 8% Ea8E%04, €3, « submitd, 1V/4ES], d0e-290€CC3E,



‘osce’  Identity Services Engine Home  » ContextVisibilty  » Operations  » Policy

~ System I b ldentity Management  » Network Resources  » Device Portal Management  pxGrid Service:

Deployment Licensing » Certificates » Logging I * Maintenance I Upgrade » Backup & Restore
<

Patch Management Repository List > Add Repository

- Repository Configuration
Repository I

* Repository Name | NFS-Repo
Operational Data Purging

I * Protocal | NFS 'l

Location

* Server Name | 10.106.37.200

* Path | /nfs-repo
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ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository NFS-Repo
ise/admin(config-Repository)# wurl nfs://10.106.37.200:/nfs-repo
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#
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OV L.el@ak” ISEé,gé...Qsz@é,,zé"é°«'|'%CEé«<gT""»é...¥éA°ISE GUIa, 4°7&"2&+ Administration >
System > Maintenance > Repository. G, 118¥4Ea8E%08, €3, <« Addd, 1V4ES], d0e-960€CCEE,
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« System | » ldentity Management  » Metwork Resources ¢ Device Portal Management  pxGrid Services

Deployment  Licensing  » Certificates  » Loggng | = Maintenance | Upgrade  » Backup & Restore  » Admin Access  »

Patch Management Repository List

Repository

/7 Edit | S=Add | == Generate Key pairs gl Export public key = € Delete ) Validate

Operational Data Purging
[ ]| Repository Name « | Protocol Haost

BHEOY 2.2 € 334> Repository Name €€ 22"+ DISK dv40e;, °a@"a®SAE, ¢, N334 EE A... ¥ Pah
G, 18YEaE%08 €4, < submitd, iVAES), 80e-a9%0ECHOAE,

"tsey Identity Services Engine Home » Context Visibility » Operations » Policy

I ~ System | » |dentity Management » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing » Certificates  » Logging | ~ Maintenance I Upgrade » Backup & Restore
o

Patch Management Repository List > Add Repository
Repository Configuration

I Repository
* Repository Name | Local-Repo

Operational Data Purging

* Protocol m

Location

*Path |/
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EEQEQZ SSH ¢(™»4... ¥ ISE ¢ €6»7¢3, CLITEC, N8%4ESY-&{ES 3" —8"128»nilas

ise/admin#

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config)# repository Local-Repo
ise/admin(config-Repository)# url disk:/
ise/admin(config-Repository)# exit

ise/admin(config)# exit

ise/admin#
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el@avzic’” GUIE©—&%03,28” 8%« T4Ee«<3°Z& 233 Administration > System > Maintenance >
Repository[VAEE€,2"+3,°a"3°«i14(E¢, 9 a34E e E %08 €38 < Validated, 1VAES!, 808-09%0E€CLCAE,

"teehe Identity Services Engine Home » Context Visibility » Operations » Policy I ~ Adn

b Identity Management  » Network Resources  » Device Portal Management  pxGrid Services

Deployment  Licensing  » Cerlificates  » Logging IvMaintenanc& I Upgrade » Backup & Restore »

o
Patch Management Repository List
Repository I
/) Edit =j=Add <= Generate Key pairs B> Export public key )€ Delet:
Operational Data Purging
Repository Name a Protocol Host
FTP-Repo ftp 10.106.37

%08, €8, &Y/AE validatelVAER "&¢...6 "C€*a Q- Repository validated successfully
Quid, S8, €Y ¢aet%o/AES), doe-a90ECHCAE,

; Server Response
Repository validated successfully
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@ &%7CLIEO—&%08,28" 8« «EE€5E @ 7ZSSHC™»4... ¥4 °ISEC €6»73, ! 623" V28»H show

repository <name of the repository>.&' ¥28»0¢S, 84 afed —atoalta, 24 8«8, & a0e'cS, a8 oy &€

ise/admin#

ise/admin# show repository FTP-Repo
Config-Backup-CFG10-200307-1043.tar.gpg
ise/admin#

C— &Ffae/’ 68F

~
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el@ace"ISES S&%:20! 3,287 8% e« " 8»¥aE 2% 80 | 1143

<#root>
ise-1/pan#

debug copy 7
ise-1/pan#

debug transfer 7

ise-1/pan#

ise-1/pan# 6 [25683]:[info] transfer: cars_xfer.c[220] [system]: ftp dir of repository FTP-Repo requeste

7 [25683]:[debug] transfer: cars_xfer_util.c[2017]
[25683] : [debug] transfer: cars_xfer_util.c[2029]
[25683] : [debug] transfer: cars_xfer_util.c[2040]
[25683] : [debug] transfer: cars_xfer_util.c[1928]
[25683] : [debug] transfer: cars_xfer_util.c[1941]
[25683] : [debug] transfer: cars_xfer_util.c[1962]
[25683] : [debug] transfer: cars_xfer_util.c[1966]
[25683] : [debug] transfer: cars_xfer_util.c[1972]
[25683] : [debug] transfer: cars_xfer_util.c[1976]

NO O NN NNNNN

o020 C" THES ! ,8 @Y0ECH TS

ise-1/pan#

ise-1/pan# no debug copy 7
ise-1/pan# no debug transfer 7
ise-1/pan#

[system]:
[system]:
[system]:
[system]:
[system]:
[system]:
[system]:
[system]:
[system]:
[25683]:[info] transfer: cars_xfer.c[13@0] [system]: ftp copy out of /opt/backup/backup-Config-Backup-:
[25683]:[info] transfer: cars_xfer_util.c[787] [system]: curl version: libcurl/7.29.0 OpenSSL/1.0.2s :
[25683] : [debug] transfer: cars_xfer_util.c[799] [system]: full url is ftp://10.106.37.174/ISE/Config-I

ftp get dir for repos FTP-Repo
initializing curl

full url is ftp://10.106.37.174/ISE/
initializing curl

full url is ftp://10.106.37.174/1ISE/Config-
res: 0

res: 0----- filetime Config-Backup-CFG10-20¢
filetime Config-Backup-CFG10-200307-1043.t:
filesize Config-Backup-CFG10-200307-1043.t:
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‘tieh’  Identity Services Engine Home  » ContextVisibilty |JRde il @ Policy  » Administration

¥ RADIUS  Threat-Centric NAC Live Logs  » TACACS I ~ Troubleshoot I Reports

| - Diagnostic Tools I Download Logs

<]
= General Tools TCP Dump
RADIUS Authentication Trouble. .. Monitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Network Device Comm... status B Stopped | 5L

Evaluate Configuration Validator

Host Mame ise-1
Fosture Troubleshooting

EndPoint Debug

I TCP Dump

Session Trace Tests

Network Interface I GigabitEthernet 0

Promiscuous Mode  © On Off

¥ TrustSec Tools Filter ip host 10.106.37.174

Example: 'ip host helios and not iceburg’

Format | Raw Packet Data

el @es c(™Muboete! @ 0! (35,8,2878%(S,8 £3% @ et @ilEe«E°7& &+ Administration > System >
o 2 O ~

Maintenance > Repository|/4E€€p " 13,3 é°«'I%CE§,,ﬂ é%CE&CE%oéﬁa,( validate.G, (834EA°Z& %13 Operations >
Troubleshoot > Diagnostic tools > TCP DumpiY4Ea8E%08, €4, <

StoplVAEA, |8, «&V/ o3 tee-TMAE... 0@ cO* 1 EAS |, d0e-2%0€CHFE,



‘tses’  Identity Services Engine Home » Context Visibility » Policy » Administration

» RADIUS  Threat-Centric NAC Live Logs  » TACACS | = Troubleshoot] Repors

+ Diagnostic Tools I Download Logs

o
= General Tools TCP DLII'I'"I[J
RADIUS Authentication Trouble. .. Monitor the packet headers on the network and save to a file (up to 5 Minutes)
Execute Metwork Device Comm... staus B Stopped m
Evaluate Configuration Validator
Host N isg-1 ~
Posture Troubleshooting e == L
SR CRE Sl Network Interface GigabitEthernet 0
TCP Dump I )
Session Trace Tesls Promiscuous Mode ien o
¢ TrustSec Tools Filter ip host 10.106.37.174

Example: 'ip host helios and not iceburg'

Format Raw Packet Data ;
Dump File
Last created on Tue Apr 21 07:37:24 IST 2020
FileSize : 9062 bytes |
Format : Raw Packet Data
Host Name : ise-1

Metwork Interface :  GigabitEthernet 0
Promiscuous Mode - On
Filter : ip host 10.106.37.174
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