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æ¥é©Ÿ1.è¦�åœ¨ISEä¸Šé…�ç½®å„²å˜åº«ï¼Œè«‹ç™»å…¥åˆ°ISE GUIä¸¦å°Žèˆªè‡³ Administration > 

System > Maintenance > Repository.ç„¶å¾ŒæŒ‰ä¸€ä¸‹ Addä¸ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚



æ¥é©Ÿ2.æ��ä¾› Repository Name é�¸æ“‡ FTP ä½œç‚ºå�”å®šã€‚ç„¶å¾Œè¼¸å…¥ Server Name, Path, User 

Name,å’Œ Passwordï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹ Submitä¸ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚
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 é€šé�ŽSSHç™»å…¥åˆ°ISEç¯€é»žçš„CLIä¸¦é�‹è¡Œé€™äº›å‘½ä»¤ã€‚

 

ise/admin# 
ise/admin# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
ise/admin(config)# repository FTP-Repo 
ise/admin(config-Repository)# url ftp://10.106.37.174/ 
 
ise/adminconfig-Repository)# user <Username> password plain <Password> 
ise/admin(config-Repository)# exit 
ise/admin(config)# exit 
ise/admin#
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æ¥é©Ÿ1.è¦�åœ¨ISEä¸Šé…�ç½®å„²å˜åº«ï¼Œè«‹ç™»å…¥åˆ°ISE GUIä¸¦å°Žèˆªè‡³ Administration > 

System > Maintenance > Repository.ç„¶å¾ŒæŒ‰ä¸€ä¸‹ Addä¸ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚

æ¥é©Ÿ2.æ��ä¾› Repository Name é�¸æ“‡ SFTP ä½œç‚ºå�”å®šã€‚ç„¶å¾Œè¼¸å…¥ Server Name, Path, User 

Name,å’Œ Passwordï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹ Submitä¸ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚



æ¥é©Ÿ3.åœ¨æ‚¨ä¹‹å¾Œcèˆ”ä¸€ä¸‹ Submit,a 
ç³»çµ±å°‡é¡¯ç¤ºå½ˆå‡ºæ¶ˆæ�¯ã€‚è©²æ¶ˆæ�¯æ��ç¤ºæ‚¨ä½¿ç”¨CLIæ–°å¢žSFTPä¼ºæœ�å™¨çš„ä¸»æ©Ÿé‡‘é‘°ï¼Œå¦‚ä¸‹åœ–æ‰€ç¤ºã€‚

æ¥é©Ÿ4.é€šé�ŽSSHç™»å…¥åˆ°ISEç¯€é»žçš„CLIä¸¦ä½¿ç”¨å‘½ä»¤ crypto host_key add host <ip address of the 

server> æ–°å¢žä¸»æ©Ÿé‡‘é‘°ã€‚

 

ise/admin# crypto host_key add host 10.106.37.34 
host key fingerprint added 
Operating in CiscoSSL FIPS mode 
 
# Host 10.106.37.34 found: line 1 
10.106.37.34 RSA SHA256:exFnNITDhafaNPFr35x6kC1pR0iTP6xS+LBmtIXPfnk 
ise/admin#
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é€�é�Ž SSH ç™»å…¥ ISE ç¯€é»žçš„ CLIï¼Œç„¶å¾ŒåŸ·è¡Œä¸‹åˆ—å‘½ä»¤ï¼š

 

ise/admin# 
 
ise/admin# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
ise/admin(config)# repository SFTP-Repo 
ise/admin(config-Repository)# url sftp://10.106.37.34/ 
 
ise/adminconfig-Repository)# user <Username> password plain <Password> 
ise/admin(config-Repository)# exit 
ise/admin(config)# exit 
ise/admin# 
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æ¥é©Ÿ1.è¦�åœ¨ISEä¸Šé…�ç½®å„²å˜åº«ï¼Œè«‹ç™»å…¥åˆ°ISE GUIä¸¦å°Žèˆªè‡³ Administration > 

System > Maintenance > Repository.ç„¶å¾ŒæŒ‰ä¸€ä¸‹ã€ŒAddã€�ï¼Œå¦‚ä¸‹åœ–æ‰€ç¤ºã€‚

æ¥é©Ÿ2.æ��ä¾› Repository Name é�¸æ“‡ NFS ä½œç‚ºå�”å®šã€‚ç„¶å¾Œè¼¸å…¥ Server Name å’Œ 
Pathï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹ Submitä¸ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚
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é€�é�Ž SSH ç™»å…¥ ISE ç¯€é»žçš„ CLIï¼Œç„¶å¾ŒåŸ·è¡Œä¸‹åˆ—å‘½ä»¤ï¼š

 

ise/admin# 
 
ise/admin# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
ise/admin(config)# repository NFS-Repo 
ise/admin(config-Repository)#  url nfs://10.106.37.200:/nfs-repo 
ise/admin(config-Repository)# exit 
ise/admin(config)# exit 
ise/admin#
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æ¥é©Ÿ1.è¦�åœ¨ISEä¸Šé…�ç½®å„²å˜åº«ï¼Œè«‹ç™»å…¥åˆ°ISE GUIä¸¦å°Žèˆªè‡³ Administration > 

System > Maintenance > Repository.ç„¶å¾ŒæŒ‰ä¸€ä¸‹ Addä¸ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚



æ¥é©Ÿ2.æ��ä¾› Repository Name é�¸æ“‡ DISK ä½œç‚ºå�”å®šã€‚ç„¶å¾Œè¼¸å…¥ Path 
ç„¶å¾ŒæŒ‰ä¸€ä¸‹ Submitä¸ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚
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é€�é�Ž SSH ç™»å…¥ ISE ç¯€é»žçš„ CLIï¼Œç„¶å¾ŒåŸ·è¡Œä¸‹åˆ—å‘½ä»¤ï¼š

 

ise/admin# 
 
ise/admin# configure terminal 
Enter configuration commands, one per line. End with CNTL/Z. 
ise/admin(config)# repository Local-Repo 
ise/admin(config-Repository)# url disk:/ 
ise/admin(config-Repository)# exit 
ise/admin(config)# exit 
ise/admin#

 

æ³¨æ„�ï¼šæœ¬åœ°å„²å˜åº«å°‡è³‡æ–™æœ¬åœ°å„²å˜åœ¨ISEç£�ç¢Ÿä¸Šã€‚
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ä½¿ç”¨GUIé©—è‰

è¦�ä½¿ç”¨GUIé©—è‰å„²å˜åº«ï¼Œè«‹å°Žèˆªè‡³ Administration > System > Maintenance > 

Repositoryï¼Œé�¸æ“‡å„²å˜åº«ï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹ Validateä¸ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚

æŒ‰ä¸€ä¸‹å¾Œ Validateï¼Œæ‚¨å¿…é ˆç�²å�– Repository validated successfully 
guiä¸Šçš„éŸ¿æ‡‰ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚

ä½¿ç”¨CLIé©—è‰



è¦�å¾žCLIé©—è‰å„²å˜åº«ï¼Œè«‹é€šé�ŽSSHç™»å…¥åˆ°ISEç¯€é»žä¸¦é�‹è¡Œå‘½ä»¤ show 

repository <name of the repository>.å‘½ä»¤çš„è¼¸å‡ºåˆ—å‡ºäº†å„²å˜åº«ä¸å˜åœ¨çš„æª”æ¡ˆã€‚

 

ise/admin# 
ise/admin# show repository FTP-Repo 
Config-Backup-CFG10-200307-1043.tar.gpg 
ise/admin#

 

ç–‘é›£æŽ’è§£

è¦�åœ¨ISEä¸Šèª¿è©¦å„²å˜åº«ï¼Œè«‹ä½¿ç”¨ä»¥ä¸‹èª¿è©¦ï¼š

 
<#root>

ise-1/pan# 

debug copy 7

ise-1/pan# 

debug transfer 7

ise-1/pan# 
ise-1/pan# 6 [25683]:[info] transfer: cars_xfer.c[220] [system]: ftp dir of repository FTP-Repo requested 
7 [25683]:[debug] transfer: cars_xfer_util.c[2017] [system]: ftp get dir for repos FTP-Repo 
7 [25683]:[debug] transfer: cars_xfer_util.c[2029] [system]: initializing curl 
7 [25683]:[debug] transfer: cars_xfer_util.c[2040] [system]: full url is ftp://10.106.37.174/ISE/ 
7 [25683]:[debug] transfer: cars_xfer_util.c[1928] [system]: initializing curl 
7 [25683]:[debug] transfer: cars_xfer_util.c[1941] [system]: full url is ftp://10.106.37.174/ISE/Config-Backup-CFG10-200307-1043.tar.gpg 
7 [25683]:[debug] transfer: cars_xfer_util.c[1962] [system]: res: 0 
7 [25683]:[debug] transfer: cars_xfer_util.c[1966] [system]: res: 0-----filetime Config-Backup-CFG10-200307-1043.tar.gpg: Sat Mar  7 10:55:39 2020 
7 [25683]:[debug] transfer: cars_xfer_util.c[1972] [system]: filetime Config-Backup-CFG10-200307-1043.tar.gpg: Sat Mar  7 10:55:39 2020 
7 [25683]:[debug] transfer: cars_xfer_util.c[1976] [system]: filesize Config-Backup-CFG10-200307-1043.tar.gpg: 181943580 bytes 
6 [25683]:[info] transfer: cars_xfer.c[130] [system]: ftp copy out of /opt/backup/backup-Config-Backup-1587433372/Config-Backup-CFG10-200421-0712.tar.gpg requested 
6 [25683]:[info] transfer: cars_xfer_util.c[787] [system]: curl version: libcurl/7.29.0 OpenSSL/1.0.2s zlib/1.2.7 libidn/1.28 libssh2/1.4.2 
7 [25683]:[debug] transfer: cars_xfer_util.c[799] [system]: full url is ftp://10.106.37.174/ISE/Config-Backup-CFG10-200421-0712.tar.gpg

 

èª¿è©¦å·²ç¦�ç”¨ï¼Œå¦‚ä¸‹æ‰€ç¤ºï¼š

 

ise-1/pan# 
ise-1/pan# no debug copy 7 
ise-1/pan# no debug transfer 7 
ise-1/pan# 

 

è¦�ç¢ºä¿�ISEèˆ‡å·²é…�ç½®å„²å˜åº«ä¼ºæœ�å™¨ä¹‹é–“æ£ç¢ºé€šè¨Šï¼Œè«‹å¾žISE 
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å°Žè¦½è‡³Operations > Troubleshoot > Diagnostic tools > TCP Dumpã€‚1. 
åœ¨ã€Œç¯©é2. 



�¸å™¨ã€�ä¸è¼¸å…¥é�©ç•¶çš„å€¼ï¼Œç„¶å¾Œé�¸æ“‡ã€Œæ ¼å¼�ã€�ã€‚
æŒ‰ä¸€ä¸‹ã€ŒStartï¼ˆé–‹å§‹ï¼‰ã€�ã€‚3. 

è¦�è§¸ç™¼éœ€è¦�æ¸¬è©¦çš„å„²å˜åº«çš„ä¸€äº›æµ�é‡�ï¼Œè«‹å°Žèˆªè‡³ Administration > System > 

Maintenance > Repositoryï¼Œé�¸æ“‡å„²å˜åº«ï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹ Validate.ç„¶å¾Œå°Žèˆªè‡³ Operations > 

Troubleshoot > Diagnostic tools > TCP Dumpï¼ŒæŒ‰ä¸€ä¸‹ 
Stopï¼Œä¸¦ä¸‹è¼‰è³‡æ–™åŒ…æ�•ç�²ï¼Œå¦‚åœ–æ‰€ç¤ºã€‚
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