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Cisco NCS application
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Location APl via
SOAP/XML over

Cisco Wireless LAN
Controller

Mobility Services
Engine |MSE)

Cisco Catalyst
Switch

Acive  Clint ~ Chokepoint
Wireless Network Devices RFID Tag

HEASMSEEISERE S 28] , MSELZARREIEST , EERE :

1. EEBMSEF B EIPrime BB R |, Y HRELRK

2. EERMACASIR I B FE ERAERRE FimiR it

3. ZBTEPrime R Ei B ¥ MR

4, MSPEEMSEMWLC 2 B FERZ A Zh ( WLCH %] EAY Tshow nmsp status, )

HUERES , BER—ERE2E

I Site Maps ZTITET — Select a command - %
Show:  Type Status "~ Incomplete @ Total Entries 5
- n D Radios with 5 n G
Name Type 4~ Incomplete Total APs a/n/ac Radios b/g/n Radios Critical Alarms Wireless Clients “ Status
System Campus Campus/Site 2 2 2 0 1
Unassigned Campus/Site 0 0 0 0 0
System Campus > Pegasus3 Building 2 2 2 0 1
() System Campus > Pegasus3 > Floorl Floor Area 2 2 2 0 1
() System Campus > Pegasus3 > Floor2 Floor Area 0 0 0 0 0
Total Entries 5
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# = Network Resources , Location Services , A% HiEadd A FEMSE,

BLSIMRAE AR , BALRAEER , EUBBmacit it EHEFiRLE

Location Servers list > New Location Server
Location Server

* Name | mse |

Description | |

* Hostname/IP |10.48.39.241 | i

* User Name | admin |

* Password | ssssssses |

* Timeout Seconds (range 1-60)

Troubleshooting

Test Server | Test | Working

Find Location by MAC Address | 94:DB:C9:01:49:13 | ) Foundin:
System Campus#Pegasus3#Floor1

suome JWETT

T—FRED "NE, &, RRE—T "ENEH. . ERAFFISERMSEREEZENEE , A fE
HEISERTHA , BUURFEADER,

Location Tree

Checked locations will be available for ISE access policy. Unchecked locations will be hidden.
It is recommended to update the tree before hiding locations.
Hidden locations will remain hidden even when the tree is updated.

Update tree from
Get Update location servers

Save Reset

= % Expand All Y Filter v e 24
— | Name Description MSE Data Source

Unassigned mse (]

v System Campus mse (4

» Pegasus3 mse (2

RUERE

B MMSE:Map Location R 7E o] R R KB
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Status  Rule Name Conditions (identity groups and other conditions) Permissions
V4 Wireless_Floor1 Wireless_802.1X MSE:MapLocation EQUALS System PermitAccess Edit | v
Campus#Pegasus3#Floor1
V4 Wireless Wireless_802.1X DenyAccess Edit| v

Floor1 A B9 { F & FERZRES0 1T B DB 3%
EPESORBHFMAEAPED ERNEERERIUKMAP Location B %

Overview
Event 5200 Authentication succeeded
Username bastien-96 &
Endpoint Id 94:DB:C9:01:49:13 &
Endpoint Profile Unknown
Authentication Policy Default >> Dot1X >> Default
Authorization Policy Default >> Wireless_Floor1
Authorization Result PermitAccess
NAS Port Type Wireless - IEEE 802.11
Authorization Profile PermitAccess

Posture Status
Security Group

MapLocation System Campus#Pegasus3#Floor1

A EARRER , MRKRER—EESRDHEE—EESE , ITSEEESHRE. NRERKE
REBE , WERBEENREECOA , BALEREEEERTRARIZER  RREKSSIER
E-RUEBEER. FAR , EWTEERNREBERE.



Authorization Profiles > New Authorization Profile

Authorization Profile

*Name | location_profile]

Description

" Access Type | ACCESS_ACCEPT v

Network Device Profile | Cisco w | i

Service Template

Track Movement

«

RER AR

HRELTheE |, ISEREIFFERHE  BR , MRMSEEZKIKE , ARG HBRAKXKZSHEE,
EREMSERERT EMHMN —LEE !

1 — BREAEEEFEHNWLCEMSE ISERE 7T EMHINMSPEL :

(b2504) >show nnmsp status
MSE | P Address Tx Echo Resp Rx Echo Req Tx Data Rx Dat a

10. 48. 39. 241 3711 3711 15481 7

WMRRE , ANERBAEE

http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Borderless Networks/Unified Access/C
MX/CMX_ Troubleshooting.pdf

2 — MEMSERTREARMKE

[root @oc-server ~]# service nsed status

Total Active Elenents(Wreless Clients, Tags, Rogue APs, Rogue Clients, Interferers, Wred


/content/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/CMX/CMX_Troubleshooting.pdf
/content/en/us/td/docs/solutions/Enterprise/Borderless_Networks/Unified_Access/CMX/CMX_Troubleshooting.pdf

Clients): 29

Active Wreless Cients: 29
Active Tags: O

Active Rogue APs: 0

Active Rogue Cients: O
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