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admin/policy-set

BE {8 FH OpenAPIiR F &%
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<tfroot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name__=="__main

url ="

https://10. 106. 33. 92/ api / vl/ policy/ devi ce-adm n/ pol i cy- set

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(



"Api Admi n", "Adm nl23"

)
response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:'")
print(response.status_code)
print("Expected Outputs:')
print(response.json())
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Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{'default”: True, 'id": '41ed8579-429b-42a8-879e-61861ch82bbf', 'name’: 'Default’, 'descr
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URL https://<ISE-PAN-IP>/api/v1/policy/device-
admin/policy-set/< X & £&£ 19 1D>/authentication
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<#froot>

from requests.auth import HTTPBasicAuth
import requests

reguests.packages.urllib3.disable_warnings()

if _name__=="__main

url ="

https://10.106. 33. 92/ api / vl/ policy/ devi ce-adm n/ policy-set/41ed8579- 429b- 42a8- 879e-61861cb82bbf/ aut hent i

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

"Api Admi n", "Adm nl123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:™)



print(response.json())
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Return Code: 200 Expected Outputs: {'version': '1.0.0', 'response’: [{'rule’: {'default: True, 'id": '73461597-0133-45ce-b4ch-6511ce56f262', ‘name’: 'Default
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Content-Type : application/json
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device-admin-api-controller s devceadmaar W
network-access-api-controller meneworkaccess a5 W
Device Administration - Command Sets hd
Device Administration - Conditions R
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Device Administration - Identity Stores e
Device Administration - Network Conditiens W
Device Administration - Policy Sets 4
Device Administration - Authorization Global Exception Rules A
Device Administration - Authentication Rules A4
ll]evice Administration - Authorization Rules I a
I.f-apl,.fv'l,-’po'.x.(.y.fde\u.ce-:d-u'\,n’pol1cy-sl:t,n’\'pulxcyjd},a'auﬂmru:tlonl:‘--- 4 Aderin - Gat wsshorization s AR

Se1 authorzation rukes.

API URI

SR 3ERPythonRIBH —ERHl, ERIBE RSB, BRISEIP, FAEZBARGB. BEAE
#1TWpythontE R,
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<#root>

from requests.auth import HT TPBasicAuth import requests requests.packages.urllib3.disable warnings() if __name _=="__main_ ":url ="
https://10. 106. 33. 92/ api / vl/ policy/ devi ce-admi n/ pol i cy-set/41ed8579- 429b- 42a8- 879e- 61861cbh82bbf / aut hori 2
" headers = {

"Accept": "application/json", "Content-Type": "application/json"

} basicAuth = HTTPBasicAuth(

"Api Adm n", "Adm nl23"



) response = requests.get(url=url, auth=basicAuth, headers=headers, verify=False) print("Return Code:")
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Return Code:

200

Expected Outputs:

{'version’: '1.0.0', 'response’: [{'rule": {'default”: True, 'id": '39d9f546-e58¢-4f 79-9856-c0a244b8a2ae’, ‘'name'”: 'Default’, 'hitCounts': 0, ‘rank’: 0, 'state’: ‘enabl
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URL https://<ISE-PAN-IP>/api/v1/policy/network-
access/policy-set

BFE {# FiOpenAPItR F B i,

= #% . application/json

Content-Type : application/json

TR 2EHANRERISEISEEBEANURL,

|Network Access - Policy Sets | ~
Ijapi.fv:l..-’policy.f'nctww‘k-ac:uss}poh’:y- set '\'et.'.'c'?: Access - List of palicy sels. ~ B
Get all v access SEls.
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<#froot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name ==" man_"

url ="

https://10.106. 33. 92/ api / v1/ pol i cy/ net wor k- access/ pol i cy- set

headers = {
"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

" Api Admi n", " Admi n123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")
print(response.status_code)



print("Expected Outputs:')
print(response.json())
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Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{ 'default”: False, 'id": 'ba71a417-4a48-4411-8bc3-d5df9b115769', ‘'name’: 'BGL_CFMEQ
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https://<ISE-PAN-IP>/api/v1/policy/network-

URL access/policy-set/<ID-Of-Policy-
Set>/authentication

RFE & FOpenAPItR F B 1.

= ¥ . application/json

'T“” Content-Type : application/json
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INetwork Access - Authentication Rules I ~
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Netwaork Access - Get authentication rules
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RERISENEITPythonKE RN R E 2 MR RIFELR,

<tfroot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name =="__man_"



url ="

https://10.106. 33. 92/ api / v1/ pol i cy/ net wor k- access/ pol i cy-set/ ba71a4l7- 4a48- 4411- 8bc3- d5df 9b115769/ aut her

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

* Api Admi n", " Admi n123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())
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Return Code: 200 Expected Outputs: {'version’: '1.0.0', 'response’: [{'rule’: {'default: True, 'id": '03875777-6c98-4114-a72e-a3e1651e5334, 'name'’: 'Default
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URL https://<ISE-PAN-IP>/api/v1/policy/network-
access/policy-set/< % & ££1D>/authorization
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=5 1% . application/json

Content-Type : application/json

SER 2 BRI ARBRRERAEFANURL,

| Network Access - Authorization Rules | ~
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Network Access - Gel authorization rules.
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<tfroot>

from requests.auth import HTTPBasicAuth
import requests

requests.packages.urllib3.disable_warnings()

if _name__=="_main_"



url ="

https://10.106. 33. 92/ api / v1/ pol i cy/ net wor k- access/ pol i cy-set/ ba71a4l17- 4a48-4411- 8bc3- d5df 9b115769/ aut hor

headers = {

"Accept": "application/json", "Content-Type": "application/json"

}
basicAuth = HTTPBasicAuth(

* Api Admi n", " Admi n123"
)

response = requests.get(uri=url, auth=basicAuth, headers=headers, verify=False)
print("Return Code:")

print(response.status_code)

print("Expected Outputs:')

print(response.json())
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