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engages PAN authentication
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7. PANERASE —R= S RENGERERPSN

8.#%Access-AcceptFIX EIMEK S E , B VPNEMR
HEHRE
BEERENEREN

E 1 ZDUO Admin Dashboard https://admin.duosecurity.com/login. EAEESRIEZE A,

ERIEHHIR>-ERAER>REERAER, SHAuth APl , A& EEProtect,

@ Help O Eugene Komeychuk

Dashbsard * Aoclicaions ¥ Protest sn Applcatisn
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Protect an Application
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Policies Austh AP
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Appilcation Protection Type
Protéct an
Application
BUS  Auth ARl 2Fh Documsntation Cf Protect

Authentication Proxy

Auth API 1

i€ Fintegration &8 MSecret& 18,
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- ey (D Help £ Eugene Kemeychuk

[ushboard * Anplcations > Auth API

Aurthentication Log & Remove Application
Auth API d

Dashboard

Device Insight

So0 the Auth AF| documentation [ 10 integrate Do into Your custom appkcation

Policies v
Applications ~ Flaset Secrot Ky
Details e
Protect an
o Integraten hey DINKDSEVTRATZUFES093 Copy
Application
Authentication Proxy
Sacrat key P —— ] Copy
Single Sign-On Don't Wrete Down YOUF SECTE! Ly O Shars & With aryorma
Users v
AP Bestname AD-GESBCS AUCSecLITTy.COM Copy
Groups v

S HERFEAPI 2

BRI EHHiR>-ERER>REEAER. EFHAImIn APIEEProtect,
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Authentication Proxy
Single Sign-0n e Secret oy gkt Copy
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=
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Bl BAPIFF AT 8
BfEefER>-EREX>ERRENX, EEAImIin AP,
i# A Grant Read Resourcef1Grant Write ResourcefF Al #, 32— T Save Changes,

Groups ~

APl hostname api-bbeff8cs.duosecurity.com Copy
Endpoints v
2FA Devices v Settings
Administrators hd Type Admin AP
Trusted Endpoints
Trust Monitor e Name Admin AP
Reports A Duo Push users will see this when approving transactions.
Settings
Permissions Grant administrators
Billin g s Permit this Admin AP| application to add, modify, and delete administrators and administrative units.

" : Grant read information
You're using the new

Admin Panel menu and
left-side navigation.

Permit this Admin AP| application to read information and statistics generally used for reporting purposes.

Grant applications
Provide feedback Permit this Admin AP application to add, modify, and delete applications,

Grant settings
Permit this Admin AP| applicatien te read and update global aceount settings.

Grant read log
Permit this Admin AP| application to read logs.

Grant read resource

Permit this Admin AP| application to read resources such as users, phones, and hardware tokens.

Grant write resource
Pearmit this Admin AP application to add, modify, and delete resources such as users, phones, and hardware tokens,
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1.8 2 EE> B EE>INIBH 4 E> Active Directory >3, RMEMABBZRE, Active
Directoryig it B i#12 R

e |dentity Services Engine Administration / Identity Management

] Identities Groups External Identity Sources Identity Source Sequences Settings
u=
"l External Identity Sources Connection
: L)
, [ Gertificate Authenticat. . o Peint Name A
1 . £ Active Directory * Active Dirsctory smaio.com
Domain
a MFA
P Identity Sync
A
LDAP
[a0]: 1]
RADIUS Token
REA SecurlD

SAML Id Providers
Sacial Login

REST

Active Directory 1

2. BRI RAFTEISEEI BN A Lt Active Directoryi#i B , #— T Yes,

®

Information

Would you like to Join all ISE Nodes to this Active Directory Domain?

No Yes

Active Directory 2

SRRMUADEAEBBAUER , ABE—TOK,



Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory
Domain.

* AD User Name (i) Administrator

* Password "ttt

DSpecify Organizational Unit ()

| Jstore Credentials ()

Active Directory 3
EISER BB HENADIRFAILER U TR :

- BITEUETEIAEEPNEEREFTTE
- ERVISEEBKIRSHISEEMAISEEKEIH 251 , EHENEKASE LRI EKE RS
RERBREFAIE

N orE BENBRBEAISERSNEEEY | WEEADERIE , UEEXIES EARERER
EEEREEEEER. BAERERE , SETSELEREBYNERHE/KIRS , RitTaEE
EEMBEHRE,

4. ADHYREERIETT,



Connection Allowed Domains PassivelD Groups Attributes Advanced Settings

* Join Point Name example ()

* Active Directory -

example.com [©)

. g (@)
Domain

% Refresh Table

Il ISE Node ~  ISE Node R... | Status Domain Controller Site
O ise331.example.com PRIMARY & Operational WIN2022.example.com Default-First-Site-Name
] Ise332.example.com SECONDARY | [ Operational WIN2022.example.com Default-First-Site-Name

Active Directory 4

5EME "#. > THiE, > "RESKEEREE, > "RREL . EFEEENADE (ARBIERE
MIZHEREE ) WERNRIGHR , M TEFRR.



Select Directory Groups

This dialog is used to select groups from the Directory.

Domain example.com

Name ,
Filter

sID ,
Filter

Type
Filter

‘ Retrieve Groups... | 50 Groups Retrieved.

Active Directory 5

6. —TREAGERZRINADIE,

- Name -~  Group SID Group Type

E] example.com/Users/Cert Publishers 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[:] example.com/Users/Cloneable Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

example.com/Users/DUO Group 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Denied RODC Password Re... S5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[ example.com/Users/DnsAdmins 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

E] example.com/Users/DnsUpdateProxy 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Admins 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

O example.com/Users/Domain Computers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

[ example.com/Users/Domain Guests 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Users 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

(I examople.com/Users/Enterprise Admins 5-1-5-21-4068818894-3653102275-25587130... UNIVERSAL
Cancel




Conneclion Allowed Domains PassivelD Groups Aftributes Advanced Settings

—
=+ Add -~ Update SID Values

O Name ~ SID

O example.com/Users/DUQ Group 5=1-5-21-4068818894-3653102275-2558713077~-...

Save Reset

Active Directory 6

A B AP

E i FAdministration > System > Settings > AP Settings > API Service Settings. BXfOpen
APl , A& — T Save,

Ildentity Services Engine Administration / System
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Endpaint Scripts H] “ APl Service Setting for All Other Nodes
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BUITP Sanae @ Open AP (fead)
SUS Gaeway
Sysem Time
I APi Zegiagn ~ CSRF Chack ( anly for ERS Settings )
Data Gaonnect
Enablo CSAF Chock for Enhanced Security (Nat compatible with pre ISE 2.3 Clents)
Network Success Dlagasaties 3

© Disable CSAF For ERS Request (compatible with ERS cllents older than I5£ 2.3)

DHCP & DNS Services
Max Sessions

Light Dats Diseributies

Rasel
Endpoint Replication

Intoractive Festues

R API
BAMFA S 4R

E fin BAdministration > Identity Management > Settings > External Identity Sources Settings, BX
FAMFA , %% — T Save.



' Identity Services Engine Administration / Identity Management

J'  Bookmarks Identities Groups External ldentity Sources Identity Source Sequences Settings

B%  Dashboard

' External Identity Sources Settings

Authénticath {
'é! Context Visibility User Authéntication Settings

S REST ID Store

\ Opsrations Endpolnt Custom Attributes
To allow integration of REST identity stores with Cisco ISE, click the radio button below. It takes a few minutes to
( Policy Extemal Wenthy|Sourses Senings enable the REST ID Store settings. After the settings are enabled, you can add REST ID stores to Cisco ISE in the
External Identity Source page.
4 Administration _ - ) _
NOTE: ISE integration with Azure AD is released as a Controlled Introduction feature and should be thoroughly

2 tested before being used in preduction environment.
Work Centers
n

@) RESTID Store

BETA

Multi-Factor Authentication

To allow the integration of Multi-Factor Authentication providers with Cisco ISE, click the MFA button.

% Interactive Features

@ wra

Cantel m

ISE MFA 1
BLEMFASNED S 1R

B EE>FHEE>NTFMNIR, E—T TAdds . & "BUOER) S8 L BT "HHEHAT
E%VEJ o

Identity Services Em Add External Connector

J|  Bookmarks o ‘Walcome 2 | Connector Definition 3 ) Account Configurations 4 | identity Sync AD Groups 6 | Summary

5% Dashboard

1l Context Visibllity |
Welcome

4, Operations
This wizard 1akns you through sotting up a connection batwoen your Duo
Account and Cisce ISE 1o enable seamless Multi-Factor Authentication

1 SolcR workflows.

&o  Adminlstration Before you bagin, the following prerequisites apply:

Al Work Conters

By =

The Cisco Duo licensa that anablas MFA usage is required
- In your Duo portal, create a protecied application that is
enabled for Admin APl and Authentication AP usage.
- Grant readfwrite access to Admin AP1
Ensure your ISE has a stable connection to Duo (Either
thiough direct inernet of proxy).
For this application, note the integration keys (ikey), secret
keys (skey) and APl hostname valuas for the Admin and
Awthantication APis, These values are required in the next
steps of this setup wizand,

w

- Cisco ISE Advantage licenses are required. |

Interactive Features

=

n

@

Exht Wizard

ISE DUOEE 1

ET—{A%E L , itEConnection Name , &A% 1% — TFNext,



entity Services Engine Add External Connector

)1 Bookmarks v o it 3 Account Configurations | 4 | Igeatity Syne AD Groups B | Summary
5% Dashboard

12 context Visibility

Define the Connection =
4. Operations H

Entor a name and description for your connection

1 Policy Conneetion Nama
DUO-MFA

A mdministration

— E= J

Interactive Features

ISE DUOEE?2

EFEEERENERERT K BEAPIZHE, EEAPIERME®,. Auth APIERF TR,

dentity Services Engine

Pl Bookmarks | Welcome | Conngetor Definition okcw-ﬂ Configurations 4 | ldentity Syne AD Groups 6 | Summary

5% Dashboard

Define Account Configurations

The values for the Following fielkds are available in the Application window of your Dut portal
Enter the required details to create a connection. For more information regarding iKey, sKey
and Hostrame, visit Mips:/idwo com/docs/autha

Centext Visibility

A Operations

) Poliey
AP Hostname

api-bEafBeS duosecurity.com
4. Administration

Work Cantars

M

Admin API

oy
DMRETZBBAUXURIDPZEZE
71 Interactive Features

Authentication AP

cey
DINKDSEWTRATZUF 69003

Taat Connsetion

ISE DUOESES

& — T Test Connection, BIFHEMRKIIE , AAE—-T T —F,

Test Connection | ) MFA Auth and Admin APl Integration and Secret Keys
| are valid

Exit Wizard Back
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= i ldentity Services Engine Add External Connector
V' Bookmarks | Welcome | Connector Definition | Account Configurations ° Identity Sync 5 | AD Groups 6 | Summary
BT  Dashboard
12l context Visibllity P
ldentity Sync
4, Operations
Configure usor data syne batween the Microsaft Active Directories in your Cisco ISE ard a connoction dostination
I Policy
sam
4. Administration STS=STHE

A work Canters

* Interactive Features
Source

ISE DUO# &5

i##ZEActive Directory Groups , BHFEFAERHEPEDUORS ., R— TNext,

= L Identity Services Engine Add External Connector
) Bookmarks | Welcome w1 Connector Definition « | Aeecount Configurations W | ldentity Syne ° AD Groups 6 | Summary
B Dashboard

Context Visibility

Select Groups from Active Directory

%, Oparations
Salect the groups that you nesd to sync between Gisco ISE and Duo. Edit an existing AD
0 Po froup from the follawing list, o add a new AD group in the Active Directory window and then
= rofrash shis windaw.
4. Administration
Al Work Centers
[ Name Source
xample ComiUseHDUD drove erampie
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ISE DUOEE6
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BRERERAD IR , ARE—TDone,
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’ Summary
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Authentication AP

Ky DIRETZBBAUXURIDPZKZE

Ademin API

Ky DINEDSEVTRATZUFEO0G3

Authentication MFA Auth and Admin API insegration and Secret Keys are valki

~ |dentity Sync  Edit
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BIRXDUO Admin Dashboard, EfnE#EHER>FERE. BRRISERLZHNERE,

Dushtard » Ussrs

Dashboard
Cirectory Sync | imporiUsers | Balk Eneoll Users
Device Insight w Users oy m
Policies b
MNeed to activate a replacement phone? Leasn more about Reactivating Dua Mobll
Applications w
Single Sign-0On w 2 1 1 0 0 D
Total Users Nait Enralied Inactive Users Trash Bypass Lisers Locked Cut

Users -~

Add lizer Solect (D) Export w Q
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Usemams « tiama [ Frised Tokuea 1™ Last Login

Bulk Enroll Users
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Directory Sync

bos bod Active Mever authenticated
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Administrators w
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https://duo.com/docs/enrolling-users

AT ESEEE, B—T RMEE .

Phones
You may rearrange the phones by dragging and dropping In the table. Leam more about activating a replacement phone C2.

This user has no phones. Add one.

DUOSE 2
WA BRSNS , A% —TAdd Phone,

Dashboard » Users » bob » Add Phone

Add Phone

Dashboard

<

Device Insight

Policies v
n Learn more about Activating Duo Mobile 7.

Applications v
Single Sign-0n v
9 9 Type ® Phone
Users . Tablet
Add User

. Phone number =~ Show extension field
Pending Enrollments )

Optional. Example: "+1 201-555-5555"

Bulk Enroll Users

Import Users

. Add Phone
Directory Sync

Bypass Codes
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Pelicy / Policy Sets

= ol Identity Services Engine

[ ] Authentication Policy(3)
"
B ) Swws  Rule Name Canditizng Use
0
e B wineaus
& s o
2 Wi = Options
Wirea_807.
e Mot on
Wirslass_i Options
axample
-] Radhus-NAS-Port-Type EQUALS. Vinual
Options
AN_User_ID_Stores
(-] Duedanit
Options
g
REEEA

2. B EMFAR B

Hits  Actlons
o i
&

e

FISELBMAMFAR | ISERBEEMNF B2 ATA. BEMFA Policy , REBIE— T +LAFTEMFA

Policy, RIREREFEEMFAGRY , EEFEAE 2 2B ENDUO-MFA, #—TSave,

Policy / Policy Sets

Syl Identity Services Engine

J|  Bsckmarks Policy Sets—+ Default

8% Dashboard
! Context Visibilliy
. Operatians
U Palicy
4. Administration

ml Work Conters

Interactive Features

Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
-] 12 [ po
Authartication Policy(3)
MFA Policy(1)
L.) Status  Rule Name Caonditions Us: Hit Acti
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Authorization Policy - Local Excoptions

Authorization Policy - Global Exceptions

Authorization Policy(15)
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https://www.cisco.com/c/zh_tw/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html

T Identity Services Engine Policy 7 Policy Sets
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2.8 E#HXZIDUO Cloud , BEXBERERYS
SEXEUTZESNREFEARM

- VPNEAE BB
« TACACS+EE B B 1 ERE

iy
B RXCisco Secure Client , #2— T Connect, E#tUsernameHPassword , A& & — T OK,

€9 Cisco Secure Client | BSNS-ASA5516-8

Please enter your username and password.

Group: RA

Username: | bab

Password: | Frsaaasaa

AnyConnect VPN:
Please enter your username and password.

BSNS-ASAS5516-8 Connect

VPN{E A & i

EAERBRESARIDUOHIEBEH, H%, EEIVPNELR,



Are you logging in to Auth API?

@ Cisco
® 1:52PM
A bob



DuoMfaAuthApiUtils -:::: — E[@Duo Client

MFA#EEE B &5 |policy-engine lise-psc.log  [Managerig X&&ER
DuoMfaAuthApiUtils —> DuoZ f&

- prrt- RadiusMfaPolicyRequestProcessor

REHBEES prrt-JNI management.lagacacsMfaPolicyRequestProcessor
- MfaAuthenticator::onAuthenticateEvent
ig%ﬁ%*ﬁﬁ% EITRAAA  |prrt-server.log |MfaAuthenticator::sendAuthenticateEvent
i MfaAuthenticator::onResponseEvaluatePolicyEvent
DUOS BB uo-evne.
M EEZE >
service.log

B&
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