FEIBFTD, ISE., DUOFActive Directory®tiESSL
VPN & 17 52 7%

DUORE R,

#DUOSEACtive Di &
FEIBDUO CloudfftActive Directory (AD)EEHFFHEIRS o
fECisco DUOEHEH{ER &

RADIUSEFET & IR 17 ISERI & H 5

EAh RSB,

N

A SLRE A 4B an4a] 6 A Cisco ISEFIDUO Security for AAATEFirepower B & Bh & 1 &4 SSLVPN,

+ ISE 3.0 ESRA,
« FMC 7.0 E S R4,
« FTD 7.0 E SR,
- DUOBRFE R,

- ISEEREREF T

« DUO EssentialsiZ#,



B T

- ISE 3.218%43

« FMC7.2.5

« FTD7.25

* Proxy DUO 6.3.0

* Any Connect 4.10.08029

AXHHNEARBRBRBEEREREANKENEN., XHEAINMERESNREBER (ER
) BVAERERRED . MRIEHVEEREET | FRARCHEATAESTRERNTE,

A% B &

DUO Cloud

Active Directory

0@

DUO verifies the user's
account

Secure Client ISE PSN Node

@b

VPN connection initiated .
o FTD sends a RADIUS
Access Request
: 4 PSN node resends the
; ° RADIUS Access Request

E DUO Push accepted E
i ' PSN node receives the .
H dl PSN node resends [ RADIUS Access Accept ' .
i Hl  the RADIUS Access i :o ’
H VPN connection i Accept i
; completed.

o 0

Q

Hhix.

ERMEBNERS RS , ERISEREZEMNRADIUSHIRERMAE., ISERERKRADIUSERI SR
FTDEZFDUOHRENRE , MAREET LS ORI RERE.

DUOREBEREBEAUZERETNEATHEET, ©SRELEWindowsfAlfkes £ , AT A& Cisco
ISEFIDUCE 2B EE, REFEWEERK I HRIBER ( HEERADIUSERTH ) Him 2|
DUOE, DUO CloudBHRERERKX S NRFBOE N FRIEBFIEIHA,

1. EREEBRARE—ERERBNHRRRMEVPNE BRFBRE.
2. KGR BB R (FTD)H & 0B A REE R BN 5 BRI 51 2 (ISE).



3. R IR EI R (PSN) A B R FEFRERIDUOH IR N EMREE. FER , DUOREEARE
BDUOE R B E TR

4. DUO CloudRiBERIZ ER ERFEE A E B BNRE,

7EE : DUO CloudE2#8##Active Directory B RIS ZEEREAEEAREE , AH#EDUO CloudH &
MEREERE,

5. B ERFEMINE , DUO CloudiEiBZ &, INE /Y HIXE A @ M sk By £ A & BEDUO
Push, % , EAEXEHHEDUO PushAEZE SO A HE,

6. —BfEAE®ADUO Push , DUO Authentication Proxyfal fRE§ i & B EI A ELAPSN |, RR
FERECEIREF R,

7. PSNEIHEEEERFASHKBFTD , ENEAECLEBEE,
8. FIDWZIBRFBHERAL , YERIEE RS BEANER T BEIKREIVPNELR,



9. FIDERHANWVPNERNWFHRER , YRSHERNRLBHEISEER R , LETIERER
%&O

10. ISEER RS EFTEFA LKA AR , BEAMBCHH LS MEEFL AU ERRETE
ATEREHRRE.

MIEE -
AIEEPWREFEAUTHEESIE
- X B8 I BREE(PNS) P : 10.4.23.21

- B EVPNRYFirepower A B R €(FTD) IP : 10.4.23.53
- DUOERZRIEIP : 10.31.126.207

- 8% : testlab.local



L RE
FTD#ERE,
fEFirepower& I i 4\(FMC) -4 RADIUS A AR 88

1. BAEWeb BB & AFMCH Pttt LUITBE B FEE R & N E(GUI) , #’EMaHEFMC,
2. BB RIVE | RIBAAAM[RES , ABREEHITRADIUSRIREFHIEE,

3. ¥ — T Add RADIUS Server Groupiz it ERADIUS{AIfREF 2 3 #7148,

Flrewa” Management Center Overview Analysis Policies Devices Objects Integration Deploy Q @ ¢ @ admin~ '::L','élt:'

- AMA Serve RADIUS Server Group Q A

RADIUS Server Group

RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in

Single Sign-on Sarver -
ingle Sigr Zecbhi through Remote Access VPN connections.

> Access List
2 Address Poals Name Value
Application Filters

AS Path

Cipher Suite List

RADIUS B 8548
4. W AFT "AAA RADIUSRIfRZSFHE . VIR LR |, DIRERCHERERRBHPEBTRNE,
5. KR ETEZEEREE , #E B N AIRADIUSH RS,

RADIUS Servers (Maximum 16 servers) H

IP Address/Hostname

RADIUSTRI BR & -

6. 3§ ERADIUSIAREFIP#th 1k Wi A L €38,



R MAMRREISEMRERZ £ AL SR E I RADIUSERR.



New RADIUS Server

IP Address/Hostname:*

| 10.4.23.21 I

Configure DNS at Threat Defense Platform Settings to resolve hostname
Authentication Port:* (1-65535)
1812

Key:*

Confirm Key:*

Accounting Port: (1-6553
1813

Timeout: (1-300) Seconds
10

Connect using:

® Routing Specific Interface

FTERADIUSTEI AR ES

Cancel

7. EELERADIUSTEI RS FHFMEA 2% , | — T Save MR ERADIUSE AREFEAY

Save

1 —

ax & o



Add RADIUS Server Group (7

Enable authorize only

Enable interim account update

Enable dynamic authorization

RADIUS Servers (Maximum 16 servers) ~|—

IP Address/Hostname

10.4.23.21 A |

[corce || IR

RREREFEER.

8. EERMEMEK P TRALEBAAAMMRREE , FEMINEIRE K RAREELTHBUEARTE

o

Firewall Management Center

* | Obje

Overview Analysis Pelicies Devices Objects Integration Deploy | Q, @ fel 9 admin ';',';;‘.!' SECUR

RADIUS Server Group @ At T _

FTD_01 I Ready for Deployment

RADIUS Server Group objects contain one or | -
through Remote Access VPN connections.

Name

ISE

EREAAARIBRER

Bl B = 4w VPN,



1. EFMC GUIF Efi E|Devices > VPN > Remote Access , BIAVPNE EiB1E.
2. B —TAddIZHETFHWVPNEREEER,

Firewall Mahaglement Center Overview  Analysis  Policies  Devices  Objects  Integration  Deploy Q @ £+ @ adminv Jule

=

Namé Status Last Modified
Add a new configuration
\ ==
VPNIEARE BB SR

3. B AVPNI K — R B R | EEENRRRETHET,
4. BIESSLIBIE L ERFEASSL VPNIBENZ £ ELR
5. EEBES | BHISEWFTDHE,

Remote Access VPN Policy Wizard

o Policy Assignment 2  Connection Profile 1 AnyConnect 4  Access & Certificate 5  Summary
Access VPN policy with a new user-defined connection profile, alements to be in place to completé Remoté Access
P— VPN Palicy.
VPN_Remote Authentication Server
Description: Cenfigure LOCAL or Realm or RADIUS Server Group

or S50 to authenticate VPN clients.
AnyConnect Client Package
VPN Protocols: Make sure you have AnyConnect package for VPN

Client downloaded or you have the relevant Cisco
credentials to download it during the wizard.

SSL
IPsec-IKEV2 Device Interface
Targeted Devices: Interfaces should be already configured on targeted
devices so that they can be used as a security zone
Avallable Devices Selected Devices or Interface group to enable VPN access.
FTD_01

VPNESTE

6. IAAATT EELE A 5 1 BRE R E P RIPSNEI R,



Remote Access VPN Policy Wizard

1 | Policy Assignment o Connection Profile 3  AnyConnect 4  Access & Certificate 5 Summary

Authentication, Authorization & Accounting (AAA):

Specify the methed of authentication (AAA, certificates or both), and the AAA servers that will be used for VPN

connections.

Authentication Method: AAA Only v

Authentication Server:* ISE v | 4+
DAL of Realm or RADIUS)

Fallback to LOCAL Authentication

Authorization Server: Use same authentication server v || -+
\TLETTT O PO a]

Accounting Server: v | <4
(RADIUS)

7. AVPNERE By REIP 3 ik 55 Be



EE : flmn , 2EEDHCP VPN,

Client Address Assignment;
Client |IP address can be assigned from A8A server, DHCP server and IF address pools. When multiple options are
selected, IP address assignment is tried in the order of AAA server, DHCP server and IP address pool.

LUse AAA Server (Realm or RADIUS anly) @

Use IP Address Pools

Pvd Address Pools Pool_VPN 4

8. MEE M AT B AR A,



Group Policy:

A group paolicy is a collection of user-oriented session attributes which are assigned to client when a VPN
connection is established. Select or create a Group Policy object.

Group Policy:* DMGrpPolicy |+

Edit Group Policy

i

K&,

0. HMERMERES , MREESSLIHE.



Add Group Policy (7]

Name:*
| VPN_Remote_Policy

Description:

General AnyConnect Advanced

|
VPN Protocols VPN Tunnel Protocol;

Specify the VPN tunnel types that user can use. At least one tunneling mode

IP Address Pools must be configured for users to connect over a VPN tunnel.
Banner sSSL
DNS/WINS IPsec-IKEv2

Split Tunneling

Cancel Save

VPN E

10. BV HAVPNHE SR ER B IER TR RVPNE FimfyIPib it €56



Add Group Policy

Name:*
VPN_Remote_Policy

Description:

General AnyConnect Advanced

VPN Protocols IP Address Pools:

Name P Address Range
Banner
DNS/WINS

Split Tunneling

| Cancel

VPN,

11. IBEVPNER A DNSRIBR 2R FF MM E A



Add Group Policy

Name:*

Jven_Rremote_Policy

Description:

General AnyConnect Advanced

S
VPN Protocols Primary DNS Server:
IP Address Pools | ¥
Banner secondary DNS Server:
DNS/WINS ¥ | L
Split Tunneling Primary WINS Server.
v | e
Secondary WINS Server:
- | +
DHCP Network Scope:
'r | B
Only network object with ipv4 address is allowed (Ex: 10.72.3.5
Default Domain:

Cancel Save

DNSE&TE o



BE FBEE BAMERE , EMIhEE ( iiBanner. Split Tunneling, AnyConnect#l
AdvancediZ1H ) #1314 EMN,

12 BRETSENFAEAR , B—T T -TRET —THRE.



Remote Access VPN Policy Wizard

1] Palicy Assigrment ) comnection Protie 1 AnyConnect :  Access & Certcate 5 Summasey

STFIRATRS, I AT GOSN ERTIIL 53 U TR S G LA LAY G PR O D, AT TLAT SR PTE S I AR D3 AR,
Liga A8A Sanmr (Realm of RADILS aaky) [ ]
Ligs DHCP Sanvds

Liga I Addngss Pocks

ihed Address Pools: | Pool_WPN i
b Addess Pools i
Group Policy:

A group policy is a collection of user-criented session attributes which are assigned to clent when a VPN
connection is established, Sslect or create a Group Policy object

Group Policy:® VPN_Remate_Policy - 4+

Edit Group Policy

Cancel Eack m
HEL RS o

13. AVPNERAEZZEEEWAnyConnect X B EH ., MRKRIIEMEBEND , B LLEEERERE
IFrERN S,

Remote Access VPN Policy Wizard
1 | Policy Assignment 2 | Connection Profile e AnyConnect 4  Access & Certificate 5 Summary

The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN
connection is initiated. Minimize connection setup time by choosing the appropriate OS for the selected package.

I Download AnyConnect Client packages from Cisco Software Download Center. I

Select at least one AnyConnect Client image \
I © Show Re-order buttges

ACCDnncr.l File Object Name Ao T ame Operating System
D anycennect-win-4.10.08029-we... anyconnect-win-4.10.08029 -webdeploy-k9... Windows A

Cancel Back m

EHRE,

14. ZEERAVPN RemoteThREIFTDE B F AN .



Remote Access VPN Policy Wizard

1) Policy Assignment 2 | Connection Profile 3 ) AnyConnect ° Access & Certificate 5 Summary
= ..
L
D H O w——— =t
Remote AnyConnect Qutside VPN nside ¢ te
User Client Internet Device R

5

AAA
Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users
will access for VPN connections.

Interface group/Security Zone:* Outside D +

Enable DTLS on member Interfaces

A All the devices must have interfaces as part of the Interface Group/Security Zone selected.

VPNAYTH

15. BEBERUALZZ—EHABELEUYRZEETE  BEUIEZMBE , EHRLZEVPNER
EHEE.



AR W, NEEFERT —EAHERE,

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients. Select a certificate which is used to authenticate the VPN gateway.

Certiicate Enrollment:® - —|— ]




Add Cert Enrollment )

Name*
Description
CA Information Certificate Parameters Key Revocation
Enroliment Type: SCEP v
@glf Signed Certificate -\
Enrollment URL:* '9
EST
Challenge Password: || scep
Confirm Password: Manual
Retry Count: 10 (Range 0-100)
Fingerprint:
BEEM.

16. L EREFEME , #H— T Nexto



Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profile 3 | AnyConnect ° Access & Certificate 5  Summary

VO SLATII W VI e S 1

Interface group/Security Zone:* Outside v +
Enable DTLS on member interfaces

A\ All the devices must have interfaces as part of the Interface Group/Security Zone selected.

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access
clients, Select a certificate which is used to authenticate the VPN gateway.

Certificate Enroliment:* Cert_Enrollment * +

Access Control for VPN Traffic

All decrypted traffic in the VPN tunnel is subjected to the Access Control Policy by default. Select
this option to bypass decrypted traffic from the Access Control Policy.

BENBEHEE
17. BEEFMAAEHRR  BRELARBERER  IRWRERYNRE

Remote Access VPN Policy Wizard

1 | Policy Assignment 2 | Connection Profila 3 AnyConnect 4 | Access & Certificate eSummarv

Firepower Management Center will conbgure an RA VPN Policy with the following settings ANSE the WM compids, e Tollowing

Name: VPN_Remaote configuration needs to be completed for VPN to
Davice Targets: FTD_01 wiork on all device targets.
jon Profile
Connection Profile VPN_Remats ® Access Control Policy Update
Connection Alias: VPN_Remote
AAA: An Access Control rube must be defined to allow

VPN trafic on all targeted dovices,
Authentication Mathod:  AAA Oaly

Authentication Server:  [SE (RADIUS) O NAT Exemption

Authorization Server: ISE (RADILIS) If NAT is enabled on the targated devices, you

A - ISE must define a NAT Policy to exempt VPN traffic.
cocounting Server.

Address © DNS Configuration

Addre: To resohw hostname spocified in AAA Sorvers

or CA Servers, configure DNS using FlexConfig

Addross Poals (IPvd): Pocl_WPN Policy on the targelad dovices.
Address Pools (IPv6) - © Port Connguration
Group Policy VPN_Remate_Policy S5L will be enabled on port 443.
B e — g ol ekl

the configuration.

Cert_Envoliment
& Metwork Interface Configuration
Make sure to add interface from targeted

Cancel Back | Finish

VPNEEER R E,

18. EFEAMBAVPNERIGEHBEEE , FEMZFIDeploy > Deploy All , REBTIRERFNEFTDEE
HEE,



_F_lurev.\.ral_lf:r:\:da_nalgem_eQt Cer_“er Overview  Analysis  Policies  Devices  Objects  Integration Q d’ 3 @ adminv lub o

VPN_Remote Q Advanced Deploy E

Enter Description

FTD_01 I Ready for Deployment ey j(1)
one
Connection Profile Access Interfaces Advanced
e
L
Name AAA
Authentication:
Default WEBVPNGroup Authorization:
Accounting:
Authentication: IS
VPN_Remote Authorization: ISt 1 device is available for deployment 2 A

Accounting:  ISI

HWEVPNRE,
ISEfL &,
#DUOE S A ZBRadiusfal IRES -

1. #£Cisco ISEEIE /| P E fin E|Administration > Network Resources > External RADIUS
Servers,

2. B — T Add#R B B #THY A ST RADIUS A BR 27

= Cisco |SI Administration - Network Resources

Network Devices Network Device Groups Metwork Device Profiles Extarnal RADIUS Servers RADIUS Server Sequences NAC Managers Mare

External RADIUS Servers

B3

Name Description

S\EBRadiusfAl fR 85

3. 8 AProxy DUOfRBREE M B /.

4. % AProxy DUORIBRESHY IEFEIP{ 1t , LAREIRISEEEDUOM ARES 2 MY EFEE o
5. REHALHK.



R . AATEProxy DUOAIIREEPECE L L A E88 |, SUERTHE IRADIUSIERR

6. EfRE AFR A EAR , & — T SubmitfE 17§ #Proxy DUO ServerEl & .

Cisco Administration - Network Resources
MNetwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers

External RADIUS Server

DUO_Server

10.31.126.207

7. MEHITEE> RADIUSRARERF 5,



8. #H—TAdJE I FHAIRADIUSA AR F 5o

= Cisco ISI Administration - Network Resources

Metwork Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences MNAC Managers More

RADIUS Server Sequences

For Poicy Expon go 1o Administration

]

Name Description

RADIUSTR AR 88 I 5

9. ARADIUSAI R 2R 75 RH — BT RH & EEERPEH

10. #{EZ BB ERIDUO RADIUS ARER (EAIER P B ADUO_Server) , W HB B G RIMEE
BEDLUECEEERYIH,

11. & — T Submit A 5T K I & FRADIUS Server SequencelL &,

= Cisco ISk Administration . Network Resources

Network Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADMUS Server Sequences NAC Managers External MM puGrid Direct Connectors Mare

Radiusfal fREgFFIEL & -

HEFTDESAMBEFIEKE,

2

1. BRIRENTEAFNEER D  RARRBZMBEERRERASBRREENRKEESE,
2. EAWBERID & , HEIIW R E SRR AR ED 18 IR AR Bh R S B AR

=o



= Cisco ISk Administration - Network Resources
Metwork Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers Mare

Notwork Devices

Network Devices

Dafault Davice

Name IP/Mask Profile Name Location Type Description

Eihicy

E:!'I—I

BEE,
3. EFTIRMENMEMNAF WA THRENEE, 28, UHERAKRANEE,
4. $EEBIEEFTD ( Firepower B BRHE ) £ EK P,

5. W AZBITEFMC ( FirepowerBE A4 ) REHBRIN TR, LER/ERKECHNRZLEH
EHEE,

6. %—T "X, &, TREE,

MNetwork Devices

Name ETD

Description

IP Address " |p: 10.4.23.53 I 32

HEFTDHTE B FE R,



RADIUS Authentication Settings

RADIUS UDP Settings
Fratocaol RADIUS

Shared Secret | LLITIET T ] I Show

| ] Use Second Shared Secret ()

Second Shared

Sgcrat Show
CoA Port 1700 Set To Default
RADIUSE&E
DUOHL &,
DUORE R,
BE—TT—EEH , 3HEDUO Proxy TEMEZ 5w
https://duo.com/docs/authproxy-reference
#DUO ProxyEZISEFIDUO CloudZ 4,
1. R EHEFEE ADUO Securityf@¥https://duo.com/o
2. EVERFERD , AREEREBEFFUEE.
Dashboard > Applications

Dashboard

Device Insight L Applications

Policies e

Applications .

— Manage your update to the new Universal Prompt
AT experience, all in one place.
Authentication Proxy -]
Single Sign-On v See My Progress Get More Information (5
© —
Users W
Groups w 0 O
All Applications End of Support
Endpoints e

2FA Devices W
Q search

Export v


https://duo.com/docs/authproxy-reference
https://duo.com/

DUOFEATES

3. EBER#EE "Cisco ISE RADIUS, #IEI R — T Protect AG H 8 N RSV ER .

R -

Add an application that yeu'd like to protect with Due twe-facter authentication.
Applications o You can start with a small "proof-of-concept” installation — it takes just a fow minutes, and you're the only one that will see i, uniil you decide to add
othars,

| Protect an Application
Documentation: Getling Started O

Authentication Proxy
Choose an application below to get started.

Single Sign-0n L
Users ~
Groups I Cisco ISE RADIUS
Endpolints w
Application Protection Type
2FA Devices w
Administrators w

il Clsco ISE Administrative Web Login

Documentation CF

2FA with 350 hosted by Duo

Trusted Endpoints

Trust Monitor ~

Reports o "ill"'él" Clsco ISE RADIUS 2FA Documentation Cf Profect

Settings

EIRny > ; I,'.,'éll * Clsco RADIUS VPN 2FA Documentation of Protect
ISE RADIUS'E 18

4. B IE |, BB FIDUCERAEANFMEER, [T RBIE—TSave,
5 BRREHNES TR, WESRNAPIZHER , ELHNEZBIREFEE.

Application modified successfully.

Dashboard » Applicabions » Cisco ISE RADIUS

C iscu ]S E RA D I U S Authentication Log [&] Remave Application

Follow the Cisco ISE RADIUS instructions O,

. Resatl Secret Key
Details &
Secrel key srasasnsrassensayiil Copy

Don't write down your sacrel key or Shang it wilh anyone

AFI1 hostname -ﬂ-;.-::w:yn-!y com Copy

ISE{R BR 2R 5¥ A & FR

6. FRE) R ERIDUO Proxy Manager , RE#8:%E .



D

- Duo Security

. Duo Authentication Proxy Manager

DUOREEES
7. (WE ) MREHVDUORERRFFEREERE S SERTIDUOE , FEa AL TEIH
[main]

http_proxy_host=<Proxy IP Address or FQDN >
http_proxy_port=<port>



v,

38 R RERAERAEFAEARRA,

8. BE , AL ZERNETTRESEE,

[radius_server_auto]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

radius_ip_1=<ISE IP address>

radius_secret_l=<secret key configured in the external RADIUS server
failmode=safe

port=1812

client=ad_client

section>



127 : line client=ad_client# .RDUO Proxyf F Active DirectorylR F 1T S 1758, TR
BIEEERR |, LISEREEActive DirectoryfI[E

#DUOEEActive Directory® &

1. #DUO Authentication ProxyE2Active Directory® &,

[ad_cTlient]

host=<AD IP Address>
service_account_username=<service_account_username>
service_account_password=<service_account_password>
search_dn=DC=<domain>,DC=<TLD>



2. E AADUOE AR#% i A & /Y Active Directory, % A ZElhttps://duo.com/,

3. 8B "EAE. | EE "EHRES) UEBERSRE,

Dashboard > Usérs

Dashboard
Device Insight " U se rs Directory Sync Import Users | Bulk Enroll Users
Policies w
Meed to activale a replacement phone? Learn more about Reactivating Duo Mobile 3.
Applications o
Single Sign-On w
Users ~
Total Usars Mot Enrollad Inactive Usars Trash Bypass Usars Lockad Out

Add User

Pending Enroliments Select (0)v e Export v Q) search

Bulk Enroll Users

I SErS

TDPCELUEE No users shown based on your search.

Directory Sync

Bypass Codes

Groups e

EE-3EE7

4. %—T TEMFES, , BRIVEHEEREIE TActive Directory.s .

Dashboacd > Users > Diaclory Syne
Dashboard
Device Insight w DII’ECtOI'y Sy nc Add New Syne
Policies e
Directory Syncs  Conneclions
Applications: o
Single Sign-0 v ) ) )
e You don’t have any directories yet.
Users A
Add User

Pending Enrollments
Bulk Enroll Users
Import Users
Directory Sync
Bypass Codes

Groups w

MiEED EE

5. BB INFATER , RRE—THRE


https://duo.com/

Dashboand » Sync > Mew Active Directory Sync
Dashboard
Device Insight y New Active Directory Sync
Policies £

Connection
Applications bt ol up a now connaclion using a new Authentication Proxy.
Single Sign-0On w Reuse existing connection
Users ~ ® Add new connection

You will be redraciod to @ row pagqe
Add User

Pending Enrollments

Bulk Enrall Users
Import Users )
Directory Sync Setup
Directory Sync
Wisting Tor Connaction 1o dingclony

Bypass Codes
Sync setup is disabled until a connection 1o the directory has boen esiablished

e

#3889 Active Directory
6. ERERMNESSR. SRNAPIEHE,

Authentication Proxy

Configuration metadata

1. To set up this diractory, you need to install the Duo Authentication Proxy software on a machine that Duo can

connect to and that can connect to your LDAP server. View instructions [

2. Configura your Authentication Proxy. Update the ikey, skey, and api_host antries in the [cloud] section of your
configuration, or L download a pre-configurad file.

iesrten ke DrD_ Cﬂp}r

Secret key assassansssssssiyfiPE Copy

Don't write down your secret key or share it with anyone

Reset Secret Key

APl hostname - [
-o‘uosecun!‘y. com Copy

3. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username

and password for the LDAP account that has read access for your LDAP directory.

REAEFEER

Directory Sync Setup
O Connect 1o AD
@ Add groups
(&) Review synced atiributes

Complate Satup

17 Delete Connection No Changes

Status

Mot connected

O Add Authentication Proxy

O Configure Directory

Connected Directory Syncs

User Syncs

AD Sync

. IR[EIDUO Authentication Proxy#H & , fi F & BX{S HY £ 5| BIUA K Active Directory® 2 8 # BR # ik

7
FRBBE(Cloud B :

[cToud]

ikey=<integration key>

skey=<secret key>

api_host=<API hostname>

service_account_username=<your domain>\<service_account_username>
service_account_password=<service_account_password>



8.l "B, BEH , BELWEAR  URAMAREE EH,

Authentication Proxy is running Up since: 4/2002024, 5:43:21 PM Version: 6.3.0 Restart Servioe

Configure: authproxy.cfg Unsaved Changes Output

L wlywlM
.duoseécurity.com

3.21

nt=ad_client

[ad_cLlient]
=10.4.23.42
=administrator

ro=4

Proxy DUOKY 4B R

0. T/ R , BREFLENERIEFHREIDUO Authentication Proxy[RIEAEFHEE,

Authentication Proxy is running Up since: 4/20/2024, 5:43:21 PM Version: 6.3.0 Restart Service Stop Service

Validation passed

onfiguration has passed validation and is ready 10 be saved

Configure: authproxy.cfg Unsaved Changes Qutput

st=cxl

rt=3128

Running The Duc Authentication Proxy Connectivity Teol. This may take
several minutes...

[info] Testing section 'main' with configuration:
[radius_server_auto] [info]

key=DIX

{"'http_proxy host": "cx
‘http_proxy_port': "31287}

. duosecurity.com [info]

-4.23.21 |[info] Testing sectien 'radius_server_aute' with configuration:
l=po [info] {'api_host': .dupsecurity.com”,
‘client’: ‘ad_client”,
‘failmode®: ‘safe’,
ent=ad_client ‘http_proxy host': "

‘http_proxy port": "3128°,
[ad_client] 1 1) §

Validate Save

EXNREREHEE,

10. REIDUOE B2 H|& , 8 AActive Directoryfa IREF AV IP b 11t LA K fiF F & B Z HY E DN,



Directory Configuration

Domain controller(s)

Hostname or IP address (1) * Port (1) *

10.4.23.42 389

+ Add Domain controller

The pert is typically 389 for cleartext LDAP or STARTTLS, and 636 for LDAPS

Base DN *

DC=testlab,DC=local

Enter the

full distinguished name (DN) of the directory location to search for users and groups

We recommend setting this to the directory reot (example: DC=domain DC=local)
If specifying the DN of an OU or container, ensure it is above both the users and groups to sync

11. B EPlainiBIE LABLE AR IENTLMV2 B 17 BR BB Y R o

Authentication type

ERERA,

Integrated

Performs Windows authentication from a domain-joined system

MTLMv2

Performs Windows NTLMvZ authentication.

Plain

Performs username-password authentication

12. REMREUEREECSERN.



& Deleto Connection

Status

Mot connected

(O Add Authentication Proxy

O Configure Directory

Connected Directory Syncs

User Syncs

AD Sync

RFEE

13. A TRIFUER . TheeBRFEDUOE IR 2 A I LLEEActive Directoryi @&



Authentication Proxy

1. To set up this directory, you need to install the Duo Authentication Proxy software on a machine that Duo can connect to and that can connect

to your LDAP server. View instructions §

2. Configure your Authentication Proxy. Update the ikey, skey, and api_host entries in the [c¢loud] section of your configuration, or

L download a pre-configured file

inosration vey oo I Copy
Secret key rersseserersemt iDL Copy

Don’t write down your secret key or share it with anyone

Reset Secret Key

APl hostname -uosecun'ry.oom Copy

3. If you are using NTLM or plain authentication, update the [cloud] section of your configuration with the username and password for the

J

LDAP account that has read access for your LDAP directory.

service_account_username=myusername

service_account_password=mypassword

4. Restart your Authentication Proxy.

5. Test Connection

REEREER,

14. T 5B Active DirectoryfARREFER A "Connectedy , RREES K,

Status

Connected

ARRERL 2N

ZEIBDUO Cloud#Active Directory (AD)EHEREIRE,

kg
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Dashboard

Davice Insight

Podicies
M 10 SCtvabe 8 replacement phona? Leam more stout Resttive
Applications e

Single Sign-On

v
:
Tatal Users Het Ene

Add User
Pending Enrcliments.
Bulk Enroll Uiads
Import Users
Direclory Syne
Bypass Codes
Croups
Endpoints

2FA Devices

EREFE,

2. BEEEE M Active DirectoryBLi& .

Looks like you have no users, click Add User to add one

3. ERERES , BEIWZEFActive Directory EE&Duo CloudEZ S EMH. FEREHENRZE

RAERERE,
4. ?ﬁ—-lt;_ﬁﬁiﬁﬁ o

shbomg > Wsers » Deecler Syms > AD Syr
Dashboard
Device Insight b AD Sync Foonasm
Policies w mpodt Duo user names and olhar informabion deectly from your on-premises Actre Direciony

Applications

Single Sign-On Active Directory Connection

Users Connacted 10 Duo
Add User AD Sync Connactson
10.4.23,42:389
Pending Enrollments
& Edil connection == Chang

Bulk Enrodl Users
Impert Users
Directory Syne

Bypass Codes Groups

Groups

Endpoinis

ADEZ,

Directory Syns Setup

5. EVAIREIRS |, 53— T Sync Now, EE/§Active Directory R is EBHHEMEREIIRFEHE
Duo Cloud , BAfE7EDuo Security RIEFH HETEE,



Dashboard » Users » Directory Syac » AD Sync

AD Sy NC rename

Import Duo user names and other information directly from your on-premises Active Directory.
Learn more about syncing users frem Active Directory

Sync Controls

Sync status

Scheduled to automatically synchronize every 12 hours, next around 2:00 AM UTC @ Pause automatic syncs

Sync Now

Troubleshooting

BERERSEE

#£Cisco DUOEHFTMERAE.

&y Delete Directory Sync No Changes

Active Directory Connection
@ Connected to Duo

AD Sync Connection
10.4.23.42:389
¢ Edit connection

+ Change connection

EREZMAERRES ZRASHRE , AIMAIEHR. DUOHEE, SMSKRIEM T,

1. Efjn Z|Cisco Cloud#Z#| & R HYUsersEB 7o

2. MW BEUEEREMBOERHERS

Dashbosrd 3 Useds

Dashboard
Device Insight ~ USE rs
Paolicies ~
Need to activate a replacement phona? Leam mora about Reactivating Dus Mobila 5
Applications b
Single Sign-0n v

-
Total Users Mot Enrolled Inactive Users Trash

Add User

Pending Enroliments
Bulk Enroll Users
Usemname o Name
Import Users
Directory Sync

Bypass Codes

Groups e 1 total

ERERFEE,

3. ¥ —"TSend Enroliment Emaili% £ LA BR Bh B 52 iR 2

Directory Sync Impaont Users

sunenon vers |

0 0

Bypass Users Locked Out

Export w Q 52
ks atus as
Active Never authenticated



Dashboadd > LISEis » adminisirator

administrator Logs Send Enrollment Email

ﬂ This user has not anrolled yet. See our enrallment documentation . to learn more about anrolling users

a This user was synced from the directory AD Syne. Some fields are read-only.

Username admimisfrafor

+ Add a usemame alias

Username aliases

&, Usemame alias 1 should only be used f

BEBEFBAETEM,
4. MEESFBARGELITREMBFEATRREFBRE,
BFEEMAENHMEFRET  F2RUATER

- BAFMIER : https://quide.duo.com/universal-enrollment
o E#ZEMIER ; https://quide.duo.com/traditional-enrollment

BlERFEBRE,

AERENEEERREITER L FRIEUTISR .

1. BRBIWebBIE B3I i A Firepower B ZFHE(FTD) & E /Y IP# 1t LLFA B VPNITH

© Notsecure | https://10.4.23.53/+CSCOE+/logon.html#form _title_text

y Logon

Group | VPN_Remote v |
Username |

Password

Logon |

| Sync This User


https://guide.duo.com/universal-enrollment
https://guide.duo.com/traditional-enrollment

2. AR TRE , MALNERESBEER,

EE : R EActive DirectorytR F I — &4
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Are you logging in to Cisco ISE
RADIUSY

&

@ Linknown
() 3:13PMCST

2  administrator


https://help.duo.com/s/article/1126?language=en_US
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