BLEISE 2.4 pxGrid IND 1.6.1&4&

SRIEISELRBERIGFEEEEM

S ER2.fF A B E & BB E Profiler K g
SEIMARARMERNE EEEM
SBIEHINDEHEHE
SBS5ABINDE R RE LERISESETE
S EB6.AINDEREE

S EB7. THPKCS12IEA B EH

S B8 EIND L ERH NG

S BRI .12 IND L it & 5 B {7 AR 28
$E810.7EIND L B BpxGrid B &

S ER11.72ISE_L#LAIND
$E212.7£IND L B A pxGrid IR 3§

B

|ISEE: 5%

IND 5 5%

bad i3z]3:

IND LW EZREFEEE "TEIDS ) REE
b IEFR B #L im EBERISE H A
assetTagFlAssetGroupfEISE AR A

s

AAEN BN EE S 4R 52 (1SE)2.4H T EMER B[ 251.6.1-4BiBpxGrid ( ¥ & TIAHE
) MESWHHETHEEDRR, Cisco INDTEpxGrid A #RME , WK KB EF RMESE
for IOTASSET Dictionary,

DEGRYHF

;R
SNEBCBMUTEENESLR -

- BRE BRI RS E



. Cisco Industrial Network Director
BRATH
AXHHEARBIEAT B A ERRA -

- BRI 5 5B R 5| B RA<2.4 p6
- T¥EPEEEMmER1.6.14

RIE
EiRER

Manufacturing Device Industrial Network Director ISE pxGrid ISE PSN with pxGrid Probe

S

IND pxGrid Registration
-+ >

. Bulk Download of endpoints via https://<IND hostname>:8910/pxgrid/ind/asset/

<

If new endpoints are detected, ISE
will create those endpoints

. New Endpoint is discovered on IND
-4 -

Endpoint needs to be a pxGrid asset, Endpoint asset data is shared via pxGrid
otherwise it will be not shared with ISE < >

+ »

PSN is getting the asset data via pxGrid Probe
. -« P

Endpoint is getting profiled. CoA can be
automatically sent to change the
authorization context if configured

1. INDIBIBISE pxGrid B % L HIpxGridhx4<2[a] ISEZE . 2R B IND(application.log) I ¥ fE B 5% -

2019- 05-22 14:31:17,770: | NFO gt p281049997-52711: Pxgri dPubl i sher:: Connect start

2019- 05-22 14:31:17,770: | NFO gt p281049997-52711: Pxgri dPubl i sher:: Host name: W N2012- AAA

| pAddr ess: 10. 62. 145. 130

2019- 05-22 14:31:17,770: | NFO gt p281049997-52711: Pxgri dPubl i sher:: pxGid

Rest BaseUr | : https://W N2012- AAA: 8910/ pxgri d/i nd/ asset/

2019- 05-22 14:31:17,770: I NFO gt p281049997-52711: PxgridControl l er:: Send Request ServiceRegister
invoked with pxGridServer(s) [|SE24-1ek. exanpl e. conj

2019-05-22 14:31:17,770: | NFO gt p281049997-52711: Pxgri dControl | er:: Sending Servi ceRegi ster
request to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,786: | NFO gt p281049997-52711: Pxgri dControl | er::

Request ={ " nane": "com ci sco. endpoi nt. asset", "properties": {"wsPubsubServi ce":"com ci sco. i se. pubsub
","restBaseUrl":"https://WN2012-

AAA: 8910/ pxgrid/ind/ asset/", "asset Topi ¢c":"/topic/com cisco. endpoi nt.asset"}}

2019- 05-22 14:31:17,911: | NFO gt p281049997-52711: Pxgri dControl | er:: Response={"id":"76d4abaf -

9ef d- 4c68- a046- 79e049564902", "reregi sterTineM I | i s":"300000"}

2019- 05-22 14:31:17,911: I NFO gt p281049997-52711: Pxgri dControl l er:: Send Request ServicelLookup
invoked with pxGridServer(s) [|SE24-1ek. exanpl e. conj

2019- 05-22 14:31:17,911: | NFO gt p281049997-52711: Pxgri dControl |l er:: Sendi ng Servi ceLookup request
to pxGridServer |SE24-1ek. exanpl e.com

2019-05-22 14:31:17,911: | NFO gt p281049997-52711: Pxgri dControl | er::



Request ={ " nanme": "com ci sco. i se. pubsub"}

2019- 05-22 14:31:17,911: I NFO gt p281049997-52711: PxgridControl l er::

Response={"servi ces":[{"name":"com ci sco. i se. pubsub”, "nodeNane": "i se- pubsub-i se24-
lek","properties": {"wsUrl":"wss://| SE24- 1ek. exanpl e. com 8910/ pxgri d/i se/ pubsub”}}]}

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dPubl i sher:: wsUrl =wss://| SE24-

lek. exanpl e. com 8910/ pxgri d/ i se/ pubsub

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: PxgridControl l er:: Send Request AccessSecr et
invoked with pxGidServer(s) [|SE24-1ek. exanpl e. conj

2019- 05-22 14:31:17,911: 1 NFO gt p281049997-52711: Pxgri dControl |l er:: Sendi ng AccessSecret request
to pxGidServer |SE24-1ek. exanpl e.com

2019- 05-22 14:31:17,926: 1 NFO gt p281049997-52711: Pxgri dControl | er:: Request={"peer NodeNane": "i se-
pubsub-i se24- 1ek"}

2019- 05-22 14:31:17,926: | NFO gt p281049997-52711: PxgridControl l er:: Access Secret recieved

2019- 05-22 14:31:17,926: | NFO gt p281049997-52711: Pxgri dPublisher:: dient created

W BFFTR , INDE fassetTopic

2.]BUA 7 pxgrid BRI ISE PSN#EIR T 838 B B pxGrid & E (profiler.log):

2019- 05- 22 14:39: 25,817 INFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- New services are: [Service

[ nane=com ci sco. endpoi nt. asset, nodeNanme=i nd2, properties={wsPubsubServi ce=com ci sco. i se. pubsub,
rest BaseUr| =htt ps://WN2012- AAA: 8910/ pxgri d/ i nd/ asset/,

asset Topi c=/t opi c/ com ci sco. endpoi nt. asset}]]

2019- 05-22 14:39: 26,011 INFO [Profil erl NDSubscri berPol | er-56-thread-1][]

cisco.profiler.infrastructure. probengr.| NDSubscri ber -::- NODENAME: i nd2

2019- 05-22 14:39: 26,011 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 05- 22 14:39: 26,046 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Response status={}200
2019- 05- 22 14:39: 26,046 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- Content: "OUT_OF_SYNC'
2019- 05- 22 14:39: 26,047 I NFO [Profil erl NDSubscri berPol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscriber -::- Status is :"OUT_OF_SYNC'
2019- 05- 22 14:39: 26, 047 DEBUG [ Profil erl NDSubscri ber Pol | er-56-thread-1][]
cisco.profiler.infrastructure. probengr.| NDSubscriber -::- Static set after addi ng new services:

[ Servi ce [name=com ci sco. endpoi nt. asset, nodeName=i nd,

properti es={wsPubsubSer vi ce=com ci sco. i se. pubsub, restBaseUrl=https://WN2012-

AAA: 8910/ pxgrid/ind/ asset/, assetTopic=/topic/com cisco.endpoint.asset}], Service

[ nane=com ci sco. endpoi nt. asset, nodeNanme=i nd2, properties={wsPubsubServi ce=com ci sco. i se. pubsub,
rest BaseUr| =htt ps://WN2012- AAA: 8910/ pxgri d/ i nd/ asset/,

asset Topi c=/t opi ¢/ com ci sco. endpoi nt. asset}]]

2019- 05-22 14:39: 26,052 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []

cisco.profiler.infrastructure. probengr.| NDSubscri ber -::- NODENAME: i nd2

2019- 05-22 14:39: 26,052 I NFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 05-22 14:39: 26,111 INFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Response status={}200
2019- 05-22 14:39: 26,111 INFO [Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []
cisco.profiler.infrastructure. probengr.|NDSubscri ber -::- Content:

{"assets":[{"assetld":"100", "asset Name": "W N2012-

CHI LD", "asset | pAddress”: "10. 62. 145. 131", "asset MacAddr ess": " 00: 50: 56: b6: 46: 87", "asset Vendor ": " VMv
are", "asset Product | d": " Unknown", "asset Seri al Nunber":"", "asset Devi ceType": "Server", "asset SwRevi si

on":"", "asset HMRevi sion":"", "asset Prot ocol ": " Net Bl OS", "asset Connect edLi nks":[], "asset Cust omAt tri

butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "val ue":"SEC TAQ"}]},{"assetld":"

101", "asset Name": "wi n2012. exanpl e. conf', "asset | pAddress”: " 10. 62. 145. 72", "asset MacAddr ess": " 00: 50:

56: 9c: 3f: 92", "asset Vendor " : "VMrar e", "asset Product |1 d": " Unknown", "asset Seri al Nunber":"", "asset Devi
ceType":"Server", "asset SwRevi sion":"", "asset HwRevi si on":"", "asset Prot ocol ": " Net Bl 0S", "asset Conne
ctedLinks":[],"assetCustomAttributes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "va

lue":""}]1}1)
2019- 05-22 14:39: 26, 111 DEBUG [ Profil erl NDSubscri ber Bul kRequest Pool - 80-t hread- 1] []



cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- Parsing bul k response
{"assets":[{"assetld":"100", "asset Name": "W N2012-

CHI LD", "asset | pAddress": "10. 62. 145. 131", "asset MacAddr ess": " 00: 50: 56: b6: 46: 87", "asset Vendor ": " VMwv
are", "asset Product | d": " Unknown", "asset Seri al Nunber":"", "asset Devi ceType": "Server", "asset SwRevi si
on":"" "asset HMRevi sion":"", "asset Protocol ": "Net Bl OS", "asset Connect edLi nks":[], "asset CustomAt tri
butes":[{"key":"asset G oup", "val ue":"Root"}, {"key": "asset Tag", "val ue":"SEC TAQ"}]},{"assetld":"
101", "asset Name": "wi n2012. exanpl e. conf', "asset | pAddress": " 10. 62. 145. 72", "asset MacAddr ess": " 00: 50:
56: 9c: 3f: 92", "asset Vendor " : "VMnar e", "asset Product 1 d": " Unknown", "asset Seri al Nunber":"", "asset Devi
ceType":"Server", "asset SwRevi sion":"", "asset HwRevi sion":"", "asset Prot ocol ": " Net Bl 0S", "asset Conne
ctedLi nks":[],"asset CustomAttri butes":[{"key": "asset G oup", "val ue": "Root"}, {"key": "asset Tag", "va
lue":""}]1}1}

BEINDLERMKREH (FEFAMERRKER , BURBHARERR/pxCGridEE , Y HAKREB
pxGridEEISEX A )

wliaile, INDUSTRIAL

cisco NETWORK DIRECTOR Operate 3 Inventory

< Back H win2012.example.com

DEVICE OVERVIEW

Name  win2012example.com Device Type  Server
IP Address 10.62.145.72 Protocol NetBIOS
MAC Address  00-50:56:0c:34:02 Group  Root
Vendor  Viware Connected to
puGrid Asset Yos Tag(s) +

4. INDA#S Lt B 3R 2 i 2IISE pxGrid &%

5. PSNI&@iB pxGrid R Al Uk itk & & (profiler.log):

2019- 05-22 15:20:40,616 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr.|NDSubscri ber -::- Parsing push notification response:
{"asset":{"assetld":"101", "asset Name": "wi n2012. exanpl e. conl', "asset | pAddr ess": " 10. 62. 145. 72", "ass
et MacAddr ess": "00: 50: 56: 9c: 3f: 92", "asset Vendor " : " VMnar e", "asset Product | d": " Unknown", "asset Seri al
Number":"", "asset Devi ceType": " Server", "asset SwRevi sion":"", "asset HWRevi sion":"", "asset Prot ocol ":
"Net Bl CS", "asset Connect edLi nks":[], "asset CustomAttri butes": [{"key":"asset G oup", "val ue": "Root"},
{"key":"asset Tag", "val ue": "SEC TAR"}]}, "opType": " UPDATE"}

2019- 05-22 15:20:40,616 DEBUG [Gizzly(2)][]

cisco.profiler.infrastructure. probengr. | NDSubscriber -::- sending endpoint to
forwarder{"assetld":"101", "asset Name": "w n2012. exanpl e. cont', "asset | pAddress": " 10. 62. 145. 72", "ass
et MacAddr ess": "00: 50: 56: 9c: 3f: 92", "asset Vendor " : " VMnar e", "asset Product | d": " Unknown", "asset Seri al
Number":"", "asset Devi ceType": " Server", "asset SwRevi sion":"", "asset HWRevi sion":"", "asset Prot ocol ":
"Net Bl CS", "asset Connect edLi nks":[], "asset CustomAttri butes": [{"key":"asset G oup", "val ue": "Root"},
{"key":"asset Tag", "val ue": "SEC TAR"}]}

2019- 05-22 15:20: 40,617 INFO [Grizzly(2)][] cisco.profiler.infrastructure. probengr. Forwarder -
;.- Forwarder Mac 00: 50: 56: 9C: 3F: 92 MessageCode nul | epSource PXGRI DPROBE

2019- 05- 22 15:20: 40,617 DEBUG [forwarder-2][]

cisco.profiler.infrastructure. probengr. ForwarderHel per -:ProfilerCollection:- sequencing Radius
message for nac = 00: 50: 56: 9C: 3F: 92

2019- 05- 22 15:20: 40,617 DEBUG [forwarder-2][] cisco.profiler.infrastructure. probengr. Forwarder -
:ProfilerCollection:- Processing endpoint: 00:50: 56: 9C: 3F: 92

2019- 05- 22 15:20: 40,618 DEBUG [forwarder-2][] comcisco.profiler.imEndPoint -
:ProfilerCollection:- filtered customattributes are: {asset G oup=Root, asset Tag=SEC TAR?}

2019- 05- 22 15:20: 40,618 DEBUG [forwarder-2][] cisco.profiler.infrastructure. probengr. Forwarder -
:ProfilerCollection:- Filtering:00:50:56:9C: 3F: 92

2019- 05- 22 15:20: 40,618 DEBUG [forwarder-2][] cisco.profiler.infrastructure. probengr. Forwarder -
:ProfilerCollection:- Endpoint Attributes: EndPoi nt[id=<nul | >, name=<nul | >]



MAC: 00: 50: 56: 9C: 3F: 92

Attribute: BYODRegi strati on val ue: Unknown

Attribute: Devi ceRegi strationStatus val ue: Not Regi st ered
Attribute: EndPoi nt Profil er Server val ue: | SE24- 1ek. exanpl e. com
Attri but e: EndPoi nt Sour ce val ue: PXGRI DPROBE

Attribut e: MACAddr ess val ue: 00: 50: 56: 9C: 3F: 92

Attribute: NmapSubnet Scanl D val ue: 0

Attribute: QU val ue: VMvare, |nc.

Attribute: PolicyVersion val ue:0

Attribute: Portal User val ue:

Attribute: PostureApplicabl e val ue: Yes

Attribute: asset Devi ceType val ue: Server

Attribute: asset Goup val ue: Root

Attribute: asset HMRevi si on val ue:

Attribute: assetld val ue: 101

Attribute: assetl pAddress val ue: 10. 62. 145. 72

Attribute: asset MacAddress val ue: 00: 50: 56: 9c: 3f: 92
Attribute: asset Name val ue: wi n2012. exanpl e. com
Attribute:asset Productld val ue: Unknown

Attribute: asset Protocol val ue: Net Bl OS

Attribute: asset Seri al Nunber val ue:

Attribute: asset SwRevi si on val ue:

Attribute: asset Tag val ue: SEC TAR

Attribute: asset Vendor val ue: VMnar e

Attribute: b310a420- 78a5- 11e9- a1l89- 9ac8f 4107843 val ue: Root
Attribute: b8e73d50- 78a5- 11e9- a1l89- 9ac8f 4107843 val ue: SEC TAR
Attribute:ip val ue:10.62.145.72

Attribute: Ski pProfiling val ue:fal se

6.EAERERNENERARM



il |dentity Services Engine Home ~ Context Visibility » Operations » Palicy » Administration » Work Centers

Endpoints = Users  Network Devices  Application

00:50:56:9C:3F:92 oz B

MAC Address: 00:50:56:9C:3F:92
1 Username:
E Endpoint Profile: IOT_DEVICE2

o Current IP Address: 10.62.145.72
Location:

(&) Applications Attributes Authentication Threats Vulnerabilities

General Attributes

Description
Static Assignment false
Endpoint Policy I0T_DEVICE2

Static Group Assignment false

Identity Group Assignment  Profiled

Custom Attributes
Y Filter v 0~
Afttribute Name Afttribute Value
x Attribute Name Attribute Value
assetGroup Root

LogicalProfile

assetTag SEC_TAG2

Other Attributes

L
BiEE . IR FEEBER TR M EREE FlassetGroupMassetTag , hEZLHER1 -3

S EISELRERKNRB E8EM

HRHIEESENEESREC-RNEBEREYE. REBEUTEREBEEREHE ( assetGroupH

assetTag ) o



hetli Identity Services Engine Home  » ContextVisbilty  » Operations  » Policy [EERIC M * Work Centers

b System | - Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

b Identities  Groups  External Identity Sources  Identity Source Sequences  ~ Settings

[ <]
User Custom Attributes Endpoint Custom Attributes
User Authentication Settings
Endpoint Purge Endpoint Attributes (for reference)
Endpoint Custom Attributes Mandatory Attribute Name Data Type
PostureApplicable STRING
EndPointPolicy STRING
AnomalousBehaviour STRING
OperatingSystem STRING
BYODRegistration STRING
PortalUser STRING
LastAUPAcceptanceHours INT
LogicalProfile STRING
Endpoint Custom Attributes
Attribute name Type
assetGroup String | =
assetTag String v - Q@
Reset Save

SBR2 .65 B &% ML A BProfiler KB

B 2| T4E L\ (Work Centers)> Profiler(Profiler)>4 1 € & (Profiling Policies). #—T "Add. .
BERESRRM , W TEMRT.



Identity Services Engine Home » Administration

o » Context Visibility » Operations + Policy ~Wark Centers

b Network Access  » Guest Access  » TrustSec  » BYOD  ~Profiler  » Posture  » Device Administration  » PassivelD

Overview Ext id Sources Network Devices Endpoint Classification Mode Confly Feeds » Manual Scans  » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot Reports  » Setiings  Dictionaries
——
Profiling Profiler Policy List > I0T_DEVICEL
[ e J Profiler Policy
. & *Name |IOT DEVICE1 | Description
= = hd %
» Profiling Policles Policy Enabled
» [ Logical Profiles
o * Minimum Certainty Factor |_2c| | {Valid Range 1 to 65535)
" 1 Action | NONE -]
* Network Scan (NMAP) Action | NONE -]
Creale an Identity Group for the policy () ¥es, create matching Identity Group
(®) No, use existing ldentity Group hierarchy
* Parent Policy | NONE -]
* Associated CoA Type | Global Settings -]
System Type Administrator Created
Rules
If Condition | CUSTOMATTRIBUTE_assetTag_EQUALS... = [Tllen| Certainty Factor Increases v| |zn | ol v
—
| Condition Name Expression
save | [Resy () [cusToMaTTRIB.. )] [EQUALlS  ~| [secTacr |

SR BARRS R B E5% 4%

B E T ¥ 0> Profiler > Settings > Profiler Settings. {7 BUA 2SI B 28 M4 HEU5 5
2EH,

Identity Services Engine

Homae » Contaxt Visibility + Operations } Policy + Administration « Work Centers
» Network Access  » Guest Access  » TrusiSec  » BYOD  ~Profiler  » Posture  » Device Adminisiration  » PassivelD
Overview Ext |d Sources MNetwork Devices Endpoint Classification MNode Confiy Feeds » Manual Scans  » Policy Elements  Profiling Policies  Policy Sets  » Troubleshoot Reports  ~Settings  Dictionaries
[}
Profiler Settings Profiler Configuration
NMAP Scan Subnet Exclusions *CoAType:  Reauth -

Curmrent custom SNMP community strings: ~ ssssse

Srnw'|

] (For NMAP, comma separated. Field will be cleared on successful saved change.)

Change custom SNMP community strings:

Confirm changed custom SNMP community strings:

| (For NMAP, comma separated. Field will be cleared on successful saved change.)

EndPoint Attribute Filter: Enabled i

Enable A lous Behaviour Dy Enabled i
Enable A Behaviour Enft Enabled
Enable Custom Attribute for Profiling Enforcement: Enabled

Save Reset

SBR4.EHINDS R EE

B ¥ FSettings > pxGrid. #— T "Download .pem IND certificate . Lt EEpxGridzk i E#E

A, BILISEEEEE.

atlia]r. INDUSTRIAL
€15¢0  NETWORK DIRECTOR

Settings

pxGrid

Gincay Patiorm Exchangs (id [paied) is an open, scalabie data-Sharng and thesat coninol plation Tt Alows Seamiess integration Deteren mullivendor identty, nework, securly and asst managemen systems. Erabing the bt Bsiow Bcivales fe sharing of endpoint assets discovensd by I system with & Cisco Idensty
Services Engre (SE) prling controlier. This Information can Then B leveraged by upiream secury 5ysiems 10 montor securty, Getect Treats. and set retwork polcy. Leam mone Fere.

Downioad pem IND certicats



SB5EINDEDER LEBISESEEE

ERIEES-BR-BRREE-SEEREE. 12— Timport, 32— TBrowse , RE RS BIFRE
IND%%O #E_-FSmelto

“thutls:  Identity Services Engine Home  » ContextVisibility  » Operations  » Policy [EEFNGIENEIEN  » Work Centers

~System | » ldentity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

Deployment  Licensing - Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access  » Settings
o

~ Certificate Management Import a new Certificate into the Certificate Store

System Certificates * Certificate File  growse..  ind(1).pem

Trusted Certificates

Friendly Name

OCSP Client Profile

Certificate Signing Requests Trusted For: ;

Certificate Periodic Check Setti... - -
Trust for authentication within ISE

b+ Certificate Authori
ty [] Trust for client authentication and Syslog

[] Trust for authentication of Cisco Services

[ wvalidate Certificate Extensions

Description |

L ( concel |

$R6. 5INDER DR’

INDRERISE CAEENEFinRE. Hk , BERERINDZEEMT , HILISEFEEEpxGridF#
B (ETLSXK#HE ) , ©ZINDEE

E T EE> pxGrid BH >R B, BIEATERIERBT. CNELEXER , RAISE CAMEE
RERSHBRE, HEBAT , EE AINDIWFQDN , EHRSMNHEETFTHINDER , RItCNE{
BEFrEE,

‘uthe Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services  » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

Generate pxGrid Certificates

| want to * Generate a single certificate (without a certificate signing request) j
Common Name (CN) * ind.example.com
Description

Certificate Template PxGrid_Certificate_Template @

Subject Alternative Name (SAN) j
Certificate Download Format * PKCS12 format (including certificate chain; one file for both the certificate chain and key) j e
Certificate Password * o

Confirm Password *



SBR7. TRPKCS12IER B R

] Opening 1558534704560_cert.zip

You have chosen to open:

I 1558534704560_cert.zip

which is: ZIP archive
from: https://10.62.145.140

What should Firefox do with this file?
Open with Archive Utility (default) E
) save File

Do this automatically for files like this from now on.

concel (KT

$B8.7EIND L B R ik

B ZIERE> pxGrid >ZEEME. 12— TNew, #iAName ( EINDLUUERHE LB BIGE
) o BBESBIPNHE,

Upload Trusted Certificate
MName* IND
Password

Certificate * Browse |CMakepathind.example.com_ 3.p12 - || X

Upload Cancel

S BR9.1EIND LB B R BE R PR

EEIRE>KEARESE |, B— THE, 8 AISE pxGridEi B #YISE FQDNFIP#E 1,



atfiarle. INDUSTRIAL
1sco NETWORK DIRECTOR Settings > Policy Servers

RADIUS @ pxGrid

Hast Nama* P Acdross Doscription

ISE24-1ek. example.com o 10.62.145.140 Li]

Cancel

$B10.7IND L B EpxGridE4&

B EIRRE> pxGridY B ApxGridB &, #H—T{lifiZill, MAHMKERE K LEREBRISELH
pxGrid&E Fimky B, {EAMRI[F 1ML TALEEPRIFZRIRENISE, —T "Registery -

alvnlss INDUSTRIAL
<Ise

© NETWORK MRECTOR

Enalo pucGrid- Saings

Dewnload .parm IND cortificaty

Cannect Using the Exissing Node
© Register a New Noda

ISE Server
e Hamae Server Sarve
IND o 15£24-1ekexamg com J o Select  sorver J o

M MREISELBAEBHEERBENITIRFRE , MZKIRI - 12,

F(IhEEM#E , INDEBERITHE :

Message X

pxGrid Node Approval Pending on the pxGrid Server

OK



$B11.7EISEL L EIND

B2 EE> pxCrid R¥>FAEFR. MR TSEMENBE(1). ThLEE, ®—T "Approve
A"J o

Identity Services Engine Home  » ContextVisibility  » Operations  » Policy [ERFNLTLEICW MM » Work Centers

» System  » |dentity Management  » Network Resources ¢ Device Portal Management = pxGrid Services =~ » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

« Enable @Disahle @Appro\re @ Group ' Decline QDelete v @.R&fresh Total Pending Approval(1) «
Approve All

| Client Name Client Description Capi Status Client Group(s)
O » ise-fanout-ise24-1ek Capagﬁ?rggfuﬂﬂuu, L1111 Online (XMPP) Internal
O » ise-pubsub-ise24-1ek Capabilities{0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-pubsub-ise24-2ek Capabilities{0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-fanout-ise24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-admin-ise24-3ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-2ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-1ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
O » ise-bridge-ise24-1ek Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal
O » ise-admin-ise24-1ek Capabilities(5 Pub, 2 Sub) Online (XMPP) Internal
O » ise-admin-ise24-2ek Capabilities(1 Pub, 1 Sub) Online (XMPP) Internal
O » ind Capabilities{0 Pub, 0 Sub) Pending

S B812.7IND L B A pxGrid IR

B % = Settings > pxGrid. ##— T TActivate, -

«tfier]e. INDUSTRIAL

cisco NETWORK DIRECTOR Settings >  pxGrid

pxGrid
Enable pxGrid- Activate
ISE Server
Download .pem IND certificate
Node Name* Server 1*
IND ISE24-1ek.example.com
Disable Activate

BRI A® , INDLERUTHEE :



Message X

pxGrid Service is active

OK

B

ISERR &

B 2 EE> pxGrid RIE>FAEEFi. 7EAI Clients® , INDEHINDEFinii B
Offline(XMPP),INDf£ fi pxGrid R 42,

il Identity Services Engine Home  » ContextVisibiity  » Operations  » Policy [RRECIICMl * Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management = pxGrid Services =~ » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions

¢/ Enable @ Disable (PApprove @ Group W Decline eDeleI:e = 4 Refresh  Total Pending Approval(0) =

] Client Name Client Description Capabilities Status Client Group(s)
] P ise-fanout-ise24-1ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-pubsub-ise24-1ek | Client Name: Not Sortable Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-pubsub-ise24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
] P ise-fanout-isa24-2ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
] » ise-admin-ise24-3ek Capabilities(0 Pub, 0 Sub) Online (XMPP) Internal
O » ise-mnt-ise24-2ek Capabilities(2 Pub, 1 Sub) Online (XMPP) Internal
[ » ise-mnt-ise24-1ek Capabilities{2 Pub, 1 Sub) Online (XMPP) Internal
] P ise-bridge-ise24-1ek Capabilities(0 Pub, 4 Sub) Online (XMPP) Internal
O » ise-admin-ise24-1ek Capabilities(S Pub, 2 Sub) Online (XMPP) Intermnal
O P ise-admin-ise24-2ek Capabilities(1 Pub, 1 Sub) Online (XMPP) Internal
] » ind Capabilities(0 Pub, 0 Sub) Offline (XMPP)

¥ — T Web Clients , #EFRINDE FinBIARREAON |, I H/topic/com.cisco.endoint.asset2
Subscriptions#y — &84,



Identity Services Engine Home  + ContextVisbiity b Operations  » Policy ini Work Centers

» System  » Identity Management  » Network Resources  » Device Portal Management ~ pxGrid Services  » Feed Service  » Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates Permissions
—

Rows/Page 25 j 1 3 Go 12 Total Rows

 Refresh Y Fiter~ O
Client Name Connect To Session Id Certificate Subscriptions Publications IP Address Status Start time

: e -
IND ISE24-1ek ISE24-1ek:181 CN=WIN2012-AAA, ... 10.62,145.130 ON 2019-05-23 08:27
Ise-mnt-ise24-1ek ISE24-1ek ISE24-1ek:182 CN=ISE24-1ek.exa .. HMopicicom.cisco ise.session.intemal 10.62.145.140 ON 2019-05-23 08:28
Ise-fanout-tse24-1ek ISE24-1ek ISE24-1ek:183 CN=ISE24-1ek.exa . Nopic/distributed Noplc/distributed 10.62.145.140 ON 2019-05-23 08:28
ise-admin-se24-1ek ISE24-1ek ISE24-1ak:184 CN=ISE24-1ek.0xa ... Nopic/com.cisco.endpoint.asset 10.62.145.140 OFF ¢ 2019-05-23 0B:28
ise-mnt-isa24-2ek ISE24-1ek ISE24-18k:185 Mo Certificate NMopic/com.cisco.ise session.intamal Nopicicom cisco ise. session. internal 10.62.145.141 OFF ¢ 2018-05-23 08:59
ise-admin-isa24-2ek ISE24-1ek ISE24-1ek:188 No Certificats 10.62.145.141 ON 2018-05-23 08:30
ise-bridge-ise24-1ek ISE24-1ek ISE24-1ek:189 CN=ISE24-1ek axa 127.0.0.1 OFF ¢ 2019-05-23 08:30
ise-fanout-ise24-1ek ISE24-1ek ISE24-1ek:180 CN=ISE24-1ek.axa ... Ropichwildcard 127001 ON 2018-05-23 08:30
ise-mnt-ise24-2ek ISE24-1ek ISE24-1ek:191 Mo Certificate 4+ Ropic/com_cisco.ise session.intemal NMopicicom.cisco ise session internal 10.62.145.141 ON 2018-05-23 08:43
ise-admin-ise24-1ek ISE24-1ek ISE24-1ek:192 CN=1SE24-1ek.exa ... Mopic/com_cisco.endpoint.asset 10.62.145.140 ON 2018-05-23 08:43
ise-bridge-ise24-1ek ISE24-1ek ISE24-1ek:183 CN=ISE24-1ek.exa ... 127.0.01 OFF g 2019-05-23 10:04
ise-bridge-ise24-1ek ISE24-1ek ISE24-1ek:194 CN=1SE24-Tek.exa . 127.0.0.1 ON 2019-05-23 10:09

INDER#

INDEEE#: A TEZ, kA8, MRISELMHBRTEAL , IR , MRFRINDEERE "FEL
d Hﬁﬁgo

ailiviie INDUSTRIAL .
¢isco  NETWORK DIRECTOR Battiage patid

Cisco Platiom Exchange Grid {nxn] is an open, scalably data-sharing and IPreat control plaiorm Tt alows seamiess iniegration betwesn mulivendor dentty, networ, secury and asset management systema. Enabiing the feature belcw acthvales he sharing of endpoint assets dacoveresd by this system wih a Cisco kentty
Servicws Enging (ISE} prling controlee. This informaton can 1hn be rvir sged By UEIBMT Bcurty SIS 10 mOnSr BvurTy. GRlect IRrests, 70 561 network poly. Liam mone here

Downicad pem IND certificate

ISE Server

Mode Hame Server 1* Sarver 2
IND 1SE24-1 i oxampie.com

Statistics

Sync. Status In Sync Last Sync. Status Probe Time 2019-05-23 101818
Mumber of Assats Shared via Last Bus Hegues! z Last Bulk Request Time 20T
Last Updste Operstion  Updain Laat Update Time 20190522 20:17:36

Total putirid Asset Count 2

REREDF AR
INDLWRSREERE "FES ., R

MREISELHINETHRTE , AIgRERTRSERDSHEEL, IND application.log ( VR TH
) o

2019- 05- 22 22:09: 06, 902: | NFO. qt p281049997- 53444: Pxgri dConfigMgr:: Pxgrid Statistics Start:: Bulk
Request : bul kRegAsset Count: 2 add: fal se
2019- 05- 22 22:09: 06, 902: | NFO. qt p281049997- 53444: Pxgri dConfigMgr:: Pxgrid Statistics updated::



Bul k Request : Asset Count: 2

2019- 05-22 22:09: 06, 902: | NFO gt p281049997- 53444: Pxgri dConfigMgr:: Sync Status transition to
I N_SYNC

2019- 05-22 22:09: 06, 918: | NFO gt p281049997- 53444: PxGri dServi ceRest Control |l er:: get Assets
Conpl et ed

ISERESEATINDEFAMINDERBZZTHEE, FRISEEEZHTHATER , Y AINDKETFSHIRE
FE% ., AREE, MERH#X TEEKE ( WIN2012-AAAESERISERR ) |, & A #Eprofiler.log™ & Z A
TEE, EEZHIITEH , ATABUHEH I EPSN LB pxGridi®Bl25 .

2019- 04- 30 13:59:50, 708 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]

cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- New services are: []

2019- 04- 30 13:59:50, 714 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- NODENAME: i nd

2019- 04- 30 13:59:50, 714 I NFO [Profil erl NDSubscri ber Pol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr. | NDSubscri ber -::- REQUEST

BODY{"of fset":"0","limt":"500"}

2019- 04-30 13:59:50, 716 ERROR [Profil erl NDSubscri berPol | er-60-thread-1][]
cisco.profiler.infrastructure. probengr.|NDSubscriber -::- Unable to get sync statusWN2012-

AAA: W N2012- AAA

j ava. net . UnknownHost Excepti on: W N2012- AAA

at java. net. Abstract Pl ai nSocket | npl . connect (Abstract Pl ai nSocket | npl . j ava: 184)

at java. net. SocksSocket | npl . connect ( SocksSocket I npl . j ava: 392)

at java. net. Socket. connect ( Socket . ava: 589)

at sun.security.ssl.SSLSocket!| npl.connect (SSLSocket | npl.java: 673)

at sun.security.ssl.BaseSSLSocket | npl.connect (BaseSSLSocket | npl.java: 173)

at sun.net. Networkd i ent.doConnect (NetworkC ient.java: 180)

at sun.net.ww. http. HtpCient.openServer(HtpCient.java: 463)

at sun.net.ww. http. HtpCient.openServer(HtpCient.java: 558)

at sun.net.ww. protocol . https. HitpsClient.<init>Htpsdient.java: 264)

at sun.net.ww. protocol . https. HtpsCd ient. New(H tpsClient.java: 367)

at

sun. net. ww. prot ocol . htt ps. Abst ract Del egat eHt t psURLConnect i on. get NewHt t pCl i ent (Abstract Del egat eH
tt psURLConnecti on. j ava: 191)

at sun.net.ww. protocol . http. Ht t pURLConnect i on. pl ai nConnect O( Ht t pURLConnecti on. j ava: 1156)

at sun.net.ww. protocol . http. Ht pURLConnecti on. pl ai nConnect ( Ht t pURLConnecti on. j ava: 1050)

at

sun. net. ww. prot ocol . htt ps. Abst ract Del egat eHt t psURLConnect i on. connect ( Abst r act Del egat eHt t psURLCo
nnection. java: 177)

at sun.net.ww. protocol . http. Ht t pURLConnect i on. get Qut put St r eanD( Ht t pURLConnecti on. j ava: 1334)

at sun.net.ww. protocol . http. Ht pURLConnecti on. get Qut put St rean( Ht t pURLConnect i on. j ava: 1309)

at

sun. net. ww. protocol . https. Ht t psURLConnecti onl npl . get Qut put St reanm( Ht t psURLConnect i onl npl . j ava: 25
9)

at comcisco.profiler.infrastructure. probengr.|NDSubscri ber. get Request (1 NDSubscri ber. java: 362)

at comcisco.profiler.infrastructure. probengr.|NDSubscri ber.islnSync(|NDSubscri ber.java: 500)

at
comcisco.profiler.infrastructure. probengr.| NDSubscri ber. popul at el OTSer vi celLi st (I NDSubscri ber.ja
va: 462)

at
comcisco.profiler.infrastructure. probengr.| NDSubscri ber $Wor ker Thr ead. run( 1 NDSubscri ber. j ava: 441
)

at java.util.concurrent. Execut or s$Runnabl eAdapt er. cal | (Executors. j ava: 511)

at java.util.concurrent. FutureTask.runAndReset (Fut ureTask. j ava: 308)

at

java. util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. access$301( Schedul edThr eadP
ool Execut or. j ava: 180)

at

java. util.concurrent. Schedul edThr eadPool Execut or $Schedul edFut ur eTask. run( Schedul edThr eadPool Exec
utor.java: 294)

at java.util.concurrent. ThreadPool Execut or. runWr ker ( Thr eadPool Execut or. j ava: 1149)

at java.util.concurrent. ThreadPool Execut or $Wor ker . r un( Thr eadPool Execut or . j ava: 624)

at java.lang. Thread. run(Thread.java: 748)



I IEPR AR IR ERSRISER A

EEpxGrid AssetiZiF AYesh , IND EWRIRFEISEHRA , MACHitt thFETT A |, BRIISEREB R
S E BB SRR

wlv-sln. INDUSTRIAL

ciseo NETWORK DORECTOR Operate > Inventory
l WIN2012-CHILD
DEVICE OVERVIEW
Marmee 2 L Device Type
P Addew ocol
C Add 0050 5 b 44 0T Group
Vendor Connecied io
Pt sast Teals)

assetTagHflAssetGroup#EISE LA AT A

WMRassetTagEF A , IR HIRFEAHRTAGEBIER,. EFREE , FEEAZ2ER
(FEERER) .

Associated Device Tags b

No Tags Associated with this device

Add Regular Tag

Select a tag j

Add Security Tag

SEC_TAG1
SEC_TAG2

R AssetTagMAssetGroupHF AT A , BIFJEE ZERE

I AEAEBEERBUHEES TR (F2RARXERERS PHLSR1-3)

2.HRCSCvnikfE66106 imB B M EFEER . EXEA. B8, cafksERTBREEREBME. &
profiler.log® AT LA & E| LA T B 6.

2019-05-22 11:20: 11, 796 DEBUG [ Persi st ent Worker -8-18-thread-1][] com ci sco. profil er.i m EndPoi nt
-:Profiling:- filtered customattributes are:{asset G oup=Root, asset Tag=SEC TAR, b310a420- 78a5-
11e9-al89- 9ac8f 4107843=Root, b8e73d50- 78a5- 11e9- a189- 9ac8f 4107843=SEC_TAGR}


https://tools.cisco.com/bugsearch/bug/CSCvn66106
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