BCEBISE 2.4HIFMC 6.2.3 pxGridE&

% B 1 B A pxGrid iR 7

S ER2 FLEISEL HFT B pxGrid E AR E R IR 5
S ER3.EHISE MNTEEEEE MpxGrid CAFEE
ELEFMC

S ERA [MIFMCHT 18 1 t8 15

S EB5. £ KFMC CARE

S EB6.FHOpenSSLRELEN BRI REIERMILZ SR
TR BBELEFIFMC

S8 SFMCEEEAISE

S ER9 fEFMC B B pxGridiE £

B

TEISEHER R

EFMCHER TR

bad i3z]3:

masr

R ENHBESISE pxGridhk 424 MIFMCHrA<6.2. 3 B E R iz

DB R
BR
BERIERCEMUTEE -
-ISE24
- FMC6.2.3
. Active Directory/E8 £ B #5555 £ (LDAP)
BRATH
AN EARBBRAT B ANERRA

- BIIISE2.4



- FMCv 6.2.3
- Active Directory 2012R2
- B 5B R 5| Z(1ISE)pxGridhx2<2.4
- Firepower& ¥ H/0\(FMC)ix4<6.2.3
AXHHNEARRBREERETRBEANKEMEY., XHEA IJH’JFJ?’E%E%‘? RERER ( FARR
) WARREREAE), WREVERREED |, FRAECEBTAETIRERNZE,

B EISE
S B 1. A pxGrid IR 3%

ZAISEEEEGUI , EiiEEE>-HR,
2.1%?%%)% ApxGrid & K ISEET S,

3. ApxGridfRk# , A& IZ— T Save , M T EFT



#

Deployment Deployment Nodes List > tim24adm
v E < | EditNode

= Daploymant General Seftings Profiling Configuration

Hostname

FQDN

IP Address

Node Type Identity Services Engine (ISE)
Role STANDALONE Make Primary

Administration
w Monitoring
Raole PRIMARY v
Other Monitoring Node
« Puolicy Service
w» Enable Session Senaces i
Include Mode in Node Group None - R
Enable Profiling Service

Enable Threat Centric NAC Service i

Enable SXP Service i

v

Enable Device Admin Sarvice

(V] Enable Passive |dentity Service ;

) [/ pxGrid (i

4 BT pxGrid R 2 B RCLEETT,

ﬁiﬁ : MRERAZEpxCridEi % , ABBRHESFESSERE , pxGrid R = 88T £ BB I 7
= A A (HA)RRE,

5.8IBSSHE AISE pxGrid i B CLIM # 25 FE F AR K,

show application status ise | in pxGid

pxGrid Infrastructure Service running 24062
pxGrid Publisher Subscriber Service running 24366
pxGrid Connection Manager running 24323

pxGrid Controller running 24404

#

6. EISEEEBGUILMERBERTRLAERET. EMZIEE> pxGridiRi.

7HEEEKS , ISEFERConnected to pxGrid <pxGrid node FQDN>,



e P 5 0 i S o BBy Bkt D it o
Sprmany

peow | fhRebesh | ol Rerdeg AsprovaT) =

1:7ef7  Snow | M « perpage Paga[1 ¥
Aath Hethod

S RR2. B MISEXA L PR B pxGrid B A B RV IR~
1. 87 3 EE> pxGrid RIE>ERE .

2BPEMAHR . "EERHEERT SRS

all |dentity Services Engine

, REBE—THE

Home » Context Visibllity

b Identity Management  » Network Resources

» Operations » Policy

« Administration
» System

» Device Portal Management | pxGrid Services ¢ Feed Service ¢ Threat Centric NAC

All Clients Web Clients Capabilities Live Log Settings Certificates

Permissions

PxGrid Settings

Automatically approve new centificate-based accounts
[] Allow password based account creation

Use Default

Test

Connected to pxGrid tim24adm.rtpaaa.net

AR MRKRRAEE  EES L AFEMMEEISENFMCER.

S B3.[EHISE MNTEE B & MpxGrid CAR &
1. ENZEE-BRE-RREEE.
2MRKRE "FEEE, R LEMA , FER TEEER/(MNT), &3,
3.4 fAUsed-By "Admin" {1 RIER &,

AR AEEEREESHEANTERISEERERE, MREEAZTERERUBCARENE
HEE#HE  FENEISEMNTEHH LEZANEESREMNRCA,

4?&_-':&&0
5 EEFE T EMIALIMANEE,
6. EMZE TR

7. ExportfSavetg 2 , I T EFf o



Bl "o Carsery

[Eem————
yE * kerdfy Maragemect Network Rssourses ¢ Device Porisd Maragemert  pelind Servoss  » Feed Servioe  » Threat Caninc NAC
Degioyment  Licensng  =Cenficates » Loggeg  + Mawienarce  Upgrade  » Backup & Resiore  » Adwn Access  » Semings
L]
= Corsficate Managemant Systerm Cortificates |, For casier recirary © i Aarmrsrie 1 & ettt et ke hary Pt o 1 Spuie e feate
Syt Camtoma /Dot o Genesste Sef Soned Certicate | < import b Dport | | Deete ||, vew
Trusted Cortfcates Fr e e By o g he T it By m
OCS® Clert Protie
Carifcats S Reoumens * 8
Cartficate Perotc Crecs Ses
Corvficate Authary = {"F Sat, 30 Mar 2019 n
iﬁaﬁtf’“"fﬂ Confoute GO » Fri, 30 Mar 3078 smxwexn B

I B
Export Certificate 'Default self-signed server certificate’

(O Export Certificate Only

(®) Export Certificate and Private Key

*Private Key Password

Warning: Exporting a private key is not a secure operation. It could lead to possible exposure of the private key.

E3 | cance

EERIRERA

*Confirm Password

d
9.REISERMAZ LR

10688 "EAE . JIPEY TpxGrid, AEMERE LK THEE 8.

B EEBRISED | ER—EBERRE  BH2.2E , BRBERTUEEHAIFISE CAHEME
B,

113182 "Certificates , REKE—TView , 1 FEIFTRo

BRIl ¢ Yo Carteny

[
~Symem b ity Msgemart b Netwon Fisiousces b Devics Potsl Msssgement  mGng Sevios b FesdSenice 1 Threat Contrc NAC
Deploymest  Licoring  =Cocies  » Loggrg  » Mariensnce  Ubgrade o+ Baciug AResiore  » Admin dcoess  » Selings
L]
= Carvtic sty Management System Certificates [, For Smasr mcovery 1 5 MCOTTenced 1 expon caricae and privase elfars of a1 sysiem cenicanes
Sy Cantosten J ot | e Generste Seil Saywd Cotficate | we lwpont | b Export | (3 Delste || 4 View
Trastedt Conicates - = gom o
OCSP Clant Profie ¥
Canfoate Sy Reguens B - Tho, 30 Mar 2008
-artfcate Peraic Chaca St
Carsticats Aushority a
-]

12.BEER (R ) #E. EXFIHA Certificate Services Root CA - tim24adm, .

13.88F certificate view ( BEWR ) 1 RE , WTEA R,



Certificate Hierarchy

I Certificate Services Root CA - im24adm I

Centificate Services Node CA - tim24adm

Certlficate Services Endpoint Sub CA - im24adm

tim24adm.rtpaaa.net
Issued By : Certificate Services Endpaint Sub CA - tim24adm
@ Expires : Thu, 30 Mar 2028 14:17:12 EDT

Centificate status is good

Details
Issued To

Common Name (CN)
Organization Unit (OU) Certificate Services System Certificate

Organization (O)

City (L)

State (ST)

Country (C)

Serial Number 58:2A:91:45:E8:23:42:74:98:53:06:94:33:9E:AD:83

Close

14. BRISER S E IR ME RS,
15 R ERMARMRTER.
16 ZEZCHAINERE , REKL—TEH. ARMEpxGridiRCARE , M FEFTR.

- Gyie b loeaty Matageman b Mateos Fsrees b Dwacs Porsl Ustaosment  palind Seedcsd b Foed Serics b Thesat Corne NAC

Depioyment  Lostang = Cendcatin  »Loggng  » Mamiensnos  Upgrade  » BacepBileronm b ASTinAcceis  » Seeng

' cfu—w A Certificates
= Cartosty Authority St | e imgen | X Daite | view | (B Rebmn
Frandry et Suta Trata Far Saal M s T s By Ve From Eupurazen Dash Espauinen Suns
Dverden
¥ wrddacm
’:I:l:‘:;vwmlfnﬂ‘n— B En piruciory, Encipcinin }_\i';_::'-';:n:-':{““ J6F JAEF Conficaw Senices Encpaint S Corificate Services Node CA Thos, 35 Mar 3518 S ]
Cartfichte Authorty CaScates e
Corsficate Services Rowt CA - 3467 T4 15 48 48 4F EB BT 48 1ll Conticans Services Rt CA - Cortficate Services Root CA -
— e - L 1 Erabied Infrasiruchure Encipoinis it - l Thes, 28 Mar 018 ThRMaE @
—— ARGl g e memooew  BAZCMSGSGE o — T bl
Certiicate Services OCSP e TAC2 3508 12 BAS0CFACTS  Cortiioats Services OGSP Certficate Services hode CA
IExtemal CA Sesrgs. Responder - EmZladmBtood Ll S 00 B9 81 0C 07 7D Resgonder - irmddadm smdadm P P a



EEFMC
S B4.mFMCH M EE

1. SABFMC GUIIE & fii & System > Integration > Realms.,
2. #— T New Realm , 21~ EFi=o

Overview Analysis Polides Devices Objects AMP Intelligence

Configuration  Users  Domaing tegration  Updales  Licengas v Brhw  Monitorrgwy  Toolsw
Cisco 51 Identity Sources  eStreamer  Host Input Client  Smart Software Satellite
# Comparereaims. _LJ New realm
/ /l’

JEBREWIHR—T TAIEActive Directory(AD)IIA 4 %48,
EEADMACEAEEBLERAERAETREBUPNER , TRVAIE XK.

4 MBAEADIMARKY |, BR—TRE.

Add New Realm ? X
Name * ISEpxGrid
Description Realm for use with pxGrid
Type * AD =
AD Primary Domain * ex: domain.com
AD Join Username ex: user@domain
AD Join Password LI Test AD Join
Directory Username * admin ex: user@domain
Directory Password * sssssses
Base DN = CN=Users,DN=rtpaaa,DN=net ex: ou=user,dc=cisco,dc=com
Group DN * DN=rtpaaa,DN=net ex: ou=group,dc=cisco,dc=com
Group Attribute Member b
* Required Field
OK Cancel

5. — T DirectoryBE & , A% — TAdd directory , #1 T EFT R

Overview  Anslysis Policies Dwvicas Objects | AMP  Intalligencs

Configuration  Users  Domaiss  Istegration  Updstes  Licenses v Healthe  Monioningy  Tooli v

ms/ \ 0 cocn

) s Contipurstion s omrid

6.E¢ B IP/E A IR FELR,



AR MRARAYK , FE TEYEE) ERLEBRIRIE,
71:22_-':&&0
Edit directory

Hostname / IP ‘
Address

Port 389
Encryption STARTTLS LDAPS o None

SSL Certificate v @

0K | test || cancel |

Status
i } Test connection succeeded

| OK

8.3% — T User Download E £,

Overview Analysis Polices Devices Objects AMP  Intelligence

LAB / =
IEEE reaim Configuratien | Usar Dewnicad

O.MRERIERE  FRAEAENETH
108 —T "MEIT#E,

Enter Description

Dir?'y Realm Configuration JRIETTE T 1LY

Download users and groups

Begin autnmaticduwn#t 8 v |pM v America/New York RepeatEvery |24 v Hours

, |i| Download Now

MERBER , $TEMENE , AREEA to Include.



12.FEREER.

Overview Analysis Policies Devices Objects  AMP Intelligence System m
Configeration  Usars  Domaind  Integration  Updates  Lcessel v Healthy  Monforicgy  Tooli v
LAB = T harve wesarved craeges | [ sawn | | D1 Cance

/‘

ork  MepestEvery| 24 | v Hours

13. 80 THEEREE, .

Owverview Analysis Polides Devices Objects AMP  Intelligence epioy Systam m
Coofiguaton  Users  Domais  Integration  Updates  Lkenses®  Meaihe  Monforinge | Teols v
Cisco CS1 Tdentity Sources eStreamer Hest Input Cliest Smart Software Satellite
e reaims ) it resdem
 Mame Bescription Bamaln Type Base BN Greup BN Brines AMLBute state |
un ot o DC=ripssa,OC=net CXUserDC=rpaa OCs mamber & & i

S R5. £ FMC CAR &

1. EEZYHSSHREE>RECA , W TEMR.

Object Mansgement  Irtruson Rules

J  Acd Netmork =

Mam Vv Tree Overrige
x
. et x
x
A-Bemcrmars. T x
it 2 x
4 m - ot x
1Pt brate . Nt ®
" " et »
- x

x

X X X X

2??2_ -FimCAo

3. IEEBZ KR E I — T Generate self-signed CA.



Overview Analysis Polices Devices LA AMP  Intelligence

Obsject Management  lstrumien Rules

D Garmeate CA || LD bmpirt CA T
o —

Generate [nternal Certificate Authority ? X

Name: LabFP623 M|
Country Name (two-letter code): us

State or Province: NC

Locality or City: RTP

Organization: Cisco

Organizational Unit (Department): TAC

Common Name:

N

| Generate csR | Generate self-signed CA | | Cancel |

AERTRE , B—TERNCARELAINME , MTEATR.

Overview Anolysis Policies Devices [CULSTE AMP  intelligence

Objact Management  [rarusion Rules

) Gaverate CA 2 Impen CA

-
5 etwors
Front

] EN-LisFIIY Mpasa Aat, ORG~Cats, CU=TAE, E-418 [£]

5.3%2—T "Download. -



Edit Internal Certificate Authority

Name: LabFP523

4 Subject
Commaon Name:
Organization: Cisco
Organization Unit: TAC
4 Jssuer:
Commaon Name:
Organization: Cisco
Organization Unit: TAC
4 Not Valid Before
May 15 18:13:52 2018 GMT
4 Mot Valid After:
May 12 18:13:52 2028 M1
4 Serial Number:
82:1e:98:52:be:2f:b8:58
4 Certificate Fingerprint:
C?:07:99:F3:EE:41:5C:78:36:91:40:04:F7:10:22:4C:60:C2:3C:9C
4 Public Key Fingerprint:

b51laabcbicb2bebd 2fdfGc008BY 7 1fca794B57al

/7

4 Download OK Cancel

6.EBILFETMBRE , REE—TOK,
7 RN IRINBREE(PKCS)p 121 RAF B R i B R R

S B6.EMOpenSSLItELNBRPRIVNRNME S
HIRAETEFMCHIAR B 8 E R EOpenSSLA S E Sk E5TM. BLRFI6EFAEER Linux

shell,
1.1 Fopensslftp121E R P IREUR# (CER) M A8 (PVK),
2EHMCERER , REABEEFMCLRELERNFZEEL LS,

~$ openssl pkcsl2 -nokeys -clcerts -in <filenanme.pl2> -out <filenane.cer>
Passwor d:

Last login: Tue May 15 18:46:41 UTC 2018

Enter Inport Password:

MAC verified OK

SRRHPVKER BERESEHIR A ARREFWPEMEGER I HEITHES



~$ openssl pkcsl1l2 -nocerts -in <filenanme.pl2> -out <fil enane. pvk>
Passwor d: Last login: Tue May 15 18:46:41 UTC 2018 Enter Inport Password: MAC verified OK

4. TN —FSFEEFEHPEMERE.

SRR RRESIFMC
1.8 FER>HKREE> PKI >RPRE.

2.3 —T TAdd Internal Cert, , N BT Ro

SEEANDBEENEHE,
4 BEFCERERNUELASHRER, IHF Certificate Datay & , BES_{E.

5. BRI REFEPVKESR,

6.MBRPVKER S R EVE{IFTE "Bag attributess MFTERFEE. PVKEA-—--BEGIN ENCRYPTED
PRIVATE KEY ( BE2&in#2FA88 ) BHSE , LA—-END ENCRYPTED PRIVATE KEY ( &R in#2 A

) 2o
it MRPVKXAN B ENEREF T2AEEMFT , AIEEE —TOK,

7 Z R Encrypted HE I B (& 1£ 25 BR6 FE i PVKRF B ML Y B2 T
8. —THE.



Add Known Internal Certificate

Name: TZfpcert

Certificate Data or, choose 2 file; ‘ Browse.. |

-----BEGIN CERTIFICATE-----
MIIDFTCCAMWgAWIBAGLIAKIemFK -+ L7iYMAOGCSgGSIb3DQEBCWUAMGQXCZAIBGNY
BAYTAIVTMQswCQYDVQQIDAJOQzEMMAOGAL UEBwwDUIRQMQ4wDAYDVQQKDAVDaXN]
bzEMMAGGA 1 UECwwWDVEFDMRwWwWGgYDVQQDDBNMYWIGUDYyMySydHBhYWEUbmMVOMB4X
DTE4MDUXNTE4MTM1MIoXDTI4MDUXME4MTM1MIowZDELMAKGA1UEBhMCYVMXCzAJ
BgNVBAgMAKSDMQwwCgYDVQQHDANSVFAXDIAMBGNVBAOMBUNpRC2 NVMQwwCaYDVQQL
DANUQUMxHDAaBgNVBAMMEDxhYKZQNjIzLnJ0cGFhYS5uZXQwagEIMADGCSaGSIb3
DQEBAQUAA4IBDWAWGGEKACIBAQDMitSSIUIFIZKZK/ TSGtkOCMuivTKSKk 1 W2AY6
D7Gm/c69cXw/VIIPWnSBzhEKIRTyspmTMdyf/4TIVUmUHE0h108/8dZeg]Ozbjon

Key or, choose a file: | Browse.. |

MIIFDJBAngqhHIGQWDBBQQWMIAD-BQthk:GBwDBBvaDgQISuVBMSIHZSICAggA
MBQGCCqGSIb3DQMHBAhgGVm1 +xHLIASCBMiiIxkfIXUNUcdB22smybvWotwbcRrt
XLOgjEStmwuyExVp+ TWC3AYIIN1DE?rRssiRAGsnSOxIvDGmaOdyVsvnbbg2wiFP
74P0u/02Vy99iFoVaW2a9DyXyL/h64THI CZtwLKIOGOeEunNKpamDnpfyN8QC4DC
FXVNZPPNGAHrECFmnnijDEwWI0QTBINSgAUj +AIPMe32zPawoccRNYIRXMYMI + Jwp

Encrypted, and the password is: sesenane

B I e R I I R S el Bt R IR R T

chJUZQGI4JTDSnrN4u2Lk+S+Qd 15?I|EWIQMWKPIZRQUletvMBHTPEGDCUEVDI
acCICUAsecVrYYOB1GKTVVI3bWgWPtR30H12YCAZwheCKeG50MByB4tjhHMNO36g
Ofg=

----- END ENCRYPTED PRIVATE KEY=----

</no> LETE

Encrypted, and the password is: sansReEw

Cancel

Cancel

S B8 SFMCREEAISE
1.55BISE GUI Ef 2 E§E>RE-BE-SEERE.
2% —TEA




Tave MBntRy Sarvices Eng Hom b ComimutViebdmy - Operstors o Puiy [EEPELSSESSUR o Corte Uceres Weming &
Sy b ity MBABGEMEN  § Meneo RAOLTe  k Divics PN MIARGImSN!  (DAd SenSd b Fesd Senics o TR Canme NAC

Dapioymanl  Liweming  wCansestes o Logong o Mirssnanss  Usorsse  + Basin & Restrs s Afmin At + Samngs

L]
leﬂmy
e Jimeot  Qobeot | 3 Deiae

Pven
Expiration Status
0 Erubiea

0 Desableg

Cartfioate Perio Check Sets B frakiea

1 Cenifieate Authertty |

B Eatied
B Eraied
B Erciied
T B Erukied
B Erakied
B Erabied
@ trskied
@ Eretied
B Erabied
mtfcton Auttorty [ Drukied
B Ereiied

3.##— T Choose File , R#E A1t R HIEFEFMC CERIEER,
wiE: RERFER.

4 MEISERMTrust S 75 E
iE  RERB

53— "Submity , M TFEF T,

Import a new Certificate into the Certificate Sto

* Certificate File = Choose File TZfpcert.cer

Friendly Name | i

Trusted For: ;
Trust for authentication within ISE
] Trust for client authentication and Syslog

D Trust for authentication of Cisco Services

[] validate Certificate Extensions

Description |
\Em (e

S BR9. #EFMC L B B pxGridiE 4

1.8 B £ System > Integration > Identity Sources , 1T EFf o

Overview Anplysis Polides Devices Objects | AMP Intellipence

N — e Lt
2.3 —TISE,

3.ELEISE pxGrid B B Ay IPtb s E#E A,

412 pxGridfa lREECAG Al +.



5B MMRERCARER , RRBEIZRIPKEMpxCridBE B CA. REE—TSave.

6.J21ZMNT Server CAH IR+,

7B RARBRCARR , ARBEI LT RIFRENAIMInEE., REE—TSave.

8.{¢ ThIRE HiEEFMC CERER.

Identity Sources

Service Type

None Identity Services Engine User Agent
Primary Host Name/IP Address * <ISE pxGRID Node IP ADDRESS> |
Secondary Host Name/IP Address
pxGrid Server CA * ISE24InternalRoot v
MNT Server CA * ISE245elfSigned v @
FMC Server Certificate * TimFP623 v @
ISE Network Filter ex. 10.89.31.0/24, 192.168.8.0/24
* Required Field Test

QE_T;RHEO

10. 0 FAEKRT , FR-—THRE , ARE-THRA LANRRF,

Status

i ISE connection status:
Primary host: Success

» Additional Logs

QK

X  E{TMEISE pxGrid BB F |, — B = 88 R A 2 (Success) Fl — B £ M8 R K B
(Failure)RIEFBRR , HApxGrid— X RE—RBISEE R L X ENET. EBUAREEWEEE
BT RE R B RFailure , WREEEB) =M T E S BERSuccess, EBURAISE A K B EETE 258

E,ngGridgﬁ%Eo

B
HEISEFERFE

1.FRKISE GUIL & i 2| EE> pxGridBR#% .



MR , BEEHBEED Y| LR BfirepoweriEfR, — 1A R EBFMC(iseagent-hostname-
33bytes) , B — AR B2 & (firesightistest-hostname-33bytes).

R e T T T - Y S

System s idertty Management  + Matwork Mesources ¢ Device Portal Management  (und Services ¢ Foad Service  + Thosat Carric NAC

iseagent-firepoweriE #RF /R 7<(6) 18 F M 4R LB R
firesightistestest-firepowerEZ R R E(0)E F#8 , L BB R AR,

iseagent-firepower® F i #Y /& B R B R < EFT B

v iseagent-firepower-20762a2082 Capabilities(0 Pub, & Sut Dnline MPP)
Capability Detail "
1-60f6 Show 35 v perpage Page »
Capabiity Name Capabdity Vierson Messaging Role Message Filter

&t : M CiscofFFRIDCSCvo75376 FHEEHA RS , X THAK. FMC EWAIRKRBE R
BRHE, EEE2.3p6, 2.4p6M2.6, EREZRET2.3M 524 T5 , EXBMER
T o

HFMCHERE

1.FARFMC GUIt B E S >R E>TFDHRE.
BIBISERHEEE B FINAE R MV AT B Active Sessions#EEREFMC LB Active Sessions®H o

FUMPNN Poiicies Devices Objects AMP  [nteligence
Cortant Explores Cormections s Intrusions  Files e Hosts v Users » Active Sessions  Vilneratibtes »  Comelations  Custom e  Lookup v Seawch
Active Sessions
o1
-
Sy
LasinTime Last Seen [ Authesticatian Tris Current 1P Resim *  Ussrname ErstName *  LastMame *  GMail Beasnment Phese % Dissewery Ansication Pavice =

FEFMC CLI sudo#®X T , Madi_cli session) BRRISEFXEIFMCHERAEEFZEN,

ssh adm n@FMC | P ADDRESS>

Passwor d:

Last login: Tue May 15 19:03:01 UTC 2018 from dhcp-172-18-250-115. ci sco. com on ssh
Last login: Wed May 16 16:28:50 2018 from dhcp-172-18-250-115. ci sco. com


https://tools.cisco.com/bugsearch/bug/CSCvo75376
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Cisco Fire Linux OS v6.2.3 (build 13)
Ci sco Firepower Mnagenent Center for VMMre v6.2.3 (build 83)

adm n@i repower: ~$ sudo -i

Passwor d:

Last login: Wed May 16 16:01: 01 UTC 2018 on cron
root @i repower: ~# adi _cli session

recei ved user session: username tom ip ::ffff:172.18.250.148, location_ip ::ffff:10.36.150. 11,
realmid 2, domain rtpaaa.net, type Add, identity Passive.

recei ved user session: usernanme xiayao, ip ::ffff:10.36.148.98, location_ip ::, realmid 2,
domai n rtpaaa.net, type Add, identity Passive.
recei ved user session: username admin, ip ::ffff:10.36.150.24, location_ip ::, realmid 2,

domai n rtpaaa.net, type Add, identity Passive.
recei ved user session: username administrator, ip ::ffff:172.18.124.200, location_ip ::,
realmid 2, domain rtpaaa.net, type Add, identity Passive.
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