ISER B S IMEE R MR REISER BRI
MEEEOREEITLLER

H &%

HiA

TREERENBISE22REEMAZENR IR LT HEEEMREHEBRENISERAURZEN
KT EERREN LR,

B R
ENRECHAUTIE
.+ ISELAREET

- KISELEEARE T4
- ARERSRAMERE(VPNZERENHERZ2EKEASAEE



BRI TR
AR EFARAR IR T S8R BT A

+ Cisco ISERZA2.2
« Cisco ASAVEEE#89.6(2)

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERKR (HER
) AEREREE . MREHEREFT , FEAREEAEAESTRERNTZE,

BREMN

FERNBE BB RBSIZE(SE)2.27 5| AN AL , ZPREAFFISEXERERE , MEFTER
PR 7 HUEE B (NAD)SKISE L RHAEME BN EHRE R X &,

Rim R 2545 =2Cisco ISERVZ O L. FRTANRETUH=ZEEETERT :

1. ISE/E AR MEE 25 BARKE,
RISENEEBEAERE , BUUEERRZTLTLRR (X EALEEEEANTSLTERN
BYMGRYt ) . BERIRFALDCRE (X EEWERFINEE L LRPERERE ) MIRERRE (&4
BAOEMERBNFFAE  BUARERRLEFEMRE )

2. EARHERENRBEALE,
ENADY , EFEAESMBREREAERRITUES, ISEEARBERMARESI® , ITH
ACL(dACL)VLAN/Redirect-URL/E E I S5 B 4I5E B (ACL), B#EL , BT HITLLTME
, FEZENADXEEEM ( RV EBEHMEISENENFERAESIRERE ) IREER
(CoA) , MEERKEL LT HMERERENRIBHEAE.

. RERBEAENNENERIKEAEESNE,
Cisco ISEff i =B & BIHY X EBE : AnyConnect ISERRIHR £ EEH, NACRKEMWebK
B, RERISEEREERELLTMERNEN , Y AISEREERMRERS.

~ AR AEERAnyconnect ISER G L £ AIEE |, XEEHEH ——EXZL2 T ERRRSE
LM EEEERAVELHE,

HISE 222 BIKVREMEF , NADFERARBRBEAENRGZE , EARARERBREHEEL
ABENIBEISEHRMNER. FRAEEMBEN -2 , ARISEEMNEAMRE I ENRE.

BE , ENADHISERBEHREEOXBERR KT LTMEERNELER, EISE2.2% , HIBREFiR
AN RE L RETEEEXEEENR.

EEEMNEFFiRAEE — EISE 2.2% , BWNEZEEBBFF X2 REES (FQDN)FHEEF Fin R
F15(CPP). EEFhEEE AFIF HMyDeviceFI F Y 5 X EEL

HEEEONRKZETMERE — NEZEYBRCPPMF#FHBISEMKRFINENR , FEEEHR



XA EE,
Rim R 25 LR EPre ISE 2.2

B RISE 2.22 BifIAnyconnect ISER G Z £ EEFRENZ SR -

NADs ISE PSN

. DNS
Client
e _
— CECECO0 i—i

Dot:lx.-*MABai'él!N authentication Radius Authemntiction

Redu'ectACL Excamp.fe(WL(/S'W/ASA) 1 : ?
(permi Ny Nos mediation servers Authorization policy selection.
Matched policy should contain posture condition (ex: Unequal
o Compliant or equal to Unknown)
Authorization components:
Web Redirection {must) —type client provisioning | posture)
Ns ACL {must) - nameof redirect ACL definedon NAD
DACL ex Hmﬂf-‘-' (SW/AsA): DACL (optional) —name of DACL defined on 1SE

permit ip any host Remediation servers

. Access-Accept
permit tcp any any HTTP + 3
perm'jf udp any any DHCP redirect-url=https://psn_fgdn:8443/session-id_cpp
permit udp any any DNS redirect-acl=acl_name
permit ip any host PSNs dacl=DACL_name

Access-Request/Access-Accept for
DACL if needed

-
-

4
Useropensanyweb =

page NAD applies DACL and redirect ACL to session
For switches — endpoint IP address should be
presented in IPDT

e DNS request ex; google.com
U = DNS traffic needs to be excluded from — 5 >

“ DNSreply=1P
@ @ redirection and permitted in DACL

TCP SYN togoogle.com IP, des_port=20
L HTTP intercept on port 80
TCP SYN-ACK from google.com IP, src_port=80 7 Web server must be enabled on port 80

TCP S¥YN -ACK to google.com IP, des_port=80
End of threeway handshake

"

i
+

HTTP GET goggle.com
Destinationgoggle.com IP

HTTP Response cade 302 redirect = redirect-url 10
OR
HTTP Response code 200 with loction header=redirect-url

-
=

=] 1-1
SR1.50RERRENE - , T Rdot1x, MABHVPN,

SER2 ISEFERAEAERESORINRERE, ERRZLTMARD , BENRERKLEA
BeBRRT2MMEGRENSIA , ZEIARVILAARNTITER. ATRBEEERERR , 7
LAfE FIAR AR ER S0 & R R Ao

FEREREERLACSAMENSONERR !

- WebE#HEE — HRAMRERER , HEBWebEFEORBIEELZEFIHTER (RE ) .

« ACL— AEIEEITEHENADIRRENACLAT, LLACLARIE RNADHL RENERBERE
M, BEREBSEEBREEM,

- DACL— A UEREERFEARTE—EBFER , EAXEARE , TEANTEAEGUTRNIERFE
EDACLMEEBACL,



Bl , ASAIRIREEEBACLZ BIEREDACL, Ff , RERMB[ T AFUEASAHBEN S X EE
T, MACXBRBTEAELAREEFECDACL , AREMSARREY AT RERKBEDACL/THEH
ACL,

N g EERERERSTEAWERYMEES  SEAREANEFENEERMS,

HER 3. ISERRE BB REBMEAIAccess-Accept, RIEBMFNWEERURLAISEEBERK. ©2&
TRt :

- BITEMEBRENISERNEANFQDN, EEEERT  BERBEREE ( FREIP/THE
/FQDN ) AIREERE "WebEER, HHBEEHEFQDN, MREFEHFEE , XN AERRES
RERFENRE —ISER R, HRERFHIF(LB), LFQDNALIEMELB VIP , EEELBEE A&
RadiusFISSLERE S E — 2K,

- 8 — B EMFEERIURE.,

- &51D — LB HISEfAccess-RequestF 2t Cisco AVEI R EFEIDER. EAXSH
NADEDRE4E X o

« PFID - ISEYw B 129 F BV B =KF 5%

HER ANADEEREEARMERMK, il , MREEEDACL , AIEERARERBE CAIEFRERE

BEEIEEE:

- FIENAD — REXEEEARMEENACL , HE B AEAccess-Accept as redirect-acl
W B BERE.

° 3_'5#9‘&*% — g}g ﬁﬁﬁﬂ'ﬂ IPﬂﬁthaZ\é,Eﬁié/%E show authentication session interface details ﬁ%ﬁi@@ﬁﬁ EE r':TJ *ﬂ
ACL. B i%IPh 4 EiBIPE: B 5 M Th4E(IPDT) R,

SRS EFHREIEIMAZIWebBIESE P FQDNAIDNSHER, EEREME , DNSHEXLNERBEE
M , ¥ BEDNS{IFRES A AR B IEFERYIPH L,

SR 6 EAERETCP SYNEEZEIDNSEIZ AR EIMIPAIL, EREZHARIPHI R EF %
IP, T BZIPtbit RFTFERERMNIP, BHHERBEENS0 , BEFEHAERWebBIESRPREEE
HTTP Proxyfy1&E R BR o

SBINADREBEFRBERLEMEIPERERNERIP, BEIPERZEFIKIPFIRESRS0M
SYN-ACKE& ¥4,

EEIREE

« NADABEZRFIREAFERWIE LETHTTPERSS. EARERLT , ©E2#E80,

- MREFHFEAEZEHTTPRIEWebfIRET , BIHTTPRIRES X EENAS LR EE BT,
RO TFTEARWEE R,

- MENADEEFImPEZEARMIPHL , Bl FASYN-ACKAZENADR B R —EEX (BERER
EENE ). TUHRfld  HERBEBFIBERRERE , A4 AEBEIB LHEEERH
EfEHER. MRLIEERERERAE , AIXERLEIFHBEERREENAFIA,



HR 8. BEFImBBACKEKTCPZREF,
HER 9. BEERNHTTP GETHE FinfEix.

$E8 10. NADEAHTTPRIE302 ( EEEBE ) BEETHURLEERE S SR EEAENERE
SERRAHTTP 200 OK:H 2 AR B HINADE E Al

Client NADs ISE PSN DN5
DMS request=ISE FODN I |
— DNSreply=1P DNS traffic needs to be excluded from >
redirection and permitted in DACL
e 55Lconnectionto redirect URL over port 8443 _ 13
Connection protected by Client Provisioning portal certificate " =
Client provisioning policy check:
Policy check is based on:
User Agent — retrieved from GET request, used for O5
type and Agent type selection
Session ID — retrieved from redirect URL, ISE usesthis
valueto get all session data (AD /LDAP groups, Network
‘ Device Type/Location and soone)
Azent Download link presentedto client. User
e 14 dowinloads Network Setup Assistant >
Metwork Setup Assistant

First NSP probe is an HTTP GET to default gateway IP. (Redirect URL expected as a result)
Note: Incase of VPN connection with MAC OS5 this probe skipped as MAC-05 doesn't support DG on VPN

1 HTTP GET Destination Default Gateway

=

15
L
Probe

Second NSP probe isan HTTP GET to enroll cisco.com (Redirect URL expected as a result)
Note: enroll.cisco.com should be successfully resolvable over corporate DNS, in case of VPN connection
traffic to enroll.cisco.com should be routed through the tunnel

‘ DNS request enroll.cisco.com _

1 N ‘ DNS reply=IP v
Probe 2 HTTP GET Destingtionenroll.cisco.com »
AnyConnect _ SSLconnectionta redirect URL over port 8305 _
Installation " Connection protected by ISE Admin certificate .

®1-2
FR 1. ZFmEEEMURLEIAFQDNHIDNSFHE R, FQDNL4ZETEDNS R AR 25 i A f#F 47 o

SR 12 BREEMURLAFEWIEEIISSLIELR ( 858443 ) . WWERZRBISERMWFAFES
RE, BEF AL (CPP)REHKRERE,

SRBI3AENEFIREHTERRIECH , ISEXABREZEBEEEFIKFAL(CP)RIK, REMNBREIEE
( WAD/LDAP#EZE ) mERBIESRFRAERERIINEFIRNIEERFK(OS) AR CPPXRERIEZEFT
ENHMER., ISEBBEERURLFERNSEIDEMSE B ZEEE,

HER 14, BBEREBENNSA) THERROIEFin,. EFE NREAER.



N oEE . BEATLUENSASE BWindowsHAndroid & 5 B iy — 84 | {8th T LU R 1 JE
ERRISEZEAnyconnects & o,

FR15 ERAEETNSAERARER,

HEE 16. NSAHS 5B — B3 IR — HTTP /auth/discovery@iX BITEZ% 48R, NSATEHIER A
redirect-url,

N EE  WHAMAC OSHE FHVPNER | S2KILER  EAMAC OSEVPNAE kL RATE
sa48Rg.

SER17T MRE—EHBKE , NSAKEERE —@HRA, £ _EHFARZHTTP GET /auth/discovery
enroll cisco.com. lEFQDN2ZEHDNSRIIREF R I AT, EEBHF2PBENVPNERH |
enroll.cisco.com %ﬁﬁ]@&%ﬁ%ﬁﬂo

SR 18. W R{FAF R Th , NSAR & A #redirect-urBE M & BB 89058 I SSLER, IE
RZISEEEEEFERE., TUHERYP , NSATHFAnyconnect,

BEEIREE:

« EISE 2.2 A2 81 , BiB#E89051HTSSLEAR T AN ER,

- ERGRERL  ERFRMEAEEMFNEEERE,

- EZNHEISEED , GOUAN N E T AREEIFQDN , EBRHEFQDNARE(FERA iphost CLITE
) EREERFEAEZEEBON)/EAEERBBGAN)RELRBE, flm, MRENE
GUSEFIREEMEIFQDN , BIRHFQDNT LLEESI05EA R EMEERURLFHIFQDNTE
o EALRFRNWBARER , BFUUEEESRFESANBUPFEHMNEAFQDN , thA L
EEEEREPERAERAFT.



NADs ISE PSN DNS

o @ All probes are sent

AnyConnect simultaneousky
Posture module
starts HTTP GET Destination Default Gatewa
Redirect expected DNMS request enroll.cisco.com
DMS reply=IP
HTTP GET Destination enroll.cisco.com _
0 Redirect expected .

HTTP GET Destination Discowery Host
Redirect expected

DMS request PSN FODN N
DNSreply=IP v
SSL over port B905 to previous PSN if any
Mo redirect expected "
Flow when redirect URL Session lookup based on
has been received information in request
1Ps/MACs list
‘ SSLconnectionto redirect URL on port B443 21a _

Connection protected by Client Provisioning portal certificate
HTTP Responsecode 302 redirect to port 8905

< 27a :
_ 55Lconnectionta redirect URL on port 8905 ILJa | ISE returning URLs for AC configuration N
" Connection protected by ISE Admin certificate ‘ And AC package Download

=]

1-3

S ER19. B & Anyconnect ISER IR Z £ 5 R R
Anyconnect ISEf in & £ A REE L TEAER TRE :

- RER

- ERRREESER

- RRERERASHCR
- RRERBEMH &

SER 20. EBLREEY , Anyconnect ISERIRZ £ A B KREERREFA,. EBBE—RYIERH
Anyconnect ISEf& ik 2 £ A EE RN FRAZERER,

« HR1 - HTTPEERFE %48 B8 IP#Y/auth/discovery, BB 1E , MAC OSEEEVPNNE <L
REFERMR. RENTFERER Hredirect-url,

« ¥RAI2 - HTTP GET /auth/discoveryZl enroll.cisco.com. Jtl:FQDN = ZEHDNSIREBE AT £
BEEHFPBREMVPNE ST |, Bl eolciscocom HEBIBREE A, HREMNTERRGE R Bredirect-
urlo

« ¥RAI3 - HTTP get /auth/discovery R H F#, FACKRHZ ST HRERERPZ LA ,
ISELE@?%EEE%EO FRENTEHE R Aredirect-url,

- RAI4 — BIBSSLAEESI05 EHIHTTP GET /auth/statusiE4R ZI & AEHZAIPSN, LWFEREE



BREISEREMSFENTFRIPAIMACEENEF. F-REZEANBTIEHRILEE
ERZISEEEERERE, HARLRA , WRER Uéﬂﬁﬁkgﬁiﬁiﬁﬁﬁ%‘ﬁﬁ%ﬁﬁﬁ AU
FE , AISEF A EFEIDREEE F ik

N oiE BBLEN , DEESEERTREIAEEN , ANURDERRE, RBHRSHR
EMAEERERBE SN EPSNAARE 2 5l 5 2NEMRRIPSNMEE, FBiC(E , &ISE
222 HIMVRA A |, MEEMH R NRIFRZEFFETEZRA , MEHN.

ETRNIREREHREP —ERAUF[MRIEZEEGURL ( AZFaREBHR ) BRREBE

HBR 21. Anyconnect ISER im & £ AR AE A B RERMRNVURLE M 2 & FinE I FrELR
o HEULFEER , ISEfAREERFSHENENBRETEF IR RIERE,

HER22 N RARRFE FInFAE KA | ISEASIR E EE [ 238905,

SR 23 KEBIBIECIOSE VL HISEMELR, EUEMRIM , ISEREMEREER, SHRMEEHERN
anyconnectE#HHURL.,

Client NADs

8 system scanc
arching for ooy server
o e g 15 30 el

19
@

-

_ 55Lexchangeonport 8305 243 -
"~ Connection protected by ISE Admin certificate

AC configuration Download —

_ SSLexchangeonport 8905 25a

* Connection pratected by ISE Admin certificate - Updates Download and Installation if needed —»

Posture module sends information about

551 exchangeon port 8905
OPSWAT Calls - . . — 26a - ovidi 05 i —
@ Connection protected by ISE Admin certificate system. ISE providing posture requirements

Posture module sends report.
S5l exchangeon port 8905
w o joresenp S 27a - status returned from ISE, PRA iftime if —b=

Connection protected by ISE Admin certificate
configured

OPSWATCalls

Session status updated with new posture status
Posture lease value written to the endpaint if
configured

‘ CAQ Request
- COA ACK

B

-
=

g— B
Authorization policy selection.

At this stage ISE can use new posture status
“Compliant” to apply full access policy

Radius Authentication

Dotly/MAB/VPMN authentication

Iy
Iy

;)

Access-Acce
s | 31

=] 1-4



HEBR24 AC ISEXRIn R £ FA R B E B 1EISET Ho
SR WEFE , EHMFTHMNZE,

S B 26.AC ISER IR Z LB HKNEEHRRNNAREN ( WELRFRE, ERZENZLER

REEZERAK ), EEMEMRE , AC ISERRZ I HEHTIEOPSWAT APIRINEEBZEEMMN
B, WENEREETISE, EEHUBERNEE , ISERHKRIFELZSFAERBE, ERBEE
ERERREENER, AT EEEEAOKE , ISEFAEEBEOSIRA ( ZERER+ ) MFFEIDE

RIZHMATENEM (AD/LDAPE ) » SFEIDEHLHEFHEIX,

SR27T BT ERP | TR IHPROPSWATHIUMEMEH RBRELIFRZETLER, BEBEER

RERERENREREFETISE, ISEREHRRERAMEMREMERERE. MRRERELS
RPEBATHR , KR —EMRIRE, BRFSKBENRE , ISEENFESERERASRE , X

EREERRZEFEHEERSER —ARLTAEREAEREAREEME, RiFREFTEERSER

Eli&im, HEEBRT , PRARKIRZ 2514 (PRA)FEtHISEBR L EHEF,

EXARENERT , FERBUATER

- REWRRE (NERXAHE, BEEEHN, ERMRTE ) REREXSFHIT,

- HAnREBI(HIWAV, AS, WSUSHISCCM)ERKRinZ 2t ENBERER 2BETT
OPSWAT APIB#l, EBERF , RnREFEREEOERBEEIFEHFER. BRAGHE
LEMEEHAT.

N e NERLERMKERARER (AWADEFARE ) BR  BIXERRKERedrect-
ACL/DACLH R EF LB -

HER28.ISEMINADEIXACOAE R , NADAEAFEAERRM B HRE. NADAHEBBCOA ACKHE
AltFER. FBRCIE , HRVPNRS , BEACOA#IE , A A SEEMN FHRIFFR. R

, ASARRERETMIBR AR RS ( EEM@MURL, EEM@MACLRMDACL ) ¥ HRRCOAFERERH 5
Ho

SE20FEAENT B ERFERER.
BEEIEEH:
- R ERINAD COA , ISEffAreauth , iE1E R~NADE A LB EEEIDE I B D ERFHEFER

- HISE¥s , HENEREIDERTLAEEEAUNKRENESREEY ( EXRHIHRIRFFRE
) YEMBASEERELBHNHRERERESR,

- MREFDREF Y , ERBWALIER , LEMRBREAREER.

c RTBREHMRERESMRE BRAERSHFAR , MUUAERAREEH, EHERF , KinBHE
PREFERKRIRRENES  BIESHEIDAtsEER.

HER 30. 7L ISEIR R in B £ FE AR B RIZFT N IR RS,
SR 3. EEFREB M Access-Accept#HEiEEINAD,



T—EREBHRTUTESR . HARFELZETAFIERRRIEEQURL (AFZBbESK ) , LB
ERFRCEAENERNPSN, LENFMESBHEEHNEOURLVERTEMEE , BRTEAFE
ARFERAPSNIREINEN. MRLFAHFEEIEN S ORIBEFNAMEERFD —HEPSNL |, AIE
BESEEREIDE , REAREBERERSEARETHRZBRE. NRANESNAREENSFETES
TE , EFEHESAR , WEAC ISERIFZ2FTGEHREIZZEE, KKHERRE , Nopolicy Server
Detected #%5H 2R B iGHR IR ERH &

. DNS
Clllent NADs ISE
‘;h-,u Sysbem Soam |
Searching for polcy server
o i ol ke 1 30 scerd.
19
All probes are sent
9.0 F
simultaneousky
AnyConnect
Posture module HTTP GET Destination Default Gateway -
stars i .
Redirect expected DNS request enroll.cisco.com -
DNS reply=IP o
HTTP GET Destinationenroll.cisco.com -~
Redirect expected .
20
HTTP GET Destination Discovery Host
Redirect expected
DMS request PSN FODN .
DNS reply=IP .
S5L over port B905 to previous PSN if any
Redirect nat needed -
Flow when redirect URL session logkup based on
has Not been received information in request IPs/MACs |ist
_ S5Lconnectionto lastsuccessful PEN on port 8305 b - FESaE MDdU_IE szl systern [giogaticn |,
" Connection protected by ISE Admin certificate with IPs/MACs list :
_ S5Lconnectionto redirect URL onport 8305 3 - ISE returns URLs for AC configuration |
"~ Connection protected by ISE Admin certificate AC package Download
551 exchangeon port 8905 ~ R
= . : = 23b - Do
Connection protected by ISE Admin certificate | AC configuration nload —*
551 exchange on port 8905 24b o
+ - - — - Updates Download and Installat fneeded —»|
Connection protected by ISE Admin certificate LIELE ninadandins onirm
OPSWAT Calls w  s5Lexchangeonport 8905 o | Posture deuIe_sends |nf0rmat|ctn about )
® | Connection protected by ISE Admin certificate system. ISE provides posture requirements
S5L exchangeon port 8305 Posture module sends report.
= A - — 26b - — ]
I g Connection protected by ISE Admin certificate ISE returns status

=] 1-5

ISEAREETRER2.2

ISE22MEMMBAERXZBEEEMMEEEM R, UTREEEMMRERNFAERE



NADs ISE
oy = w

— CECOOD .——i
Dotlx,"MAB,"gI!N authentication Radius Authentication

Client

L]
LA

= » < = 2
DACL example (SW/ASA): 1 :
permit udp any any DHCP Authorization policy selection.
permit udp any any DNS Matched policy should contain posture condition {Unequal to
permit ip any host PSNs Compliant or Unknown)

I . B Authorization components :
ermit ip any host Remediation servers
e P any DACL (highly recommended) —name of DACL defined on ISE

Access-Accept
3

dacl=DACL_name

. Access-Request/Access-Accept for

a DACL if presented

NAD applies DACL

Userisopening CPP

portal For switches — endpoint IP address should be

presented in IPDT

e 0 DNS5 request ex: cpp.example.com 5
@ @ " DNSreply=IP DNS traffic needs to permitted inDACL —

HTTP GET Host Client Provisioning Portal 6
FODN

- ISE returning code 302 with full CPP URL —

=

E2-1
TR BENRBRERENE—F, ©LlRdotix, MABEVPN,

SR ISELAREAEZZESORINRERE., ERRRENMEP , FREENRERKLED
BERREREFTERENSIA K ARVNLAR/RATITER, ATEREZEMERR , TR
ﬁﬁﬁﬂklﬂﬂkﬂET%EﬁA%Eﬁ1I%1¢o HREEENNZE2RE , EFEREREERPEREM
WebEEREE, ERKEZEFTERETTAE , &0 A& B EADACLEZEHACLRR HI6EH
B

S ER3.ISEREI BB R E BN Access-Accept.

SER 4. IR TEAccess-AcceptFIREIDACLEHE , AINADERMEIDACLAR T & , Y EESIRERE
BRESHEREISE,

SRS AEBRREELIETEED , AEAES AT AT FIHALM FFQDN, 4EEISElm
M FEEFREZCPPFFHFQDN, #DNSEREIVAERE , A-record+Ets @ ERAPSNA
B ISEfRES.

SR 6.EFREXAHTTPULEREFiRTAB I FFQDN |, EISER O MIELEER , XAETEWFAFE
URLIR E#E & F i,



Client NADs ISE DNS

e 7 55Lconnectionto full CPP portal URLon port B243 _ 8
Connection protected by Client Provisioning portal centificate* o :
Session lookup.
Session lookup needed for single-sign on.
ISE uses source IP for Radius session search. In case of failure user needs to
provide credentials
Client provisioning policy check:
Policy check is based on:
User Agent — retrieved from GET request, used for 05 and Agent selection
Session ID — retrieved from session lookup, this value ISE uses to get all session
data (AD /LDAP group, Network Device Type/Location and so one)
e Agent Download link displayed to client. User ‘ .
dow nloads Network Setup Assistant, NSP file name o
contains CPP portal FODN
Mietwork Setup Assistant
= o
HTTP GET Destination Default Gateway
Probe 1
‘ DNS5 request enroll.cisco.com N
- DNS reply=IP o
10 Probe 2 HTTP GET Destination enroll.cisco.com
DNS request PSN FODN .
DNSreply=IP
Probe 3 SSLconnectionto PSN FODN (download URL) on port BA4] .
Connection protected by Client Provisioning portal certificate
55Lconnectionto CPP FODN (download URL)on port 8443 B )
le— 1 - - — —
Connection protected by Client Provisioning portal Agent download and installation

certificate

2-2

SER7 BBEERURLAPERAIBEISSLER ( HERX8443 ) . WERIRBISEWRMIFIFESRE
. BFImAEMF(CPP)2ERIGHERE,

SR8 WS RP | FEISELBERMESH

« B—EA(SSO)- ISEEREMUURIRINN B MR, ISEMFHERTHRIPHE 1L /E A BN &F
RADIUSEFEHE 21882,

N orE  BBENSPNRPESE NN DERIPLE S TR RS S, ERNIPHILE
HHISERIERTIREFTRE U ESENADRMATIE, Mo SUERE  SSOE
ERERENHS FAA, Sl MEYEEPSN 1 LTS HRE | BFQDNA SIS
PSN2 , BISSOM %146 5% B,

- BEFHAERRKES — ERIHNSSOMERT |, ISERILMERRE F BB RN ER MR
BEFimSERNERENE, MRSSOXY , FAELARMBIR , X HERITNALS
3 ( AD/LDAP/REME ) P RBEFEAESNRBEAR  ZEFATARNEFiRALRBRE

o



~ EE AR EREEERID CSCvd11574 , ENERERE RTINS RREEREFTHNZHE
AD/LDAP#E R B , fEIBIEISSORVIMNF FinAE R SE RS, FAIRIMNBRBER
ISE 2.3 FCSBAIAIE1EN , ¥ HIEEEREADME T A R2EQUALKYEH T {EFHCONTAINS,

SRR 9. REFFIRAERKE  ISEREAEBEIMETHURL, FETHNSAR , ZEAENS
BHEEIGEAE . NSAER B2 CPPPIFHIFQDN,

HER10. Eﬁtﬁﬁﬁlﬂ NSAEITHRRIRE M EISERVERR. MELHRRIREREREREE  SE=(ERAF
EEAFETETUIEE@RREFHISERR,

« NSA#SE —ERIBERA — HTTP /auth/discoveryBiE B AL BRI, NSATERE R Bredirect-
urlo

- WMRE—EFRAKK , NSASEIAE —@EHFE, E_@HFBIHTTP GET /auth/discovery
enroll.cisco.com. ltFQDNAZEHDNSRI ARZREL TR #T. EEBIFDBENVPNEZRF | 3
enroll.cisco.com £ M\’EﬁLE@JE%EE

- NSABIBCPPMFE#E=BFRAEZZEFHALFISFQDN, HERTEEBMFEE
IDIVE A , LEFISERE LA ILE R,

$ BB 11. NSAT EAnyconnect M/ FEEH, THIBEBBEEFIHALMFETK,

Clilent NADs ISE PSN ISE MINT DNS
&) system Scamc
Searching for polcy server |
Th condd Wt 0 15 0 deniannds.
O All probes are sent
AnyConnect simultaneousky
Posture module HTTP GET Destination Default Gateway -
stars i .
Redirect expected DNS request enroll.cisco.com -
DNS reply=IP o
HTTP GET Destinationenroll.cisco.com -~
Redirect expected .
13
HTTP GET Destination Discovery Host
Redirect expected
S5Ltofirst PSN inConnectionData.xmlon port 8443 o =
- Connection protected by Client Provisioning portal certificate "
Stage1 Session lookup based on
Discavery information in request IPs/MACs list
Probes _ DNS request “Call home" FODN _
DNSreply=IP Sessionowner
55Lconnectionta "Callhome” FODN on port 8243, Goal isto get sesion owner FODN _ |lookupon MNT
Connection protected by Client Provisioning portal certificate ) Information =
about owner
14 )
‘ DNS request PSMNs FQDN from ConnectionData.xml _
N DMNSreply=1IP v
Probe 2
Sessionowner
lookup onMNT |
B _ 55Lconnectionto PSNs FODN from ConnectionData.xml on port 8443, Goalisto get sessionowner FODN N " =
Stage2 h Connection protected by Client Provisioning portal certificate . < Information
Discovery about owner
Probes
_ 15 Posture process -
- Stepsarethesameasfor Pre 2.2 flow .



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvd11574
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HER 12.F#ISE 2.27 , RirR£HEBES SMERR. F—BREE—AERIREXRFAR
, A BERABERUNEE QN HENREOERM,

SR1BE-—RRISEERNREBRRAY, ERNEERANESFHEEF , FRBISE
2. 22 BTV ARRE TR 1Y 25 BR 20,

FRI4ABBE_IEMERRFA , RFFAC ISER KL 2FAEMAR I FIPSNIER , HPEFHE
TXEEEONREFETHORE. ERER2HP  IARASRBRZIEFETHN.

o TR — EE @A  AC ISERIRZ£EEAERER "THILRIEE, P
IP/FQDNE I, Y AEISEIRMACRERERRTEERINBEZTE, LAlER
IP/FQDN ( BE3 2R ) , TEAMEA B R EREECall Home B RAVIESR, WIRKBEFIELT
EFmARMFNE, EFFin , BBEMFLERARSRAIERARR 1serosurecrexm , LIERT
J’iﬁ:ﬁﬂ% — C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\I SE Posture\.

WRcall home B ETHEEEFE , AEUEEFEEHMEE. AC ISERREZEFMHEMEET
ISEfE A4S E BBURLBABFIEEEMN — jathngdisovery 58K, EEEEFiRIPMMACEE,
PSNEFEKRILERR , BEELRLMITES (LEHFERARBAC ISER KT LT HEEE
ENFERBIPAIMAC ) o IRARKEETE , PSNIEREBMNTEH R EH., WFERESTE
MACsEEE , At , HERMNTEEAMIEENFQDN, Z# , PSN#&FIEEFQDNREHEE F
i, REAFFIRHN T —EFRKEEINGFEREEFQDN , HHEE/MEMRURLIAKIPH
MACEEH,

o BRRI2 —EHREE , AC ISERImE £ IEEMAEH AU TZENPSN FQDN
ConnectionData.xml.fﬁﬂLXELXTﬁZIE?iEUEEE;% . Ci\Users\

\AppDatalL ocal\Cisco\Cisco AnyConnect Secure Mobility Client\
AC ISER IR Z£FEEEEE — AR IRZ A ERARBEYMER, ZERITSISEPSN
FOQDNBE, FENRBRTUE T - XNEREANBBEEN, EHFINSKEERENER
BREFMEENFQDN, BERAFXEHFAMEE, ERABERELE , H—HNERIR.
MRZEEAEFEAKE , AIERASURERNERAENER RSP, HMEREEEERIE
RPNEA. ESEHMEAEETIEECal home B ENER TEFREERNER TRERE
PHVENERE,

SER15. BEAMEREMAENEAR  MAREBLSREEISE 2.2, 251K REME.

—

AxX &

ANIEHRASAVEERRREARE, FIARFRSBBVPNETRENF, BBVPNIERSRERN
ASABLBETRHEARRNEE 2R, FEAFMET , FSHASA 9.2 1/RVPNE £ MISERL B Rl

o

N oEE  HREAVPNERENHNE  ERNBRERERAEEANESRE. RBETERETRY


https://www.cisco.com/c/zh_tw/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html

N 5, HAFEERVPNGERE | REEADACLU LM T RE B &Nz 2 FHEHPSNER

o

Mg E &

10.48.30.40 10.48.30.41 10.48.17.249
skuchere-ise22-1.example.com  skuchere-ise22-2.example.com  skuchere-ise22-2.example.com
CPP portal - skuchere-ise22-cpp.example.com

Primary PAN Secondary PAN
Primary MNT Secondary MNT PSN
PSN PSN

| =

BB connection
BB connection 10.62.145.44

;‘ 10.62.145.121 E

VPN Adapter
10.62.145.121

= 3-1

WHRBEANAE., FHAASA , HANATIHAE , AT ARRER T FisTAE P S M SSOM &) £ PSNi 2%
EHERNSES, YR EBVPNNEFMERE  SSORELEEIE , AAEFAEEALTRSE
B, BETZEVPN IPERENAT,

EEC
FFinAEEE

AR R #figAnyconnectBit B /Y 25 B8

HE% 1. Anyconnect# B8 B T &, Anyconnect# BB IR G HEEMISEEZETH , BB ,
RIEMPCLBEAC, EZETHARACTE —
https://www.cisco.com/site/us/en/products/security/secure-client/index.html, EAERH |
anyconnect-win-4.4.00243-webdepl oy-k9.pkg 2 ﬁﬁﬁ g o

3
7

SEB2EEBACBLEERISE , 5FEMZE Policy > Policy Elements > Results > Client Provisioning > Resources?A 18 3%
— T Add.fEZA R AR A IEEAgent resources, FEFIRE A , iBIE Cisco Provided Packages , #E— T
browse M7 IZEPC EVACE B8 S,


https://www.cisco.com/site/us/en/products/security/secure-client/index.html

Agent Resources From Local Disk = Agent Resources From Local Disk

Agent Resources From Local Disk

Category |Ci5cn Provided Packages M

anyconnect-win-4.4.00243-webdeploy-k9.pkg

* AnyConnect Uploaded Resources

Name 4 Type Version Description
AnyConnectDesktopWindows 4.4.24...  AnyConnectDesktopWindows 4.4.243.0 AnyConnect Secure Mobility Clie...
(e
3-2

B—T submit ATEHRE A,

TR IEHREEBASELESRISE, FE—HL , 8—T Add X2 Agent resourcesfrom Cisco site. £ &R
7§$¢ ) %ﬁ#ﬁﬁﬁéﬁ*ﬁ%ﬂo T:I_:ZF*?E:?E':F , AnyConnectComplianceM oduleéWindows 4.2.508.0 ﬁﬁﬁﬁfﬂiﬁ*ﬁﬁ'\ﬁ

o

SR 4. EEE%EEXZAC%%EEE%o B—T Add MEiEFE NAC agent or Anyconnect posture profile.

ISE Posture Agent Profile 3eftings = New Profile

Posture Agent Profile Settings

AnyConnect T d.
"Name: | ac44-posture b.
Description:

3-3

- BEERNEERNEE, tRHIL4EFEMAnyConnect,
° %Eﬁﬂéﬁ%ﬁo gﬂﬁg Posture Protocol %Uﬁﬁgﬁﬁo



Parameter Value Motes

PRA retransmission time 120 Secs

Discovery host | |

needto be blank by default to force admin to
* Senver name rules | * | a enter avalue. ™ means agent will connect
) to all

List of IP addresses, FQDMs with or without
part must be comma-separated and with
b. colon in between the IP address/FQDMN and

Call Home List skuchere-ise22-2. examp the port. Example: IPaddress/FQDM:Port
(Port number should be the same, specified
in the Client Provisioning portal)

) Entervalue of back-off timer in seconds, the

Back-off Timer secs supported range is between 10s - G00s.

3-4

« 38T serverNameRules , WL NEERZE . AWMU ALIBEFEERAFTHFQDN , XBRAFT
PRI E R BEE EIPSNIAC ISERR IR R £ FHMARIEIEMR, WMRMLEARFHEMFQDN |, 75
REE3%.

- WEEENBBMIPELGRERBNE2RERMER, SUNEERSREE , b UER TR
FEFQDN/IPZ #1818 5E, WRACHEAGPOR I MHEMHBIALR REMBEHI ( T2RR
ISEEFimALFIF ) , BEFEFUEHNbiE K ACRBREHEEE , RARE KRR
WEEISE PSN, EEMREEFHACHENERT , EEEXAEAACE BEERRBEREY
AC ISERIRZ £FIMAEERER , WERRZEREIER,

N orE - ERE Call home N EEHR S FEAEPCEWES, RIESB14.1EISE 222 %
BURRETRAR

55&%5@1153%%@3%0 gﬂﬁf: Policy > Policy Elements > R&wlts>CIientProvisioning>R&eourc&sq:' , E_-F
Add , ?)Sfﬁlgg AnyConnect Configuration.



AnyConnect Configuration = New AnyConnect Configuration

* Select AnyConnect Package]| AnyConnectDesktopWindows 4.4.243.0 v| d.
* Configuration Mame| ac-44-cco | b
Description:
DescriptionValue Hotes

* Compliance Module) AnyConnectComplianceModuleWindows 4.2.508.0 «| ¢

AnyConnect Module Selection
ISE Posture
VPN
Metwork Access r-.«1anager|:|
Web Securit_|
AMP Enabler_
ASA Posture[]
Network Visibilitd_]
Lmbrella Roaming Securitﬂ:l
Start Before Lngnnlj
Diagnostic and Reporting Teol]

Profile Selection

* ISE Posture| AC-44-Posture v| d

3-5

- BEACE,

- REACEKEE R,

- BRESHRMEBRRA,

- RTHBEFREACREEREER

TR EEEFHARKXK. BME rolicy > Client Provisioning. 1R 2R EE , BT LAETERERE S
ERZEH, MREFERRBFTEIRAENKHLLAMEERE , FENMD W EANREILEE
Duplicate Above ER Duplicate Below . &ﬂuﬁﬁéi‘ﬁﬂ’\]%%o

18 2 AR P Y SR B R B o



'é.',';'; Identity Services Engine Home » Conbext Visibility » Operations + Policy » Administration » Work Centers

Policy Sels  Profiling  Posture | Clignd Provisioning | » Policy Elements Click here to do 1
ick here wiraless

Client Provisioning Policy

| recehe upan Hegin and u;
mpliance module, and/or agent
Drag and drop rules to change

Rule Mame Identity Groups Operating Systems Other Conditions Resufls
- | AC-44 | | Any ] Windews All ] I EXAMPLE-ExtarnalGroups EQ. AC-44-CCO
Agent Configuration
Agent |ac44-ccol

Native Supplicant Configuration
Config Wizard| Choose a Config Wizard |
Wizard Profile| Choosa a Wizard Profie I

[E3-6

HERRBBRENACEE, FBrclE , ASSOXRMMEBART , ISEREEHEAREAZMFHNEL.
ELBUHERRARABNABSHRFETRRINABACEAENESA. EAXES , ADERE
& b SR B SR S P YR Ao

W & 2 5T Ak SR B AR 4

EABENRERE, ISEREAMER KK EIRAIWindow DefenderfRIERIIRAE, BRI R AT 8L
AEM  B-REESREMEER.

555% 1. Eﬁﬂﬁ%ﬂ%ﬁzo fﬁﬂﬁ%fﬁ1¢1ﬁﬁ§\ Policy > Policy Elements > Conditions > Posture.iggﬂﬁﬁgﬂﬁﬁzﬂgﬂgu
o T RMSEMEWindows DefenderRi5 2 & IE1E 1B 1THY BRI &4 R Bl



senice Conditions List = WinDefend

Service Condition

* Mame finDefend

Description

* Operating Systems  Windows All

Compliance Module Anyversion

* Senvice Name JinDefend

Semnvice Dperator | Running v

(Reset)

3-7

5@2%%%*@3%0 g;ﬁf: Policy > Policy Elements > R&eults>Posxure>Requirements.J*3{—F7~EE rRERER *ﬁ
BH R

Winbefend for | Window uBIng  4.x o bter N using | Diabled - metl | winDefend | ®en [Message . = | Clone
Action |Message Text Only v
Note: Reemediation Action is Sitered bas ed on e operaing sysiem and steaih mode seledion. Only supported remediation | Message Shown to Agent User [ Enably WinDafond ]
=] -

FE R E K B 2R AR R AR A I 18 E AR 1R

B3 MERKEE. EMZE policy > Posture. B I] LFE L B KR B AR AR A KRB RBI, REEHS
Windows DefenderER g E A REIER | I BEITENIBADMA B BIEAFRME.



“Haehe Identity Services Engine Home  » ConfeatVisibility  » Cperations

+ Administration » Work Centaes

License Wasning i
PolicySets  Profling  Posture | Client Provisioning  » Policy Elements

Click heve 10 50 wirele 55 5 edup
Posture Policy
Dafing the Posture Policy by condiguring nales hased on aperating system andler other conditic

= [ wnbefend | Ay Windo,

Compliance Module Stealth mode Other Conditions Requirements
4.x or bter -] | Deablad r] 0 [ EXAMPLE Exemal L W [ winDetnd Done

[wrDafend

E3-9
B Fimaaicf ~

HABEEONLZSRE Y EREBEFHFALMAFNEIE, EMZE Adminisraion> Device Portal

Management > Client Provisioning. Z@TQ{EFH¥E Fﬁfg ‘&TJ«/{L_L,._,\QEE’JFWE *ﬁﬂklﬂjﬁﬁﬁ"\ﬁim
MAEEEOMELS,

Authentication method: *| all User ID Stores |Z|
Configure authentication methods ai:

Administration > Identity Management > ldentity
Source Sequences

| a

Configure authorized groups

Liser account with Super aadmin prvilege or ERS admin privitege wil have access fo the portal
Available Chosen

ALL_ ACCOUNTS (default) - EXAMPLE: example.com/Users/Domain Us » b.
Employee

EXAMPLE example.com/SkuchereOLiBos:
EXAMPLE: example.com/Skuchere OLIFina
EXAMPLE:example.com/Skuchere QUATGF e

EXAMPLE: example.com/Skuchere OU/Staff
GROUP_ACCOUNTS (default)
OWN_ACCOUNTS (default)

# Choose all X Clear all

Fully qualified domain name (FQDM): | skuchere-ise22-cpp.exan | C.

Idle timeout: | 10 | 1-30 (minutes)

[§3-10

HAEFEEOHRNFIFEEPREELRE :
EEORESD ?EESSO?&T‘JE%%QEEH—*;%ZEE%E’J%ﬁiﬁrﬁﬂo
- REBEENFDRFS , EXTABNEE, S , ELRAZERBETFHFEANE.

- EFEREFFIRALEMFHBACK , XA/ FREEEFFinHEF FAIFQDN, FQDN&4A

M RISEPSNIP, HEE—XERERYE A LEEREAEEWeBBRFEE
FQDN,

B REE B R MK

ERmBZEMEGRETTAE , KARGEFRNDKBHE. ETUBBZELAER



« DACLZ Bt — 7EBRHIGHFIPEER , AIBAASDACL D ELAa E A B AR HIRART . LA ET AR
Ciscoffilg A K E,

« VLANZE — ERIHN LT EERERABAZRENVLANZ T |, A EHREF e
NAD{# FE s & 4 BB 1T B i

« Radius Filter-ld — AL BY , ATLUENAD EAR M EHEMACLD BLAMRERANERE., A
RIERZERERFCEM , Hibit5 Z 4B EARFIENADERER,

S5 1. MEDACL, FRILTRAIERASA , BT LERNAD DACL, WREBRRA , BU4AER
HVLANSFilter-IDYE A AT BERYIE IH

EEIDACL , F5EMZ Policy > Policy Elements > Results > Authorization > Downloadable ACLsSA TR IR — T Add.
ERHAREHE K SFEEDRMHUUTEHTE

- DNSHE

« DHCPHRE

- F/ISE PSNHYRE(3E80F1443 , AR B FH A IFFQDN, E{TCPFIFHIETAR A

8443 | 1289054 B %A E)
- HERREOAERFERESHNRE

T RRBEIEMBREFADACLEES :

Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Name | VPN-No-Redirect-Unknown

Description

* DACL Content 1 permit udp any any eq 53
3 permit tep any host 10.48.30.40 eq B0
4 permit tcp any host 10.48.30.40 eq 443
5 permit tep any host 10.48.30.40 eq B443
B permit tep any host 10.48.30.40 eq B305
¥ permit tep any host 10.48.30.41 eq B0
B permit tcp any host 10.48.30.41 eq 443
8 permit tcp any host 10.48.30.41 eq B443
10/ permit tcp any host 10.48.30.41 eq B305

» Check DACL Syntax

CSuomie QT

&3-11
TR BEREEEER

HAR & Z2HAEREREARERERER. E— AL RIS EMARBINMBERABRS ( 2RHE
hER TDACLEERER ) . KEEERTEARRKETERERAUNSIORE. F_AREERE
BRUURAEBESAFHE , LATUEARRESRERENEE,

E}iﬁﬁgﬁﬂlﬁﬁgﬁ , %gﬂﬁfz Policy > Policy Elements > Results > Authorization > Authorization Profiles.



ZRIEREERTH

Autharization Profiles = VPN-No-Redirect-Unknown
Authorization Profile

*Mame | VPMN-Mo-Redirect-Unknown

Description

" Access Type | ACCESS_ACCEPT M

Metwork Device Profile dds Cisco | » | £

Senvice Template [

Track Movement Fa

Fassive ldentity Tracking [7] ;

* Common Tasks

DACL Mame VPN-No-Redirect-Unknown

[&3-12
FEARRGIF |, FEERRAISERL B HE RPermitAccess AR B TR B E R N EFE.

SERIMERERE. FUSRP  KABYMERERE., —EARTENRSOREFRERA
REEE , 5 —ERERNREBRER D ETEHBEFI#E,

LT REARERANVEERBERAEEA



* Aut

horization Policy

» Exceptions (D)

e

e

Status Rule Mame

Permitdccess

YPM-Mo-Redirect-Unknown

Conditions {identity groups and other conditions) Permissions
Posture-Compliant Session:PostureStatus EQUALS Compliant
EXAMPLE ExternalGroups EQUALS
example com/Users/iDomain Users
Posture-Unknown- Session:PostureStatus NOT_EQUALS
Mo-Redirect Compliant EXAMPLE:ExternalGroups
EQUALS example.comiUsers/Domain Users
Default DenyAccess
[E3-13

BORBRBEOEETRAEN—B2 , BEXARE  EREXREERYD F ORI 20 , &
AHTHT R,

B

il
K

EXBREARATESZETESR
HER 1 RERRE

S Refvesh € ReselRepealCounts 2 ExporiTow

Status Detalls Repeat Identity Endpoint ID

0 enn
e

B

o0 po

[ <]

&4-1

Endpoint P Authenticat Authorizati Authorization Profiles IP Address

1. ¥R nRE. SRLIPR  CAeHcRASEEEERNRRERED, WREEASN

REREESR

, B BN S DRERE. EAUEBR-T "FHEA FIPHNEAKRER

FARRIL #R o A8 T DAAS B A 5 40 B0 38 R o o 19 BB 1t B 452 1 SR o TR U I B 9 R R A 1T LR

2.DACLTHEN., EEAVKSORIEENRERERERTSDACLERER , T2 RLF

o

3. Portal authentication — i HI Lt FEER RSSO IR T BIFEAE ST, REEEEINEREE
BE%E

« RENADEEAFERIRESENER R FECERNIPH I

- CPPFJFFQDNE T BISEEIHVIP , BRREX G H D RENHRTRE

- BEFIRIVANATZ#E



4. BFRENER. EUBERAT , SFREEHR "TRAL BEXH "THEL

5. MERIEAKEMCOA, COANKEMIIHENADIRHEART 7 5F , WEISEiRHIXF IR R
. MRCOARM , LA LIRAMFMBEURERR, COARE RAVEERRE
- COAK — EEBIERT , EEEFRINPSNAKREESNADIKHCOAT Fin , &
COAFEREERTFHE B ERER.
+ COABACK — &RRNADE#IRCOA |, EHREERREEEMTCOARE. HRILLENR
, FRE L RS EFMNRA,

HRARHIEASARIENAD , AL EBETIEAENRESHREF R, ERRERISEEMAASAR
COAHEIAE % T VPNIRIEH K. EEEERT , COAXSEEFNRESIR , AETFFEEHMSH

L

SR FFImARREEERE — Alt , BYULEISELETRE , ABMEVEPDERBEAERE
FER T W LL 2 5 um SR G SR B o

ﬁﬂﬁi Operations > Reports Endpoint and Users > Client Provisioning ﬁﬁ?ﬁ'ﬁﬁﬁ? H ,qu E’g *ﬁ% o

Chient Provisioning @ + MyReports 2 EportTo= ©® Schedule

From 2017-02-04 00:00:00.0 to 2017-03-06 21:06:33.980
¥ Fitler~ &> Refresh &~

Logged At @ server Ewvent e Identity Client Provisioning Policy Matched Failure Reason

LS Last 30 Davs | =

[§4-2

BBLEHE  EAUREEET BETFRFALRE. A, MREEKE  LAEPRARRE,

Failure Reason EU )

£ 7 5’%3%%$ﬁ%5ﬁ & —EHRE Operations > Reports Endpoint and Users > Posture Assessment by Endpoint.

Posture Assessment by Endpoint @ + MyRepors B Export Ta = @ Schedule

From 2017-02-04 00:00:00.0 to 2017-03-08 21:24:17 603

Logged At Status Details @ entity @ Endpoint ID P Address

L Last 30 Davs T[>

&

o

B

E4-3

BA DR ERRESESESHNFMARE  UREXREMBENEEEID, ISEAKRmMERNTEY
RREE SR AN B EE KRB RE

5ERETF AR



—E

ATETRIRZ 2TERERELRR , LEMRAELISEXHUE T URERKRETEREN
ISEEF R EHEITHAA

o dientwebapp — B ERBREXFAGN TH. BEBFER guetlog M isepsclog.

© guestacess — BEEFFIRALMFAHNEREMAEEEAN TN ( EFREDIERAPSNE
). BEERGFER — guestlog.

® provisioning —ﬁ%g}gﬁﬁuﬁﬁﬁﬂﬁmﬁﬁfiﬂgfﬂq:o E%H%*ﬁ%— guest.log.

WMm-—ﬁﬁ%%ﬁ@%#oEgﬁ%ﬁﬁ—ﬂ%mm.

HREFRHWBEHER , IUERAU TSRS :
 aisnsaloy — MREFi LNE PTG KRN , BIEREE THENSAHNE —ERRAEL
( BEAWindows TEHE# ) .

* AnyConnect_ISEPosturetxt — IE IR R A LATE B 8P BVDARTHHAS A E Cisco AnyConnect ISE Posture
Modue.FT B BEBISE PSNRIRFMEREERS BN ERAEKELERT,

¥ R EESREIRR
SSOMEAMAE

RSSO , BAI LT UERRIELHE © isepxclog, WIHERRSFEEH KT
, I B AT ABKIBPY F 0 B 0B

<ffroot>

2016-11-09 15:07:35,951 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.

PostureRu

| ooki ng for Radius session with input values : sessionld: null, MacAddr: null, ipAddr: 10.62.145.121

2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cisco.cpm.posture.runtime.

Found sessi on ¢c0a801010002600058232bb8 usi ng i pAddr 10.62. 145. 121

X AR E5-1
BO L AR BIPHitEAESSRREBILLEA,
B ESFEEED  AUEEICHBE B

PostureRu
PostureRu
PostureRu
PostureRu
PostureRu



<ffroot>

2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] guestaccess.flowmanager.step.cp.CPI
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] com.cisco.ise.portalSessionManager.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] com.cisco.ise.portalSessionManager.
2016-11-09 15:07:35,989 DEBUG [http-bio-10.48.30.40-8443-exec-12][] guestaccess.flowmanager.step.cp.CPI

Login step will be skipped, as the session =c0a801010002600058232bb8 al ready established for mac address

2016-11-09 15:07:36,066 DEBUG [http-bio-10.48.30.40-8443-exec-12][] cpm.guestaccess.flowmanager.process

MARES-2
WMRSSOTEIER |, iepxlg ERITEEHEFEEHAMNE

&II{

<tfroot>

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu

| ooki ng for session using | P 10.62. 145. 44

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cisco.cpm.posture.runtime.PostureRu

No Radi us session found

NARES-3
£ guestiog EERIBAT , BLEEFMFLEITENERAEFHRE

<tfroot>

2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St
2017-02-23 17:59:00,779 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.St

Ret ur ni ng next step =LOd N

2017-02-23 17:59:00,780 INFO [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.flowmanager.step.Ste

N AR E5-4
MRMELNEMEMBLAKR , FUBEEINMFEERE — MMESHRFEEERA® ? HMLEHAERE



BA?
& F i SR R B E F R PR HERR

MREFIHALRBERUMAREEETER , BUIUBE guetlog BRIUBEESFREN

<#root>

2017-02-23 17:59: 07,080 DEBUG [ htt p-bi 0-10.48. 17. 249-8443-exec-2][] guestaccess. fl owmanager. st ep. guest . (

2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.common.utils.OSMapp
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] cpm.guestaccess.common.utils.OSMapp

2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,080 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.
2017-02-23 17:59:07,505 DEBUG [http-bio-10.48.17.249-8443-exec-2][] guestaccess.flowmanager.step.guest.

:userl:- CP Policy Status =SUCCESS, needToDoVl an=fal se, CoaActi on=NO_CQA

M AEES-5

EE—EFEF , EuUAFINAREBERNEFIAZIREEZS|ZED , MRRBRETEN
FEHANRKTE  SUKENBYRE FnRRRBEEETLER. KR —EAFHFRRERR
BEIRE,

RGBT FEHE R

EEFm , BL4ARERAREEGERNAEE, UTRERIINVE1BERFRAES]

Date : 02/23/2017
Time : 17:59:57
Type : Unknown
Source : acise

Description : Function: Target::Probe
Thread Id: Ox4F8

File: SwiftHttpRunner.cpp

Line: 1415

Level: debug

PSN probe skuchere-ise22-cpp.example.com with path /auth/status, status is -1..



NARES-6
EIEMEPEER , PSNAS RO ARAEFEMAEENACET. HEETUBIUTEMES

Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: Target::probeRecentConnectedHeadEnd
Thread Id: OxBE4

File: SwiftHttpRunner.cpp

Line: 1674

Level: debug

Target skuchere-ise22-2.example.com, posture status is Unknown..

X ARIRES-7
SEMEESMENFIEEREAERE

Fededefddefhddefhddhddf il AR hddfhddfhddhddin

Date : 02/23/2017
Time : 17:59:58
Type : Unknown
Source : acise

Description : Function: SwiftHttpRunner::invokePosture
Thread Id: OxFCC

File: SwiftHttpRunner.cpp

Line: 1339

Level: debug

MSG_NS_SWISS_NEW_SESSION, <?xml version="1.0" 7>

<root>

<IP></IP>

<FQDN>skuchere-ise22-2.example.com</FQDN>
<PostureDomain>posture_domain</PostureDomain>
<sessionId>c0a801010009e00058af0f7b</sessionId>
<configUri>/auth/anyconnect?uuid=106a93c0-9f71-471c-ac6c-a2f935d51a36</configUri>
<AcPackUri>/auth/provisioning/downToad/81d12d4b-ff58-41a3-84db-5d7c73d08304</AcPackUri>
<AcPackPort>8443</AcPackPort>

<AcPackVer>4.4.243.0</AcPackVer>

<PostureStatus>Unknown</PostureStatus>

<PosturePort>8443</PosturePort>



<PosturePath>/auth/perfigo_validate.jsp</PosturePath>
<PRAConfig>0</PRAConfig>
<StatusPath>/auth/status</StatusPath>
<BackupServers>skuchere-ise22-1.example.com,skuchere-ise22-3.example.com</BackupServers>

</root>

#PSNA M

<#root>

ﬁﬁfﬂﬁiggcp*ﬁjbﬁgii.gueikg E?

MAEE5-8

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]
2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]

mac_list fromhttp request

==> 00: 0B: 7F: DO: F8: F4, 00: 0B: 7F: DO: F8: F4

2017-02-23 17:59:56,345 DEBUG [http-bio-10.48.17.249-8443-exec-10][]

iplist fromhttp

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

17
17
17
17
17

:59:
:59:

:59

156,345
:59:
:59:

request ==> 172.16. 31. 12, 10. 62. 145. 95

DEBUG
DEBUG
DEBUG
DEBUG
ERROR

48.
48.
48.
48.
48.

56,345 17.

56,345

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]

56,368
56,369

Session Info is nul

2017-02-23 17:59:56,369
2017-02-23 17:59:56,369
2017-02-23 17:59:56,369

Perform ng MNT | ook up for

2017-02-23 17:59:56,539 DEBUG [http-bio-10.

Per f or med MNT

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

17:
17:
17:
17:
17:
17:
17:
17:
17:
17:

| ookup,

59

59

59

59:
59:
156,541
59:
59:
156,545
59:
59:
156,545
59:

DEBUG
DEBUG
DEBUG

[http-bio-10.
[http-bio-10.
[http-bio-10.

48.
48.
48.

17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]

macAddr ess ==> 00- 0B- 7F- DO- F8- F4

48.17.249-8443-exec-10][]

found session 0 with

56,539
56,541

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

48.
48.
48.
48.
48.
48.
48.
48.
48.
48.

17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]
17.249-8443-exec-10][]

56,541
56,545

56,545
56,545

56,545

REMEEDHNNBRARTRESER

cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi

cisco.cpm.client.posture.NextGenDi

cisco.cpm.client.posture.NextGenDi
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov
cisco.cpm.client.posture.NextGenDi
cpm.client.provisioning.utils.Prov

.NextGenD1i
.NextGenD1i
.NextGenD1i

client.posture
client.posture
client.posture

cisco.cpm.
cisco.cpm.
cisco.cpm.

cisco.cpm.client.posture.NextGenDi

session id c0a801010009e00058af Of 7b

Prov
Prov
Prov

utils.
utils.
utils.

client
client
client

cpm.
cpm.
cpm.

.provisioning.
.provisioning.
.provisioning.
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov
cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi
cisco.cpm.client.posture.NextGenDi
cpm.client.provisioning.utils.Prov
cpm.client.provisioning.utils.Prov



MAEES-9

HE®R , BLEZIPSNEAEREA M EHEEE , W ELXKMEBEAIPMMACEEBMNTEEFR
LERgEMmEE,

& SEXEEERNPSNLEERRBAZFIHNER

<tfroot>

2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun

ooki ng for session using session ID: null, IP addrs: [172.16.31.12, 10.62.145.95], mac Addrs [00: 0B: 7F: I

2017-02-23 17:59:56,790 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,791 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,792 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun

Found sessi on c0a801010009e00058af Of 7b usi ng i pAddr 172.16. 31. 12

NARES-10
T—% , PSNEALEFHNTEFIRHAERKER !

<tfroot>

2017-02-23 17:59:56,793 DEBUG [http-bio-10.48.30.41-8443-exec-8][] com.cisco.cpm.swiss.SwissServer -:::
2017-02-23 17:59:56,793 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,793 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,793 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureRun
2017-02-23 17:59:56,795 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PosturePol
2017-02-23 17:59:58,203 DEBUG [http-bio-10.48.30.41-8443-exec-8][] com.cisco.cpm.swiss.SwissServer -:::
2017-02-23 17:59:58,907 DEBUG [http-bio-10.48.30.41-8443-exec-10][] cisco.cpm.posture.util.AgentUtil -:

I ncrease MhT counter at CP: dientProvisioning. Provisi onedResour ce. AC 44- Post ure

NABRES-11

ET—%  BUUEIKRGEREIEEIREENBRE. ESBERE , SEF—EERBFELR
E#ERE -

<tfroot>

2017-02-23 18:00:00,372 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan

About to query posture policy for user userl with endpoint nmac 00-0b-7f-d0-f8-f4



2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

<package>
<id>10</id>

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
<version>ISE:

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

2.

W nDef end

00,423
00,423
00,423
00,432
00,433
00,433
00,438
00,438
00,438
00,439
00,439
00,439
00,439
03,884
03,904
03,904
04,069

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.
[http-bio-10.

2.0.470</version>
<encryption>0</encryption>

Enabl e W nDef end

48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.
48.

30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.
30.

41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]
41-8443-exec-8][]

cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.
cisco.

cpm.

cpm

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

posture.
.posture.
posture.
posture.

posture

posture.
posture.
posture.
posture.

posture

posture.
posture.
posture.

runtime.
runtime.
runtime.
runtime.
.runtime.
runtime.
runtime.
runtime.
runtime.
.runtime.
runtime.
runtime.
runtime.

cpm.posture.runtime.agent
cpm.posture.runtime.agent
cpm.posture.runtime.agent

PostureMan
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol
PosturePol

.AgentXmlGe
.AgentXmlGe
.AgentXmlGe
cisco.cpm.posture.runtime.

PostureHan






W nDef end

301

W nDef end

runni ng



(W nDef end)

</package>

</cleanmachines>

NARRES-12

HE , BULLEFPSNE WBIMRERSE -

2017-02-23 18:00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan
2017-02-23 18:00:04,231 DEBUG [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureHan

MAEES-13

ERERERE , ISERRREBARNS S REICOA:

2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23
2017-02-23

18:00

18:00

104,272
18:00:
18:00:

04,272
04,272

104,272
18:00:
18:00:

04,273
04,273

INFO [http-bio-10.48.30.41-8443-exec-8][] cisco.cpm.posture.runtime.PostureMana

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]
[http-bio-10.48.30.41-8443-exec-8][]

XARRES-14

cisco
cisco
cisco
cisco
cisco

.cpm
.cpm
.cpm
.cpm
.cpm

.posture

.posture.
.posture.
.posture.
.posture.

.runtime.PostureCoA
runtime.PostureCoA
runtime.PostureCoA
runtime.PostureCoA
runtime.PostureCoA
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