EAAIreOSHI T —RWLCHE BISEEIZCWAR &
L) i

B &

B
BB
BR
RATH

=n oo

ax E

18 B Bl 2=

fit & # —5508 WLC

SIS

Bt & 55 2 Y AR 7% 55 38 I RF 5% (SSID):
SR EBEFEGACL
HTTPSE#HE[m

FHHEERE

AR I 4 % 52 B

it iE §15 3850 NGWC

IR E

SSIDEL &

EFEG ACL fHEE

ST E(CLNALE

il i EISE

ERISERETH

FEHRRM . fEECREERPERSESHREACWA
FEHAES2 : EEREFMNCWABRKBHIHIT—XIESDEBRE,
{8 F 22 4513:HostSpotFf3 &

B

I EN

{5 FA 2212

R =EHI3

AireOSH Y FlexConnectZx i 33 #2
Foreign-Anchors &

SRS HERR
AireOSHIEE & AWLC L & B 89 B Bk &8
AireOS WLC

NGWC

ISE

HEER

T




AR M A Cisco AireOSHI T —RERLANEZHEIRESORBIZBHEE=BFHERH,
LR R
R

BREBEEELLT TE

. CiscofEARLANIZ#I25 ( BEEMMAEER )
- B9 BRI R¥E 512 (ISE)

BRA T
AXPHNERARBRIBRUA T HKEMERRA :
- 2R B 28R AR 5| BARAR2.1
- $%F38.0.121.0M9CiscofE#RLANZ #255508
- $RF103.06.04.EK T — L EARIZHIZR(NGWC)catalyst 3850(WS-C3850-24P)

ANHHNEARBBREERETREANKEMEL. XHERAINMARESREER (R
) BIEREREAE) . MREHMBEEET , FREACREEMES IRERNTE,

RIE
A M &

CAPWAP AP WLC ISE

,
.
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| &
3
L
S
5 )
.:'-
»]
J
-
h
- I-'-'
&

Guest User



AXEFMENTRER TR —BFANBEEAWLC LW BB E , UXEEAISENEFAHER

o

B i 4t —5508 WLC

EMTEISERELEMERA , RWLCHAERE , CHUERIRERE  RBERIRAT
MACIBERI B SSID ( IIAAAEZEFRADIUS NAC ) |, ZinBi8EISEES & 1B B MR A RES
o ETNRRISEFRREMSSLEBUHEXIIWLC , MERYWEREEMEISENHEFME,

SRR

1.#ISEL BT A & 0B Mok M@MRES.

. I8E = Security > AAA > Authentication , A% 3% — TNew

Security RADIUS Authentication Servers > Edit

Server Index

Server Address{lpvd/Ipei)
Shared Secret Format
Shared Secrat

Confirm Shared Secret

Kay Wrap &
i Lo (Designed for FIPS customers and requires a key wrap complant RADIUS serder)

Part Number igi2
Server Status Enabled *
Support for RFC 3576 Enabled *

¢ Local EAP Searver Timeaut 5 sacands

Advanced EAP Hetwaork User * Enable

SEfs ' ¥ Ena
» Priority Order Mamagement Enable

b Certificate

1P b
¢y Access Control Lists S Enable

- WAISERRSBIPHMHLAER

. R "Server Statusy H "Support for RFC 3676(Change of Authorization or CoA support) 1
#EEE S "Enabled. o

- EAIRSIFEEFT , FHERIBER TAreOS WLCE2® ., BURAMERRIFM ( EE, TRMNZERISERM
WLC) , RSB EEDEMEIST AE R T L ENREREH,

- #%—"T "Applys o

- MREZRERENRERBEIZ(PSN) , FEER I Hi [ ARSEHE

AR R EER E R eE2{EISERIE

. EBE ZSecurity > AAA > RADIUS > Accounting , A% 12— TNew
- B AISEfREBFIPHL A S8
- R TRRESEREL BREA "EBA
- MAEMKE | ENGEARSEE (FEARES2D ).
2.BERHEE,

EHR—RESR , —BEBRARKRRER K WLCHEBET —EEENFARR. WLANFH T —1T, MR
RAECTANER  WL.CEEELEMARF[FETHNT —EER. ERENEERR &
SSID ( . B ) LEEZERRRE  WLCHREBSSORIN () BIRREXKAEEZER



BhIE | ENEE AR BR IR ER M th R 01tk

BTERBITA  BRARIER, EEZESecurity > AAA > RADIUS > Fallback., FE:&1TA AR, ®[
RESEARIE4PIRENK - S L2EEEEETH (2B RERARBNEESNRE ),

ERAER , SEmERE

BB — EHBEXT , URARIIEEERWLCEHRIEFR , WL.CEKARBIBHRIET
BIRPI ERERTHERR ( Interval in Seci®MH ) , FTRFREIMK , WLCE K AMRFZBBIMEM T
5, MAmARFRERERENMT, MREFORIFFREFEREMH (ERRZAMB[ORER
BAEAMREE ) | MR IKE EBERABBIEBRS S |, STRRBAME. NRAEARIKIEL
8r , AeNREEEDRIP, RN AEEESEES180FI3600%,

- Active — EEXBEREAXT , EARFLIEERWLCEORBEFRE , W.CEKARFERAS
#, AREARF[BDIFEBAMETE , TEHRABEEIFRAER , BERXARF[ELEE
o MRMEMRBFZEE , WLCERARARZBB RS , B FLEEFURALR.
EREXT , WLCERERMAEAERBNRASEER (AW AEMN ) (180F3600) .

R WLICHRATEERIN S ORE. ERBELN , RWIEAMN S ORIHREAR
AREREHE , B MBRERIR A EEEIRI,

AR TE R F /Y BR 2548 S8 51 5% (SSID):

. EEFWLANSEKG|IER , A& ECreate NewiEIE N — T Go:
WLANSs

Current Filter: Mone [Change Filter] [Clear Filter]

Create Mew

. iﬁl@ﬂlﬁﬁ%ﬁ*ﬂSSlD%ﬁo B—T rAppIyJ °
- FEGeneralBEE T | BEEFANAERNHEAE (FHEVLAN)

Radio Policy

Interface/Interface Group(G) | guestZ

. f£Security > Layer 2 > Layer 2 Security & , i#{ZNonef B fiMac FilteringZxH 5 2 ,



WLANs > Edit "Guest’

General @ Security | QoS | Policy-Mapping | Advanced I

_ - L = = - - -

Layer 2 [ Layer 3 | AAA Servers

Laver 2 Security £ | None
MAC Filtering®
Fast Transition

Fast Transition

. 7EAAA ServersBEE T , #&Authentication and Accounting serversi& i€ Benabled , &2 {7
AR 28 A1 & Bh Rl AR 25 o

WLANSs > Edit "Guest'

General | Security | QoS | Policy-Mapping | Advanced

Layer 2 | Layer 3 | AAA Servers

Select AAA servers below to override use of default servers on this WLAN
Radius Servers

Badius Server Overwrnte interface Enabled

Authentication Servers Accounting Servers

¥ Enabled ¥ Enabled
Server 1 | IP 157.210, (1812 1N 57210, Part: 1813

Server 2 |IP: 157.21, : P 15721, Port: 1813
SeErver 3 Mane
Server 4 Mane
Server 5 Hone
Server 6 | Mone Hane

Radius Server Accounting

Interim Lpdate Interim Interval 0

- MRER  ERT AR EEMSENTREE. WRERFHRAWLC , WLCHEHIT
8 XHEBRAWAT :
EEA  heEExeEMA.

BUAOMME : 8 XFFirtI BB A2 F S (MSCB)fR B (ANIPvASIPveibit P ECRE R , FFimigikESE
e ) FEEEEMERER,

BACKENREMRE : FHEXT , WL.CERFimtIMSCBk B 34 E i @ISEEEBEH |, I
HeRENERASEEMERRIRBAN (BREMNER )



. £Advanced B4 T HYEnable Allow AAA Override T~ , #£NAC state T , iZ#ZRADIUS NAC. iE
AFE{RWLCHE F 3k B ISER{E I B 1 B ¥ (AVP),
- B EISSID generalEE , #SSIDARREER E AEnabled

WLANs > Edit "Guest’

General | Security QoS | Policy-Mapping | Advanced |

Profile Mame Guesk
Type WLAN
S5ID Gueask
Status | Enabled
* mﬁHEE&o
REBEMECACL

LLACLHISES|IA , ERREEE MWL RENAR 2

TR R EEIR

. Bi{ESecurity3= 5| 1= %> Access Control Lists , A% & — T New
- LN RACLE

esg Control Lists > Edit < Back |

255 T55.255.255 2.0.0.0

oooooo

55 T55.255.255

LWACLA A R FFEIBTCPIES44355 FDNSIRIE MISEE B, KB —FEESMdeny , R EBRE
BEHREMZISEMEFEMFURL,

HTTPSE ¥ [M

AireOS 8.0 xR EBMAZEIINEE , BEZBERTESHEM. EERAHTTPSXE , FalE
WLC Management > HTTP-HTTPS > HTTPS Redirection , i H 5% E AEnabled , SiECLIF &
RS

(Cisco Controller) >config network web-auth https-redirect enable

BAHTTPSEE F# A B # &

X Fnttps-redirect?® , FAEEEFNEOHB T EAZ EEEEEE, FEEFISELTFEERN
HERE , AU EREHE=FZEANEERERERE t2BRLEEEER. ERER

, WL.CELZEW BB CKBGHERNEEME IPLLU, £HERKE S https:/cisco.comb¥ , 3
BERTAHBREMRZZ T cisco.com, ER , W.CEERENHEIRFERAERZZENGET , BEAFTEREY
HTTPSIEXPEER , ESSLRERRNE , W.CEE REERNEEE, EQERIERBERES


HTTPS://cisco.com

, A RESSL B BN B R H ARG R & in B S 7 HRY R /835 (5140 | cisco.comEd
WLCHESRN HETHERE), ZRUUETRNBABERFEITEANTEHERES | BFrFHE A
B — R,

FHHEEE

AireOS WLCH FERRBA AL ThEE, BAA T BHEIRE  WLCESAAARRSEEAJREE  W1iE
RADIUSHEBEH4FE—EXFikE K BB T —EERENAAAGRSS.

MRZRAWEE , AREEEDIMEFTFRERZERADIUSERENE , WL.CHEHBELIREIT -
AfR:R. LUETHALGETER (LS TITEEFRE )

(Cisco Controller) >config radi us aggressive-failover disable

BRE T AERY E BIREE ¢

(Cisco Controller) >show radi us sunmary

Vendor |d Backward Conpatibility................. Di sabl ed

Call Station Id Case.............ciiiiiniinn. | ower

Acct Call Station Id Type....... ... ... Mac Address

Auth Call Station Id Type....... ... ... ... AP' s Radi o MAC Address: SSI D
Ext ended Source Ports Support.................... Enabl ed

Aggressive Failover......... ... ... ... . ... . ... Di sabl ed

5 5l AB BE 55 2%

X R AR B IE (CNA) K| LA B IR i Al B P Y B SR B A A EEN KR R EEE S BREDE
BEBESSTIRE  MEAKRARSD TS ANRESR USRI IhEE, WHRCNAREBRE
BRI | ETRESHEDR ECREISERTIBEEFASE., EEEFEApple IOSEE , HETEH
E5 M. VLAN DHCPERK, MR ENRILHEEEFTE,

HURPAERRREBRN S |, BERRBAMHE, FEEBRT , WLCERHCNAAORREH
, BEERAERFERBSERUBBERE@EN,

BR T T RERVIRAE

(Cisco Controller) >show network sunmary

Web Auth CMCC Support ...................... Di sabl ed
Web Auth Redirect Ports .................... 80, 3128
Web Auth Proxy Redirect ................... Di sabl e
Web Auth Captive-Bypass .................. Di sabl ed
Web Auth Secure Wb . ... ... ... L. Enabl e
Web Auth Secure Redirection ............... Enabl e

EERMALIHEE , FRANTST



(Cisco Controller) >config network web-auth captive-bypass enabl e
Web- aut h support for Captive-Bypass will be enabl ed.

You nust reset systemfor this setting to take effect.

WLCEIRREFRE K REERRK (EFHE ) THEFEEFEN.
LtEF , show network summary B RINEECHA , BEEFEXREN , FEEEFBEWLC,

Al E A 43850 NGWC
SEERRE
1.45ISEL Bt N A S HREBANITIRMRE

. & Z Configuration > Security > RADIUS > Servers , A% 1% — TNew

- AR MRERERENISEMRSRIPHbLE, AW, FABRFERGNERSE.
. FRRBARFC 3570 8 ( COAXE ) »

- EEZIBE B E B AR RE -

RADIUS Servers
Radius Servers > New

Server Name ISEL

Server IP Address -.15?.210
Shared Sacret e

Confirm Sharad Secret sessnses

Auth Port (0-65535) 1812

Acct Port (0-65535) 1813

Server Timeout (1-1000)secs| 5

Retry Count (0-100) 2

Support for RFC 3576 Enable | -

2. B YISER fAREAE

- i BlConfiguration > Security > Server Groups , A% 2iZNew

- B D E BB ADead-timefld ( 18 ) . EREFHIEEARIBPIRISEITHRS R
, RETERHBREAZESRRIPEE.

- {&€Available ServersiEE H i © #7118 Z|Assigned Servers?l,



Radius Server Group

Radius Server Group > New

Name | 15€_Group
I ! e |

MAC-delimiter [colon | = |

MAC-filtering [none | *

Dead-time (0-1440) in minutes| 10

roup Type radils

Available Servers Assigned Servers
I5E2
ISE1

Servers In This Group

3. 2R ADot1x

. I ¥ Z Configuration > AAA > Method Lists > General , 27 Bt Dot1x system Auth Control

General

Dotlx System Auth Control

Local Authentication

Local Authorization

ABEREEE

. & = Configuration > AAA > Method Lists > Authentication , AAEE I —EHN 5 EEE, £
AplF |, &R Type Dot1x and Group ISE_Group ( fE E—5HEIWHE ) . RERIZTApply

Authentication

N

fivailable Server Groups fAzsigned Serger Groups
[ 1SE_Grisip

Groups In This Methad |

. ¥$E2 R (Configuration > AAA > Method Lists > Accounting) 1% # (Configuration > AAA >



Method Lists > Authorization)El 1T ERE. I —EHEK

Accounting
3 MNew

[SE_Method

dotly ‘_Jexer = kden

Available Server Groips

Authorization

o

ISE  Methwd

=) mietwmne S EE

i, SRR =
Qo 2 ¥l

fvailable Server Groups

5. BV RMEMACIRIBART .

& 1ESSIDRRE FFIY Ltk ZhAE

COHTHY NS

ISE_tnmup

Assigned Server Groups

ISE_Gaoup

. B'E ZConfiguration> AAA > Method Lists > Authorization , A% % — TNew,
WAL EEEEE. 2EType = Network 1 Group Type Group.
- #ISE_Group# 18 E|Assigned Server Groupsii{i,

futhorization

1 L el ]

8] s

- -I.I o -

1 aemiin
- IO

Avallable Server Groups

Groups In This Method

SSIDEL &

1. BV E5ESSID

Assigned Server Groups
1SE_Group




. BE Z Configuration > Wireless > WLANs , 7% & — T New
- B AWLAN ID, SSIDFIProfile Name , A& ZHiZApply.
. ¥ Alnterface / Interface Group ( ST E/STEH ) THSSIDERE®R , #EIEGuest VLAN Layer

3 ( SHAEVLANEIBNE

Interface f Interface Group Dialog

Interface/interface Group(G) | default
diefault
VLANOO L0
WLANGO L1
VLANDOS0
WLANOS01
VLANDAOE

. #£Security > Layer 2T , i##£None , A% 7£Mac Filtering>% 32 A 5%t 51 5% E #¥Mac Filter
Method;& & % #8(MacFilterMethod).
- 7£Security > AAA ServerBE B T , iBZE IEHEMN B DB MRS 7% EE (SE_Method).

WLAN
WLAN > Edit

ECI  securty ST
Layer3 A4 Serves
Laver 2 Security| None |~ |

MAL Fltering | Ha:ﬁlt-!f?-'hﬂhn{!

WLAN
WLAN > Edit
General QoS AVC Policy Mapping

avez  Layes [NEOCEN

Authentication Method |1SE_Method
Accounting Method | 15E_Method ﬁ
Local EAP Authentication []




. £AdvancedE & T , BiAAllow AAA Override and NAC state, X ERIBEENRBEERFTERR
EARRE ( BREREE. BEFmHEER. ZEAironetiERE ) .

Allow AAA Crermride i DHCP
Coverage Hole Detection

Session Timeout {s2c3) [ 28800 . DHCP Server TP Address  0.0.0.0

Alranet IE | DHCP Agdress Assignment required 1
Diagnostic Channel L] DHCP Option &2

P2P Blacking Action DHCP Option 82 Format

Media Stream Multicast-direct | DHCP Option 82 Ascii Mode

Client Exclusion DHCP Option 82 Rid Mode

Timeout Value{ secs) - | MNAC

Max Allowed Client —
MNALC State

BB TEER BR S TR, REA "ERAL . REETApply.
EF¥m ACL 4848

HWACLMBE EHISEE EEMHBMABEE R access-acceptd 5| . NGWCHEAECRBEEEZEEEMHN
REURMEAFBBNRE.

. BB Fconfiguration > security > ACL > Access Control Lists , A% % — TAdd New.
BEERWEAACLER,
- WEE R EHECQACLIE S

Access Control Lists
- ACL detail

Details :
Guest_Redirect

IPv4 Extended

Sounce IPfMask i Destination Port

it : F10TRANET. LARBEMEBIHNEIRESP, LACLLEFFRAEDHCP,



DNSHR# L KISERIIRZRIETCP 8443 ( #E#ACE ) o HTTPMIHTTPSREHEEM (

ACE ) .

RIS ECL)ER

FETBRPE NI EEE B EBCLIER,
802.1x£H 4B A

dot 1x system auth-contro

SEMEAAAL R

aaa new nodel

|

aaa aut hentication dotlx | SE Method group | SE_G oup

aaa aut horization network | SE Method group | SE_Group

aaa aut hori zation network MacFilterMethod group | SE G oup
aaa accounting ldentity | SE Method start-stop group | SE G oup
|

aaa server radius dynam c-aut hor

client 172.16.157.210 server-key ****x*

client 172.16.157.21 server-key *****

aut h-type any

|

radi us server |SEl

address ipv4 172.16.157.210 auth-port 1812 acct-port 1813
tineout 5

retransmt 2

key * Kk k%

!

radi us server | SE2

address ipv4 172.16.157.21 auth-port 1812 acct-port 1813
tineout 5

retransmt 2

key * Kk Kk

!

!
aaa group server radius | SE G oup

server nane | SE2

server nane | SE1

deadtine 10

mac-del i mter col on
|

Wianii B

w an Guest 1 Guest
aaa-override

accounting-list |ISE Method
client vlan VLANO301
mac-filtering MacFilterMethod
nac

no security wpa

no security wpa akm dot 1x

no security wpa wpa2



no security wpa wpa2 ci phers aes

security dotlx authentication-list |ISE _Method
no security ft over-the-ds

session-timeout 28800

no shut down

EfNEACLES|

3850#show i p access-lists Guest_Redirect
Extended | P access |ist Quest_Redirect
10 deny icnp any any
20 deny udp any any eq boot ps
30 deny udp any any eq boot pc
40 deny udp any any eq donmin
50 deny tcp any host 172.16.157.210 eq 8443
60 deny tcp any host 172.16.157.21 eq 8443
70 pernmit tcp any any eq www
80 pernit tcp any any eq 443

HTTPFIHTTPS X ¥

3850#show run | inc http
ip http server
ip http secure-server

B mREAACLEREEBHTTPHWLCHER , A EEHEM,

ECEISE
RENMBISE L X BEARNERA RN IBEARFIFIENEE,
¥ RISERBEH
1. B A EISEY Efii ElAdministration > Network Resources > Network Devices , A% 2i#Add

2. W ABBWLCRAE{FIName £ BV IPHEAL,
3. ZFRADIUSE ERRERE K YEAWLCHEEN AL, A%IR—TSubmit,



Mabargak L Lis!l = Chon 5508

Network Devices
* Mame | Cisco_S508

DesefipBon [Lag Are0s WLC
*IP Address: (L 154.5 | 1[32

Device Profile & Cigco =

* Mabwork Device Group

Leas Type Al Device Types gt To Defauk

LOoCabon | &) Loscations St To Detaul

» RADHLIS Authentication Sedings

Enabie suthenticafion Semngs
Probocol  FLADIUS

= - I | -
*Shared Secrtl | cosnsmes Chaw

4.8 FPolicy > Authentication , AEBEMAB T &2 — T Edit , ¥R Use: Internal
Endpoints T , #If user not foundiZE 5% & 5 Continue ( W FABEE ) o

Authenlication Policy

Define ihe Authenbcation Policy | e prol 5 ihal ISE should use (o communicale wilh ihe network devices, and the ideniity Sounces. thad i
For Policy Export go o Adminisirat - y

Policy Type () Simple  (2) Rule-Based

Al Profocois | | Default Metwork Access

& - maf i | Wired MAB OR Wireless_MAB

FilEemal Endponis

Identity Sounoe Internal Endponts

Options
I authenboation [alsd Reject

T ey ot Bowined Condirse

I process faled Drog

Hote: For authentications using FEAF, LEAP, EAP-FAST, EAP-TLS of RADIIS MSCHAR

Dol I Vit
e - Dertauit Hirbworkc Acce & 5 not possibie to continue processing when authentication fals or user & not found
I continus option & seected in thess cases, requests will be rejected.

Wirehess_B02 10A%0w |

AR : EFEEREERTERDESDRENCWA

RN
1. |EIRE R B EREIFHESSID,

and



2. WLCAR IR IR 1EISE L FIMACH#: 11t 1E B AAAMR AR ES HHR IR EIT B R ER R .

3. ISEfE A M & B 1 B ¥ (AVP)3R Elback Maccess-accept:url-redirect Furl-redirect-aclo. WLCH&
HAVPE AR RIFIEXMERE | WA EHEIRABDHCP-Required , B—BERIP{I , EMER
BHECENTRAL_WEB_AUTHH, ELtFZBH , WLCE BB EHE R A & iwmA http/httpsii

o

4. RBEAERBRWebZIESS  FAERKHTTPHHTTPSHE®R , WLCEKEREEEMRISESH
ZME,

5 FAEE AGuest Portal#® , SRRTBAGERE (EHBERTHEEARL ).

6. BEERR , ISEERAUPEHE , —BFAERES , & CoAR FIRe-authenticate A & &%
FIWLC,

7. WL.CEEHREMACIBRERE A MABEMEHBERRFEINGE. EXLEERTKIK,

8. BAEEBMEBMEBMESEHE , ISEREFNFTLRERE , EXRBEHERFAHFSIBEGTE K RA
ZEE—EARINHEEDERIBEY,

BRERAEESEISSIDE | HBREHEHTES.,

AHAE

1. B EISE X E 7 F T4 Work Centers)>3h% 1% A (Guest Access)>Et [ (Configure)>Fh %
P9 5 (Guest Portals)>iZ 12 &8 85 % F9 5 (Select Sponsored Guest Portal) ( SRE M HHIFAF R
BlSponsored-Guest ) .

2. #£Guest Device Registration settings ~ , BUHZF T EI1EE , A% % — T Save,

» Guest Devioe Registration Settings

Auiomalically regisier guest devices

Allzw guests o regisber devices

3.ZE i ZPolicy > Policy Elements > Results > Authorization > Authorization Profiles, #—T ™
Ade [

4. BEAYEMac FEIB(MAB)ER | i EE € L Redirect-URLFIRedirect-URL-ACL[a T~ #E3%
F|WLC,

. BPWebEFHE[E(CWA, MDM, NSP, CPP)# , i##Centralized Web Auth , RERTEACLHE
{i T #5 ARedirect ACLEZ T8 , A% 7EValue T1##FSponsored GuestPortal(default) ( = 5t 5125 5#
REVWEMEMSEAD )

ZEEERVEREBRPHEEERMEL., REER—T Save. o



CWA_ Rodinect

Authorization Profile
"Hame | OWA_Redirect

Desciption

 Type |ACCESS_ACCERT *

I =3

MHedwork Device Profile s LEL0 W
Service Templyle
B K MOvemenl

Haanae hBenbly | rackmg

* Common Tasks
¥ \Web Redirechion (CWA, MDM, HSP CPP)

Canbraized Web Auif = A Gisest Redieect Ve | crsoned Guest Porta |_:I|-I'.||-'.j-

¥ Digplay Certifcales Renswal Meshage

b IFHosE nameF QDN

HHEEMNBAFAETASBEEHAVP)HEIAFWLC

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = url-redirect-acl=Guest_Redirect
cisco-av-pair = urk-redirect=https://ip: port/portal/gateway?sessionld=SessionIdValuedportal=a65b8890-2230-1 1e6-99ab-005056bf5 5e0&days ToExpiry=valuedaction=cwa

5. ZPolicy > Authorization , A&\ AFRA, LRBZARBREMEQEXUEERE
WLCHIFIIAMACER R ERMR A, (EARRH|+ B AWireless_Guest_Redirect).

6.7£Conditions T~ i {£Select Existing Condition from Library , #A#& fEcondition name &£ 1%
Compound condition, i##%— &% AWireless_ MABHI T8 E HE S &4

& HRGESRWLCE HEIBFER P A 2/ERadius B % (NAS-Port-Type= IEEE
802.11 < ERFI B E#R5E R F>HService-Type = Call Check< ( R R¥macH P BRFETH
BEHER))

7HEFZERT |, #fEStandard > CWA_Redirect ( ELE—FHFEVHNRERBEER ). REE—T T
Done. # "Save,

Wireless_Guest_Redirect Wireless_MAB CWA_Redirect Edit |~

8.5 FCWA_RedirectR RIFIRE , AR IZ— TEditZ: 285, A%iEZEduplicate above.

9.18NABEHE , IA—BERFEHEISENCOA ( Al AWireless_Guest_Access ) L EFETH 105 E
, LSRRG BN AR im PU L

10.# Wireless_MAB#E & &{+351& , #H— T+AFSRERIRM , AR IEWireless_MABfR ¢ R iF 12 —



T Add Attribute/Value.

[ Wirel ess_MAB |

4 @ * | Wireless_Guest_Access . . . Wireless_ MAB | PermitAccess

tions Below t y CWA,_Redirect

Condition Name Description | PermitAccess
il lWireIess_MAB Normalised Radius:RadiusFlowType EQUALS WirelessMAB -
- Add Attribute/Value
e =T Add Condition from Library

Delete

M.E NEEEN, T ZERERHE>ASRBEER

Condition Name Description
| Winekess MAE Monmalsed Fades: F:

Mebwark Accestill,, Ecpals st Flowy

12T | i#iEPermitAccess. A% —T "Done, # "Save,

& E‘] 0 | Wireless_Guest_Access Wireless_MAB AND Network Acce PermitAccess

EMERBSEI TR :

Wireless_Guest_Access Wireless_MAB Network Access:UseCase EQUALS Guest Flow PermitAccess

Wireless_Guest_Redirect Wireless_MAB CWA_Redirect

FERARM2 . EAREZMNCWARKRBIBT - RHESHRE.

FRR
1. B|RFE R EERTFHESSID,
2. WLCRIBKIRTEISE LFIMACHE It E BAAATRI IR BR HH 4 IR 1T B D BB R .
3. ISEfE F M & B M E ¥ (AVP) ( url-redirectMlurl-redirect-acl ) IR Elback#laccess-accept.
4. WLCH LLAVPE Al ERIRIE M ERE |, Ih A B ADHCP-Required , B — BRIP4t

, EMEREBECENTRAL_WEB_AUTHH, ISR+ K WLCEHERKBREHRELFEAERN
http/https R E -

5. #Rim{E A ERBWebBIESS K TERHTTPHHTTPSHE# , WLCESERAEEEMEISESS
ZME,

6. & E AGuest Portal# , R SR Rt A B2 AZITHWEE,

7. REEMRR , ISEALKRIRFIEREE (AREN ) KRS KA (EKEFEM)

8. B/ RAUPHME , —BEEFmES , B HIIRERECOAR BIRe-authenticate, HiEEIWLC,

9. WL.CEFHEREMACBREMERE K MAOBEBHLZHEUESMRRE. EXEERIKR,

10. BESH B BB EHR , ISEREFTARERRE, E—X AR RHER ERIHE 5 4E
ISEFYERRE , ISEREER&IMSARIES,

1. HRKRFEHCELSBoHhIM , BXERAEREE  BAFEERE L , ERRISEFEMBR



T, WERIRBREBETRII TS RENEER.
EAEREST , SOREBEXRAT R, ENMFOREBHEH[E —ERIBERERE , TEXMER
EfEA RS N BRI,

EX  TURBE LIXAUPEZ LUK BB BRI TS NRIBSH. WREEEFIHE
i B HEGuest Logon ( HlanE4/NEF ) |, BITTLLEEILEE,

FEEL,
1. EISEL , EMEIEPOSHEFEASEB>HEMAF-ZZRHBHEMAS (HEUFHHFE
BlSponsored-Guest ) o

2. 7£Guest Device Registrationz% E T , 527 = & 1E F Automatically register guest devicesiEIH
o E_-F rsaveJ o

* Guest Device Registration Settings

¥ Automatically reqgister guest devices

SEMBTHEFL>HEMA-BE-HEERR , IRFR-TMHFF "'HEREFMRE, THEEN
REH Ko

* Guest Device Registration Settings

Y Automatically register guest devices

A S ST =
i i

Allow guests to register dewvices

4BBAEREZUSFIRFE  SAEIESHFEL. SEERNHFEITUAEFERTER
in S HENEMREER. EoRRESFAMBINRRSNE , FEERREAARELHEEAE
HEhERBI(LERARMIERTE (78R ) )o

5 AFE A FI# |, 7£Login Options T , & T #ii# EEndpoint Identity group for guest device
registration 7 i&##Endpoint Group

Maximum devices guesis can register: | 5

Endpoint identity group for guest device registration: | GuestEndpoints - |

6.7 i ZPolicy > Policy Elements > Results > Authorization > Authorization Profiles, #—T ™



Add. .

7 BREAYEMacB B HB(MAB)FER | 3% E# & LIRedirect-URLFIRedirect-URL-ACL ] T # %
FWLC,

. AT WebEFE [ (CWA, MDM, NSP, CPP)# , iZ##Centralized Web Auth , R&1E
ACLBRN TBM AEFHELQACLER , AEREValue MEEALREE I A ORLL
CWA_DeviceRegistration).

Mirwy Aplhomeabion Prodk

Authorization Profile
" hame | OWA_DeaoER BgEraton

Descriphion

» Common Tasks

WILAN

o | Web Redifecon (CWA, MDM, NSPE CPP)

Guest Redirect Wl | OWE DeviceRegstration

8.7 L EPolicy > Authorization , AEFEA—EFHHRA, LRASARBREFEQEXNUEERE
WLCHI#IAMACER B ERMWR A, (EA A+ AWireless_Guest_Redirect).

9.7£Conditions T , iZ##Select Existing Condition from Library , #A# fEcondition name T , &%
Compound condition, ###— &% AWireless_ MABHI T8 E HE S &4

10.7f "# R, T , i##EStandard > CWA_DeviceRegistration ( £ t—FHE VKN REREER
) o A% —T "Done. H "Save,

7 @ Wireless_Guest_Redirect Wireless_MAB CWA_DeviceRegistration

MBRERKE  BREEE  DASERERENSORIBEH (BA
Wireless_Guest_Access ) iR [B] % f§ 2% 1Y 5K B .

125 AEFERAES | BRERRSGE K RRBELE "SHEHEEBIL (GuestEndpoints) F 5| Y
8.

13.7F "# 2, T , i##EPermitAccess., &Z—T "Done. , A% "Saves EFERZA,



@ Wireless_Guest_Access GuestEndpoints Wireless_MAB PermitAccess

kz] Wireless_Guest_Redirect Wireless_MAB CWA_DeviceRegistration
14 BY WEBREKM , UESRBRIAFR W,

- B BEE> B0 EE >R E> iR M5 R
- #HPurgeRAIT , MREBRFEEBI0R , MRERN T BEE — B TKE MR SRR

. & GuestEndpoints VIR B RIS R FREE ( MR CMERTERE ) . FBEE , FREBERE
ENREEEXET
EEEBRT , REABEHBXE/NA1XHGuestEndpointsi K B

{85 F R 13:HostSpotP9 5
BN
1. EIRE R EEREIFHEFSSID,
2. WLCHERISEF RAAARIBRES , BIRIEIRHIMACHE 1t ¥R imiE1T & 17 BR =
3. ISEiR [ B & Ry & B 14 B ¥ (AVP) B access-accept:url-redirect Murl-redirect-acl,
4. WLCHILAVPER ZRIREXEMRERR | 1A SHILADHCP-Required , B — B#EEUPA 41

, EMBREECENTRAL_WEB_AUTHH, IS+ K WLCERBEHELQEHRE RN
http/httpsii £

5. #Ris{E A ERBWebBIESS K EERHTTPHHTTPSHE#% , WLCEKEAEEE @ E/ISER
25,

6. EAFIF#E , RSRTAEAEESTESINEARK,
7. ISEfS#RIEMACHE L ( #RIRID ) FB R CE BMKRIE S HEF.
8. IREERE SR AV R BE BR 75 B B (PSN) @ WLC 2 5 81 88 CoA R B Admin-Reset.
9. WLCEEEACoAR , BaEAERZLHMARRIN (ERSRACERAERERMENER
MEX) o
10. EFmEFERE , FEUFNEE , HISERSEERERAT. EERESORBEA—
EFTHITREEIE

11 HRRIREMEICRENK RS OET  YEAFEARBER RS BN ZENRERE
, BLHT S0 R L R LA, BRRTEIEMEME,
12. FRAEFEBRIEZAUP , RIER RS HERENERERRBREISEEREHER.
L

1. BAFK R S OEUEEZMESELEERHE . EfME THEHL(Work Centers)>EhE
#h[(Guest Access)>5 1348 (Identity Groups)>#4 i 5 4348 (Endpoint Identity Groups) , A% &
— T e

. B AMB B ( A% BHotSpot_Endpoints ) » FIBIREA , MERXME,

Endpodnt Kentity ¢ HotSpot_Endpoints
Endpoint Tdentity Group

*Hame | HotSpot_Endpoints

Description | Members of this group wil accept AP every week

Parent Group



2 ENETEFO>HERA-EE-HEFMF>ZFRMPF ().

B TPHFRE. , REE "RiFESMHE,) TiRE TRIKSMH. THHostSpot_Endpointsiil,
EES M EEEEEEENE,

Endpoint [Hc:tSth_Endpmnts 3

identity configure -
group: ® bbb

4 MBEEN.
5.3 FEWLCE 2 fIMAB 5 17 52 5B BF ' I HotSpotPd F I IR BB BHE =R,

- Ef ZPolicy > Policy elements > Results > authorization > Authorization Profiles3f 2 37 — &
(HotSpotRedirect),

. 7iZWebE MG (CWA, MDM, NSP, CPP)#% , i#iZHot Spot , AR EACLIBI P A
Redirect ACL# #(Guest_Redirect) , I 4E & B2 [E/ER A O #15(Hotspot Portal ( & ) )

Add New Standard Profile

Authorization Profile
* Hame | HotSpodRedrect

Cressripion

" Access TYDR | ACCESS ACCEPT
Hehwork Device Profke ol 7 5

* Common Tasks

Wioate Doimain Permission

| web Redirection (OWA, MOM, NSP, OPF)

Hot Spot = ACL | Guesst Redinect VauE | Hotspol Guist Portal (default) =

Static IPHOSE mameFODN

= Attributes Details

ADDESS Ty = ACCESS ACTEFT
CEOO-A-pal = urh-redinect-ads Guest Radirect
CEOD-aN-pal = l-redinect="https:fip: port/portalfgateway Peessionld = SessonkdVauei portal=a60e0400- 22 30- 1 1eb-99ab-005 056055 eléaction=rnadlype=0dry

6. BERE  FEWLCE H¥HAMABEE KR I8 2 HotSpotRedirectit R o

- EfnE|Policy > AuthorizationIt I AFTH Bl HRASARBESEHEQERIUBEERE
WLCHI#IZAMACER B ERMWR A, (TEZAZ B+ B Wireless_HotSpot_Redirect).

. f£Conditions T~ i21ZSelect Existing Condition from Library , $2# 7£condition name T~ £
Compound condition

- 1E T#R, T, i##EStandard > HotSpotRedirect ( EE—SHRINRERERR ) . RER
—T "Done. # "Save.

7.2 B ERERE,



- EBRERERE  SUEEE  RAERARRREFNSORIBEN (BA
Wireless_HotSpot_Access ) iR [B] % g &% 1Y 5K B .

- EBHAFEAESD | BIERN T 0 , REBEEZHEIAE(HotSpot_Endpoints).

- £ THRL (Results) T , #EiEPermitAccess, #—T "Done. , A% "Save, BERAZR,

Wireless_HotSpot_Access HotSpot_Endpoeints Wireless_MAB PermitAccess

Wireless_HotSpot_Redirect Wireless_MAB HotSpotRedirect

8.ELEBRERRE | BRI BB RRORI AR

- EMIIEESSHEE-RE-KRNER , ARE TEKRL RATEL—EHRAL
. Tfldentlty Group Details#E# , i#1EEndpoint Identity Group > HotSpot_Endpots
. F£conditions T , ¥ — T Create New Condition(Advanced Option).

. £ TREBM, Ti## "TENDPOINTPURGE : ElapsedDays GREATER 5 days .

7 B HotSpot_Endpoints_PurgeRule HotSpot_Endpoints ENDPOINTPURGE ElapsedDays
GREATERTHAN 5

L
R RHI1

1. EREEREIFHESSID,

2. thBARRBIESS , —E£HHTTPRE A REETHEMF,

HEEAEREIEIAUPE | BETRRIER.

: E%ﬁ%ﬁ‘%E’JCoAWEi_ (HEFIWEH ).
mMERERSERHARN TREFIETENRSE.

6. Eﬂfﬁ%ﬁﬂ’]%‘@ﬁﬁ%ﬂz\éﬁﬁJ_mgﬁﬁﬁﬁ% RE S REH BB

o~ w

S
CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.

Username;

Password:

Dion't have an account?




ST
CISCO Sponsored Guest Portal

Acceptable Use Policy
FPlease read the Acceptable Use Policy

Please accept the policy:You are responsible for maintaining
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers
the Sermvice for activities such as the active use of e-mail,
instant messaging, browsing the World Wide Web and
accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of
our Service is prohibited. Trying to access someone else's
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and
interference with other network users are all

prohibited.Cisco Systems reserves the right o suspend the
Semnvice ifCisco Systems reasonably believes that your use of
the Service is unreasonably excessive or you are using the
Semvice for criminal arillegal activities. You do not have the
right to resell this Service to a third party. Cisco Systems
reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Service itself. Motice of any revision, amendment, or

AR AN
CII SClO Sponsored Guest Portal

Success

You now have Internet access through this netwark.

R BISE RADIUSEIBEE A6 R E -

68 7TF:74.72:18:2E WindowsT7-Wo Default Default == Wir Pemitfccess

GBTF.7T472182E  WindowsT-Wo Default == MAB Default == Wir PermitAccess {’\'::I Re-Auther

68:7F 74:72:18:2E < c ent

too1 GB.TF:T4:72:18:2E <

68:TF T4 T2:18:2E 6B TF7472182E  WindowsT-Wo Default == M Default == Wir CWA_Redirect

2RI R B2

1. EREEREIFEFSSID,
2. thBARKBIERE , —£HHTTPRE , BETHEMF,
3. M EEAERTALESIAUPE , KEEWEEM.



4. BRI EME , Y Ei%XRe-authenticate CoA ( HEFimiEM ) o

5. imMEXRBESEREMRNEEFIETENRE.

6. RERRmMUREEBENKR S AEAT , MAFFETARENGuestEROM TR HIBERS = 5 17
B,

e
CISCO Sponsored Guest Portal

Sign On
Welcome to the Guest Portal. Sign on with the username and password provided to you.

Username:

Password:

Don't have an account?

ST
CISCO Sponsored Guest Portal

Acceptable Use Policy
FPlease read the Acceptable Use Policy

Please accept the policy:You are responsible for maintaining
the confidentiality of the password and all activities that occur
under your username and password.Cisco Systems offers
the Sermvice for activities such as the active use of e-mail,
instant messaging, browsing the World Wide Web and
accessing corporate intranets. High volume data transfers,
especially sustained high volume data transfers, are not
permitted. Hosting a web server or any other server by use of
our Service is prohibited. Trying to access someone else's
account, sending unsolicited bulk e-mail, collection of other
people’s personal data without their knowledge and
interference with other network users are all

prohibited. Cisco Systems resenves the right to suspend the
Semnvice ifCisco Systems reasonably believes that your use of
the Service is unreasonably excessive or you are using the
Semvice for criminal arillegal activities. You do not have the
right to resell this Service to a third party. Cisco Systems
reserves the right to revise, amend or modify these Terms &
Conditions, our other policies and agreements, and aspects
ofthe Service itself. Motice of any revision, amendment, or




e
CISCO Sponsored Guest Portal

Welcome Message
Click Continue to connect to the network.
You're very close to gaining network access.

ST
CISCO Sponsored Guest Portal

Success

You now have Internet access through this netwark.

R EISE RADIUSENREF BFEMIRE !

© Reset Repeat Counts ¥ Fiter> £+

Status Details Identity Endpoint ID Authorization Profiles Identity Group

o o @
-]

o a
o

<]
o

fEFIRHI3

1. FERAAEFBFHESSID,

2. tREBIESE  —£RHTTPHE , e RAUPEME,

hEGEREEZAUPE | £ERSEM.

SERRYER , WEEAEEEBCOA (BEFIHER ).

RHEIER , EEHBARN T SHEF U,

RERFEREBECERENKRFREHES , RAFTMARERRERM T RFAITAUPES (R
FEBHEE ) -

o O bW



NI
CISCO

Acceptable Use Policy
Please read the Acceptable Use Palicy.

Flease accept the policyYou are responsible for maintaining the confidentiality of the password and all
activities that occur under your username and password.Cisco Systems offers the Senvice for activities such as
the active use of e-mail, instant messaging, browsing the World Wide Web and accessing corporate intranets.
High volume data transfers, especially sustained high volume data transfers, are not permitted. Hosting a web
senver or any other server by use of our Service is prohibited. Trying to access someone else’s account,
sending unsolicited bulk e-mail, collection of other people’s personal data without their knowledge and
interference with other network users are all prohibited.Cisco Systems reserves the right to suspend the
Senvice ifCisco Systems reasonably believes that your use of the Service is unreasonably excessive or you are
using the Service for criminal orillegal activities. You do not have the right to resell this Senvice to a third
party.Cisco Systems reserves the right to revise, amend or modify these Terms & Conditions, our other policies
and agreements, and aspects ofthe Senvice itself. Motice of any revision, amendment, or modification will be
posted on Cisco System’s website and will be effective as to existing users 30 days after posting.

Decline

st ran]n
CISCO Hotspot Portal

Connection Successful
You have successiully connected to the netwaork.

AireOSH iy FlexConnect s ith 33 #2
FtiE@FlexConnectZAs i ik | AR EHEEEERER ;
. E¥EM[ACLERE AFlexConnect ACL,

. EEBACLEEARIEER , & BIBAPZA & EFlexConnectE &> External
WebAuthentication ACLs > Policies >i# 2 E £ [ ACLIf %2 — T Apply



All APs > Details for aaa-ap-3

General Credentials Interfaces High Availability Inventory FlexConnect Advanced

VILAN Support

Native VLAN ID VLAN Mappings |

FlexConnect Group
Name

PreAuthentication Access Control Lists

External Webfuthentication ACLs

Local Sphit aCLs

Cantral DHCP Processing

ayerg ACLS

Policies

Policy ACL CWA_Redirect «
Add

Policy Access Control Lists

CWA_Redirect

=& BB & KBS ACLFT I8 EIFlexConnectf T & 89 (Wireless > FlexConnect Groups >i& % IEFE RV #H>
ACL Mapping > Policiesi# £ & E M ACLI{ % — T Add)

FlexConnect Groups > Edit 'test'

General | Local Authentication | Image Upgrade ACL Mapping Central DHCP WLAN VLAN mapping

AAA VLAN-ACL mapping | WLAN-ACL mapping Policies

Policies

Policy ACL CWA_Redirect ~
Add |

Policy Access Control Lists
CWA_Redirect
TOR_Redirect

g RACLE B RWLCHEE EMNACLME T#IXBIFlexConnectiH AP B, WNRAKRAEML K SE
BWebEHE G HE,

Foreign-Anchor5 %



HEEBHEE (HNBHER ) BRP , LARHETUTESR -

- REEINSNEHEWLC EEREMRBMACL, BIEREHE LRHHIT.
- E2ERE —EAINTIWLCRERE, EERTHEER (ttARNERELR ) FFEEE , RARE
RADIUS & 7 B & MR R B B £ HEISEMATWLC 2 B,

- ENEOAVPEREEREREERBER  AFWLCEEBTHYRARENHHEFNERE
IR E SR ER

- LEEF  SEEIWLCHBREATA AR EN ENEQACLEFIEHNEM,

- MAEIHBWLC SSIDEELERARR , LUR %R B HB /AR I8 MISERECIRERT ( 51 A
ENSHERESH).

- Foreign-Anchor A &2 F X EERURLHACL,

58 Bt T R
AireOSRIB A EEAWLC | % B i B AR AR

1. BRI EEMARAESSID
show client detailed xx:xx:xx:xxo0cxx:xx1 B REFIKERESTARTH, BF , EXRTWLCELE
HAAAARREFEE A B,

BRFEISEHENEEMACLEBRESHEWLC LAERACLN BB LA,

HERFEAEAREEREISEUHEIEZZIWLCHEMEMEM ( VLAN ID, NHEHBEME. Airespace-
ACL) , REFHEIRSEEREBDHCP , REEHRAECENTRAL_WEB_AUTH,

2. EEMAVPERAREF KA , EEEOARBER
EEFHERNEITEEREZCENTRAL WEB_AUTH , BEMBIP{i B2 ASSIDER E /Y ENAE
NEYEE , Y HEHEMACLMURL-Redirect B EERIFE A E IR IEEBER,

EMWEACL

FEAIreOS WLCH , EFEMACLAEREAFIASENEQMNRE |, HlOMES [N TCPEMRE
8443 EHIDNSHIISE , ME S/ deny ip any anyE BB HBFREEHEM,

ERSEATD  BEEFER. AFACERBREEQR , EEBACERBEEM, EMRERAER
FFTCPIE80F443M R K o

REEIBIR8443 A FVLANGIEISE, MRWREEAEE —VI#HF  ASHENIEL ZRRES
Fin RN EFRANBEEYREEEOHEHNMCE,

- REBUEDNSHEN 2

- STHE RN EERE5K TTCP 3XEF ?

- ERAERMEBGETR , W.CREEREHREMEE ?
- BELISEBIB8443MTCP= IR EFREE T ?

3. EISEES FRAERBHXVLANE R # , FFIRMOESEER
—BEFIRERMARBIMET IP#it ( Pre Redirectiff€ ) |, MR A GuestH D EE ( COABREMN
HEITEMRF ) BRETVLANER , ESHERPABDHCPER/ENNME —F % ( BMARERE ) B
REBRREBEEFEETENIavaMER,



EE2FEFEFIREVLAN XFRREFZEE |, IP#it AVLAN Y., REFERFRENEEERE—E,

4. ISEEEEQRBEHEFEFFIRARBRPMT "THTTP 500 A#ER , RTFBRadius®TE. H
B

EBERISELEFEERNER (FFEEKL ), RENMBRANEERRRRE BN HEE
, EHBWLCERE TFTE, BEMM EMNLZEARKR , WREABRGCTE S 0 0ENCK.

5. FISERN &I FEZAUPE , B IREBIER Y RS ERIERIFTREMNSSID,

HRALREF I ROREEEEE (CoA) (COAEEEEFR ) EEHRWLCHER I Hdeauth , ®

HRBPAATESHREREL. ASBERRUEHERBERIAEMBBERDEISSID , BEFEL
BRT , EFWREERE %S —EEHESSIDUBEBRRES . EISERWLCERETEMRAER
FRIEEEER , RAZRERET FimHKAE ERIBSSID , EERT S —ETR (8# ) SSID,

EEBERT , BEREAESXEFHERLHotSpot SSID,

AireOS WLC

(Cisco Controller) >debug client

Debug client setsz% E ADEBUGE F i ik REA 88 88 ch P R Y —E n i

(Cisco Controller) >show debug
MAC Addr 1. . ... ... e AA: AA: AA: AAL AAD AA

Debug Fl ags Enabl ed:
dhcp packet enabl ed.
dot 11 nobil e enabl ed.
dot 11 state enabl ed
dot 1x events enabl ed.
dot 1x states enabl ed.
nobility client handoff enabl ed.
pem events enabl ed.
pem st ate enabl ed.
802. 11r event debug enabl ed.
802. 11w event debug enabl ed.
CCKM cl i ent debug enabl ed.

BHAAATH

(Cisco Controller) >debug aaa {events, detail and packets} enable

EMHEFEER , ERIUARBEIBMABRDot1X SSIDERNFERAEHE., DEBUGHREIMIEL
TTHRESHEWLCHISEZ BMRVAAAS T , W EHF EJIEIRADIUSERIZ,
MREFRISEELRMEHREMY  IBEWLCELIEREEELEY , AE—RFEEBE,

Web-Auth redirect



(G sco Controller) >debug web-auth redirect enable mac aa: aa: aa: aa: aa: aa

EEMABEWLCRERNBRENED, UATREMEQEREFTLEAEFTNET !

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- parser host is 10.10.10.10
*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- parser path is /

*webaut hRedirect: Jul 07 19:18:08.035: 68:7f:74:72:18: 2e- added redirect=, URL is now

https:// TOR SE21A. RTPAAA. NET: 8443/ port al / gat eway?sessi onl d=0e249a0500000682577ee2a2&port al =9f c44
212-2da2- 11e6- abe2- 005056a15f 11&act i on=cwaé&t o

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18:2e- strl is now

https:// TORI SE21A. RTPAAA. NET: 8443/ port al / gat eway?sessi onl d=0e249a0500000682577ee2a2&port al =9f c44
212-2da2- 11e6- a5e2- 005056a15f 11&act i on=cwa&t oken=c455b075d20c

*webaut hRedi rect: Jul 07 19:18:08.035: 68:7f:74:72:18:2e- clen string is Content-Length: 430

*webaut hRedi rect: Jul 07 19:18:08.035: 68: 7f:74:72:18: 2e- Message to be sent is
HTTP/ 1.1 200 K
Locati on:
https:// TOR SE21A. RTPAAA. NET: 8443/ port al / gat eway?sessi onl d=0e249a0500000682577ee2a2&port al =9f c44
212- 2da2- 11e6- a5e2- 0050

NGWC

Debug client setsi%E ADEBUGE Fim AR REMEEE B ok R Y — Tt

3850#debug client nac-address <client MAC
I EERE LSENRADIUSERE ( S MBRENGKIR ) . ECEERTISERTRMEERMAVPIL
NETECOARB EMEENREER  EFEHE,

3850#debug radi us
ST REREFIRNFTEAAABR ( HORE, RENKIK) . EENEIFWLCIERBETAVPI
BEEAREFHEEEREE,

3850#debug aaa wirel ess all

RENGWC LM EFHE 0 BRER , AILARALLIhEE,

3850#debug epm pl ugin redirect al
3850#debug ip http transactions
3850#debug ip http url

ISE

RADIUSEN B &

BRRRCHEISEFEREEVHBMABER , URISERBEHEREM., BEZEO0perations >
RADIUS > Live logs , A#& £ AEndpoint IDTH&EFimMACIBR®: ., kI FORIJSMHE , B—
THEES K ARRIBEREZIN —BIHENER,



UserName

User-Name

State

Class

cisco-av-pair

cisco-av-pair

68:7TF74:72:18:2E

68-TF-74-72-18-2E

ReauthSession:0e249a050000068257Tee2a?
CACS:0e249a050000068257 Tee2a2- TORISE21A/254695377/6120
url-redirect-acl=TOR_Redirect

url-redirect=https: /[ TORISE2 1A RTPAAA NET 844 3/portal
lgateway?sessionld=0e249a050000068257 Tee2a2&portal=9fc44212-2da2-11e6-

ahe2-005056a15f11&action=cwaé&token=c455b075d20cf2b4e969abbb4853 3 fea

tcpdump

MERABRFISEMWLCZ BHIRADIUSH @R , AIERALLIIEE. BBEEAR , B UFEH
ISEfEaccess-accept P EIXEEMNEMY K MEZTEWLCHERARR. EFEHTCOUMpEI R |
B ZRESHEER>PH TR >EHR T 2> TCPDump,

3

LU 2@IBTCPDumpitEH IERERAY R B

Protocol Length  Info

RADIUS 299 Access-Request(1l) (id=8, 1=257)
RADIUS 443 Access-Accept(2) (id=0, 1=401)
RADIUS 348 Accounting-Request(4) (id=8, 1=298)
RADIUS 62 Accounting-Response(5) (id=8, 1=20)
RADIUS
RADIUS
RADIUS
RADIUS

Destination
L BT
L LT
157
1541
B 1545
157
______ LT
. 154

244 CoA-Request(43) (id=1, 1=202)
86 CoA-ACK(44) (id=1, 1=38)

299 Access-Request(1) (id=1, 1=257)
239 Access-Accept(2) (id=1, 1=197)

LT REEIMMABERMEEMNAVP ( LRAERBETHE—BAERI ) .

RADI US Pr ot ocol
Code: Access-Accept (2)
Packet identifier: 0x0 (0)
Length: 401
Aut henti cator: fleaaffcfaa240270b885a9ba8ccd06d
[This is a response to a request in frame 1]
[Time fromrequest: 0.214509000 seconds]
Attribute Value Pairs
AVP: | =19 t=User-Name(1l): 00-05-4E-41-19-FC
AVP: | =40 t=State(24): 52656175746853657373696f 6e3a30653234396130353030. . .
AVP: | =55 t=C ass(25): 434143533a30653234396130353030303030616130353536. . .
AVP: | =37 t=Vendor - Specific(26) v=ci scoSystens(9)
VSA: |1 =31 t=Cisco-AVPair(1l): url-redirect-acl =Cues_Redirect
AVP: | =195 t =Vendor - Speci fi c(26) v=ciscoSystens(9)
VSA: 1=189 t=Ci sco-AVPair(1l): url-
redirect=https://ise2la.rtpaaa. net: 8443/ portal / gat eway?sessi onl d=0e249a0500000aa05565e1c9&port al



=194a5780- 5ede- 11e4- b905- 005056bf 2f 0a&act i on=cwa&t oken=c6c8a6b0d683ea0c650282b4372a7622
AVP: | =35 t=Vendor - Specific(26) v=ci scoSystens(9)

HRIRHER

MREFERABBLSREMREK, PIFRE, FEFORENISERE , COAREIBENREE
75 7% R AEndpoit Debug , M1 4% 5T 8 TR E AR B o

ERALLEE , FEMIRE-HEIR>-RE TR>FER IR > EndPointd .

Event 5200 Authentication succeedead

Username

Endpoint id 0:24'07 BA RA-R1 6
Endpoint Debug. ..

Endpoint Profile

aAuthentication Folicy

Authorization Policy

Authorization Result

EARGRADEER , @AKEMACH Y | W EEBEREYBERIR - THEA,

+ General Tools Endpoint Debug

RADIUS Authentication Trouble. .

Execute Network Device Com

Status: @ Stopped e

Evaluate Conhguration Validator

Posture Troubleshooting O MAC Address . |ES:?F:?4:?2:1E:2E

EndPoint Debug -
[v] Automatic disable after [m ‘ Minutes (i
TCP Dump

ARFELR , B-TEAKRDNEZUATHARBM L.



Endpoint Debug

Minutes i

~  Host Name Modified Date

HERER

TACEZE R AireOSRZAR

BRI R % I B 4R RE SR TF 15 R 8.0/ o

AR EOREE|IEEESER2.14R

BRI ZNEANGWCESRE S



https://www.cisco.com/c/zh_tw/support/docs/wireless/wireless-lan-controller-software/200046-tac-recommended-aireos.html
/content/en/us/td/docs/wireless/controller/8-0/configuration-guide/b_cg80.html
https://www.cisco.com/c/zh_tw/support/security/identity-services-engine/series.html
https://community.cisco.com:443/t5/custom/page/page-id/community-login?redirectreason=permissiondenied&referer=https%3A%2F%2Fcommunity.cisco.com%2Ft5%2Fmcc-security-archive-documents%2Fhow-to-universal-ngwc-3850-wireless-configuration-for-ise%2Fm-p%2F3630982%2Fthread-id%2F171

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



