AnyConnect, CSD/HostscanFlWebVPNHJava

7TRIE — R R

B &

&

— % 5% S HE AR
Windows
Mac

45 TE B BE B B

AnyConnect
Windows

Mac

Hith

CSD/E#iF

Windows
Mac
WebVPN

Java7 Us1H L2 g R EHWebVPNEFA ENEE

Windows

T

AIXRE N BT ¥ Cisco AnyConnectZ £ B BB Fin, BERRLRF(CSD)/BEREIHRFTHNERF

mSSL VPN(WebVPN) L #Java 7R REE 1T FEHERR

BIEE . EBAREWERERIDFRA LIREM, MREEIJava 7 LIBEIBE ,
AnyConnect® F im R A F & B S ¥ & P im ik A< =X 2 2> H #&k ElCisco Connection
Online(CCO) L2 14H93. 14 FAR A3,

— s 5% Bt BE R

EBiTJavaRBER , UREFANBEREE X EJava, MR IEFERA T Java ,

SEPC L)

Windows

LLTBRRMNE T HAEWindowsF EX i 4IE R

AR IR AS

FEwiRJavait &l E


http://www.java.com/en/download/installed.jsp

1. FRBAWindows 2 H|E R , Wi ZJava,

L= | E -
- . — - — - - —
g'\ P 24 » Control Panel » Al Controd Pare] ems » - +.?| =
4 | Java
i Search ‘Windows Help and Support for “java

2. &M NJava ( WILEMEITR ) . RFEABERIavai® HIE R
3. & — T AdvancedE %,

R BiDebugging , A& &{ZEnable tracingfEnable logging. ERiJavailHltk A REZ—T
Show console.



[ N
| £:| Java Control Panel | = ilg

General | Java | Security | Advanced

--Debugging
2l Enable tracing

- [¥f] Enable logging
-] Show applet lifecyde exceptions

~Java console
- (@) Show console

m

-7 Hide console

() Do not start console
-Default Java for browsers
-Java Plug-n

~5Shortcut Creation

~JMLP File/MIME Association
-~ Application Installation
~JRE Auto-Download I

[ oK ]| Cancel || Apply

Mac
LLTBREMNME T AEMac EBUAZREER :

1. "RMERER, | RAREWM TN JavaBl’R (WEEAR ) o RESEERJavaiZHEH R,



System Preferences

[ 3 Show All Q
- .I
Q!
General Desktop & Mission Language Security Spotlight  Notifications
Screen Saver Control & Region & Privacy
’._/ Gl IO
© B U = | Ee. 4
CDs & DVDs Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
iCloud Internet Bluetooth Sharing
Accounts
1A ® 0 & @
L4 ' {18
Users & Parental App Store Dictation Date & Time Startup Time Accessibility
Groups Caontrols & Speech Disk Machine
i
M
Profiles

¢ @ & & @& B

Akamai Flash Player Growl Control Center Plantronics VLC Streamer

2. ¥ — T Advanced E %,

fEJavai® 8T , #—TShowconsole., 7 A&, T , H—TRABRKAN A BFERH.



e 00 Java Control Panel

' General Update Java  Security

Debugging
™ Enable tracing
™ Enable logging
Show applet lifecycle exceptions
Java console
(=) Show console

' Hide console

. Do not start console
Shortcut Creation

. Always allow

) Always allow if hinted
I Prompt user
(=) Prompt user if hinted
() Never allow
JNLP File/MIME Association
. Always allow

[ OK ] | Cancel | Apply

17 R R HEBR

AnyConnect

#HHAnyConnectHEERIRE , WERETAnyConnect#f£5 (DART) B 55 LA K JavaiZ #1118 A 5.

Windows

BRHEFRID CSCuch5720 MEFEASA LR A3 1B B I Java 7T—AHE, =R —EEHEE &
F £ BB 1T WebLaunch 3 B AnyConnect 3.18Internet Explorerfii&. LtEEEREISIE,

#&AnyConnectflJava 7R B LR AR EJavalE AR S FEAR , TEEIRE, NEELSEA , F2
BCisco#fF2ID CSCue48916 , "Java App(s)Break when using AnyConnect 3.1.00495 or
3.1.02026 & Java v7. o

Java 7HlIPv6eEEZ U EE


//www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/ac12managemonitortbs.html#wp1058615
https://tools.cisco.com/bugsearch/bug/CSCuc55720
https://tools.cisco.com/bugsearch/bug/CSCue48916

R AnyConnectBIfE#E#§ Java Runtime Environment(JRE)FH#k ElJava 7R MELER , RN\
JavafE AR NELBBVPNRZEER , F@iRJavaZfIBARAEAUTHE ¢

java.net.SocketException: Permission denied: connect
at java.net.DualStackPlainSocketImpl.waitForConnect (Native Method)
at java.net.DualStackPlainSocketImpl.socketConnect (Unknown Source)

B HESR B B RE Fim/ AR ETIPvEREIY,

WRAEN —EfRR A REE Z KB EFMAnyConnect EBE N E +(VA) EEZAIPv6 ( IR KA
)
4 Cisco AnyConnect VPN Client Connection Properties 23

m

"y

Networking | Sharing

Connect using:

l-_-'.i' Cisco AmyConnect VPN Virtual Miniport Adapter for Windo

Configure...

This connection uses the following items:

"% Client for Microsoft Networks

I8 05 Packet Scheduler

,E', File and Printer Sharing for Microsoft Networks

[] - Intemet Protocol Version & (TCP/IPvE)

& |ntemet Protocol Version 4 (TCP/IPv4)

<& | inlc-Layer Topology Discovery Mapper /0 Driver
- |inl-Layer Topology Discovery Responder

Install ... | | Uninstall Froperties
Description
Allows your computer to access resources on a Microsoft
networlk.
| oKk || Cancel

b -

F_EMRFREBRBJavaEEE L FEAIPvATIEIPV6, #RHEBM java.net.preferlPv4Stack
BREA Ttrues , MBATRAIFTR :

- BREBENARBHEIJavaR TR (HREFHERENJavaBARER ) -

System.setProperty("java.net.preferIPv4dStack" , "true");


http://jonathangiles.net/blog/wp-content/uploads/2011/10/disableIPv6.png

- fEa T BT IE R B AR

-Djava.net.preferIPv4dStack=true

. ERERIBEEZ JPI.VM_OPTIONSH] JAVA OPTIONSUBEREKEBM -

-Djava.net.preferIPv4dStack=true

MEEMES , FSHE

. f0{alfEjavafiE 5% Ejava.net.preferlPv4Stack=true?
. Jn{faTs&ljavact Aipv4?
E=AARAEREWindowsE i T2 HIPvE; fRig Itk B #1118

HKEY_ LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\TCPIP6\Parameters

BRHMER , FSEAAEWindows P2 IPHE6IR R EHFE T4,

Java 7H#k#% K AnyConnect WebLaunchfE &

Cisco JavaScriptfX B LA BTG SuntE BJavat ERGHIE. {E= , OracleiZRIDK7THHIGREAE R T &
B : JavaftEEBMHFE X, LEEEHCiscofaiRID CSCub46241 "AnyConnect weblaunch fails
from Internet Explorer with Java 7 1£18,

Mac

KRBETTREE, FHAAnyConnect 3.1 ( £ WebLaunch/Safari/Mac 10.7.4/Java 7.10E & ) #1T
HRIE R B REEER,

At

Cisco AnyConnect EiyJava 78 F &

B RIEEERID CSCue48916 "Java App(s)Break when using AnyConnect 3.1.00495 or 3.1.02026 &
Javav7) BEXB. YAREERBETREFim LHNEER |, MAstEJavaE B3R (VM)ELEAHE

o

LLET , EfEAnyConnect 3.1(2026)& Fis L EfJava 7HEA |, SBECHIEDIPVeERNHE FRE. B
REAEMNETRIEBETNFIESE

. Z#AnyConnecth 4<3.1(2026).

. fRBRZ g Java 7,

. EFRRE,

. ®¥Java SE 6 , E#38 , Al Oracle Webih BESE,

. BfnElJava 612 HIHERERE , AEE— TUpdate E B AR BIHZFMRAH Java 7,
BB TRRTLE® A

oo b WN -


http://stackoverflow.com/questions/9882357/how-to-set-java-net-preferipv4stack-true-in-the-java-code
http://superuser.com/questions/453298/how-to-force-java-to-use-ipv4-instead-ipv6
http://support.microsoft.com/kb/929852
https://blogs.oracle.com/kto/entry/jdk7_pending_java_vendor_property
https://blogs.oracle.com/kto/entry/jdk7_pending_java_vendor_property
https://blogs.oracle.com/kto/entry/jdk7_pending_java_vendor_property
https://tools.cisco.com/bugsearch/bug/CSCub46241
https://tools.cisco.com/bugsearch/bug/CSCue48916
http://www.oracle.com/technetwork/java/javase/downloads/index.html

setx _JAVA_OPTIONS -Djava.net.preferIPv4Stack=true

7. fEFAnyConnect® A , JavalEFl FERZ ] LA T4,
YR - tBFE M Java 7TEH9. 10M11E4T 7RI,

CSD/E=#mH

¥ CSD/HostscantBE3 R RE_, SBIWEDART B LA K JavaiZ §4& B 5.

EEWDART B , AAACSD HFFC# KB ESASALHNFAR

1. EEZASDM > Configuration > Remote Access VPN > Secure Desktop Manager > Global
Settings.

2. EBREEELT 2 ¥ BEEEER(ASDM) LBRRCSD A L sk TFRR.

3. fE FADART U EECSD/Hostscan A 5.

S5 vhom |y oo | | sorscing | o feve (G metonn (3 1 e e I e R ORI S TR Rl e A R R i R N A I L A -
Cowefars rpngs - Bimgns Arieay v - Jerwre Desiaeg Mankaer + Chlal Jemmsgs

Giebsl Lmage

Lempgirag el domdrs's £50 legging v & VPN auar asilprniy Pl ren CH. By defau®. e Lipyrg ieesd (o wel fa Lo

L™ deants ol (i ool oo Por ariimade tha Mmooy ) oon 4 Srubiin g ag Mo Bodh 4medy and simogn

Losppeg e Dl v

8 o Lagn evasty that preved (50 ppessins

@Aewrgn Loge sventy thae iahdbe conims UL agevaton.

o afrmaripa Logh By TR SsITIbs 1he SLE, rofapataten, b Bpatatien of O8O
o Doy Rauiay Pl Bagaging of sl U sweany

Windows

Hostscan? 5 % 4 B2 5E 51 £ Windows ¥ AnyConnect Fr ## IR B9 0L B & (B RHEEERID
CSCuch55720), Ciscosiz2ID CSCuc48299 TIE with Java 7 crashes on HostScan Weblaunch, &
fi# RhostscanfE &,

Mac


//www.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/administration/guide/ac12managemonitortbs.html#wp1058615
https://tools.cisco.com/bugsearch/bug/CSCuc55720
https://tools.cisco.com/bugsearch/bug/CSCuc48299

CSD 3.5.xkxMJava 78 FIRE

F£CSD 3.5.x7H , FTEWebVPNERIT K ; HAIIFEAnyConnect Webi &, JavaiRHIBAFTE
BT RE

Java Plug-in 10.10.2.12
Using JRE version 1.7.0_10-ea-bl2 Java HotSpot (TM) 64-Bit Server VM
User home directory = /Users/rtpvpn

clear console window

finalize objects on finalization queue

garbage collect

display this help message

dump classloader list

print memory usage

c
f

g

h

1

m

o: trigger logging
g: hide console

r: reload policy configuration

s: dump system and deployment properties
t: dump thread list

v: dump thread stack

x: clear classloader cache

0

-5: set trace level to <n>

WREFREIIRE 6 CSDFAARE3.6.6020E S h A |, JavaiZ | B A SRR A T RE !

Java Plug-in 10.10.2.12

Using JRE version 1.7.0_10-ea-bl2 Java HotSpot (TM) 64-Bit Server VM
User home directory = /Users/rtpvpn

clear console window

finalize objects on finalization queue
garbage collect

display this help message

dump classloader list

print memory usage

trigger logging

hide console

reload policy configuration

dump system and deployment properties
dump thread list

dump thread stack

clear classloader cache

O X < R Q 0 B H P Q rHhAOQ

-5: set trace level to <n>

CacheEntry[ https://rtpvpnoutbound6.cisco.com/CACHE/sdesktop/install/binaries/
instjava.jar ]: updateAvailable=false, lastModified=Wed Dec 31 19:00:00 EST
1969, length=105313

Fri Oct 19 18:12:20 EDT 2012 Downloaded
https://rtpvpnoutbound6.cisco.com/CACHE/sdesktop/hostscan/darwin_1i386/cstub
to /var/folders/zq/w719gxks7512fs14vk07v9nc0000gn/T/848638312.tmp/cstub

Fri Oct 19 18:12:20 EDT 2012 file signature verification

PASS: /var/folders/zg/w719gxks7512fs14vk07v9nc0000gn/T/848638312. tmp/cstub

Fri Oct 19 18:12:20 EDT 2012 Spawned CSD stub.

R ERFHRCSDE R ikJava, K ABCiscolZZBEHITHRITRARCSD |, FTAEEZ R
CSD , mA =2kikJava , RER A AMac W JavalEiRk AT RE S 1R K &,



Mac 10.8 EWebLaunch#Chrome#f SafarifE &

FEHAE H 3 ChromefSafarif 22 :

. Chrome2@—HE32U B|E2F , TX&Java 7,
. Chromeft &k 5 BWebLaunchiy EX X B 2IE S,
. Mac 10.8% f 7 #£Safari L HJava 7 , I BFERBE R T R AJavati BN,
MREELEJava7 , BRAEES :

. {#fAFirefox.

. #ESafari LB HJava 7:

BfEMacLtRBEZ#EJava7 , LEMacREEEH R E . BERFirefox , AEEFJava

Verifier. BARXSafari

, REBREDJavaRFRN. LRERZSEIUTESR

All Java Downlopds

It you want 1o download
Janva for another computer
or Operating System, click
thie 1k Bl oo

Adl Jaw, il

Help Resources

= What is Java?
= Mac FAG

Verifying Installation

Detecting Java on your computer Clicking this should

allow you to enable
the Java plug-in

A secuiity proMEt Mgy appaar, Click Run 10 allow the venfication process to continue.
Depending on your System settings, you may néad 10 respond 1o prompts 1o allow the verification to
continue.

It you hane installed Java and thens is an amor with the verification, there could be a configuration issus (eg.

browser, Java control paned, Securily sattings).
the troubleshooting F

ORACLE

ZHJava 7 , WEAHAppleiR A Java SE 6.

BT WREBEALZHEJavaR B R EANRREM AN Java , BITgEE fEjava.com L FFIEE
f Dz E Java blocked for this web site ; ( AIt#ILBEIE T Java ) . BREEREJavaEFHNE

, a2 B AppleX E 1T LAY Java update available for OS X on 2013 28,

Mac 10.9_EWebLaunchfySafarifE &

WMREEMac 10.9 L3 B B R Javadh i (ZChromeFSafari with WebLaunch on Mac 10.8 —&iFf
ir),WebLaunch Al REEHEE LK. PiBJava M EXNEEE , ERAERIAZEERE, mRJaval
Wi — MR FEBER— TR A , BRAFEREER , MR :



http://www.java.com/en/download/installed.jsp
http://www.java.com/en/download/installed.jsp
http://www.java.com/en/download/installed.jsp
http://support.apple.com/kb/HT5559?viewlocale=en_US
http://java.com/
http://java.com/
http://support.apple.com/kb/HT5648

at java.lang.Thread.run (Thread.java:744)
Mon Dec 16 16:00:17 EST 2013 Failed to download cstub
network: Created version ID: 1.7.0.45

network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45
network: Created version ID: 1.7.0.45

HEHRPREHEALERE

Mon Dec 16 16:00:17 EST 2013 Downloaded https://rave.na.sage.com/CACHE/
sdesktop/hostscan/darwin_i386/manifest java.io.FileNotFoundException:
/Users/userl/.cisco/hostscan/bin/cstub (Operation not permitted) at
java.io.FileInputStream.open (Native Method)

EXRRZIEZICiscoffZRID CSCuj02425 , "MMREZEA T JavarZ£#EX |, BAJOSX 10.9 L1
WebLaunchi& k8. 1 B 7THERILERE A FiEdJavadiBE |, Ll{EJavad  LLESafarifi T2 2 E R
TETT :

1. % —T "Preferences. »


https://tools.cisco.com/bugsearch/bug/CSCuj02425

About Safari
Safari Extensions...

Preferences. .. 3,

Private Browsing...
Reset Safari...

Services >
Hide Safari ¥ H
Hide Others ¥H
Show All

Quit Safari ¥0

2. #&— T Manage Website Settings.

8ano Security

e 71 S B A i

General Tabs AwtoFill Passwords Privacy Notifications Extensions Advanced

Fraudulent sites: E Warn when visiting a fraudulent website

Web content: (M Enable JavaScript
™ Block pop-up windows

Internet plug-ins: ™ Allow Plug-ind

3. ERLERT | EBJava , WIE , FERIE N TIEE T Allow.



Security

— L) i'_ ' A,
e [ ‘\. =l ™ = -
| General Tabs AwutcFill Passwords | Security| Privacy Motifications Extensions Advanced
Adobe Flash Player
. } Java
Allow websites to use this plug-in with the settings below:
Adobe Reader plug g
: Configured Websites
le Talk Plugin
Fnﬁg e [ £ www.java.com Allow =
Google Talk Plugin Vide... & asal.cisco.com Allow :I
; iy i connect.secure-financial.com Allow =
Coogle Talk Plugin Vide...
iPhotoPhotocast
Microsoft Office Live Plu...
QuickTime =

Silverlight When visiting other websites: | Ask

4. #Allow® X AUnsafe Mode.

Ask
Block
v Allow
Allow Always

Run in Unsafe Mode

WebVPN

HWREJavatB BRI WebVPNREE |, FBWE L E R I ITHEEHRER !

. show tech-support@s < & H .

- £ Adaptive Security Appliance(ASA) A& F Adaptive Security Appliance(ASA)RYJavaiz i
BAF , —iE SRR — B FTIR,

- WebVPN#EEL,

- A ETE R EEAASAN A ERAASAKHEHTTP watch,

- REERSEASANAMERE EHE., ERMEMLE , ATERWireshark E IELHE. B
BIAZEASALHERENEN K FSRREERTHE.



/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/65096-webvpn-capture-tool.html
http://www.httpwatch.com/
//www.cisco.com/en/US/docs/security/asa/asa82/command/reference/c1.html#wp2129312

- BBASAK T H 2 JavatRENKI AT BjariE . U T RJavaiZHIBHRYRA

Reading Signers from 8412
https://rtpvpnoutboundé.cisco.com/+CSCO+00756767633A2F2F7A2D73767972662E6
E7067727A76687A2E6179++/mffta.jar

C:\Users\wvoosteren\AppData\LocalLow\Sun\Java\Deployment\cache\6.0\41\
6a0665e9-1£510559.1idx

EARRGIF | 6a0665€9-1f510559.idx mffta.jar 7THVREUR A, MRMEFEELER , AT
LAFE fE Fl E B AR B fE JavatRELH I E T M.
R ERE R BAINR A SRR

Java 7 US1HH Z2TheE R H¥HWebVPNER EH KR

RIEEMEHJava TEFHS1014F1AVNEXRCHEE , BT BREENRBERN "F#EE
B, BY, Bz, fiBlava M iEXNHEE :

.- %% ( AppletfWeb StartEARER )

- EREREGM TEFUEL B,
MRERAEXFEAEBWebBIESR BN Java , HIEZFFE, EABEXEWebBIES NN EM
IEET. EHERWevWPNEKRERR S BROMEZTFin/BETREZEFE, HREBNTHER
TEELENE  AERELIFURBREEREINERNUBEREFTSELRS, ERMNBRAAR
EFEAASALHNERRBSEEES. ASARHERARBEZEEEUHlava/EX ( AJavaE B =
XA ) ETEE, BREREMJava appletfE BTN K MASHBEESEEHE, ASAEE
EREHRERSBHIKHERASEANBERBHUBCABRNBECHRBEERRE, UR
ERRUTHEE , IR EEZRUATTSER

1. BU L ERKREF#NJavaiiE LR "EFLEEE, Thet , LUEETHEZ SR EMEILWE
AR, BBEATIHRENSTSER | 5828 Mac 10.9. - WebLaunch#SafarifE &,
2. BT LARIK TJavaZeM, E. WREEREERZFMMNJavaikER , WTRFIR :



https://blogs.oracle.com/java-platform-group/entry/new_security_requirements_for_rias

® OO0 Java Control Panel

. General Update Java Advanced

IET Enable Java content in the browser

Security Level

A - ,
E; Very High

( High (minimum recommended) p

Change to: \
Q/ Medium >

Least secure setting — All Java applications will be allowed to
run after presenting a security prompt.

Set by default

Restore Security Prompts ' Manage Certificates...

OK | Cancel Apply

W ERAELEEL EZNERIRER-LER |, BlavafSHRRESEL AR IKHELLE
AR,

Windows

BidE , BBJava appletV FEARERE ik FlJava 7R EE WebVPNETHEERE, EEEHR
JavaBEERERNRDRLMEEE L (SHA)-256 X BiEK ., ¥ HEERR T RARREID
CSCud54080 "SHA-256 support for webvpn Java rewriter o

FAJRE7ER: , BBREAEEREMNFI FREJava applett EARER ATRER KB ; EEC4UREH
BER. EREYS  FEBJava VWWHUHAXEXEZERST , MARBBEEREEREASA, It
78 E HCiscof 21D CSCue17876 "H java appletFEEF Ajre1.78windows EiE B E E&EE
E#Re



https://tools.cisco.com/bugsearch/bug/CSCud54080
https://tools.cisco.com/bugsearch/bug/CSCue17876
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