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ERAAERE S DRE, BRMEAENERBURERCIRN ROIES
SERABAAMA , BEESMERE, RENCIRFELREAESBNEI T HERE !

aaa new-model
|

aaa authentication login a-eap-authen-local local

aaa authorization network a-eap-author-grp Tlocal
|

username test password ciscol23

TR2EBEARNBERHBIZENETH., AROIPEAPKCS12EREA, EERHEHMEE
BIPKI(Public Key Infrastructure)&it E57 :

T
r

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec _conn pki/configuration/xe-3s/sec-pki-xe-
3s-book/sec-cert-enroll-pki.html

Router(config)# crypto pki import IKEv2-TP pkcsl2 bootflash:IKEv2-TP.pl2 password ciscol23

$ER 3. E&EIPA Mt LA B AnyConnect VPN F ik 40 Bt s it

ip local pool ACPOOL 192.168.10.5 192.168.10.10

S AEINIKEV2AR 1 IS RESRRE

crypto ikev2 authorization policy ikev2-auth-policy
pool ACPOOL
dns 10.0.1.1

55 (WE ), BUFMRMIKEV2ZEZRNEKM, MRKEE , AIERAEEERE

crypto ikev2 proposal IKEv2-propl
encryption aes-cbc-256

integrity sha256

group 14

!
crypto ikev2 policy IKEv2-pol
proposal IKEv2-propl


/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cert-enroll-pki.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-3s/sec-pki-xe-3s-book/sec-cert-enroll-pki.html
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File Help

VPN ! Server List

{8} Preferences (Part 1) . .
- Preferences (Part 2) Profile: Untitled

|5 Backup Servers

% Certificate Pinning
% Certificate Matching
= Certificate Enrollment

-3 Mobile Policy

Hostname Host Address User Group Backup Server List SCEP Mobile Settings Certificate Pins

-l Server List

Mote: itis highly recommended that at least one server be defined in a profile. Add... Delete

Edit... Details

0 Help

B—T "#iE, AVPNRBEEMIRE ., BRZEE "IPsec) A "EWHEL . BUFEFR "TASARRL .
B,



Server List Entry >

Server | pad Balancing Servers SCEP Mobile  Certificate Pinning

Primary Server Connection Information
Display Mame {required) VPN IOS-KE Primary Protocol IPsec v
FQDM or IP Address User Group
vpn.example. com / Auth Method During IKE Megotiation EAP-AnyConnect -
Group URL IKE Identity (I0S gateway only)

vpn.example.com

Backup Servers

Host Address Add

oK Cancel

REFRERER  BX —>5FA. REERENXMLERE !

<?xml version="1.0" encoding="UTF-8"7>
<AnyConnectProfile xmIns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSchema
<ClientInitialization>
<UseStartBeforeLogon UserControllable="true">false</UseStartBeforelLogon>
<AutomaticCertSelection UserControllable="true">false</AutomaticCertSelection>
<ShowPreConnectMessage>false</ShowPreConnectMessage>
<CertificateStore>All</CertificateStore>
<CertificateStoreMac>All</CertificateStoreMac>
<CertificateStoreOverride>false</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>
<AlTowLocalProxyConnections>true</AlTowLocalProxyConnections>
<AuthenticationTimeout>12</AuthenticationTimeout>
<AutoConnectOnStart UserControllable="true">false</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<LocallLanAccess UserControllable="true">false</LocalLanAccess>
<DisableCaptivePortalDetection UserControllable="true">false</DisableCaptivePortalDetection>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocolSupport>IPv4,IPv6</IPProtocolSupport>
<AutoReconnect UserControllable="false">true
<AutoReconnectBehavior UserControllable="false">ReconnectAfterResume</AutoReconnectBehavior
</AutoReconnect>



<AutoUpdate UserControllable="false">true</AutoUpdate>
<RSASecurIDIntegration UserControllable="false">Automatic</RSASecurIDIntegration>
<WindowsLogonEnforcement>SingleLocallLogon</WindowsLogonEnforcement>
<WindowsVPNEstabTishment>LocalUsersOnly</WindowsVPNEstabl1ishment>
<AutomaticVPNPol1icy>false</AutomaticVPNPolicy>
<PPPExclusion UserControllable="false">Disable
<PPPExclusionServerIP UserControllable="false"></PPPExclusionServerIP>
</PPPExclusion>
<EnableScripting UserControllable="false">false</EnableScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSelectionImprovement>20</AutoServerSelectionImprovement>
<AutoServerSelectionSuspendTime>4</AutoServerSelectionSuspendTime>
</EnableAutomaticServerSelection>
<RetainVpnOnLogoff>false
</RetainVpnOnLogoff>
<AlTowManualHostInput>true</AlTowManualHostInput>
</ClientInitialization>
<ServerList>
<HostEntry>
<HostName>VPN I0S-XE</HostName>
<HostAddress>vpn.example.com</HostAddress>
<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>EAP-AnyConnect</AuthMethodDuringIKENegotiation>
</StandardAuthenticationOnly>
</PrimaryProtocol>
</HostEntry>
</ServerList>
</AnyConnectProfile>

N o E: AnyConnectfE A M$AnyConnectClient$* ; A HE B Bkey-idHI FAFRIKEZE. B2
, AT BAfEAnyConnectfil ERER P F B F UL EB R Z BB FE K

N B EEEXMIEBRE - EFEHE , EECisco I0S® XE 16.9.1 MRS B & ARA. ﬂu%ﬁ%
B Cisco I0S® XEX#  IEBAESE I #ARBRE TR, SEIMET B2
FZAAnyConnect T&ZXZhaEL 5.

REMHXMLEEER LERRHRFVRACREEBLEEREEER

crypto vpn anyconnect profile acvpn bootflash:/acvpn.xml

S & : AR AnyConnect XMLEL & #& RV & Racvpn.xml,

SR 7 ABEFIKEHBRFANAnyConnect-EAPEE I IKEV2E BREZE,

crypto ikev2 profile AnyConnect-EAP
match identity remote key-id *$AnyConnectClient$*
authentication local rsa-sig



authentication remote anyconnect-eap aggregate

pki trustpoint IKEv2-TP

aaa authentication anyconnect-eap a-eap-authen-Tlocal

aaa authorization group anyconnect-eap list a-eap-author-grp ikev2-auth-policy
aaa authorization user anyconnect-eap cached

virtual-template 100

anyconnect profile acvpn

N HoLESARERRBE A TNERSHRBIAEE. B8 NBERIHRBESEL
eap , AIERR B EAFBRIEER A MACiscohZRID CSCvb29701 FEE M. HRIELRR
X, EffcapBERER S DERE T AR , BRALKEEN S0 8E S EEE Rrsa-sig, £[
Htt PR & 4 B8 5 A HE TR A E,

N 5 EECiscotEEID CSCVb24236 HBHRTBIRA L  —BEA M S HRBE S HRE 78
%ﬁmh,ﬁw CHAZREE I REASSHORES L. BARIEARABBEERRHIRA

o

SR 8. MR LEAENRHTTP-URLNEEZEHNHTTPRIARSS :

no crypto ikev2 http-url cert
no ip http server
no ip http secure-server

NVEIET /%Mﬁ ﬁEa{JﬁE’J%EH%EEEE!% SXENGEMZFRE X ( XA REIFEE
NGEEEE ) , , ETER L REIPSec SARE WA BB XK.

SR IERANREBERNMENMREE X

crypto ipsec transform-set TS esp-aes 256 esp-sha256-hmac
mode tunnel

HER 10. 2 IPSecBl EMEE :

crypto ipsec profile AnyConnect-EAP
set transform-set TS
set ikev2-profile AnyConnect-EAP

SR M EREEEEPHuUEERLE N H. ERHBNERCHERAIPibit,


https://tools.cisco.com/bugsearch/bug/CSCvb29701
https://tools.cisco.com/bugsearch/bug/CSCvb24236
https://www.cisco.com/c/zh_tw/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116055-technote-ios-crypto.html

interface loopbackl00
ip address 10.0.0.1 255.255.255.255

FR12EEERER (EIKEV2E EE R+ BBIER )

interface Virtual-TemplatelO0 type tunnel

ip unnumbered Loopbackl00

ip mtu 1400

tunnel mode 1ipsec 1ipv4d

tunnel protection ipsec profile AnyConnect-EAP

SB1I3(WE ), EERT , REFABRNWFERENSEBBESE, BUURERSPEE
{H-anLFFﬁ'lguu,i B PEE

ip access-1ist standard split_tunnel

permit 10.0.0.0 0.255.255.255
|

crypto ikev2 authorization policy ikev2-auth-policy
route set access-Tist split_tunnel

145 (B ), MRFAEREFNFEBEIBRZE , BEENATUAFRRE FiwH InternetiERR

ip access-1ist extended NAT

permit ip 192.168.10.0 0.0.0.255 any
!

ip nat inside source 1list NAT interface GigabitEthernetl overload
!

interface GigabitEthernetl

ip nat outside
|

interface Virtual-Template 100
ip nat inside

ZHAnyConnect FEZNIhEE ( AIiE )

RBEEMACisco IOS® XEEBIRAEMN16.9.18F | TEEHTI S, 1ECisco IOS® XE 16.9.12
B, EEEXMLE ERER LERIKHES, ARBERT , KhEA%Z , AnyConnectBEFIRERTH
XMLEE%#;? - MRBEBEERTUA , ERBGAY. EFABRSEL , IUEEFIRAS LR
AnyConnectEE BRTHEINE. ALk, TLMSHLLER -

For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\AnyConnectLocalPolicy.xml



For MAC OS:
/opt/cisco/anyconnect/AnyConnectLocalPolicy.xml

MBypassDownloader ZIRFRER "trues , Hl40 :

<?xml version="1.0" encoding="UTF-8"?7>

<AnyConnectlLocalPolicy xmIns="http://schemas.xmlsoap/encoding/" xmlns:xsi="http://www.w3.0rg/2001/XMLSc
<BypassDownloader>true</BypassDownloader>

<EnabTeCRLCheck>false</EnableCRLCheck>
<ExcludeFirefoxNSSCertStore>false</ExcludeFirefoxNSSCertStore>
<ExcTudeMacNativeCertStore>false</ExcludeMacNativeCertStore>
<ExcTudePemFileCertStore>false</ExcludePemFileCertStore>
<ExcTudeWinNativeCertStore>false</ExcludeWinNativeCertStore>

<FipsMode>false</FipsMode>

<RestrictPreferenceCaching>false</RestrictPreferenceCaching>
<RestrictTunnelProtocols>false</RestrictTunnelProtocols>
<RestrictWebLaunch>false</RestrictWebLaunch>
<StrictCertificateTrust>false</StrictCertificateTrust>

<UpdatePolicy>
<AllowComp1ianceModuleUpdatesFromAnyServer>true</AllowComplianceModuleUpdatesFromAnyServer>
<A11owISEProfileUpdatesFromAnyServer>true</AlTowISEProfileUpdatesFromAnyServer>
<AllowServiceProfileUpdatesFromAnyServer>true</AllowServiceProfileUpdatesFromAnyServers>
<AllowSoftwareUpdatesFromAnyServer>true</AllowSoftwareUpdatesFromAnyServers>
<A11owVPNProfileUpdatesFromAnyServer>true</AlTowVPNProfileUpdatesFromAnyServer></UpdatePolicy>
</AnyConnectLocalPoTicy>

ERTEXE , FEFHBEAnyConnect® Fifi,
AnyConnect XMLEL & #& R 3 1+

BB £#HELEAnyConnect ( RETEXMLELEBRER ) , F£HE T LAEAnyConnect® F im iy 1k 51| &
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BT ABABEAnyConnect il B ERFEITH "EREHE. DIEENEBHER,



{5' Cisco AnyConnect Secure Mobility Client — X
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Ready to connect,

VPN IO5-XE

ALBEXMLE EERFENHR AL B 85

For Windows:
C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile

For MAC OS:
/opt/cisco/anyconnect/profile

AnyConnect®Z Fin B EEMME , TeeEGUIR B RIEERE R, EBEIAnyConnectii B =T,
@R % — T A#Windows T/EF|F #IAnyConnect Bl /RITEE NRH  BEREFBEZHER



Open AnyConnect

»  Show Connection Motices

VPN
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Chuit
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Rout er# show crypto i kev2 sa detail ed

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status
1 192.0.2.1/4500

192. 0. 2. 100/ 50899

none/none READY
Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: RSA, Auth verify: A
Life/Active Time: 86400/758 sec
CE 1id: 1004, Session-id: 4
Status Description: Negotiation done
Local spi: 413112E83D493428 Remote spi: 696FA78292A21EAS
Local 1id: 192.0.2.1
Remote id: *$AnyConnectClient$*

Renote EAP id: test

<------ user nane
Local req msg id: O Remote req msg id: 31
Local next msg id: O Remote next msg id: 31
Local req queued: 0 Remote req queued: 31
Local window: 5 Remote window: 1

DPD configured for 0 seconds, retry 0
Fragmentation not configured.

Dynamic Route Update: disabled
Extended Authentication not configured.
NAT-T is detected outside

Cisco Trust Security SGT is disabled

Assi gned host addr: 192.168.10.8. <---- Assigned IP

Initiator of SA : No

I Check the crypto session information

Rout er# show crypto session det ai

Crypto session current status

Code: C - IKE Configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsulation
X - IKE Extended Authentication, F - IKE Fragmentation

R - IKE Auto Reconnect, U - IKE Dynamic Route Update

S - SIP VPN

Interface: Virtual - Accessl. <----- Virtual interface associated with the client



Profile: AnyConnect-EAP
Uptime: 00:14:54
Session status: UP-ACTIVE

Peer: 192.0.2.100
port 50899 fvrf: (none) ivrf: (none).

<----- Public IP of the renote client

Phasel_id: *$AnyConnectClient$*
Desc: (none)
Session ID: 8
IKEv2 SA: local 192.0.2.1/4500 remote 192.0.2.100/50899 Active
Capabilities:N connid:1 Tifetime:23:45:06
IPSEC FLOW: permit ip 0.0.0.0/0.0.0.0 host 192.168.10.8
Active SAs: 2, origin: crypto map

I nbound: #pkts dec'ed 89

drop 0 1ife (KB/Sec) 4607990/2705.

<------ Packets received fromthe client

Qut bound: #pkts enc'ed 2
drop 0 1ife (KB/Sec) 4607999/2705.

<------ Packets sent to the client

I Check the actual configuration applied for the Virtual -Acces interface associated with client

Rout er# show derived-config interface virtual -access 1.

Building configuration...

Derived configuration : 258 bytes
|
interface Virtual-Accessl
ip unnumbered Loopbackl00
ip mtu 1400
ip nat inside
tunnel source 192.0.2.1
tunnel mode 1ipsec 1ipv4d
tunnel destination 192.0.2.100
tunnel protection ipsec profile AnyConnect-EAP
no tunnel protection ipsec initiate
end

%S HEAE



REFRHWEFA TR R B ARET SRR,
1. BERFERIENIKEV2FERH :

debug crypto ikev2
debug crypto ikev2 packet
debug crypto ikev2 error

2. AAATRRE MR R A ity F/ SR IR B 2 B

debug aaa authorization
debug aaa authentication

3. AnyConnect® FiiHIDART,
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