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Nominal/Default Status — Traffic flowing through HUB1
% R7-Host

o N ¥
|5 192.168.0.0/16 -> Nullo | ; 192.168.1.0/24 T 05 192.168.0.0/16 > Nullo )
E C 10'011!32 -> LoophaCko e e e —g~_ ™ = C10.0.2 1’.‘32 o> LOOpbaCkO
E C 192.168.0.0/24 -> EthO 8 192 168.0 0/24 > Etho
1€ 10.0.0.0/24 -> Tunnel0 2 Povppp

d ] C 10.0.0.0/24 -> Tunnel0
-1B10.0.2.1/32->10.0.02 R3>-Aggrl| . 0 B 10.0.1.1/32 -> 10.0.0.1
=85 10.0.1.3 > V-Accessl l 192.168.0.0/24 T v e

$10.0.1.4 -> V-Access2
B 192.168.3.0/24 -> 10.0.1.3
B 192.168.4.0/24 -> 10.0.1.4 /

$10.0.2.4 -> V-Access2
B 192.168.3.0/24 -> 10.0.2.3
B 192.168.4.0/24 -> 10.0.2.4 /

‘ $10.0.2.3 -> V-Access1

-11C192.168.3.0/24 -> EthO -1 C192.168.4.0/24 -> EthO
1C10.0.1.0/24 -> Tunnel0 € 10.0.1.0/24 -> Tunnel0
E €10.0.2.0/24 -> Tunnell ‘—E € 10.0.2.0/24 -> Tunnell
f B 192.168.0.0/16->10.0.1.1 -8B 192.168.0.0/16 -> 10.0.1.1
i R3:Spokel R4-Spoke2 g
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24
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R7-Host
192.168.1.0/24
%ﬂﬁ-hggrz

192.168.0.0/24

R1-Hublhe —— : R2-Hub?2

R3:Spnkel R4-Spokeg2
LAN: 192.168.3.0/24 LAN: 192:168.4.0/24
. \ 4
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= =2 R7-Host

192.168.1.0/24

R6-Aggr2

192.168.0.0/24

R1-Hub : D R2-Hub2

R3-Spokel
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

ERETARNBBERNE L

UTREFETSEFHRI-HUB1EARX :

R1-HUBl# show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, Ll - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 11 subnets, 3 masks



S 10.0.0.0/8 is directly connected, NullO

C 10.0.0.0/24 is directly connected, Tunnel0

L 10.0.0.1/32 is directly connected, Tunnel

C 10.0.1.1/32 is directly connected, Loopback0

S 10.0.1.2/32 is directly connected, Virtual-Accessl

S 10.0.1.3/32 is directly connected, Virtual-Access2

B 10.0.2.1/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.3/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.2.4/32 [200/0] via 10.0.0.2, 00:05:40

B 10.0.5.1/32 [200/0] via 192.168.0.5, 00:05:40

B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:05:40
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.1/32 is directly connected, Ethernet0/0

S 192.168.0.0/16 is directly connected, NullO

192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.0.0/24 is directly connected, Ethernet0/2
L 192.168.0.1/32 is directly connected, Ethernet0/2
B 192.168.1.0/24 [200/0] via 192.168.0.5, 00:05:40
B 192.168.3.0/24 [200/0] via 10.0.1.4, 00:05:24
B 192.168.4.0/24 [200/0] via 10.0.1.5, 00:05:33

LT REARA-SPOKE2WERIR R ERIRPEE R I B FEHREBETHRFPMR3-SPOKE1HEHE :

R3-SPOKEl1l# show ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1l - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route

Q

+ - replicated route, % - next hop override

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 8 subnets, 2 masks
B 10.0.0.0/8 [200/0] via 10.0.1.1, 00:06:27
H 10.0.0.1/32 is directly connected, 00:06:38, Tunnell
S % 10.0.1.1/32 is directly connected, TunnelO
C 10.0.1.3/32 is directly connected, TunnelO
H 10.0.1.4/32 is directly connected, 00:01:30, Virtual-Accessl
S 10.0.2.1/32 is directly connected, Tunnell
C 10.0.2.3/32 is directly connected, Tunnell
H 10.0.2.4/32 [250/1] via 10.0.2.3, 00:01:30, Virtual-Accessl
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks
c 172.16.0.0/24 is directly connected, Ethernet0/0
L 172.16.0.3/32 is directly connected, Ethernet0/0
B 192.168.0.0/16 [200/0] via 10.0.1.1, 00:06:27
192.168.3.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.3.0/24 is directly connected, Ethernet0/1
L 192.168.3.3/32 is directly connected, Ethernet0/1

192.168.4.0/32 is subnetted, 1 subnets
192.168.4.4 [250/1] via 10.0.1.3, 00:01:30, Virtual-Accessl

ERS Spoke1Lt , BGPEEMEMR192.168.0.0/16{8% 1K E , ©AMNAEEZEFRE ( &i&R1-
Hub1) :

R3-SPOKEl#show ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 8
Paths: (2 available, best #2, table default)



Not advertised to any peer
Refresh Epoch 1
Local
10.0.2.1 from 10.0.2.1 (10.0.2.1)
Origin incomplete, metric 0, localpref 100, valid, internal
rx pathid: 0, tx pathid: 0
Refresh Epoch 1
Local
10.0.1.1 from 10.0.1.1 (10.0.1.1)

Origin incomplete, metric 0, localpref 200, valid, internal,

rx pathid- O, tx pathid: 0x0

LUTREEETESEHPHRS-AGGR1EHEK :

R5-LANl#show ip route
10.0.0.0/8 is variably subnetted, 10 subnets, 3 masks

B 10.0.0.0/8 [200/0] wvia 192.168.0.1, 00:07:22

B 10.0.0.0/24 [200/0] via 192.168.0.1, 00:07:22

B 10.0.1.1/32 [200/0] via 192.168.0.1, 00:07:22

B 10.0.1.3/32 [200/0] via 192.168.0.1, 00:07:17

B 10.0.1.4/32 [200/0] via 192.168.0.1, 00:07:16

B 10.0.2.1/32 [200/0] via 192.168.0.2, 15:44:13

B 10.0.2.3/32 [200/0] via 192.168.0.2, 15:44:13

B 10.0.2.4/32 [200/0] via 192.168.0.2, 15:44:13

C 10.0.5.1/32 is directly connected, Loopback0

B 10.0.6.1/32 [200/0] via 192.168.0.6, 00:07:22
172.16.0.0/24 is subnetted, 1 subnets

B 172.16.0.0 [200/0] via 192.168.0.1, 00:07:22

B 192.168.0.0/16 [200/0] via 192.168.0.1, 00:07:22
192.168.0.0/24 is variably subnetted, 2 subnets, 2 masks

C 192.168.0.0/24 is directly connected, Ethernet0/0

L 192.168.0.5/32 is directly connected, Ethernet0/0

192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.0/24 is directly connected, Ethernet0/1
L 192.168.1.5/32 is directly connected, Ethernet0/1
B 192.168.3.0/24 [200/0] via 10.0.1.3, 00:07:06
B 192.168.4.0/24 [200/0] via 10.0.1.4, 00:07:15

LT REFBETHRPHR7-HOSTERAK :

R7-HOST#show ip route

S* 0.0.0.0/0 [1/0] via 192.168.1.254
192.168.1.0/24 is variably subnetted, 2 subnets, 2 masks
C 192.168.1.0/24 is directly connected, Ethernet0/0

192.168.1.7/32 is directly connected, Ethernet0/0

HUB1i!&I!it!!
UTRERI-HUB1HERER ( AREERARERAE) -

best



/track timer msec 500 ™
[ track 1ip route 10.0.1.1 255.255.255.255 reachability \
s B

HUB1 Going down, HUB2 taking over o 19216800 25525500 Ml 500 k2

ip route 192.168.0.0 255.255.0.0 NullD tag 200

route-map LOCALPREF permit 5
match tag 500

R7-Host %
setlogaipreference 500

1 192.168.1.0/24 | "outeme iocusner pemitio
set localpreference 200 J
N
R5-Agerl ) $192.168.0.0/16 -> Null0
& 192.168.0.0/24 R6-Aggr2 € 10.0.2.1/32 -> Loopback0

€ 192.168.0.0/24 -> EthO
€-10:0-0-0/24—Tunneld

8-10-0-1-1/32—10-0:0-1
$10.0.2.3 -> V-Access1

$10.0.2.4 -> V-Access2
B 192.168.3.0/24 -> 10.0.2.3
B 192.168.4.0/24 -> 10.0.2.4 /

HUB2 Routing Table

C192.168.3.0/24 -> EthO
C€10.0.1.0/24 -> Tunnel0
€10.0.2.0/24 -> Tunnell
B 192.168.0.0/16->10.0.2.1

7€ 192.168.4.0/24 -> EthO
=€ 10.0.1.0/24 -> Tunnel0
%’ € 10.0.2.0/24 -> Tunnell
B 192.168.0.0/16 -> 10.0.2.1

Spokel Routing Table

R4-Spoke2
LAN: 192.168.3.0/24 LAN: 192.168.4.0/24

HEARGIF , BELTRIIEH

1. R2-HUB2FILAN L #9BFD3XR & % H 83 R5-AGGR1 FIR6-AGGR2# I IR 1-HUB 1 Y B8 BA AR 5&.
Rt , BGP#B/E R L EIEARA

2. ®AIR1-HUB1IRE R EEEHNR2-HUB2K IR M SR RIEER ( ROIEE P AIRKE ) -

3. LETHERHE RAEIBH S —ERHE (BENOT ), EANTAH , BUE2HEBIE1FEERE
58

4. EERBBEIPHBAMKE  ANZKKREEPREREEER |, FIEMRE SR E R AR+
o AT RMEEAERE :

! Routes added when second HUB is down
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2

! Default static routes are with Tag 200 and admin distance of 150
ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200
ip route 192.168.0.0 255.255.0.0 NullO0 150 tag 200

5. R2-HUB2fE Fl KR BR1-HUB1:R EHEHIBGP local-preference RE #H# 2E LFEK M. &
LRG| A8 IEFS00 A RBEA R , A 2HER1-HUB1REMN200:

route-map LOCALPREF permit 5
match tag 500
set local-preference 500

route-map LOCALPREF permit 10



match tag 200

set local-preference 200
1

#£R3-Spoke1 £ , B LAEBGPHI L ERE— . FEE , RINMKE MAFE , BXREA

R3-SPOKEl#ishow ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 10
Paths: (2 available, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
Local
10.0.2.1 from 10.0.2.1 (10.0.2.1)

Origin incomplete, metric 0, localpref 500, valid, internal, best

rx pathid: 0, tx pathid: 0x0
Refresh Epoch 1
Local
10.0.1.1 from 10.0.1.1 (10.0.1.1)
Origin incomplete, metric 0, localpref 200, valid, internal
rx pathid: 0, tx pathid: 0

6. LB | MBS X ( R3-Spoke1#IR4-Spoke2 ) Bt ER2-HUB2/E %

H—WERTH. 7X3LMNEHERMT :

R3-SPOKEl#show ip route
10.0.0.0/8 is variably subnetted, 5 subnets, 2 masks

B 10.0.0.0/8 [200/0] via 10.0.2.1, 00:00:01

S 10.0.1.1/32 is directly connected, TunnelO

c 10.0.1.3/32 is directly connected, TunnelO

S 10.0.2.1/32 is directly connected, Tunnell

c 10.0.2.3/32 1is directly connected, Tunnell
172.16.0.0/16 is variably subnetted, 2 subnets, 2 masks

c 172.16.0.0/24 is directly connected, Ethernet0/0

L 172.16.0.3/32 1is directly connected, Ethernet0/0

B 192.168.0.0/16 [200/0] via 10.0.2.1, 00:00:01
192.168.3.0/24 is variably subnetted, 2 subnets, 2 masks

c 192.168.3.0/24 is directly connected, Ethernet0/1

L 192.168.3.3/32 is directly connected, Ethernet0/1

nE. FIEELSRIE

7. 7 ZFR1-HUB1 2 BB EZBGP 5 , M AN E S E 48 (DPD)SMBRER1-HUB1 £#&
IEHIIPSech3iE, BER , EFEFEREER K HAR2-HUB2E AEEXREK LB

R3-SPOKEl#ishow ip bgp 192.168.0.0/16
BGP routing table entry for 192.168.0.0/16, version 10
Paths: (1 available, best #1, table default)
Not advertised to any peer
Refresh Epoch 1
Local
10.0.2.1 from 10.0.2.1 (10.0.2.1)

Origin incomplete, metric 0, localpref 500, valid, internal,

rx pathid: 0, tx pathid: 0x0

L
REREIL AR P ERANSRRFNERVE SRS,

best



R1-HUBHEC i

version 15.4

!

hostname R1-HUB1

!

aaa new-model

!

aaa authorization network default local

!

aaa session-id common

!

! setting track timers to the lowest possible (the lower this wvalue is
! the faster router will react

track timer ip route msec 500

!

! Monitoring of HUB2's loopback present in routing table
I If it is present it will mean that HUB2 is alive

track 1 ip route 10.0.2.1 255.255.255.255 reachability

!

! Monitoring of loopback of R5-AGGR-1

track 3 ip route 10.0.5.1 255.255.255.255 reachability

!

! Monitoring of loopback of R6-AGGR-2

track 4 ip route 10.0.6.1 255.255.255.255 reachability

!

! Track 2 should be UP only when HUB2 is not available and both AGGRE routers are up
!

track 2 list boolean and

object 1 not

object 3

object 4
|

! IKEv2 Config Exchange configuration (IP addresses for spokes are assigned from pool)
crypto ikev2 authorization policy default

pool SPOKES

route set interface

route accept any tag 20

1

!

I IKEv2 profile for Spokes - Smart Defaults used
crypto ikev2 profile default

match identity remote any

authentication remote pre-share key cisco

authentication local pre-share key cisco

aaa authorization group psk list default default

virtual-template 1

!
interface Loopback0

ip address 10.0.1.1 255.255.255.255

!

! GRE Tunnel configured to second HUB. It is required for spoke-to-spoke connectivity
! to work in all possible circumstances

! no BFD echo configuration is required to avoid Traffic Indication sent by remote HUB
! (BFD echo is having the same source and destination IP address)

!
interface TunnelO

ip address 10.0.0.1 255.255.255.0

ip nhrp network-id 1

ip nhrp redirect



bfd interval 50 min_rx 50 multiplier 3

no bfd echo

tunnel source Ethernet0/2

tunnel destination 192.168.0.2

!
interface Ethernet0/0

ip address 172.16.0.1 255.255.255.0

!
interface Ethernet0/2

ip address 192.168.0.1 255.255.255.0

bfd interval 50 min_rx 50 multiplier 5

!
interface Virtual-Templatel type tunnel

ip unnumbered Loopback0

ip nhrp network-id 1

ip nhrp redirect

tunnel protection ipsec profile default

1

! BGP Configuration
router bgp 1

bgp log-neighbor-changes

! dynamic peer-groups are used for AGGR routers and SPOKES
bgp listen range 192.168.0.0/24 peer-group DC

bgp listen range 10.0.1.0/24 peer-group SPOKES

! BGP timers configured

timers bgp 15 30

neighbor SPOKES peer-group

neighbor SPOKES remote-as 1

neighbor DC peer-group

neighbor DC remote-as 1

! Within DC BFD is used to determine neighbour status
neighbor DC fall-over bfd

neighbor 10.0.0.2 remote-as 1

! BFD is used to detect HUB2 status

neighbor 10.0.0.2 fall-over bfd

!

address-family ipv4

redistribute connected

! route-map which determines what should be the local-pref
redistribute static route-map LOCALPREF

neighbor SPOKES activate

! to spokes only Aggregate/Summary routes are sent
neighbor SPOKES route-map AGGR out

neighbor DC activate

neighbor DC route-reflector-client

neighbor 10.0.0.2 activate

neighbor 10.0.0.2 route-reflector-client
exit-address-family

!
ip local pool SPOKES 10.0.1.2 10.0.1.254

1

! When HUB2 goes down Static Routes with Tag 500 are added and admin distance of 1
ip route 10.0.0.0 255.0.0.0 Null0 tag 500 track 2
ip route 192.168.0.0 255.255.0.0 Null0 tag 500 track 2
! Default static routes are with Tag 200 and admin distance of 150
ip route 10.0.0.0 255.0.0.0 Null0 150 tag 200
ip route 192.168.0.0 255.255.0.0 Null0 150 tag 200
1

1
ip prefix-list AGGR seq 5 permit 192.168.0.0/16
ip prefix-list AGGR seqg 10 permit 10.0.0.0/8

1
route-map AGGR permit 10

match ip address prefix-list AGGR



1

route-map LOCALPREF permit 5
match tag 500

set local-preference 500

!

route-map LOCALPREF permit 10
match tag 200

set local-preference 200

!

route-map LOCALPREF permit 15
match tag 20

R2-HUB2E &

hostname R2-HUB2

!

aaa new-model

!

aaa authorization network default local

!

track timer ip route msec 500

!

track 1 ip route 10.0.1.1 255.255.255.255 reachability
1

track 2 list boolean and

object 1 not

object 3

object 4

!

track 3 ip route 10.0.5.1 255.255.255.255 reachability
1

track 4 ip route 10.0.6.1 255.255.255.255 reachability
1

!

crypto ikev2 authorization policy default
pool SPOKES

route set interface

route accept any tag 20

1

!
crypto ikev2 profile default

match identity remote any

authentication remote pre-share key cisco
authentication local pre-share key cisco
aaa authorization group psk list default default
virtual-template 1

1

1

interface Loopback0

ip address 10.0.2.1 255.255.255.255

!

interface TunnelO

ip address 10.0.0.2 255.255.255.0

ip nhrp network-id 1

ip nhrp redirect

bfd interval 50 min_rx 50 multiplier 3

no bfd echo

tunnel source Ethernet0/2

tunnel destination 192.168.0.1

!

interface Ethernet0/0

ip address 172.16.0.2 255.255.255.0
!



interface

ip addre
bfd inte
1

interface

Ethernet0/2
ss 192.168.0.2 255.255.255.0
rval 50 min_rx 50 multiplier 5

Virtual-Templatel type tunnel

ip unnumbered Loopback0

ip nhrp network-id 1

ip nhrp
tunnel p
|

redirect
rotection ipsec profile default

router bgp 1

bgp log-neighbor-changes

bgp list
bgp list

en range 192.168.0.0/24 peer-group DC
en range 10.0.2.0/24 peer-group SPOKES

timers bgp 15 30

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
1

address-

SPOKES peer-group
SPOKES remote-as 1

DC peer-group

DC remote-as 1

DC fall-over bfd
10.0.0.1 remote-as 1
10.0.0.1 fall-over bfd

family ipv4

redistribute connected
redistribute static route-map LOCALPREF

neighbor
neighbor
neighbor
neighbor
neighbor
neighbor
exit-add
1

SPOKES activate

SPOKES route-map AGGR out

DC activate

DC route-reflector-client
10.0.0.1 activate

10.0.0.1 route-reflector-client
ress-family

ip local pool SPOKES 10.0.2.2 10.0.2.254
ip forward-protocol nd

1
!
ip route
ip route
ip route
ip route
!
!
ip prefix
ip prefix
!
route-map
match ip
1

route-map

192.168.0.0 255.255.0.0 Null0 tag 500 track 2
10.0.0.0 255.0.0.0 Null0 tag 500 track 2
10.0.0.0 255.0.0.0 NullO0 150 tag 200
192.168.0.0 255.255.0.0 NullO0 150 tag 200

-list AGGR seq 5 permit 192.168.0.0/16

-list AGGR seq 10 permit 10.0.0.0/8

AGGR permit 10
address prefix-list AGGR

LOCALPREF permit 5

match tag 500

set loca
1

route-map

l-preference 500

LOCALPREF permit 10

match tag 200

set loca
1

route-map

l-preference 100

LOCALPREF permit 15

match tag 20

R3-SPOKE1El &



hostname R3-SPOKELl

!
aaa new-model

!
aaa authorization network default local
1

!
crypto ikev2 authorization policy default
route set interface

!

!
crypto ikev2 profile default

match identity remote any
authentication remote pre-share key cisco
authentication local pre-share key cisco
dpd 10 2 on-demand

aaa authorization group psk list default default
1

! Tunnel to the HUB1

!
interface TunnelO

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.1

tunnel protection ipsec profile default
1

! Tunnel to the HUB2

1
interface Tunnell

ip address negotiated

ip nhrp network-id 1

ip nhrp shortcut virtual-template 2
tunnel source Ethernet0/0

tunnel destination 172.16.0.2

tunnel protection ipsec profile default
1
interface Ethernet0/0
description INTERNET-CLOUD

ip address 172.16.0.3 255.255.255.0

!
interface Ethernet0/1
description LAN

ip address 192.168.3.3 255.255.255.0

!
interface Virtual-Template2 type tunnel
ip unnumbered Ethernet0/1

ip nhrp network-id 1

ip nhrp shortcut virtual-template 2
tunnel protection ipsec profile default
!
router bgp 1

bgp log-neighbor-changes

timers bgp 15 30

neighbor 10.0.1.1 remote-as 1

neighbor 10.0.2.1 remote-as 1

!

address-family ipvd

network 192.168.3.0

neighbor 10.0.1.1 activate

neighbor 10.0.2.1 activate
exit-address-family



R4-SPOKE2E: K

hostname R4-SPOKE2
!
aaa new-model
!
aaa authorization network default local
1
!
crypto ikev2 authorization policy default
route set interface
!
crypto ikev2 profile default
match identity remote any
authentication remote pre-share key cisco
authentication local pre-share key cisco
dpd 10 2 on-demand
aaa authorization group psk list default default
1
interface TunnelO
ip address negotiated
ip nhrp network-id 1
ip nhrp shortcut virtual-template 2
tunnel source Ethernet0/0
tunnel destination 172.16.0.1
tunnel protection ipsec profile default
1
interface Tunnell
ip address negotiated
ip nhrp network-id 1
ip nhrp shortcut virtual-template 2
tunnel source Ethernet0/0
tunnel destination 172.16.0.2
tunnel protection ipsec profile default
1
interface Ethernet0/0
ip address 172.16.0.4 255.255.255.0
!
interface Ethernet0/1
ip address 192.168.4.4 255.255.255.0
1
interface Virtual-Template2 type tunnel
ip unnumbered Ethernet0/1
ip nhrp network-id 1
ip nhrp shortcut virtual-template 2
tunnel protection ipsec profile default
1
router bgp 1
bgp log-neighbor-changes
timers bgp 15 30
neighbor 10.0.1.1 remote-as 1
neighbor 10.0.2.1 remote-as 1
!
address-family ipvd
network 192.168.4.0
neighbor 10.0.1.1 activate
neighbor 10.0.2.1 activate

exit-address-family
1

R5-AGGR1H i



hostname R5-LAN1

1

no aaa new-model

1

!

interface Loopback0

ip address 10.0.5.1 255.255.255.255
1

interface Ethernet0/0

ip address 192.168.0.5 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
1

! HSRP configuration on the LAN side
1
interface Ethernet0/1

ip address 192.168.1.5 255.255.255.0
standby 1 ip 192.168.1.254

1
router bgp 1

bgp log-neighbor-changes

neighbor 192.168.0.1 remote-as 1
neighbor 192.168.0.1 fall-over bfd
neighbor 192.168.0.2 remote-as 1
neighbor 192.168.0.2 fall-over bfd
1

address-family ipv4

redistribute connected

redistribute static

neighbor 192.168.0.1 activate
neighbor 192.168.0.2 activate
exit-address-family

R6-AGGR2H: i

hostname R6-LAN2

!

interface Loopback0

ip address 10.0.6.1 255.255.255.255
!

interface Ethernet0/0

ip address 192.168.0.6 255.255.255.0
bfd interval 50 min_rx 50 multiplier 5
!
interface Ethernet0/1

ip address 192.168.1.6 255.255.255.0
standby 1 ip 192.168.1.254

standby 1 priority 200

1
router bgp 1

bgp log-neighbor-changes

neighbor 192.168.0.1 remote-as 1
neighbor 192.168.0.1 fall-over bfd
neighbor 192.168.0.2 remote-as 1
neighbor 192.168.0.2 fall-over bfd

!

address-family ipv4

redistribute connected

redistribute static

neighbor 192.168.0.1 activate
neighbor 192.168.0.2 activate
exit-address-family



R7-HOSTE R ( MMM )

hostname R7-HOST
1

no aaa new-model
1

interface Ethernet0/0
ip address 192.168.1.7 255.255.255.0

ip route 0.0.0.0 0.0.0.0 192.168.1.254
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