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crypto keyring DMVPN_IKEv1
pre-shared-key address 0.0.0.0 0.0.0.0 key cisco

crypto logging session

crypto ikev2 keyring Flex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key local cisco
pre-shared-key remote cisco

crypto ikev2 profile Flex IKEv2

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local Flex_key

aaa authorization group psk list default default
virtual-template 1

crypto ikev2 dpd 30 5 on-demand

crypto isakmp policy 10
encr aes
authentication pre-share

crypto isakmp keepalive 30 5

crypto isakmp profile DMVPN_IKEv1
keyring DMVPN_IKEv1l
match identity address 0.0.0.0

crypto ipsec transform-set IKEvl esp-aes esp-sha-hmac
mode transport

crypto ipsec profile DMVPN_IKEv1
set transform-set IKEvl
set isakmp-profile DMVPN_IKEv1

crypto ipsec profile default
set ikev2-profile Flex IKEv2

interface TunnelO

desciption DMVPN tunnel

ip address 10.0.0.101 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp map 10.0.0.1 172.25.1.1

ip nhrp map multicast 172.25.1.1

ip nhrp network-id 1

ip nhrp holdtime 900

ip nhrp nhs 10.0.0.1

ip nhrp shortcut

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile DMVPN_ IKEvl isakmp-profile DMVPN_IKEvl

interface Tunnell

description FlexVPN spoke-to-hub tunnel
ip address negotiated

ip mtu 1400

ip nhrp network-id 2



ip nhrp shortcut virtual-template 1

ip nhrp redirect

ip tcp adjust-mss 1360

tunnel source Ethernet0/0

tunnel destination 172.25.1.1

tunnel protection ipsec profile default ikev2-profile Flex IKEv2

interface Virtual-Templatel type tunnel

description FlexVPN spoke-to-spoke

ip unnumbered Ethernetl/0

ip mtu 1400

ip nhrp network-id 2

ip nhrp shortcut virtual-template 1

ip nhrp redirect

ip tcp adjust-mss 1360

tunnel protection ipsec profile default ikev2-profile Flex_ IKEv2
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router eigrp 100

network 10.0.0.0 0.0.0.255
network 192.168.101.0
passive-interface default
no passive-interface TunnelO

router bgp 65001

bgp log-neighbor-changes

network 192.168.101.0

neighbor 10.1.1.1 remote-as 65001
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crypto ikev2 authorization policy default



pool FlexSpokes
route set interface

crypto ikev2 keyring Flex_key
peer Spokes

address 0.0.0.0 0.0.0.0
pre-shared-key local cisco
pre-shared-key remote cisco

crypto ikev2 profile Flex IKEv2

match identity remote address 0.0.0.0
authentication remote pre-share

authentication local pre-share

keyring local Flex_key

aaa authorization group psk list default default
virtual-template 1

crypto ikev2 dpd 30 5 on-demand

crypto isakmp policy 10
encr aes
authentication pre-share

crypto isakmp key cisco address 0.0.0.0

crypto ipsec profile DMVPN_IKEv1
set transform-set IKEvl

crypto ipsec profile default
set ikev2-profile Flex IKEv2

interface TunnelO

ip address 10.0.0.1 255.255.255.0
no ip redirects

ip mtu 1400

ip nhrp map multicast dynamic

ip nhrp network-id 1

ip nhrp holdtime 900

ip nhrp server-only

ip nhrp redirect

ip summary-address eigrp 100 192.168.0.0 255.255.0.0
ip tcp adjust-mss 1360

tunnel source Loopback0

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile DMVPN_IKEvl

interface Virtual-Templatel type tunnel
ip unnumbered Loopbackl00

ip mtu 1400

ip nhrp network-id 2

ip tcp adjust-mss 1360

tunnel protection ipsec profile default
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router eigrp 100

network 10.0.0.0 0.0.0.255
network 192.168.0.0 0.0.255.255
passive-interface default

no passive-interface TunnelO

router bgp 65001

bgp log-neighbor-changes

bgp listen range 10.1.1.0/24 peer-group Spokes

network 192.168.0.0

aggregate-address 192.168.0.0 255.255.0.0 summary-only
neighbor Spokes peer-group

neighbor Spokes remote-as 65001
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Spokel#show cry sess
Crypto session current status

Interface: TunnelO

Profile: DMVPN_IKEv1

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID: O

IKEvl SA: local 172.16.1.2/500 remote 172.25.1.1/500 Active
IPSEC FLOW: permit 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto map

Interface: Tunnell
Profile: Flex IKEvV2
Session status: UP-ACTIVE



Peer: 172.25.1.1 port 500
Session ID: 1
IKEv2 SA: local 172.16.1.2/500 remote 172.25.1.1/500 Active
IPSEC FLOW: permit 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto map
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Spokel#show ip eigrp neighbors

EIGRP-IPv4 Neighbors for AS(100)

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

0 10.0.0.1 TuO 10 00:04:02 7 1398 0 13

Spokel#show ip eigrp topology

EIGRP-IPv4 Topology Table for AS(100)/ID(192.168.101.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

P 192.168.101.0/24, 1 successors, FD is 281600
via Connected, Ethernetl/0

P 192.168.0.0/16, 1 successors, FD is 26880000
via 10.0.0.1 (26880000/256), TunnelO

P 10.0.0.0/24, 1 successors, FD is 26880000
via Connected, TunnelO

TR, BrEBGP:

Spokel#show bgp summary
(...)

Neighbor V AS MsgRcvd MsgSent TblVer InQ OutQ Up/Down State/PfxRcd

10.1.1.1 4 65001 13 11 3 0 O 00:06:56 1

Spokel#show bgp

BGP table version 1is 3, local router ID is 192.168.101.1

Status codes: s suppressed, d damped, h history, * wvalid, > best, i - internal,
r RIB-failure, S Stale, m multipath, b backup-path, f RT-Filter,

x best-external, a additional-path, c¢ RIB-compressed,

Origin codes: i1 - IGP, e - EGP, ? - incomplete

RPKI validation codes: V valid, I invalid, N Not found

Network Next Hop Metric LocPrf Weight Path
r>i 192.168.0.0/16 10.1.1.1 0 100 0 i
*> 192.168.101.0 0.0.0.0 0 32768 i

B H R |, SEARERFIexVPN IPZ3E(10.1.1.1) R E , BRERXBEER—EFE
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RE RN

Spokeli#ishow ip route 192.168.0.0 255.255.0.0

Routing entry for 192.168.0.0/16, supernet

Known via "eigrp 100", distance 90, metric 26880000, type internal
Redistributing via eigrp 100

Last update from 10.0.0.1 on TunnelO, 00:10:07 ago

Routing Descriptor Blocks:

* 10.0.0.1, from 10.0.0.1, 00:10:07 ago, via TunnelO

Route metric is 26880000, traffic share count is 1



Total delay is 50000 microseconds, minimum bandwidth is 100 Kbit
Reliability 255/255, minimum MTU 1400 bytes
Loading 1/255, Hops 1
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Spokel#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Spokel (config) #router eigrp 100

Spokel (config-router)# distance eigrp 230 240

Spokel (config-router) #°7Z

Spokel#

*Oct 9 12:12:34.207: %SYS-5-CONFIG_I: Configured from console by console

*Oct 9 12:12:43.648: $DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 10.0.0.1
(TunnelO) is down: route configuration changed

*Oct 9 12:12:43.648: RT: delete route to 192.168.0.0 via 10.0.0.1,
eigrp metric [90/26880000]

*Oct 9 12:12:43.648: RT: no routes to 192.168.0.0, delayed flush
*Oct 9 12:12:43.648: RT: delete network route to 192.168.0.0/16
*Oct 9 12:12:43.650: RT: updating bgp 192.168.0.0/16 (0x0) :

via 10.1.1.1

*Oct 9 12:12:43.650: RT: add 192.168.0.0/16 via 10.1.1.1, bgp metric [200/0]

Spokel#

*Oct 9 12:12:45.750: %DUAL-5-NBRCHANGE: EIGRP-IPv4 100: Neighbor 10.0.0.1
(TunnelO) is up: new adjacency
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AT LA DMVPNFEIGRP#TIE EI[E —EEIGRPBSA RK(AS) B HBIE, Ef , T UEMER BN
ELEVERHBERER. ETHESEREHOE K BETERERM.

5 7 HRZEFlexVPNEDMVPN , EEETUERESENE 2 BEFEHDelayE. B2 , ¥ERRE
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B % , B¥|IPsec:

Spokel#show crypto session
Crypto session current status

Interface: Tunnell

Profile: DMVPN_IKEv1l

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID: O

IKEvl SA: local 172.16.1.2/500 remote 172.25.1.1/500 Active
IPSEC FLOW: permit 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto map

Interface: Tunnell

Profile: Flex_ IKEv2

Session status: UP-ACTIVE

Peer: 172.25.1.1 port 500

Session ID: 1

IKEv2 SA: local 172.16.1.2/500 remote 172.25.1.1/500 Active
IPSEC FLOW: permit 47 host 172.16.1.2 host 172.25.1.1
Active SAs: 2, origin: crypto map

WEIFTR | AE R R EERERE R |, mEFRME R AW EEM R IPsec SA.
FEERFL , REE(192.168.0.0/16)feEiReR1E M , AWRIBBGPEH,

Spokel#show ip route 192.168.0.0 255.255.0.0

Routing entry for 192.168.0.0/16, supernet

Known via "bgp 65001", distance 200, metric 0, type internal
Last update from 10.1.1.1 00:14:07 ago

Routing Descriptor Blocks:

*10.1.1.1, from 10.1.1.1, 00:14:07 ago

Route metric is 0, traffic share count is 1

AS Hops 0

MPLS label: none

B, P OLBEFEND ILANKEBBEIGRPHE, ZELRAEIH , EHSpoke2 LANFH :

Hub#show ip route 192.168.102.0 255.255.255.0
Routing entry for 192.168.102.0/24



Known via "bgp 65001", distance 200, metric 0, type internal
Last update from 10.1.1.106 00:04:35 ago
Routing Descriptor Blocks:
*10.1.1.106, from 10.1.1.106, 00:04:35 ago
Route metric is 0, traffic share count is 1
AS Hops 0
MPLS label: none

Hub#show ip cef 192.168.102.100
192.168.102.0/24
nexthop 10.1.1.106 Virtual-Access2
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Spokel#show ip route 192.168.102.100

Routing entry for 192.168.102.0/24

Known via "nhrp", distance 250, metric 1

Last update from 10.1.1.106 on Virtual-Accessl, 00:00:42 ago
Routing Descriptor Blocks:

*10.1.1.106, from 10.1.1.106, 00:00:42 ago, via Virtual-Accessl
Route metric is 1, traffic share count is 1
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BN BEEARAREBH MBS,

EREVEER LR BE
MRIKEBEI RN , BERATHR -
1. AT H SRR AR -

show crypto isakmp sa — tan THERIKEVIEEWEE. JRFME . show crypto ipsec sa —
&S RIPsec SAREE), MiEE : BBIKEVITRE , EltE s | T2 [ ER % (PFS)Diffie-
hellman(DH)#E K EEE R BPFS(Y/N): & , DHi : |MEF —XBERSHE ; BER , EFER
R%E  BEREENE, BT8R, BIECSCugb7056F #iR T &Z1TA. IKEVIH

IKEV2Z I EBITER , rE® |, FSARVEBAUTH Exchangelly — 885 BT B, £ IR LR T & B HIDHIE
EERERSHPBER, Bt , £EEBHPFS(Y/N):E , DHEl : ERE—EEFERSBAL, FAIKEVIE , £EEIF
FERTE , AAFSARY R+ EREEXERE , MCREATE_CHILD SAHEEEANEHSBTHANEHAGNRE , AN

WA EDHE BB L £ A <. show crypto ikev2 sa — b i H IR EEISAKMPE LM E HE | B
HFEMRIKEV2, show crypto session — Wi BRI EE L MFSFNRER L. show
crypto socket — Wt iF TR RIMEZEEZFHAREE. show crypto map — L ar HEERIKEF
IPsecEi EE REINEAE M, show ip nhrp — Lt HIRMRBEBEHNHRPE., EHR
FlexXVPNEREFH 2 X E 0 XU KRDMVPNREF N 2 X B9 XM X B POBEHIEEFTHA

2. FEAUTHTHRERETEHE
debug crypto ikev2debug crypto isakmpdebug crypto ipsecdebug crypto kmi

B F R R A
AT 2T ARHEREIGRPAIFEHEN —LHAGS

- show bgp summary — £ LA T a5 5 SRR ER M B R HARRE,
. show ip eigrp neighbor — f i b5 5 AR RIBIBEIGRPER M E.
- show bgp — AU TS URFEBBGPEAINFEH,

- show ip eigrp topology — Atk & A RIBIBEIGRPERN FH.

VEBRRBENFTETRREHRPZENTE, BN TENFRAENR , 552 BCiscol eI
B EIEIECiscoX E |, S HTCP/IP Cisco Press¥ it

EHRE

ASR1K EZEGRERERENTHRRS, LEEEBRIEEERID CSCue00443 iR, BaEI , LR
#|7ECisco |0S XEE BB A3.12h B — Bt EE1E.,

NRFLBERATARFKRIEAN , FERILER,


/content/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html
/content/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html
http://www.ciscopress.com/search/index.asp?query=Routing+TCP%2FIP
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