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1. BBERADIUSEAREMRRE K I ERAIRE,

aaa new nodel

aaa group server radius Fl exVPN- Aut hC- Server-G oup-1
server-private 10.7.7.129 key G scol23

aaa authentication |ogin Fl exVPN-Aut hC-List-1 group

Fl exVPN- Aut hC- Server - G oup-1

aaa aut hori zation network Fl exVPN-Authz-List-1 |ocal

aaa authentication login listin = 218 5758 %. REMGIRAAAE ( ARAEZRADIUSH R
2% ) - aaa authorization network listas S1EBSFEA R ERNERE/MH. DEFER
RADIUSfARE LW ELE , LA RELEEN B HBRIBER.

2. BB A1t R HE R B

ip local pool FlexVPN Pool-1 10.8.8.100 10. 8. 8.200
crypto i kev2 authorization policy FlexVPN Local-Policy-1
pool Fl exVPN- Pool -1

dns 10.7.7.129

net mask 255.255.255.0

def - domai n exanpl e. com

ip local poolfi S AR EZ D EREFinIPHLt, 8 FlexVPN-Local-Policy-1E & & BE
HRER  WAELEREZFIKMNEMY ( DNSHRES. MEBIE. ROBE, 8% ).,

3. MR A PR 23 E I & & (rsa-sig) 1T B B FE
Cisco AnyConnectZ £ BB & Fin EXRAREFEAE E (rsa-sig) T H B RE. HMHJ[L AR
BREZEERIEREEMCAN WebldfReSZR (B, EEXSBEAERXRIER "HK
%ﬁ%ﬁ%J E"JZ’E\ERE% ) )

BSBEASASXTFBHREL = HHEMEEUARWebVPNEE REIPHNLR1ES , WHKMAME
hn# cabl | E & crypto pkis

crypto pki trustpoint Fl exVPN-TP-1
enrol [ ment url

seri al - nunber none

fqgdn fl ex-hub. exanpl e. com

i p- address none

subj ect - name cn=f1| ex- hub. exanpl e. com
revocation-check crl

rsakeypair Fl exVPN- TP-1- Key 2048

4. BB ILERNRE
crypto i kev2 profile FlexVPN-|KEv2-Profile-1
match identity renote key-id exanple.com
identity local dn
authentication renpte eap query-identity
aut hentication local rsa-sig
pki trustpoint Fl exVPN-TP-1
dpd 60 2 on-demand
aaa aut hentication eap Fl exVPN AuthC-List-1


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/98596-asa-8-x-3rdpartyvendorcert.html

aaa aut horization group eap list FlexVPN Authz-List-1
Fl exVPN- Local - Policy-1
virtual -tenplate 10

crypto ikev2 Bt EfE R TS ILIELR K580 MHBIFRE : match identity remote key-id — IE& F
IR IKERZ, tFEEEAnyConnect XMLEIBRE RS EE. identity local dn — E&
FlexVPNAR /U ERAMIKER#, tEFARBFTAREENE,. authentication remote — 774
EAPEERAREF kS EE. authentication local — R RFBEEARAK M FHERFE, aaa
authentication eap — EFEAPHE T & 3 5RFE IF , £Haaa authentication login list FlexVPN-
AuthC-List-1897R 88, aaa authorization group eap list — f# Flaaa authorization network list
FlexVPN-AuthZ-List-1#11# F & & % FlexVPN-Local-Policy-11E S 1R B AR RE virtual-
template 10 -7E 2 5 M & 58 54 R /) T A 2248 A D A4

5. REREFIIRIFERNIKEV2E EE RN IPsecBLEER

crypto i psec profile FlexVPN-|Psec-Profile-1
set ikev2-profile Fl exVPN-IKEv2-Profile-1

BIRE : Cisco IOSHERABEERERE. At , FTEEEAETEEHRE,

6. BERPREERFEN EHNERER
ip unnumbered # Inside interface BUB ¥ 2O MARER , UEEZNE LA IPv4ERH, Bl
B ipsecipvd - BN HEZAVTIZBIEE

interface Virtual - Tenpl at el0 type tunne

i p unnunbered G gabit Ethernet0/0

tunnel node ipsec ipv4

tunnel protection ipsec profile FlexVPN-IPsec-Profile-1

7. BRFRHEB/SHA-1, (E)

EHﬁACSCud96246(EFE:?FH§i5)ﬁMﬁ AnyConnectZ 5 Ui 7 BE £ % IE FE B8 ¥ FlexVPN AR /O F¥
o WREERHARIKEV2AAREHE(PRF)BESHA-2Z18E , M 2 ASHA-1¥FlexVPN-
Hubf’éi’é TER. UTEEKIHEREASHA-1:

crypto i kev2 proposal SHAl-only
encrypti on aes-chbc- 256
integrity shal

group 5

crypto i kev2 policy SHAl-only
match fvrf any

proposal SHAl-only

Microsoft Active Directory{al BR 83 ¢ i

1. Z£Windows Server Manager® , EBiRoles > Network Policy and Access Server >
NMPS(Local)> RADIUS Clients and Servers , A #% 1% — TRADIUS Clients.

1B THERADIUSE Fifk, BFEHT M.


https://tools.cisco.com/bugsearch/bug/CSCud96246

New RADIUS Client ]|

Settings IAdvanced I
¥ Enable thizs RADIUS client

™| Select an existing template;

| £

— MName and Address

Friendhy name:
| FlexVPN-Hub

Address (IP or DNS):
[10.77.100 Verfy... |

— Shared Secret
Select an existing Shared Secrets template:

| - |

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

f* Manual ™ Generate
Shared secret:

Caonfim shared zecret:

oK Cancel

2. "HERADIUSEFin, HFEHHT , #Cisco IOSIEHESHTI® ARADIUSE Fi :
% — T Enable this RADIUS clientB&EX 5. £ "RKFEE MNP ABE, LHEHIFER
FlexVPN-Hub, FEAddress#{i # ¥ A P& HEFHYIPHitE, £Shared Secret@EH , I&#—T
Manual2iZ#% %8 , A% EShared secretMConfirm shared secretl{FE AL A £, FEK
RSB AREHE LRENHASBTE, EF—T "OKy (HEE).

3. EMREEEEENEYT , ERPolicies , A% 121ENetwork Policies.

RiFAS B ~RNew Network Policy ¥ 5& 75 58,



l Specify Network Policy Name and Connection Type

You can specify a name for your network policy and the type of connactions to which the palicy is applied.

il -

Policy name:

Metwork connection method

Select the hype of network access server that sends the connection request to NPS. You can select ether the network acoess senver
type of Vendor speciic, but nether is required. § your network access server is an B2, 1X authenticating swich of wirsless access pairt,
selact Unspaciad,

(¥ Type of network access sanver:
|U'15|:uecr'|e-:l j
™ Vendaor speciic:

=

[ nex | : Cancel

4. FEFTHABE REEHIRE H A |, FIEFTAYAERE SR RE
FEPolicy nameti{u P A BT, L&A FlexVPN, & — T Type of network access
serverE &% | RABR M THLHRE HiEiEUnspecified. % "Nexty ( T—% ) . EHFMRERE
HEEFRAF |, B—TAJIUFIB IR, FEREBREEFESRD | B#ENAS IPvaltiut 4 A
#BIE—T WM,
RIFASFERNAS Pv4ttb it ¥ 58 5 51

MAS IPv4 Address

Specify the |Pv4 address of the network access server sending the access
request message. You can use pattem matching symta.

[10.7.7.100

QK Cancel




£ "NAS IPv4itaiit , BEES RS | W AMRIZEA AR IPvALbHE | AMEA R RIERES
£ B tkCisco IOSEHESMEER,

E‘i_-l: rOKJ ( EEE ) o

. Specify Access Permission
i

< | Configure whether you want to grant network access or deny nebwork access if the connection request matches this
pelicy.

¥ Arcess granted
(want access i ciient connection afiempts match the condtions of this policy.

7 Access denied
Dy aocess f chent connection attempts match the condiions of this polcy.

[ Access is detemined by Ussr Dislan properties fwhich ovemds MPS palcy)
Grant or deny access accordng 1o user dialin properties  clent connection attempls match the conditions of thes palicy.

TEF MR R ETE TSP |, #— T Access granted B R LA R FF B Finah B#RE ( RE A
ERUENBEAEN ) , RERE—TNext



Hew Hetwork Policy Ed

Configure Authentication Methods
i
‘ Configure one or mare authentication methods required forthe connection request to match this policy. For EAP

o . authentication, you must configure an EAP type. IF you deploy NAP with 802.1% or VPN, you must configure
Protacted EAP in connection reguest palicy, which overrides nebwork policy authentication settings.

EAP types are negatisted between NPS and the chent in the order in which they ane ksted.

EAP Types:
Microsoft: Secured password [EAP-MSCHAP v2)

Lesz secune authentication methods -
™ Micosoft Enmmmmnmzmscwﬁuza

|_' U zer car change cowmnnd after s evored
™ Micosoft Ermmd Mmmm I:T-'IS{HAP}
l_ - -. -: -'..-'.IF' '- - | -'. " .". -I

r Emrm:-hdal.lhambn [CHP-F']-

™ Unencrypled authentication (PAP, SPAFP)

™ Allow diients to connect without negetiating an authentication method.
™ Performn machine heakh check onty

ErERMicrosoft: &£ B HE(EAP-MSCHAP v2)HIBE TEAPEIBI, Eigid , LLAFFASEAP-
MSCHAPv2B#ECisco |10S# & EdActive Directoryz BHBA S % , RAEE—TF—&,

BEE - BUHEPIE TRREMNSHRES =, BE,

REBEBEBEYRALHESZERERNEMEMNRIERE. I, FRERLZEEIER
R R, T EFR



* Network policies allow you to desgnate who i suthonzed ta connect to the netwodk and the ciicumstances under which they
| can or cannol connect.

Name | Status | Processing Order | Access Type | Source |
| Pl VPN Eruabied Grant Aoce.. Unspectied

1
@ Connections 1o Mcrosoft Routing and Rlemcte Access server 2 Deny Access  Unspecified
| Connections 1o cther access servers 3

Enabled
Enabled Deny Access  Unspecified

Conditions - F the following condiions ane met:

Conditicn | Ve
NAS |Pwd Address  10.7.7.100

Settinegs - Then the following settings ane appled.:

| Setting | Value |
Fathendscation Methaed EAP

Access Pemmission Grar Access

Undate: Moncompliant Chents T

MAP Erforcement Allorve Full network acoess

Framead-Protocol PPP

Service-Type Framed

lgnoce User Diall-bn Properties False

Bxtenasble Authenbcation Profocol Method Microsefi: Secured password (EAF-MSCHAF v

& F i i

1. ENARERTREIXMLEBESR , A EBE Aflexvpn.xml




e R fE A EXMLEC B =R

<?xm version="1.0" encodi ng="UTF- 8" ?>

<AnyConnect Profil e xm ns="http://schemas. xnm soap. or g/ encodi ng/ "
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi : schemaLocati on="http://schemas. xm soap. or g/ encodi ng/
AnyConnect Profil e. xsd">

<Clientlnitialization>

<UseSt art Bef oreLogon User Control | abl e="t rue" >f al se

</ UseSt ar t Bef or eLogon>

<Aut omati cCert Sel ecti on UserControl |l abl e="true">true
</ Aut omati cCert Sel ecti on>

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>
<CertificateStore>All</CertificateStore>
<CertificateStoreQverride>fal se</CertificateStoreQverride>
<ProxySetti ngs>Nati ve</ProxySettings>

<Al | owLocal ProxyConnecti ons>true

</ Al l owLocal ProxyConnecti ons>

<Aut henti cati onTi meout >12</ Aut henti cati onTi meout >
<Aut oConnect OnSt art User Control | abl e="true">f al se

</ Aut oConnect OnSt art >

<M ni mi zeOnConnect User Control | abl e="true">true

</ M ni m zeOnConnect >

<Local LanAccess User Control | abl e="true">fal se

</ Local LanAccess>

<Cl ear Smart cardPi n User Control | abl e="true">f al se

</ d ear Smart car dPi n>

<Aut oReconnect User Control | abl e="fal se">true

<Aut oReconnect Behavi or User Control | abl e="f al se" >

Di sconnect OnSuspend

</ Aut oReconnect Behavi or >

</ Aut oReconnect >

<Aut oUpdat e User Control | abl e="true">f al se</ Aut oUpdat e>
<RSASecur | DI ntegrati on UserControl | abl e="fal se">

Aut omati c

</ RSASecur | DI nt egr ati on>

<W ndowsLogonEnf or cenent >Si ngl eLocal Logon

</ W ndowsLogonEnf or cenent >

<W ndowsVPNEst abl i shnent >Local UsersOnl y

</ W ndowsVPNEst abl i shnent >

<Aut omat i cVPNPol i cy>f al se</ Aut omat i cVPNPol i cy>
<PPPExcl usi on User Control | abl e="fal se">Di sabl e
<PPPExcl usi onServer| P User Control | abl e="fal se">

</ PPPExcl usi onSer ver | P>

</ PPPExcl usi on>

<Enabl eScri pting UserControll abl e="true">true

<Ter mi nat eScri pt OnNext Event >t r ue

</ Term nat eScri pt OnNext Event >

<Enabl ePost SBLOnConnect Scri pt >t rue

</ Enabl ePost SBLOnConnect Scri pt >

</ Enabl eScri pti ng>

<Enabl eAut omat i cServer Sel ecti on User Control | abl e="fal se">fal se
<Aut oSer ver Sel ecti onl npr ovenent >20

</ Aut oSer ver Sel ect i onl npr ovenent >

<Aut oSer ver Sel ecti onSuspendTi me>4

</ Aut oSer ver Sel ect i onSuspendTi ne>

</ Enabl eAut omat i cSer ver Sel ecti on>

<Ret ai nVpnOnLogof f >f al se

</ Ret ai nVpnOnLogof f >

</dientlnitialization>

<ServerList>

<Host Entry>



<Host Name>F| exVPN Hub</ Host Nane>

<Host Addr ess>f | exvpn- hub. exanpl e. conx/ Host Addr ess>
<Pri mar yPr ot ocol >I Psec

<St andar dAut henti cati onOnl y>t rue

<Aut hMet hodDur i ngl KENegot i at i on>EAP- MSCHAPv2</ Aut hMet hodDur i ngl KENegot i ati on>
<I KEl denti t y>exanpl e. conx/ | KEl dentity>

</ St andar dAut henti cati onOnl y>

</ Pri mar yProt ocol >

</ Host Entry>

</ ServerList>

</ AnyConnect Profi | e>

<HostName>REZE Fin PR TN AT H, <HostAddress>=EFlexVPNH /LT L REE A
(FQDN), <PrimaryProtocol>#E#R & A A IKEv2/IPsecTi A 2&SSL ( AnyConnect HY 78
{8 ) o <AuthMethodDuringIKENegotiation>#& B #RHt & A EEAPHREAMSCHAPV2, ¥
Microsoft Active Directory#1T H B BRBEZIL{E. <IKEldentity>EZRA T FimEEEREE LW
BEKEVEEERTERENFHRE (FSRLRSR ).

i EFREERRREHREFRFEANER, BEREE S M AAnyconnectlii B & RimE S
BUEFREEESR.

2. #flexvpn.xmIERFEFEI TRP I HHEEER &+ .

3. B EFHEEAnyConnectE F i,

i"'!' Cisco AnyConneck Secure M

Please enter vour username and password.

IFIex'-.-'F'N Hub j Zanneck

4. F£Cisco AnyConnect Secure Mobility Client#zE 784 , i#1EFlexVPN Hub , A& IZ—T
Connect,

Cisco AnyConnect | FlexVPNA /UL EE 81,



& Cisco AnyConnect | Flex¥PN Hub x|

Please enker wour username and passwiord,

Isernanme:

Password:

2K, I Cancel

5. MAEAERBINER , ARE—-TOK,

B

EERFTER , 5 Ashow crypto session detail remote client-ipaddress 5. B GTHIFE
&R , S Mshow crypto session,

BifE M EESTE(EHEEMELER)OIT)XERE Eshowdnt. FHOITHREshowds
TEEN D,

SRR

A THERETHESR , FRENS KB EFEFIRNVDARTH , W ERMAR EEANTARES
% : debug crypto ikev2 packetFldebug crypto ikev2 internal,

BEE - EA debug EETZAT , FFR2E A Debug ETHEEEH.

MRS

.- BifinZ W ¢ - Cisco Systems
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