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interface Tunnel?
ip address negotiated
tunnel source Ethernet0/1
tunnel mode ipsec ipv4
tunnel destination 172.16.0.2
tunnel protection ipsec profile testflex
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interface Virtual-Templatel type tunnel
ip unnumbered Ethernet0/1

tunnel mode ipsec ipv4

tunnel protection ipsec profile testflex
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, ZEXBLANRBNEAREXNEE AT F in 2 B A Pt 2 7 ZESAL,

crypto ipsec client ezvpn legacy-client
connect manual

group Group-One key ciscol23

mode network-plus

peer 192.168.1.10

username clientl password clientl
xauth userid mode local
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interface Ethernet0/0

description EzVPN WAN interface

ip address 192.168.2.101 255.255.255.0

crypto ipsec client ezvpn legacy-client

1
interface Ethernetl/0

description EzVPN LAN inside interface

ip address 172.16.1.1 255.255.255.0

crypto ipsec client ezvpn legacy-client inside

fal B R
EEZVPNARS L, EEBZNEARRNEEREBEFAESIEE.

aaa new-model
!
aaa authentication login client-xauth local
aaa authorization network ezvpn-author local
!
username clientl password 0 clientl
!
crypto isakmp policy 10
encr aes
authentication pre-share
group 2
!
crypto isakmp client configuration group Group-One
key ciscol23
pool Group-One-Pool
acl split-tunnel-acl
crypto isakmp profile Group-One-Profile
match identity group Group-One
client authentication list client-xauth
isakmp authorization list ezvpn-author
client configuration address respond
!
crypto ipsec transform-set aes-sha esp-aes esp-sha-hmac
!
crypto dynamic-map client-dynamic-map 1
set transform-set aes-sha
reverse-route
!
crypto map client-map 1 ipsec-isakmp dynamic client-dynamic-map
!
interface Ethernet0/0
description EzVPN server WAN interface
ip address 192.168.1.10 255.255.255.0
crypto map client-map
!
ip local pool Group-One-Pool 10.1.1.100 10.1.1.200
!
ip access-1list extended split-tunnel-acl
remark EzVPN split tunnel ACL
permit ip 172.16.0.0 0.0.0.255 any
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interface Ethernet0/0
ip address 192.168.1.10 255.255.255.0
no crypto map client-map

220 — BUEHERNE  ERUBER  SERMTEREERFENE

interface Virtual-Templatel type tunnel

ip unnumbered Ethernetl/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile legacy-profile

B3P — AR M AV E SRR AR TH B2 B Y EzVPNAE BV isakmpEc B 4% SR AEEA B

crypto isakmp profile Group-One-Profile
match identity group Group-One
client authentication list client-xauth
isakmp authorization list ezvpn-author
client configuration address initiate
client configuration address respond
virtual-template 1

ETERREERE  BERBEZVPNEFHRRRETIE. B2 K RETMNRBETRERIHN
ERFHE N E LKL, ETEBshow crypto sessionin S5 | MR BIFFR :

PE-EzVPN-Server#show crypto session
Crypto session current status
Interface: Virtual-Accessl
Username: clientl

Profile: Group-One-Profile


//www.cisco.com/en/US/docs/ios-xml/ios/sec_conn_vpnips/configuration/15-2s/sec-ipsec-virt-tunnl.html

Group: Group-One
Assigned address: 10.1.1.101
Session status: UP-ACTIVE
Peer: 192.168.2.101 port 500
IKEvl SA: local 192.168.1.10/500 remote 192.168.2.101/500 Active
IPSEC FLOW: permit ip 172.16.0.0/255.255.255.0 host 10.1.1.101
Active SAs: 2, origin: crypto map
IPSEC FLOW: permit ip 172.16.0.0/255.255.255.0 172.16.1.0/255.255.255.0
Active SAs: 2, origin: crypto map
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VPN-Server#show crypto ikev2 authorization policy default
IKEv2 Authorization Policy : default
route set interface
route accept any tag : 1 distance : 1

FEERIKEV2IEE -

VPN-Server#show crypto ikev2 proposal default

IKEv2 proposal: default

Encryption : AES-CBC-256 AES-CBC-192 AES-CBC-128

Integrity : SHA512 SHA384 SHA256 SHA96 MD596

PRF : SHAS512 SHA384 SHA256 SHA1l MD5

DH Group : DH_GROUP_1536_MODP/Group 5 DH_GROUP_1024_MODP/Group 2

FEERIKEV2 R B, -

VPN-Server#show crypto ikev2 policy default
IKEv2 policy : default

Match fvrf : any

Match address local : any

Proposal : default

FEERIPsecElERE R -

VPN-Server#show crypto ipsec profile default
IPSEC profile default
Security association lifetime: 4608000 kilobytes/3600 seconds
Responder-Only (Y/N): N
PFS (Y/N): N
Transform sets={
default: { esp-aes esp-sha-hmac } ,
}

FAERIPseci#LE -



VPN-Server#show crypto ipsec transform default
{ esp-aes esp-sha-hmac }
will negotiate = { Transport, 1},

BAEIKEV2ESFERIENFAES  F2RIKEVEZERE(EREREF).
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crypto ikev2 authorization policy default
pool flexvpn-pool

def-domain cisco.com

route set interface

route set access-list 1

!

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn VPN-Server.cisco.com
authentication remote pre-share
authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint flex-trustpoint

aaa authorization group cert list default default
virtual-template 2

SER3 — B ARFlexVPNE F i i E HEAR T H

interface Virtual-Template2 type tunnel
ip unnumbered Ethernetl/0
tunnel protection ipsec profile default

FlexVPN% I i B¢ [

crypto ikev2 authorization policy default
route set interface

route set access-list 1

!

crypto ikev2 profile default

match identity remote fgdn domain cisco.com
identity local fgdn Client2.cisco.com
authentication remote rsa-sig
authentication local rsa-sig

pki trustpoint flex-trustpoint

aaa authorization group cert list default default
!
crypto ipsec profile default

set ikev2-profile default

!

interface TunnelO

ip address negotiated

tunnel source Ethernet0/0

tunnel destination 192.168.1.10

tunnel protection ipsec profile default
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hostname VPN-Server
1
1

aaa new-model

aaa authentication login client-xauth local
aaa authorization network default local
aaa authorization network ezvpn-author local
1
!
no ip domain lookup
ip domain name cisco.com
ip host ca-server 192.168.2.1
!
crypto pki trustpoint flex-trustpoint
enrollment url http://ca-server:80
serial-number
ip-address none
fingerprint 08CBB1lE948A6D9571965B5EE58FBB726
subject-name cn=vpn-server.cisco.com, OU=Flex, O=cisco
revocation-check crl
rsakeypair flex-key-pair 1024
1
!
crypto pki certificate chain flex-trustpoint
certificate 07
certificate ca 01
username clientl password 0 clientl
username cisco password 0 cisco
!
crypto ikev2 authorization policy default
pool flexvpn-pool
def-domain cisco.com
route set interface
route set access-list 1
!
crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn VPN-Server.cisco.com
authentication remote pre-share
authentication remote rsa-sig
authentication local rsa-sig
pki trustpoint flex-trustpoint
aaa authorization group cert list default default
virtual-template 2
!
crypto isakmp policy 10
encr aes
authentication pre-share
group 2
!
crypto isakmp client configuration group Group-One
key ciscol23
pool Group-One-Pool
acl split-tunnel-acl



save-password
crypto isakmp profile Group-One-Profile

match identity group Group-One

client authentication list client-xauth

isakmp authorization list ezvpn-author

client configuration address initiate

client configuration address respond
virtual-template 1

!
crypto ipsec transform-set aes-sha esp-aes esp-sha-hmac
1
crypto ipsec profile default

set ikev2-profile default

!
crypto ipsec profile legacy-profile

set transform-set aes-sha

!
crypto dynamic-map client-dynamic-map 1

set transform-set aes-sha

reverse-route

!
crypto map client-map 1 ipsec-isakmp dynamic client-dynamic-map
1

interface Ethernet0/0

description WAN

ip address 192.168.1.10 255.255.255.0

!

interface Ethernetl/0

description LAN

ip address 172.16.0.1 255.255.255.0

1

1

interface Virtual-Templatel type tunnel

ip unnumbered Ethernetl/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile legacy-profile
1

interface Virtual-Template2 type tunnel

ip unnumbered Ethernetl/0

tunnel protection ipsec profile default

1

ip local pool Group-One-Pool 10.1.1.100 10.1.1.200
ip local pool flexvpn-pool 10.1.1.201 10.1.1.250
1

ip route 0.0.0.0 0.0.0.0 192.168.1.1

!

ip access-list extended split-tunnel-acl

remark EzVPN split tunnel ACL

permit ip 172.16.0.0 0.0.0.255 any

access-list 1 permit 172.16.0.0 0.0.0.255

ZRIKEV1 EZVPNEEREE

hostname Clientl

!

crypto ipsec client ezvpn legacy-client
connect manual

group Group-One key ciscol23

mode network-extension

peer 192.168.1.10



username clientl password clientl
xauth userid mode local

!

interface Ethernet0/0

description WAN

ip address 192.168.2.101 255.255.255.0
crypto ipsec client ezvpn legacy-client
1
interface Ethernetl/0

description LAN

ip address 172.16.1.1 255.255.255.0
crypto ipsec client ezvpn legacy-client inside

ip route 0.0.0.0 0.0.0.0 192.168.2.1

ERRIKEV2 FlexXVPNE F ikl B

hostname Client2
!
aaa new-model
!
!
aaa authentication login default local
aaa authorization network default local
1
!
no ip domain lookup
ip domain name cisco.com
ip host ca-server 192.168.2.1
!
crypto pki trustpoint flex-trustpoint
redundancy
enrollment url http://ca-server:80
serial-number
ip-address none
fingerprint 08CBB1E948A6D9571965B5EE58FBB726
subject-name cn=Client2.cisco.com, OU=Flex, O=cisco
revocation-check crl
rsakeypair flex-key-pair 1024
1
!
crypto pki certificate chain flex-trustpoint
certificate 06
certificate ca 01
!
!
crypto ikev2 authorization policy default
route set interface
route set access-list 1
!
crypto ikev2 profile default
match identity remote fgdn domain cisco.com
identity local fgdn Client2.cisco.com
authentication remote rsa-sig
authentication local rsa-sig
pki trustpoint flex-trustpoint
aaa authorization group cert list default default
!
crypto ipsec profile default

set ikev2-profile default
|



interface TunnelO

ip address negotiated

tunnel source Ethernet0/0

tunnel destination 192.168.1.10

tunnel protection ipsec profile default
1
interface Ethernet0/0

description WAN

ip address 192.168.2.102 255.255.255.0
1

interface Ethernetl/0

description LAN

ip address 172.16.2.1 255.255.255.0

1

ip route 0.0.0.0 0.0.0.0 192.168.2.1

1

access-list 1 permit 172.16.2.0 0.0.0.255

L
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show crypto session

show crypto session detail

show crypto isakmp sa

show crypto ikev2 sa

show crypto ipsec sa detail

show crypto ipsec client ez (for legacy clients)
show crypto socket

show crypto map
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