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~MESEEF , cRERERFIFireSighte EREFRP , BERERBRAERZD S ALt
glﬁﬂEUo E_-F rsaveJ )

» @ My Workspace Network Resources > Network Device Groups > Device Type > Edit: "Device Type:All Device Types:FireSight"
* [
Device Group - General
v Network Device Groups oo S —
Location h ’ FireSight
Description:
Network Devices and AAA Clients » Parent: All Device Types Select
Default Network Device

# = Required fields
External Proxy Servers

OCSP Services
> m Users and ldentity Stores

» S Policy Elements
» Access Policies

» Monitoring and Reports

» &2 System Administration

. EACS GUIH , B E ZNetwork Device Group , B ENetworkDevices and AAA clients 5718
#E, REERAMEEBMESB P, FireSIGHTEEREHOLENAT REIFER,



— _
» & My Workspace

»
»
» L5 Access Policies
»

Monitoring and Reports

» &7 System Administration

Submit

. ZENetwork Device GroupsH , #%5Device Typefi E AL ESBRABE ALK EHERE,

> (1]
+ Network Device Groups Name: FireSight Management Center
Location Description:
Device Type Network Device Groups
Location All Locations
Default Network Device = = ==
External Proxy Servers Device Type All Device Types:FireSight
OCSP Services
&3 Users and Identity Stores PG
(“ﬁ)u Policy Elements o Single IP Address IP Subnets IP Range(s)

IP: 10.150.176.224

= Required fields

Cancel

Network Resources > Network Devices and AAA Clients > Edit: "FireSight Management Center"

Select

Select

Authentication Options
»

v

Shared Secret:

CoA port: 1700
Enable KeyWrap
Key Encryption Key:

Message Authenticator
Code Key:

Key Input Format
ASCII HEXADECIMAL

TACACS+
RADIUS

- iZrhAuthentication Options3Z32 FVAE | 2P RADIUSEREL S , RE & A S AR ILNADH
SEE : #8EEFireSIGHTE R0 LB BERADIUSHIIRESEE , SBXEH
HERNHEASE., ERGHEXFERREE 6 % —TShowizill, #—T "Submit,
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Shared secret key.,
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» @ My Workspace Users and Identity Stores > |dentity Groups > Edit: "IdentityGroup:All Groups:FireSight Administrator"
» 15 Network Resources
General
1’ @ | | Name: FireSight Administrator
Description:

+ Internal Identity Stores

Ears Parent: All Groups Select

Hosts = Required fields
+ External Identity Stores

LDAP

Active Directory

RSA SecurlD Token Servers

RADIUS |dentity Servers
Certificate Authorities
Certificate Authentication Profile
Identity Store Sequences

» & Policy Elements
» [ Access Policies

Monitoring and Reports

» & System Administration

#2368 P & FT R BJACS

- ERIERAENSOE  ERABSNESIPEEERE. WAL BERAERYRENENA
EEF-SHRARNSHE  RARE—THEX.

» @ My Workspace Users and Identity Stores > Internal Identity Stores > Users > Edit: "test"
» 153 Network Resources
General

hd @ | Name: test Status: | Enabled [l (o]

Identity Groups

v p Description:
+ Internal Identity Stores
Identity Group: All Groups:FireSight Administrator Select

Hosts Email

+ External Identity Stores Address:

LDAP

Active Directory

RSA SecurlD Token Servers

RADIUS Identity Servers
Certificate Authorities Disable account after 3  successive failed attempts
Certificate Authentication Profile

Account Disable
Disable Account if Date Exceeds: 2015-Nov-01 [ (yyyy-Mmm-dd)

Identity Store Sequences

. Password Hash

» € Policy Elements }
Applicable only for Internal Users to store password as hash.

» E; Access Policies Enable Password Hash Authentication types CHAP/MSCHAP will not work if this option is enabled.

While disabling the hash, ensure that password is reconfigured using change password option.

Monitoring and Reports

» &2 System Administration Password Lifetime

2 Password Never Expired/Disabled: Overwrites user account blocking in case password expired/disabled
User Information
There are no additional identity attributes defined for user

records

Creation/Modification Information

Date 5.

Created: Wed Sep 02 13:15:56 UTC 2015
Date 49

Modified: Wed Sep 02 23:12:39 UTC 2015
Date 15-

Enabled: Wed Sep 02 13:15:56 UTC 2015

= Required fields

Submit Cancel
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. EACS GUIH , Efin ZPolicy Elements > Authorization and Permissions > Network Access >



Authorization Profiles, FRABAMEBEIHFNREREER, ETANRAIP , BIHWXK
B BFireSightE B 8,

- Edit. F

# Name: |FireSight Administrator ‘

2y Policy Elements

Description: |

# = Required fields

Authorization Profiles

indenemisbtonmandasianl RADIUS Atributss

Common Tasks Attributes
3 Policy Elements Attribute Type Value
Authorization Profiles
Manually Entered
Attribute Type Value
Class String Groups:FireSight Administrator
. AddA | EditV = Replace A = Delete
Dictionary Type: ~ RADIUS-IETF
# RADIUS Attribute:  Class | Select |
# Attribute Type: String
Attribute Value:  Static
k-] ‘Grou ps:FireSight Administrator ‘

# = Required fields

. EE Z Access Policies > Access Services > Default Network Access > Authorization i 4

FireSi ht‘é“ﬁﬂlﬂ/l‘,\%“ﬂéﬁﬁﬂ'ﬂ%%ﬁﬁ@% KM, AT ROIEANDG : £BAEF L282 FiRSER
G (B Y 32 (B 2 Bl A & 40 45 PT AC Y B 43 AR R 4

- WERBEEREARERE LAFRENFireSight EE S RERERERMBM. Z—T "Submit, .



» &4 My Workspace Access Policies > Access Services > Default Network Access > Authorization

» [5) Network Resources
Standard Policy| Exception Policy

» &8 Users and Identity Stores

Network A Authorization Policy
» G Policy Elements

Filter: Status k4 Match if:  Equals
» B5
+ Access Services Status Name

| Service Selection Rules

v (O Default Network Access
Identity

» Max User Session Policy
Max Session User Settings
Max Session Group Settings

» Max Login Failed Attempts Policy
Max Login Failed Attempts Group Setij

Monitoring and Reports

v

» 82 System Administration

FireSight& 2 fp/0vE il
FireSight B Rt KRB B

NDG:Device Type
» (@ Default Device Admin 1 (] Rule-1  in All Device Types:FireSight

3 ClearFilter Go W

Results
Hit Count

Identity Group Authorization Profiles
in All Groups:FireSight Administrator ~ FireSight Administrator 7

- B AZIFireSIGHT MC , &% Efi1ZISystem > Local > User Management, % — T External
AuthenticationE ., #— T+ Create Authentication Objectiz$ll , BER & 5 7B T/ ZEH

EFHIRADIUSI AR 2R

- EERADIUSEARRB A E. W ARADIUSTIRZBNHARMETE, WAZTHE/IPHIEA

RADIUSE k. SREEIAEACSLEEN SMITE.

(TR ) WABHACSHIEEM

%/lpﬂﬂt‘ﬂu%ﬁﬁao
Overview Analysis Policies Devices Objects & AMP ® Health JEGEE

Users User Roles External Authentication

Local » User Management Updates Licenses Mor

External Authentication Object

Authentication Method RADIUS E
Name * ACS
Description

Primary Server

Host Name/IP Address * 172.18.75.172
Port * 1812
RADIUS SecretKey ~  |esses

Backup Server (Optional)
Host Name/IP Address
Port 1812

RADIUS Secret Key

ex. IP or hostname

ex. IP or hostname

. 7£ RADIUSYES| B & , EA/RHIH , Class=Groups:FireSightE 2 & E ¥ B ZIFireSight & 1

248,
BT N E T S HREACSH 5 B,

IERACSHERACCESS-ACCEPTH —#7IREIWE. Z—T MF EREFEE , S



RADIUS-Specific Parameters
Timeout (Seconds) 30

Retries 3
Access Admin

Class=Groups:FireSight
Administrator Administrator

- ENABEEBREST | WAER S RN EREFTELURSINR/SSHERE.
Shell Access Filter

Administrator Shell Access |userl, userl, user3
User List

BAASRSRE
K&, TEUTSR , BEEFMC RN

1. BE ZSystem > Local > System Policy.
2. 1 & @ #x 72 #2External Authentication.
3. #% Status# ¥ BEnabled ( AR AFH ) -
4. BAAFEEIACS RADIUSFRES.

5. RERIEIMELEE - EHEARE,

B

- EHHACSHAIEFERE B MERE , 580 N RE) EAdditional Test Parametersf % , W# A
ACSHERENFERAEZRBNEZE, B—T "Testy » RIAIFESESEERKI . BERERE
JEZBHI Test CompletelH £

Additional Test Parameters
U=zer Mame test

Password EERESEEE


/content/dam/en/us/support/docs/security/firesight-management-center/118541-configure-firesight-13.png

@ Success :
Test Complete.

- ERBRARENRBNAER  FEIARBHIES A2 E-TRIERERAS 2N REEE
o HETHHRHBEEEDS , E= "radiusauth - response: fRACSIEZUIHY T
|Class=Groups:FireSight Administrator|s {H. I{EREEE FEEFireSIGHT MC LEl &/ 7 ith
FireSight#AEBE#RYClassfELEL, #&—T "Save. o

Test Output
Show Details v

check_auth_radius: szUser: test

RADIUS config file: /var/tmp/_bcEn4h_wF/radiusclient_0.conf

radiusauth - response: |User-Name=test|

radiusauth - response: |Class=Groups:FireSight Administrator|

radiusauth - response: |Class=CACS: -2 cs/229310634/47|

"test" RADIUS Authentication OK

check_is_radius_member attrib match found: |Class=Groups:FireSight Administrator| - |Class=Groups:FireSight Administrator| *****xxx*x
role_bee2eb18-e129-11df-a04a-42c66f0a3b36:

User Test

*Required Field

Save Test Cancel
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