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URL Cloud

1. Cloud provides two types of
daily updates for local install Cloud tracks over

20 million URLs dataset 400 million URLs
1 million URLs dataset

2. Management Center receives
daily updates from cloud

\J
FireSIGHT

Management Center . _
3. Depending on the size of RAM, . 8. Cache misses against local

URL dataset is installed locally. % dataset are resolved by
querying the cloud (opt-in conf)
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4. Disseminate Updates
to Managed Device
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Managed Device

5. Depending on the size of RAM,
URL dataset is installed locally.
URL data stays on memory cache.

7. Most URL lookups should
resolve category/confidence at
the first time they are seen

6. Snort instance monitors
end user traffic and perform
immediate URL lookup on the
managed device's dataset
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Description URL Filtering Monitor
Enabled » On , Off
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dat abase. bri ght cl oud. com
service. brightcl oud. com
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adm n@i reSl GHT: ~$ sudo nslookup database.brightcloud.com

adm n@i r eS|l GHT: ~$ sudo nslookup service.brightcloud.com
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tel net dat abase. bri ghtcl oud. com 443
tel net service. brightcloud.com 80

LA 2 — B A ThiE 4R Bl database. brightcloud.com i telne B £7 R~ 5l .

Connect ed to dat abase. bri ghtcl oud. com
Escape character is '""]"'.

FHIEHIBEEER o H A E
R AR/ L BB KB EE B BIBURL

MREFRFEBURLEAFFSEL , BERBEHBEFHRAUPZEZURLVERRE , FE
AR E S BRURLIBIB R8I TR,

30
i

Rule Action is Allow

& 1872 37 35 Bl LAAllow traffic based on a reputation levell§ | 212 ZBR B8 SiRIEFTA LI K AE
BENWRBIETREMNEEBMA. Flan , iR AEE A fLEFBenign sites with security risks(level
3) , & B8 L& Benign sites(level 4)F1Known(level 5) B,

Add Rule ? X
Name « Enabled Insert into Category ¥  Standard Rules o
Action |« Allow v | IPS: no policies Variables: n/a Files: no inspection Logging: no logging

Zones Networks VLAN Tags Users Applications Ports URL: Inspection Logging Comments

Categories and URLs ©

* Any

2 Reputations

il Any

5 - Well Known

® Abortion
Abused Drugs
Adult and Pornography
Alcchol and Tobacco
Auctions
Bot Nets
Business and Economy
CDNs
Cheating

R ABRERME L

4 4 - Benign sites

2 - Suspicious sites
Al 1 - High Risk

Selected URLs (1)

Bot Nets (Reputations 3-5) ] ”

Add Cancel
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Add Rule

Name ¥/ Enabled Insert into Category ¥  Standard Rules o
Action ) Block V| IPS: no policies Variables: n/a Files: no inspection Logging: no logging
Zones Networks VLAN Tags Users Applications Ports URL Inspection Logging Comments
Categories and URLs & ) Reputations Selected URLs (1)
Search by name or value -‘ Any Bot Nets (Reputations 1-3)
¢ Any 5 - Well Known

Abortion 4 | 4 - Benign sites

Abused Drugs I
2 - Suspicious sites

Al 1 - High Risk

Adult and Pernography
Alcohol and Tobacco
Auctions

Bot Nets

Business and Economy
CDNs

Cheating

Add Cancel
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BAURLE @ ASBYZEFIEER. Hla0 , & Acisco.comi = www.cisco.com. £ Allowi
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http://cisco. conl newci sco
http://ww. ci sco. com

[ 3. URLE B M5 W R IKFE
MRURLTARGERIES , WAERE—RERBPEHRURL , A THEZERAGRINEE,

EXRTEXBEARKMURLE , ERACRATITE, B, £5% - XEIURLE , SFHEHRE
URLHWURLE#H A se LT, LB CEMA5.3.0.3, 5.3.1.2815.4.0.2, 5.4.1.1F&1E,

MR



//www.cisco.com
//www.cisco.com
//www.cisco.com

- FireSIGHT % #t E FWURLIB B & B
- Bffi T B - Cisco Systems



/content/en/us/support/docs/security/firesight-management-center/117956-technote-sourcefire-00.html
//www.cisco.com/c/zh_tw/support/index.html

	排除FireSIGHT系統上的URL過濾問題
	目錄
	簡介
	URL過濾查詢過程
	雲連線問題
	第1步：檢查許可證
	是否安裝了許可證？
	許可證是否已過期？

	第2步：檢查運行狀況警報
	步驟3:檢查DNS設定
	第4步：檢查與所需埠的連線

	存取控制與錯誤分類問題
	問題1:允許/阻止具有未選擇信譽級別的URL
	Rule Action is Allow
	規則操作為阻止
	URL選擇矩陣

	問題2:萬用字元在訪問控制規則中不起作用
	問題3:URL類別和信譽未填充

	相關資訊


